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PhD THESIS OVERVIEW:

The doctoral dissertation is written in English, on 186 pages. The dissertation is structured into 6 chapters,

as follows:
Introduction

1.

2.

I.1.

Publications and structure of the thesis

Background

2.1.

2.2.

Process calculi
2.1.1. Pi-calculus
Type systems

Types for secure access

3.1.

3.2.

3.3.

34.
3.5.

Dynamic web data and secure access
3.1.1. Examples and motivation
Language

3.2.1. Syntax

3.2.2. Data accessibility and identification

3.2.3. Semantics

3.2.4. Well-behaved networks
Type system

3.3.1. Types

3.3.2. Typing locations, scripts, paths, pointers and data trees

3.3.3. Typing processes and networks
Type soundness
Conclusions and related work

Types for private access

4.1.

4.2.

4.3.

4.4.
4.5.

Linked data and private access

4.1.1. Examples and motivation
Language

4.2.1. Syntax

4.2.2. Satisfaction of ask query

4.2.3. Operational semantics

4.2.4. Well-behaved networks

Type system

4.3.1. Policy comparison

4.3.2. Types

4.3.3. Typing names, data and patterns
4.3.4. Typing processes and networks
Type soundness

Conclusions and related work

Types for memory control

5.1.

5.2.

5.3.

Copyless messaging and exceptions
5.1.1. Motivating example
Language

5.2.1. Syntax

5.2.2. Operational semantics

5.2.3. Well-behaved processes
Type system

5.3.1. Syntax of types

5.3.2. Type weight




5.3.3. Subtyping
5.3.4. Typing processes
5.3.5. Typing the heap
5.3.6. Typing configurations
5.4. Type soundness
5.5. Conclusion and related work
6. Conclusion
Bibliography consists of 153 reference. Key documentation given at the beginning of the thesis contains
copies of the basic data on doctoral dissertation in Serbian and English language.

VI  BPEJHOBAIGE NOJEAUHUX JEJOBA JOKTOPCKE JUCEPTAIIMJE:

HACIJIOB: HaciioB ToKTOpCKe ArcepTaliije Mpenn3Ho oipakaBa IMpeIMeT CIIPOBEICHUX UCTPAKUBAhA.
YBOU:

V yBOJy paja, KaHAUIATKUIba 1aje IPUKa3 3Hauaja i aKTYeITHOCTH CIPOBECHUX UCTPaXKUBama. JacHO je
neUHUCaH MpenMeT U HUJbEBH UCTPaKUBakha, Y YijeM KOHTEKCTY je aT KpaTak Iperies J00HjeHuX
pesyJsiTara ¥ CTpYKType AUCepTaluje.

TEOPUIJCKA OCHOBA:

Y 0BOM MOTIIaBJbY, KaHAWAATKHbA J1aje BUILE ieTajba 0 (hopMann3MiUMa KOjU Cy KOpUIINeHH y AUCEeTalHjH.
Hawume, oBoO moriiaBibe cagpku OCHOBHE I10jJMOBE MPOLIECHUX PauyHa M THIICKUX CUCTEME, Iperiie
aKyeJIHOT CTama y 00JIacTH, Kao ¥ CHHTAKCy U CeMaHTHUKY [Iu-padyHa.

THUIIOBU 3A BE3BEJIAH ITPUCTVYII PECYPCUMA:

VY oBOM NOTrfIaBIby, KAaHAUIATKAbA YBOAN (GOPMATHA MOZIET 33 TMHAMHUYKE BEO MMOJIaTKE, 2 KOHTPOJIOM
NPUCTYIIa 32CHOBAHOM Ha yJiorama, Kao M OAroBapajyhiu THUIICKH cHcTeM. Y YBEICHOM MOJEIY, Mpexa je
napasiesTHa KOMITO3MI[H]ja JIOKalluja, TJe CBaKa JIOKaluja caJipXKH Mpolece ca yiorama u crablo rnojgaraka
YHje rpaHe Cy O3HaueHe CKynoBuMa ynora. [Ipounecu Mory 1a KOMyHUIMPa]y, MUTPUPajy ca JIOKaluje Ha
JIPYTY JIOKAIlKjy, KOPUCTE MOJIaTKe, a TAKOhe U Merbajy MOoAaTKe WK YJIOTe Y OKBUPY JIOKajaHor crabia. Ha
OBaj Ha4MH, 100HUja ce MOIEI KOji KOHTPOJIHIIIE MPUCTYII Ipolieca moaaiuma. [IpeaioskeHn TUIICKH CUCTEM
00e36ehyje na ce mocTtaBjpeHa MOTUTHKA MpPEXKe MOMITYje TOKOM M3padyHaBama. OBO MOTIIABIbE CalPIKU
neduHALN]Y 0coOrHA Koje Tper3Huje AeuHunry 6e30eTHOCT y MpekaMa ca JOOPHM MTOHAIIAmkEeM,
THUIICKH CHCTEM KOjU MHIIYKYje MPETX0HO AedrHIcaHe 0OCOOMHE U J0Ka3 BeroBe KOPEKTHOCTH.

TUIIOBU 3A TIPUBATAH ITPUCTVYII PECYPCUMA:

Y 0BOM IOTIIaBJbY YBEJCH je popMaHM padyyH M THIICKH CUCTEM 33 MOJAEIHPAE MPUBATHOCTH MOAATaKa y
RDF ¢opmary. YBenenu pauyH mpejcraBiba MOJIEIN 32 MPOIiece KOji 0CTBapyjy MHTEPAKIH]jy ca rmojanuma
y RDF dopmaty. OBakBH mpoIiecH, 3ajeIHO ca MoAalnuMa, CapiKaHH Cy y JIoKalyjama Kojuma cy
NpUApYKeHa KOpHUCHUYKa nMeHa. JIokaluje ca mojauMa 1 nporecuma ce KOMIIOHY]y napajiesiHo, rpajaehu
HA Taj HAYMH MPEXy KOPHUCHHKA KOju Mel)ycoOHO MOTy 1a KoMyHHIHpajy. [lorogHa cBojcTBa IPUBAaTHOCTH
cy neduHHCcaHa yBOhemEeM IojMa JOOPOT MoHamama Mpexe. THIckn ciucteM obe3belyje rapanmmjy
NIPUBATHOCTH TOJaTaKa y MPEXH, LITO je MOCIeaMIa JOKa3a J1a ce 100po THITM3NpaHa Mpexka yBeK J00po
MOHAIIIA.

TUITIOBU 3A KOHTPOJIY MEMOPHUIJE:

Y oBOM IOrIIaBJbY YBEJICH je popMaiHi padyyH M THIICKH CUCTEM 3a MOAEIHPAke KOMYHUKAIH]jE TIOpyKa
0e3 Komupama, Koju 00e30eljyje rapaHimjy oacycTBa rpeliaka y KOMyHUKAIU]|, TPelraka MeMOpHje U
Lypema MEMOpHje y MPUCYCTBY n3y3eraka. To je popMann3oBaHO GOPMATHIM PAUyHOM YHjU TEPMH CY
TpoIiecy KOju KOMYHHUIIHPAjy U MelyycoOHO ce yckial)yjy kpo3 mopyke 0e3 konnpama Ipu KOMYHHUKALIH]H,
ca MoryhHohy akTHBHpama u3y3eTraka. Y TOM KOHTEKCTY, Y KOjeM pa3MeHa [OAaTaka U eKCIUIMIUTHA
aJloKallrja MEMOPHje 3aXTeBajy KOHTPOJIY MONUTHKE BIACHUIITBA, NOCEOHA MaXKha ce MOPa MOCBETUTH
AKTUBHpaky H3y3eTaKa Kako OH ce Mpeaynpeaniie rpelike y KOMyHUKaUju (Koje Ipon3uiase 13
HeycarJjlaleHnX MoHallamka Ha KpajeBuMa KaHaia) U Iypema MeMopHuje (yciien nopyka 3a00paBJbeHUX Y
pelnoBHUMa KOjH OAroBapajy KpajeBruMa KaHaia).

3AKJbYYAK:

OBo 10171aBJbe YKIbYUYj€ 3aKJbY4HY AMCKYCH]Y O TIPHUKa3aHUM PE3yJATaTHMa U JIeTalbe O aKTYEIHUM U
MoryhuM JasbiM NpaBLHMa HCTPaKHBaba.

v EVALUATION OF PARTS OF PhD THESIS:

TITLE: Title of the doctoral dissertation precisely reflects the subject of the conducted research.
INTRODUCTION:

In the introductory part, the candidate gives an overview of the originality and significance of the conducted




research. The subject and objectives are clearly defined, and its importance described in context of the. A
brief overview of the structure of the doctoral dissertation is presented in the end of the Introduction.
BACKGROUND:

In this chapter the candidate gives more details on the formalizms used in the thesis. In particular, this
chapter contains basic notions of process calculi and type systems, state-of-the-art in the field and the
syntax and semantics of the Pi-calculus.

TYPES FOR SECURE ACCESS:

This chapter introduces a calculus for modelling dynamic web data with role-based access control and a
corresponding type system. In the presented model, a network is a parallel composition of locations, where
each location contains processes with roles and a data tree whose edges are associated with roles. Processes
can communicate, migrate from a location to another, use the data, change the data and the roles in the local
tree. In this way, a model that controls access of processes to data is obtained. Proposed type system
ensures that a specified network policy is respected during computation. The chapter contains definition of
desired security properties of well-behaved networks, a type system which enforces these properties and
prove of its soundness.

TYPES FOR PRIVATE ACCESS:

This chapter introduces a calculus and a type system for modelling privacy (access control) of RDF data.
Theintroduced calculus presents a core language of processes that interact with datain RDF format. These
processes, together with data, are enclosed with user names which are put in parallel, representing a
network of usersinteracting with each other. Desired privacy properties of the network are defined by
introduction of a notion of the well-behaved network. Introduced type system guarantees privacy properties
by proving that well-typed network is well behaved.

TYPES FOR MEMORY CONTROL:

This chapter introduces a calculus and a type system for copyless messaging that is able to guarantee the
absence of communication errors, memory faults, and memory leaks in the presence of exceptions. It
formalizes a core language of processes that communicate and synchronize through the copyless message
passing paradigm and can throw exceptions. In this context, where the sharing of data and explicit memory
allocation require controlled policies on the ownership of heap-allocated objects, special care must be taken
when exceptions are thrown to prevent communication errors (arising from misaligned states of channel
end-points) and memory leaks (resulting from messages forgotten in end-point queues). Introduced type
system guarantees some safety properties, in particular that well-typed processes are free from
communication errors and do no leak memory even in presence of (caught) exceptions.

CONCLUSION

This chapter concludes the thesis with the discussion of presented results and some details on the current
and further directions of research.

VI CIIHICAK HAYYHHUX U CTPYUYHHUX PAJOBA KOJH CY OBJABJbEHHU NJIN
IPUXBAREHU 3A OBJAB/BUBAILE HA OCHOBY PE3YJITATA HCTPAJKUBAIbLA Y
OKBHPY PAJA HA TOKTOPCKOJ JMCEPTALINJN

VI LIST OF PUBLICATIONS THAT ARE RESULTS OF THE PHD THESIS

TakcaTHBHO HABECTH HAa3WBE pajioBa, TIe W Kaaa cy o0jaBibeHU. [IpBO HaBeCTH HajMame jeJlaH paj
o0jaBsbeH win npuxsahieH 3a o0jaBsbHBame y yaconucy ca ISI nmcTe 0JHOCHO ca JIMCTE MHUHHCTapCTBa
HAJUIC)KHOT 32 HayKy KaJa Cy Yy NHTamby JAPYIITBEHO-XYMaHHCTHUKE HAayKe WIM DPafoBe KOjU MOTY
3aMeHuTH oBaj ycinoB a0 01.jamyapa 2012. rogurae. Y cimy4ajy pagoBa mpuxBaheHuX 3a 00jaBJbHBambe,
TaKCAaTHBHO HABECTH HA3WMBE PajioBa, I1ie U Kajaa he Outn 00jaBJbeHU U NPUIIOKHUTH MOTBPLY O TOME.

1. Svetlana Jaksi¢, Luca Padovani: Exception handling for copyless messaging, Science of

Computer Programming 84: 22-51, 2014. (M23)

2. Svetlana Jaksi¢, Luca Padovani: Exception handling for copyless messaging, PPDP 2012, 151-162,
2012. (M33)

3. Mariangiola Dezani-Ciancaglini, Silvia Ghilezan, Svetlana Jaksi¢, Jovanka Pantovic: Types for
Role-Based Access Control of Dynamic Web Data. WFLP 2010: 1-29. M31)

4. Svetlana Jaksié, Jovanka Pantovié, Silvia Ghilezan: Privacy for Linked Data, Mathematical
Structures in Computer Science, 21 pages. DOI:http://dx.doi.org/10.1017/5096012951500002X
(M23)
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VII 3AK/bYUYIIN OJTHOCHO PE3YJITATH NCTPAKHUBAIbBA

Jlucepranuja cajpsku pe3yiTaTe HCTPAXKUBamba KOje MOKEMO CBPCTATH Y TPHU YKe 00JIaCTH HCTPaKUBamba!
®dopManHH MOAENTH W METOZAE 3a ylpaBjbame mnomanmmmMa y XML ¢opmary W KOHTPONIY MpHCTYyIa y
TUCTpHOYyHpaHUM MpeXxaMma Koje KOH3YMHpajy TakBe oJaTKe, ca HarJlaCKOM Ha MUTama 0e30eTHOCTH
HojIaTaKa.
QdopmanHu MozxenM M MeToae 3a ymnpaeibame mojanuma y RDF dopmaty ¥ KOHTpoiy mpHCTyHma y
JUCTPUOYHPAaHUM MpekaMa ca TaKBUM I0Ial[Ma, Ca HarlackoM Ha MHUTamka MPUBATHOCTH.
dopMaHM MOJENM M METOJe 3a IPEBEHIHjy MEMOPHJCKHX Tpellaka M ILypema MeMOopHje, Kao M
KOMYHHUKAIIMOHUX IpelliaKka IMPHIMKOM KOMYHHKAIUje opyKa 0e3 KoIHupama.
[lybeBu Te3e cy na Gopmannsyje MpEeTXOJHO HaBeleHe npodiiemMe, y3 Kopuiheme THIICKHX cucTeMa 3a
Bepudukanujy onpehennx ocobmna. [IporecHn pauyHu ce 06a3mpajy Ha KOMYHUKAIUjH, MHTEPAKIHjHA U
CHHXPOHM3aIMj1, W Kao TakBU MpEACTaBJbajy onromapajyhe dopmanaHe mozaene 3a mpobieme Koju ce
pasMarpajy y oBoM paxy. Ymorpeda THUIICKMX CHCTeMa je MO3HATH CTATUYKH METO] 3a BEepU(HKALHUjY
Pa3HUX PEIEeBaHTHUX OCOOMHA.

VII CONCLUSIONS AND RESULTS OF THE RESEARCH
The present dissertation considers the following three research problems:
e Formal models and methods for data management and access control in a distributed network with
datain XML format, with emphasis put on security issues.
» Formal models and methods for data management and access control in a distributed network with
datain RDF format, with emphasis put on privacy issues.
»  Forma models and methods for prevention of memory errors and leaks, as well as communication
errorsin copyless messaging communication paradigm.
The objectives of the thesis were to formalize these problems and use type systemsto verify certain
properties. Process calculi focus on communication, interaction and synchronization, and as such are
appropriate formal models for the problems considered in this thesis. The use of type systemsisa
prominent static method for verification and enforcement of variety of properties

VIII OHEHA HAYHUHA IMPUKA3A U TYMAUYEIbA PE3YJITATA HCTPAYXKUBAIbBA
ExcrumiyuTHO HaBeCTH NO3UTUBHY WIIM HETATHBHY OLIEHY HauMHA IPUKa3a U TyMadema pe3yliraTa
HCTPAKUBALA.

Komrcuja oremyje HaUMH MpUKa3a U TyMadema pe3yirara mo3uTHBHO. [licepranyja je HanncaHa
HperyieHo U cucTeMaTndHo. OpUTHHAIHU PE3YITaTH Cy jaCHO M MPELHU3HO (HOPMYIHCAHH, OCOOHHE CY
JeTaJbHO JJOKAa3aHe U JaTe Cy OAroBapajyhe mrycTpanyje Ha mpuMepruMa U3 IpIMeHe y pauyHapCTBY.

VIII EVALUATION OF THE PRESENTATION AND INTERPRETATION OF THE RESEARCH
RESULTS

The dissertation is well organized and clearly written. Original results are clearly and precisely formulated,

all the properties are proved in detail, and adequate illustrations from applications in software practices are

presented.




IX KOHAYHA OLIEHA JOKTOPCKE JUCEPTAILIMJE:

FINAL EVALUATION OF THE DOCTORAL DISSERTATION:
EKCIJIMIMTHO HABECTH J1a JIU JUCepTallija jecTe WM HIje HAIllCcaHa y CKIIaay ca HaBeIeHUM
00pa3IoKeHEeM, Kao 1 J1a JIM OHA CaIpP KK WIH HE CaApKu CBe OUTHE eneMeHTe. JaTu jacHe, mpelu3He u
KOHI[M3HE OJIrOBOpE Ha 3. U 4. muTame:

1. Jla Ju je qucepTanuja HAMKCaHA Y CKJIALY ca 00pa3jio:keeM HABEJIEHNM Y NpHjaBu Teme?

Jla, komrcHja cMaTpa Ja je AucepTannja HalmrucaHa y CKIIaay ca 00pasiokKemheM Y IpHjaBH TEME.

Is the dissertation written entirely in accordance with the reasoning given in the application?

Yes, the dissertation is written in accordance with the reasoning that was set up in the application of the
research proposal.

2. Ja am nucepraumja caapku cBe OMTHe ejieMeHTe?

Ja, nucepranmja caapXu cBe OWTHE €JIEMEHTE: NMPEUU3HO cy Ne(UHICAHW NpEenMET, NUIBEBH M 3aIali
UCTPaXMBamba, JIETAJHHO je aHAJTM3UPAHO CTamhe y 00JIACTH M PEJIEBAaHTHH PE3YNTATH, HAKOH Yera Cy
JIeTaJbHO ONMCAaHU JTOOMjEHH PEe3yNTaTH NCTPaXHMBarba, AUCKYCHja M 3aKJbydHa pasMmarpama. Crmcak
kopuiiheHe JuTepaType yKa3yje Ha TeMeJbHO [IPOy4YaBame U I03HaBamke 00JIaCTH UCTPaKUBAHA.

Does the dissertation contain all the relevant elements?

Yes, the dissertation contains all the relevant elements: precisely defined subject, objectives and tasks of the
research, state-of-the-art, followed by a detailed description of the research results, discussion and
concluding remarks. A list of references indicates a fundamental knowledge of the field of research.

3. ITo yemy je qucepTaluja OPUTHHAJAH AONPUHOC HAYLH?

KannunaTkuma nocTaBiba U aHAIM3MPa OPUTHHAIHE MOJIeNIe, KOjHU MPETXOIHO HUCY pa3MaTpaHu y HAy4HO]
JUTEpaTypH.

In what way the dissertation provides original scientific contribution?

The candidate sets up and analyzes original models, which have not been previously discussed in the
scientific literature.

4.  Hepocranm aucepranyje U lHUX0B YTHLA] HA Pe3yJITaT HCTPAKUBaha

Ha ocHOBY mNpeTrxoiHO W3HETHX MHUIIJbEHA, KOMHCHja KOHCTaTyje Aa JOKTOpCKa AMCepTalija Hema
HeJlocTaTaka.

The dissertation shortcomings and their impact on research results

Based on the above judgments, the Commission concludes that the doctoral dissertation has no
shortcomings.

X HNPEJJIOT:




Ha ocHOBY yKyIHe olLieHe [ucepTalyje, KOMHCHja Mpelaxe Ja ce JTOKTOpCKa TUcepTalnja KaHIuIaTKHbe
Cretsane Jakmmh npuxsarty, a KaHAWAATKUEBLY 0100pH o0paHa.

X EVALUATION RECOMMENDATION:

Based on the overall evaluation of the dissertation, the Commission recommends to accept the doctoral

dissertation of the candidate Svetlana Jaksi¢ and to approve its defense.

Hosu Cagn, 2.9.2016
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