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IHOCEBHOCTHU JOKA3UBAA JIEJJA BUCOKOTEXHOJIOLIKOI
KPUMMHAJIA

Pe3ume

[lpeamer nucepranuje je youaBamke M aHaIHM3a IOCCOHOCTH OTKpPHBaWma U
JIOKa3MBamkba KPUBUYHUX Jie1a 00yxBahleHUX 10jMOM BHCOKOTEXHOJIOMIKOT KpUMHUHAIA.

VY pany je ykazaHo je Ha ojapeheHe acmekTe BUCOKOTEXHOJOIIKOT KPUMHUHAIA KOJH
ra YuHe y 3Ha4ajHOj MEpU KOMIUIEKCHOM TEMOM 3a IPOy4YaBame OJ CTpaHe MPaBHUKA, a
BUXOBO HEPa3yMeBambe, OJJHOCHO HEY3UMamhe Yy 003Hp Npe/CTaBiba 030UJbHY MPETPEKY
WHCTUTYIIMOHATHOM OJATOBOPY OJf CTpaHE HAIJIeKHUX oprana. Haumme, mnojenuHe
1ojaBHE O0JIMKE KapaKTepHIle MPOCTOPHA yAaJbeHOCT u3Mel)y yumHuona u omreheHor
KOja MOXXK€ OMTH NMPHIMYHO EKCTPEMHA YHMME CE€ ITOJ MECTOM HW3BpIICHA KPUBHYHOT
Jiefla MOXKE CMaTpaTH HEKOJIMKO JIOKallkja yKJbydyjyhu m Hekonuko apxkaBa. Ocum
TOTa, BEpOBaTHONA OTKpHUBamka YUWHWIIALA j€ TATEKO Mamka HEro KO TPaauIHOHATHUX
KPUBUYHUX JeJa ycien MOTyNHOCTH CakpHBama HIEHTHTETa y KHOEp MpOCTOpY MpHU
YeMmy Cy CpelICTBa M3BPILICHa Yy JOMEHY BUCOKE TEXHOJIOTH]E KOje Ce HeIPECTaHO MEHmha
U YUYMHHOLM UMajy IHUPOK n300p nHCTpyMeHTapujyma. C 003UpoM Ha TO Ja ce paju o
penaTMBHO HOBO] IOjaBM 3a HAJUIeKHE OpraHe, y IOINIEAY KOjeé CYy HEONXoJHa
Crenrjaln30BaHa 3Hamka, KPO3 aHAIM3Y MPOIUCca U IpuMepa J00pe Mmpakce YOUeHH Cy
00JIMIIN cTienHjau3alije HaJIeKHUX OpraHa y CYNpOTCTaB/balkby BUCOKOTEXHOJIOIIKOM
KpUMHUHATY. YOITe, pa3MOTpeHa Cy oBiamhema Koja je moTpeOHO JAaTH HaUIe)KHUM
opraHmMa Kako OM ce CTBOPWIM OJroBapajyhm MeXaHM3MH 3a ylaXeme y Tpar
YYMHHOIIMMA KPUBUYHHX Jesia U o0e30eheme nokaza 3a morpede mokperama U Bohema
KPUBUYHOT MOCTYIIKA.

[Tonazehu on Tora ma ce mpupoja ENEKTPOHCKHX 3amuca Koju OM ce MOIJu
yIOTPEOUTH Kao J0Ka3 y KPUBUYHOM IIOCTYNIKY M TOTpeOaH (OpeH3MUYKH paj y
NPUKYIUbalby W 00paau THUX TOJaTaka BEOMa pa3lIUKy]y Y OJHOCY Ha yoOudajeHe
TparoBe W JO0Kasze, MoceOHa Maxma je nocBeheHa MpaBUIMMa KPUMUHAIUCTUYKE
TaKTHKE M TEXHHKE TNpHiaroheHuM CreuupuyHOCTHMAa MoJaraka y padyHapHMa,
pavyyHapCKUM CHCTEMHMA U pauyHapCKUM Mpekama (T3B. IUTUTaTHa (POPEH3UKA).

VY uwby naBama npemiora de lege ferenda, carnenanu cy mpobiaemu ca KojuMa ce
CyouaBajy HAJUICKHH OpraHH, aHaJM3UpaH je€ MO3UTHBHONPABHO OKBUp y PenOmurm

Cpbuju u ymopeheH ca peleBaHTHMM TIponuMcUMa Ha MeljyHapogHOM H



HAJHAIIMOHAIIHOM HHUBOY M ojpendama ojarosapajyhux mpommca y MOjeJUHIMA
npxaBama. Pesynratm paga mpenctaBibajy JOPHUHOC TEOPHJCKOM U MPAKTUYHOM
pasjaimbey MpoOIeMaTHKE Koja je MpeIMeT JOKTOPCKE AMcepTaluje, ma IMOCTOjH
MOTYNHOCT HHMXOBE MPaKTHYHE IPUMEHE C O03MpOM Ma TO Jia jeé OBO 00jacT y

KOHCTaHTHOM pa3Bojy U OTBOPEHA U MOAJIOKHA MOIU(UKOBAY.
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SPECIFITIES OF PROVING CYBER CRIME

Summary

The subject of the dissertation is the identification and analysis of specifics of
detecting and proving criminal offenses covered by the concept of cyber-tech crime.

The paper points to certain aspects of cybercrime that make it significantly
complex subject for the study by lawyers, and which lack of understanding or not taking
into account, constitutes a serious obstacle to the institutional response by the competent
authority. In fact, some forms of cyber crime are characterized by the spatial distance
between the perpetrator and the victim, which can be quite extreme, while under the
place of commission of the crime several locations, including several states, may be
considered. In addition, the probability of detection of offenders is far smaller than in
case of traditional crimes, due to the possibility of hiding the identity in cyber space,
where the means of execution are in the field of high technologies constantly changing
which provides offenders with a wide variety of instruments and tools. Given that this is
a relatively new phenomenon for the competent authorities, in respect of which the
necessary specialized knowledge is needed, through the analysis of the regulations and
good practice the forms of specialization of competent authorities in fighting
cybercrime are observed. In general, the author reviewed the powers that should be
given to the competent authorities in order to create appropriate mechanisms for tracing
offenders and securing evidence for the purpose of initiation and conduct of criminal
proceedings.

Starting from the fact that the nature of electronic records that could be used as
evidence in criminal proceedings and necessary forensic work in collecting and
processing these data are very different compared to the usual clues and evidence,
particular attention was paid to the rules of criminal tactics and techniques adapted to
specific data in computers, computer systems and computer networks (the so-called.
digital forensics).

In order to make certain de lege ferenda proposals, the problems faced by the
authorities are analyzed, as well as positive legal framework in Republic of Serbia
which was compared to the relevant regulations at the international level and the

provisions of relevant legislation in individual countries. Results of the work represent



contribution to theoretical and practical clarification of the problem which is the subject
of doctoral dissertations and therefore have the possibility of practical application with
respect to matter that this is an area in constant development and open and subject to

modification.

Keywords: criminal procedure, proving, evidence, cyber-crime, electronic evidence,
privacy protection.

Scientific field: law
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YBOJ|

TokOM TPOTEKIMX TENeceTak ToJUHAa TEXHOJIOMIKA HAmpeaak je paJuKaiHo
POMEHHO JINYHE ¥ MOCJIOBHE aKTUBHOCTH IOjEIMHAIA, T¢ (PYHKIIMOHUCAE JAPYIITBA U
apxkase. On m3yma y kacHuM 40-uM rojuHama JBaJe€ceTOr BeKa, paduyHap U ca
padyyHapoM TIOBE3aHa TEXHOJIOTHja JaHaC WMajy IOMHHAHTHY YJIOTY y CaBPEMEHO]
KYJITYpH, Ta C€ JPYIITBO TEIIKO MOXE 3aMHCIHTH 0€3 TOCTOjama M OClamarmba
padyHape, 4eMy je IMOCeOHO MONpHHENa IIUPOKa JOCTYIMHOCT 3a jaBHY YHIOTpeOy
WuTepHeTa U Ipyrux pauyHapCKUX MpeXa Koje MOBe3yjy padyyHapcKe CUCTEME U3 LeJIoT
cBera. Ca pa3BojeM TEXHOJIOTHje IPOU3BOKE padyHapa, MOOWIHHMX TelaedoHa H
NPYruX MPEHOCHBHX EIIEKTPOHCKUX ypehaja 3a oOpaay u mpeHoc mojaraka, oMoryhex
je IPUCTYN MoAanruMa MPeKo pauyHApCKUX Mpe’kKa ca CBAKOT MECTa Y CBAKOM TPEHYTKY.
[TojaBa W pacmpoCTPamEHOCT CAaBPEMEHOT KOHIICNTA ,,padyHapCTBO y OOMaky™, y
OKBUpPY KOT' C€ TOJalM CKIQJUIITe W HHMa Ce MPUCTYNa Y IMOTIYHOCTH IPEKO
WurepHeTa U Apyrux padyHapckux mpeska (T3B. cloud computing), nogatau je dhakrop
noBehama CBEOIITE 3aBUCHOCTH Of MH(OPMAIIMOHUX TEXHOJOTHja y CBAKOJAHEBHOM
xuBOTy. Kako ce cBe Buile mojataka O JHYHOCTH, OJ E€JICKTPOHCKE IMOIITE [0
0aHKOBHUX pavyHa, Kao W IMoJaTaka O]l 3Hayaja 3a (YHKIMOHHCAHE MPHUBpENE U
JpXaBe CKJIaauITe y ,,00/1aKy*, a KOju y CBaKOM TPEHYTKY MOTY OMTH 00jeKT Hamaja
3J10ynoTpedoM MHGOPMAIMOHUX CHUCTEMA, OMpPaBIaHO j€ OYCKHBAWKE IOjeUHAIAd U
NPUBPEIHUX CyOjekarta W JIPYruxX MpaBHUX JIMIA Ja C€ MPaBHO ypeau 3allTHTa THX
nojlaTaka y CMHCIIy O4yBama HBHX0Be 0e30eaHocTH. CXOIHO TOMeE, JpKaBe HACTOje Ja
OJpK€ KOpaK ca TEXHOJOMIKMM HANpeTKOM M 3aliTHTe (U3MYKa W TpaBHA JIHLA O
3nmoyrnotpeda nHpopMaIMOHUX crcTema, a Ultima ratio y 3amrutu HaBeaeHux mgobapa je
NPONHUCHBaKEe ONpeheHNX IMOHAIIaka Ka0 KPUBUYHUX Jieia TMPOTHB IMOBEPJHUBOCTH,
IEJIOBUTOCTH W JIOCTYMTHOCTH pPAadyHAPCKHX TI0/IaTaka W PadyyHApCKUX CUCTEMa |
Mpexa, a Koja ce MOTry 00yXBaTHTH I10jMOM BHCOKOTEXHOJIOIIKOT KpuMHUHana. J{a ou ce
OJrOBOPWJIO Ha cHenu(UYHy TPHPOAY KPUMHHAIHUX AaKTUBHOCTH YYHE-CHUX
KopuithemeM padyHapCKUX CHCTEMa M MpPeXa, pasyMJBHBO je ONpenebehe qpKaBa Jaa
npuiarojie, OJHOCHO YIOTIyHE MocTojehe KpMBHUYHE 3aKOHE HOBHM ojpendama. 3a
CTBapame O/AroBapajyher mpaBHOT OKBHpPa 3a CyNpPOTAaBJbAE OBOj BPCTH KPHMHHAJA

yTeM KPUBUYHOT MpaBa, OCUM IIITO CE€ y MPONHUCHMa KPUBUYHOT MaTEpHjaHOT IpaBa



onpeheHa moHamama WHKPUMHUHUILY, T€ mpeaBubajy Kao KpHBHYHA [ella TPOTUB
MOBEPJBUBOCTH, LIEJIOBUTOCTH U JOCTYHHOCTH padyyHapCKUX MOJaTaka U pauyHapCKUX
cUCTeMa M MpEKa, HEOIXOJHO je Jia MPOMKMCH KPHUBHYHOT IMPOIECHOT IpaBa CaapiKe
onrosapajyha ommamhema HaJIe)KHUX OpraHa Yy IMJbY OTKpUBama H3BOpa
HE/I03BOJbEHE PAhe, OJHOCHO MPUKYIJbamkha MOJaTaka O YUYUHEHOM KPUBUYHOM JEITy
U YYMHHUOILY, KOjU MOTY OUTH KOpUIINEHU Kao JI0Ka3 y KpUBUYHOM IOCTYIKY, a Bojehu
padyHa O crenU(pUIHOCTHUMA BUCOKOTEXHOJIOMIKOT KPUMUHAJIA U OKPYKEHha Yy KOM ce
HEJI03BOJbCHE aKTUBHOCTH MIPEy3HUMa]jy.

Kao npeomem nucepranyje onpeheHo je noumarbe 8UCOKOMEXHOIOUKOS KPUMUHANA
u yowasarwe cneyuguyHocmu KOje TPEICTaB/bajy W3a30B 32 OTKPUBAKE W
o0e30ehuBama J10Kaza MOTpeOHUX 3a Boheme KPUBUYHOI MOCTYIKA 32 KPUBHUYHA Jieia
KOJI KOjUX CYy payyHapCKH IIOJalld, pauyyHapCKH CUCTEMH WM padyyHapCcKe Mpexe
CPEACTBO W3BpIICHAa WM OO0jeKT Hamaza, a Koje Mpou3ja3e U3 KapaKTepUCTHKA
kopuithennx wuHpopManmonux TexHojoruja. llomazehum ox Tora ma ce mpupona
pauyHapCKHX IMOjaTaka, Koju OM MOTJIM UMATH 3Hauaj J0Ka3a y KPUBUYHOM TOCTYIIKY,
U 1oTpedaH POPEH3MUYKU paj y NPUKYIUbalky U 00pajy THX MOAaTaka y 3HATHOj MEpH
pa3nuKyjy y OJHOCY Ha yoOHWUajeHe TparoBe U Jiokasze (¢ 003upoM Ha Op3WHY KOjOM ce
panma MOXe TPEAy3eTH a TPAaroBU y €NEKTPOHCKOM OOJHKY M3MEHUTH, CAKPUTH HIIH
YHUIITHTH), TOceOHa maxma je mnocBeheHa npasuiuma Oueumanne ¢hopensuxe
npuiaroheHnM crnenupUIHOCTHMA TT0/IaTaka y pauyHapuMa, paduyHapCKHM CHCTEMHUMa
U pauyHapckuM Mpexama. [lonmasehu on Tora na je BepoBaTHOha OTKpUBama pamme H
yYUHWIAA JaJeKO0 Mama HEero KOoj ,,TPAJAWIUOHAIHUX KPUBHYHHMX JeJa, YCIel
MOTYNHOCTH NpPHKpHBama TParoBa y pauyHapCKUM CHCTEMHUMa U Mpexama (Ipu 4eMy
Cy Cpe/AcTBa M3BpLICHA Y JOMEHY BHCOKE TEXHOJIOTH]E€ KOj€ Ce HEMpEecTaHO Mema, a
YYHMHHOILIM UMajy IIMPOK M300p MHCTPYMEHTapHjyMa 3a U3BpIICHE Jea U MPUKPHBAE
TparoBa), y JUCEpPTAllMju Cy pazmampana osirauihierba Koja je TOTpeOHO aaTu
HA/IJISKHUM OpraHuMa Kako OW ce CTBOPHIIM OJroBapajyhu MexaHH3MH 32 yIaXeme y
Tpar yYyMHHOLMMa KPUBHYHHUX Jena M oOe30ehewme T3B. erekmpoHckux oOokaza 3a
notpede KpHBHYHOI TOCTynka. Kako je jemHa oJ jeIWHCTBEHHX KapaKTEPHCTHKA
BHCOKOTEXHOJIONIKOT KPIMHHAJA TO JIa C€ Pajiha U3BPIIEHA MPeay3uMa y BUPTYESITHOM
CBETY Y KOM HE TTOCTOj€ TPaHUIIe TEPUTOPHjATHE HANJICKHOCTH opeheHnX pKaBa, jep

U3BPIIMOLM MMajy MOTyhHOCT Ja ycMepe Hamaj Ha payyHape WM Mpexke Ouio ruae y



CBETY M Ja Halaj CHpOBOJY IOCPEICTBOM padyHapa WIM MpexXe KOju ce Hajlaze Ha
pa3IMYUTUM JIOKallMjaMa y OJHOCY Ha JpKaBy Yy KO0joj Cce Halla3W padyyHap M3BPIIHOIA
WM padyHap Koju je 00jeKT Hamaja, jedaH O] MpeaAMeTa IucepTalije je carjie/iaBame
noctojehux mexanusama mehynapoone npasne nomohu u capaorwe y KpuGUUHUM
cmeapuma, Kao W pa3Marpame IMOTpede aHTaKoBama IMMOCCOHMX MeXaHu3ama
npuiaro)eHux CrenupuIHOCTIMA BHUCOKOTEXHOJOWIKOr KpuMuHana. Ocum ToOra,
pa3MaTpaHu Cy MUHHUMAJIHHM YCJIOBH U rapaHIdje Koje je MOTpeOHO y3eTH y 003up, KaKo
0u ce 00e30eauIa afeKBaTHA 3alITUTA oapeheHnX JbyACKUX MpaBa U cJI000/1a y CKIamy
ca NPHUHLIMIIOM BIIaJIaBUHE TpaBa M CIPEUYHSIO apOUTPEpPHO TOCTYHAme HAMICKHUX
JIpXXaBHUX OpraHa, NPHJIMKOM 3aKOHCKOT peryjucama, OJHOCHO onapehuBama u
u3BplIeHa oApeheHuX NPONECHUX paalku y LHbY OTKpuUBama U o0e30ehuBama
EJIEKTPOHCKHUX JIOKa3a.

[Ipeamer wcTpakuBama IMpoydyaBaH je TEMEJPHO M CBEOOYXBaTHO, Kako Ou ce y
NOTIYHOCTH pa3yMmelna mpoOiieMaThka OTKpuBama M oOe30ehema pokaza 3a moTtpede
KPUBUYHOI TIOCTYNKA 3a Jlella BHCOKOTEXHOJOMIKOT KpuMuHama. CIOXKEHOCT u
KOMIUIEKCHOCT MpeMeTa UCTPaKUBaKka 3aXTeBalia je aJeKBaTaH U ca KOMIUIEKCHOIThy
npeaMera yckiaheH HCTpaKMBayKH IPOIEC, IITO MPBEHCTBEHO IMOApa3yMeBa Ja je
UCTPAXKMBAE CIIPOBEJICHO y HEKOJIMKO (a3a. HakoH mpukyrsbama HaydHE U CTPYUHE
JUTEpaType, Te HUXOBE aHAIM3E, YOUCHA Cy OMINTA M CIeHU(HUYHA MUTAkha Y OKBUPY
MOjeIMHUX TIpeaMeTa HCTpakuBama. HakoH Tora, aHanmu3upaHu cy oAroBapajyhu
MIPOIMCH, KaKO OM ce MPOHAIIIX OJIFOBOPH Ha MUTamka MOCTaBIbeHA Y MPETX0AHO] (hazw,
a TIOTOM j€ yCIIEeUIO CUHTETH30Bamke HajO00JbUX pememha. OBOM 3aaTKy MPUCTYIIHIO
ce MPUMEHOM HOPMATHUBHOT, MCTOPHjCKOT, JIOTHYKOT, JE3UYKOT U YIOPEIHO-TIPAaBHOT
METOJIa, Kako OM CBM acleKTH U CHeHu(UYHOCTH MpeaMeTa HCTpakhBamba Ouiu
oOyxBaheHu, a mocebaH 3Hayaj MMao je MPABHO-IOTMATCKM METO, Tj. MO3UTHBHO-
IIPaBHU METOJ YMjOM IMPHUMEHOM j€ y JAUCEpTalMjH JaTa CUHTETHYKa OlleHa IpeaMeTa
UCTpaXXMBamka, Ha KOJU HAUMH je JaT JONpHUHEC NocTojehuM NO3UTHUBHO-IIPaBHUM
pelemrMa Koja ce OJIHOCE Ha IMpeIMEeTHY HpoOjeMaTuKy, JAaBambeM OAronapajyhux
npezyiora de lege ferenda. Pagu carnenaBama 00MMa BUCOKOTEXHOJIOIIKOT KpUMUHAJIA,
aHaJIM3UPaHU Cy TOJIalld TOOWjEHU CTATUCTUIKUM UCTPAKUBAmHUMa KOJU C€ CIIPOBOJIE Y
OKBHUpY pana PenyOmmdkor 3aBoja 3a CTaTUCTHKY, Kao W nojanu u3 M3pemraja o pamy

oneibema 3a OopOy TMPOTHB BHCOKOTEXHOJONIKOT KpHUMHHana Bwier jaBHOT



Tyxmiamrea y Beorpaxy y mepmomy ox 2011. mo 2014. romume'. Oxroapajyhu
3aKJbYYLIM y BE3M Ca MPEAy3UMameM ONEPATUBHUX W KPUBHUYHOIPOIIECHUX PalibU H
Mepa OJ] CTpaHe OpraHa YHYTPAIllbHX MOCIOBA M3BEJACHU CYy Ha OCHOBY CTPYYHOT
UHTEpBjya ca mnpenctaBHUKOM Ojesbema 3a 00pOy MPOTHB BHCOKOTEXHOJOIIKOT
KpUMHMHAIAa Yy OKBUpPY MuHHCTapcTBa YHyTpallmux mocioBa Pemybmmke Cpouje.
Boheme crpyunor wuHTepBjya ca TyxkuoleM 3a BHCOKOTEXHOJIOIIKA KpPUMHHAT
pe3yATHpAIO je TOTIYHHjUM carjieflaBalbeM CTamba 3aKOHOJAaBHOT OKBUpa 3a
MOCTYIAake HAUIGKHUX OpraHa, T€ je Mpero3HaTa HYXXKHOCT HeroBOr IpuiarohaBama
CXO/IHO MoTpedama Mmpakce y CynpTOTCTaBbalbhy KPUBHUHUM JIEIMMa M3 HaJJIEKHOCTH
Opnespema, ogaocHo Tyxunamrsa. Takole, ananu3upana je cyacka mpakca JOCTyIHa y
0azama mnopmataka CiyxOenor riacHuka u Paragraf-a, Ha ciyx6enum HWHTepHer
CTpaHHIIaMa M y OWJITCHHMMA cyJcke mpakce Bumer cyna y beorpany, AmenaroHor
cyna y beorpany u BpxoBHOT KacalimoHOT Cy/a, Ka0 1 HHOCTpaHa CyJICKa IpaKca.

ITo ce THue cmpykmype, nuceprainyja, Iopel yYBOJa M 3aKJby4Ka, CaJpKd OcaMm
nenoBa. Y npeom Oeny Cy Hajlipe y OKBHPY HPBOT IOIJIaBJba CarjellaHd CaBPEMEHO
UH(OPMAILIMOHO OKPYXKEHkEe U MOryhHOCTH 3710ynoTpeda nH(HOPMALMOHUX TEXHOJIOTH]a,
na je oxpeheH mMojaM BHCOKOTEXHOJIOIIKOT KPUMHHAJIA W YKa3aHO je Ha HCTrOBE
Kapakrepuctuke u o0mM. IloceOHO mornaBbe je mocBeheHO NMpPaBHOM OKBHPY 32
CYNPOTCTaBJbalkhe BUCOKOTEXHOJIOIIKOM KpUMHHANY. /JIpyeu Oeo pada mocBeheH je
OCHOBHHMM H3a30BHMa Y CYNPOTCTaBJbalhy BUCOKOTEXHOJOIIKOM KPUMHUHAITY ca KOjUMa
Ce CyouaBajy Ha/IJICKHU JIP)KaBHU OPTaHU M TIPETIIOCTaBKama 3a e(pUKacCHOCT MOCTYIKA
3a JieJla BUCOKOTEXHOJIOUIKOT KpUMHUHAJA, U TO MUTakUMa Y BE3H ca HaJISKHOMINY 3a
romeme U cyheme 3a Jena BUCOKOTEXHOJOMKOT KpUMHUHANA, KA0 M CIEHHjan3aluju
HQ/UICOKHUX JIP)KaBHUX oOpraHa. Ipefiu €0 HOCH Ha3WB JIOKa3UBamke JeNa
BHCOKOTEXHOJIOLIKOT KpUMHHAJA, Y OKBUPY KOT Cy ojpeheHr mojaM u KapakTepUCTHKE
€JIEeKTPOHCKUX JIOKa3a, a I0TOM je Taxma INocBeheHa MoceOHUM paamama 3a
ob6e30eheme enexkTpoHCKUX noka3a nosazehu ox KoHBeHIM]e 0 BHCOKOTEXHOJIOUIKOM
KpUMHHANY. Y uemepmom eIy ayTop aHaJu3upa HOPMATHBHH OKBHUD 3a JIOKa3WBaHC
BUCOKOTEXHOJIOIIKOT KpuMHHaia y PenyOnauuu CpOuju, y3 olleHy ycarjameHOCTH ca

onpenbama KoHBeHIMje O BUCOKOTEXHOJOIIKOM KpUMHHaNy. [lemu Oeo mpencTaBiba

! Mspemraj o pamy onemema 3a GOpOy NPOTHB BHCOKOTEXHONOMIKOI KPHMHHAIA Buimer jaBeor
Tyunamrsa y beorpany y nepuony ox 2011. mo 2014. ronune ayTopy je ZOCTaBJbEH Ha OCHOBY MoJjbe
ynyhene Tyxnoiry 3a BHCOKOTEXHOJOIMIKH KPUMHHAI.



YIIOPEIHONPABHU MPUKA3 PEIeha U3 HAIIMOHAIHUX 3aKOHO/IaBCTaBa KOjU C€ OJJHOCE Ha
JIOKa3MBamkEe Jlella BHCOKOTEXHOJOMIKOT KpuMmuHana. [Ilecmu Oeo mocBeheH je
MehyHapoaHO] capaimy  HAUICKHUX Jp)KaBHUX OpraHa Yy CYIpPOTCTaBJbaby
BHUCOKOTEXHOJIOIIKOM KpUMHHAIy. Y OBOM /eIy Cy Hajupe aHaJIM3UPAaHU OIIITH
OKBUpU 3a TpyXame MeljyHapoJgHe MpaBHE MOMONM y KPHUBHYHUM CTBapuMa U
HemocTany rnocrojehux MmexaHu3ama, a IMOTOM je€ pa3MaTpaHa MoTpeba NpuUMeHe
cnenuGUYHUX MPaBHUX MEXaHU3aMa paau yOp3aBama NPEKOTPAaHHYHE Ccapalibe
HaJUIe)KHUX OpraHa y OTKPHBAambYy U JIOKa3UBamwy. Y cedmom Oeny paja MPHKa3aH je myT
0]l eIEKTPOHCKHX 3aIKca, Kao TParosa, 10 €JIEKTPOHCKHX JI0Ka3a. Y OKBUPY OcMoe 0end
CYIPOTCTaBJba€ BUCOKOTEXHOJIOUIKOM KPUMHHAIY j€ JIOBEJCHO y B3y Ca OCHOBHHM
JbYJICKMM TIpaBHMa M cl000aaMa, a HapO4YHTa MaXkika rmocBeheHa je 3alTuTu mpasa Ha
NPUBAaTHOCT M 3alITUTH NOAATaKa O JMYHOCTH y BE3W Ca KPHUBHYHUM IIOCTYIIKOM.
3aépwnu  Oeo nmucepramyje je mocBeheH W3HOMICHY 3ak/bydaka (y CMHUCITY
NPEUCIUTHBAKkA MTOCTABJFEHE OIIIITE MPETIIOCTABKE U3 KOje Cy Onie u3BeaeHe moceoHe
U TojenuHa4yHe mpeTnocraBke) u (opmynucamwy mpemiora de lege ferenda (xao
pe3ysiTara aHauM3e MO3UTHBHONpPABHOr OkBUpa y PemyOmumu CpOuju u nmopehema ca
pelleBaHTHUM TponHMcHMMa Ha MelyHaponHOM W HaTHAIIMOHATHOM HHBOY, Kao U ca
oxpendamMa oaroapajyhux mpormuca y mojeIMHAM Jp)KaBama).

Hayuna onpaBmganoct n3bopa TeMe 3aCHHMBA C€ Ha YMIHCHUIM J1a HaBeleHA MHTamka
70 caga HUCY Owmia mpeAMeT LeNoBUTe HaydHe oOpaze y nomahoj Teopuju, 0K
NpakTU4YaH 3Haya] oOpajae MpeaMeTa HCTpaXxHBama IPOU3Ia3sd M3 HHU3a CIOPHUX
nuTama Koja Cce jaBjbajy NMPWJIMKOM HAcTOjama Ja Ce HEroBU JIOMETH YHaIlpele Ha
HOPMATHUBHO W OPTaHU3AI[IOHOM HUBOY, a YCJIe]] HETIOCTOjama aJIeKBAaTHUX O/r0BOpa Ha
ucra. [IpoyuaBameM mnoctojehe .umepamype O BHUCOKOTEXHOJOLIKOM KPUMHUHAITY
JIOLJIO Ce JI0 3aKJbydyKa Jla Cy ce HaciaoBu OaBuwiu cienehoM mpoOiaeMaTHKOM:
onpehuBameM 1ojMa BECOKOTEXHOJIOMIKOT KpUMHUHAJA, FheTOBUM Y3POIIMMa U T10jaBHUM
oOnuIMa (JIOMEH KpPUBHYHOI MaTE€pHjallHOI MpaBa U KPUMMHOJIOTHjE), KuOep
6e30eqHomhy W TPEeBEHTHBHUM JEJOBakeM paau moBehawma pe3wInjaHTHOCTU
pauyyHapCcKHX CHUCTeMa Ha Hamajae ynoTpeOoM HH(POPMalMOHMX TEXHOJOrHWja (IOMeH
0e30eTHOCTH), T€ TOjeAMHUM CHEIU(UIHOCTHMA TOCTyNamka OBIAMNEHUX JPKABHUX
OopraHa Ha JIMIy MecTa IO Ca3Hamky Ja je YYHEEHO JeJ0 YHOTpeOOM padyHapCKHX

CUCTCMa U MpPECKa (,[[OMCH KpI/IMI/IHaHI/ICTI/IKC). IIIto ce Tude HacioBa KpusuiHoe



Mamepujainoe npaea U KpuMUHoAO2Uuje, HEKOJIWKO HMMEHa Cy TIpeno3Hara Kao
HAj3HAYQJHUJU ayTOPH y CMUCIY OPUTHHAIHOT HAy4YHOT JOMPUHOCA, Ma Cy HHHUXOBH
paJoBU HaBOEHHM y JIesTy KOjU C€ OHOCH Ha IOjMOBHO opel)ermhe BUCOKOTEXHOIOIIKOT
kpumuHana. [loctoju Benuku Opoj pamoBa Koju 00palyjy nutama xubep bezdoeonocmu,
Iy Cy OHM OWJIM peJICBaHTHH 3a MPEIMET TUCEpTallije caMo Yy MepHu y K0joj obpalyjy
JUTUTATHY HUCTpary Kao peakldjy Ha Yrpo’KaBambe JOCTYIHOCTH, LEJIOBUTOCTH H
NOY3/IaHOCTH PavyyHApCKHUX MoJaTaka. 3a carjefaBame U aHaIu3y oJpel)eHux acrekaTa
KPUMUHAJIMCTHYKE TAKTUKE M TEXHHKE MOBE3aHe ca 00paJoM JUTHUTAIHOr JHIA MECTa
KOHCYJITOBAaHH Cy Hajpernpe3eHTAaTUBHUJU HACIOBU Oucumanue ¢hopenzuke, HO Kao
npobJeM y Be3H ca HhHMa YOUEHO je Jja 0OUITyjy BUCOKOCO(PHCTUIIMPAHUM TEXHUYKUM
JeTajbuMa, Ia je /b ayTopa OWO Ja WX NPWIAroAd IPaBHUYKOM PE30HOBAMbY.
YumeHnlla je na MocTtoje OpojHe KIHIre W MNPUPYYHULIU M3 O00JacTH IUTHTAITHE
¢dopeHsuke, anu HUCY y JAOBOJHHO] MEPH aJeKBAaTHH, OJHOCHO YaK Cy HEIMOJECHH 3a
yrnoTpedy Ol CTpaHe HAUIKHHX OpraHa OTKpHBama M JIOKa3uBamba, KOjU Cy, HIIAK,
Jauny y oBoj obmactu. OcuM TOra, y OBHM paJioBMMa HUCY oOpaljiBaHa BeoMa BaykHA
NpaBHa MUTamka y BE3M Ca UCTPAroM Jeja BHCOKOTEXHOJIOIIKOT KpHMHHAa, a Koja
Mopajy OUTH y3eTa y 003Up U JJOBEJCHA Y BE3y Ca KPUMHHATIMCTUYKUM aCHEKTHMA, jep
NpEICTaB/bajy OKBHpP 3a IMpeay3uMame [MOjeIMHUX paalmbud 32 I[PHKYIJbambe
€JIEKTPOHCKHUX J0Ka3a. TeXHWYKH j€ M3BOJJBHBO JIOCTA TOTA INTO j€ MPUKA3aHO y OBHM
HACJIOBUMA, JIM KaKo TPaBO MOCTaBJba OTPaHUUCHHA 32 TEXHOJIOTH]Y, HAPOUHUTO Kaja je
KOpPHUCTE HA/IJICKHH JIP)KaBHU OpTaHu, 3Hauaj MOjeIMHUX HACIOBA KOjU HUCY JOBOIMIH
npaBwia JUrHTagHe (OPEeH3MKE ca MPaBOM je THUME 3HaTHO yMameH. Kao m3a3oB y
o0paay TeMe ykasaiu OMCMO Ha BeoMa OWTHY YHMILEHUIY Ja CY KPUBUUHONPOYECHA
numarba 'y BE3M ca OTKPHBABEM U JOKA3UBAEM JIeIa BUCOKOTEXHOJIOUIKOT KpUMHHAIIA
npeomem HeO0080bHO2 0Opoja HAyUHUX U CMPYYHUX paoosa. Y TOM CMHCIY, 3a
carjienaBambe MOCEOHMX acreKara JOKa3WBama Jiela BUCOKOTEXHOJOMIKOT KpUMHUHATA
01 U3y3€THOI 3Hauyaja cy OWJIM peJeBaHTHU Mel)yHapOJHONpPABHHU MPOMUCH, 3aKOHCKA
peuiema MOjeJMHMX JpKaBa, Kao M oapelheHe myOiuKanmje HacTale y OKBUDPY
NIOjeIMHIX MHCTUTYIMja U OpraHu3alija Ha PErHOHAIHOM U Mel)yHapoTHOM HUBOY.
PesynTatu paga mpeacTaBbajy 00MpUHOC TEOPHUJCKOM U TPAKTUYHOM Pa3jallbemny
npo0OiieMaTuKe Koja je MpeAMEeT aucepralyje, ald UMajy U MOTYhHOCT NpaKTHYHE

nprMeHe ¢ 003MpOM Ha TO J1a je OBO O0JIACT KO0ja jé y KOHCTAHTHOM Pa3BOjy U OTBOpEHA



U TIOJITIOKHA MOIM(UKOBamkY. Y NUCEPTALjH j€ ayTOp HACTOjao Ja yKaxe Ha onpeheHe
aClieKTe BHCOKOTEXHOJIOUIKOT KpPUMHUHAJIA KOjU Ta y 3HAa4YajHOj MEpH YHUHE
KOMILUIEKCHOM TEMOM 3a Mpoy4aBame, a YMje Hepa3yMeBame, OJHOCHO HEy3UMame y
003up mTpeacTaBba 030MJBHY MPENPEKYy WHCTHTYIIMOHATHOM OJIFOBOPY, Y CMHCIY
NpONKUCHBamka OBJamhema HAMICKHUX APKABHUX OpraHa 3a Npely3HMarmbe pallibH
OTKpHBama U J0Ka3uBama. [IpoydyaBameM MOCEOHUX acreKara BHCOKOTEXHOJIOIIKOT
KPUMHHAIA y OKBUPY HWCTPaXHMBamka HAa W3paJW AHWCEPTalldje M HACTOjalbeM Ja ce
pasyMe BHUXOBa CylITHHA, MehycoOHa Be3a M YTHIA] Ha OTKPUBAaWKE U JOKA3HBAHC,
oborahena je mocrojeha HayyHa W CTpydYHa JUTEepaTypa Koja ce HEIOBOJAHO OaBmia
npeJIMETHOM MpoOaemMaTukoM. OCHM TOra, Y3UMame y O03Hp y 3aKJbY4Ky H3HETHX
npeaiora de lege ferenda moske AONpPUHETH YHNOTHYyHABaky MO3UTHBHOMPABHUX

peuickha a TUMC U CYIIPOTCTABJbalhby ACJIIMMAa BUCOKOTCXHOJIOIKOI KpUMUHAJIA.



IIpBu neo
BUCOKOTEXHOJIOIIKHN KPUMHMNHAJI

[TocTUHIYCTPH]CKO APYIITBO CE MOJ] YTUIIAjeM Pa3Boja TEXHOJIOMIKIX U €KOHOMCKHUX
ycrmoBa  Tpanchopmucarmo y  MHPOPMAIMOHO  JPYIITBO  KOje  KapaKTEpHIIe
rio0anu3anuja MPOU3BOIKBE U TPrOBUHE, TE MPEKOTPAHUYHU MPOTOK pode U yciyra, a
u3Mel)y ocranor u nHpopMaIKja U KOMYHHKAIMja TOCPEICTBOM PauyyHaApPCKUX MpPEKa.
CaBpeMeHU TEOpeTHYapU COIMOJIOTHjE KOPHCTE Pa3lIMYUTe TEPMUHE 32 O3HAUABAHE
OBAKBOT JIPYIITBA: KUOEP-APYIITBO, IPYIITBO PU3UKA, TJIOOATHO IPYIITBO, JUTUTAITHO
,I[py1LITB02. [IpenBuhama yrumaja pas3Boja uHGOPMALMOHE TEXHOJIOTH]jEe Ha
UHPOPMATUYKO JIPYIITBO MOTY c€ MpoHahW y JUTEpapHUM U HAYYHHM paJOBUMa
ayropa u3 mponuror Beka®. ITucan mayune (anrtactuke Bummjam I'mGeom (William
Gibson), 3a kora ce Besyje Hacramak kosammie Ccyber space’, je y kpartkoj mpuum
o0jaBibenoj 1982. rogune (necerak roauHa npe Hactanka MHTepHeTa) npeasuaeo aa he
MIOCTOjaTH ,,IIOTITYHO YMPEKEH CBET y BHY jEAMHCTBEHOI KOH3MCTEHTHOT MHTEpdejca
0e3 moTpede 3a MocTojamkeM padyHapa, yuMe he ce OKOHYAaTH €BOJYIHja YOBEYaHCTBA

jep he Hacratu ,,BUpTyeJIHa peayHOCT Yy K0joj he KOpHMCHHIM padyHapCKHX Mpeka U3

2 M. Goncalves, ,,Technological Change, Globalization and the Europeanization of Rights“, International
review of Law Computers& Technology 3/2002, 302.

3 Tepmun HHOOPMAIIHOHO-KOMYHHKAIIMOHE TEXHOJIOTH]E jé HEKOPEKTaH, jep MOCTOje IBE TEXHOJOTH]E:
pauyHapcka (YMju caJpkaj ce NPBEHCTBEHO OJHOCH HA CKIAIMIITeHe M 00pagy Ionaraka |
MPe3eHTOBake MHPOPMAIHja) I KOMYHAKAIMOHA TEXHOJOTHja (KOja ce OJHOCH Ha MPEHOC ToJaTaka U
nHpopmanuja). OBe JBE TEXHOJOTHjE MMAjy pa3IM4uTe caapikaje W y NIpBOj (a3u Cy ce KOPHCTHIIE
onBojeHo. KacHUjoM MHTErpammjoM padyHapCcKe TEXHOJIOTHje, KOjoj je MpHMapHa ayToMaTcka oOpania
HojiaTaka, ¥ KOMYHHKAlMOHE TEXHOJIOTHje, KOjoj je NpHMapaH NPEHOC KOMYHHUKAL[MOHUM JIMHHUjaMa
mojataka ¥ MHQPOpManpja, HacTana je WHPOpPMAalHOHa TeXHoIordja. M3 TuxX pasjiora, ompaBoaHo je
KOPUCTHUTH WJIM HE3aBUCHO TEPMHHE: pauyyHapCKa TEXHOJIOTHja W KOMYHHKALMOHA TEXHOJIOTHja WIIH
YMECTO HUX HHUXOBY 3ajeHHYKY CyOCTHTYUHjy: MHpopmaimoHa texHojoruja. Bumm C. ITlerposuh,
Jlumema: cajoep unu kubep*, Cmpanu npasnu scusom 2/2012, 371-372.

* Cee mmpa npuMeHa MH(OPMAIMOHE TEXHOJIOTHje YBOJM M HOBY TEPMHHOIOTHjy, KOja Ce OJNAKo,
HEKPUTHYKH, & YECTO U 0e3 eIeMEHTApHOT pa3yMeBama CYIITHHE 3Ha4YeHa M0jelMHUX TePMHHA, OJIAKO
YBOAM Yy HAll je3WK, W THME M3a3uBa NpoliieMe M AWIeMe y BUX0BOj ymnorpeou. Mely morpemHo
KOpUIIheHNM TepMHUHHMMA j€ ¥ TEPMUH cajOep TpocTop. VcnpaBHUje je KOPUCTHTH NpeduKC Kkubep- Koju
MOTHYE O] KOpeHa peud KHOepHeTHKa, Hay4yHe IUCUMIUIMHE Koja je H3ydyaBaja HH(OpMalnoHO-
yhpaBsbauke (yHKIHMje cHCTeMa, a Kojy je amepudku HaydHuk Norbert Viner naszeao mo rpukoj peun
Kvfepvytiry (IITO 3HAUN ynpaBibad, KopMuiap). TepMuH cajoep je ckpahenunna on TpaHCKpuOOBaHe peyn
Cybernetics [sajbA(r)'netiks]). Bux: C. Ietposuh, op. Cit, 373. IIpema 0KCHOPACKOM PEUHHKY €HITECKOT
jesuka mnpeduxc cyber- osmagaa mosesanoct ca Hurtepuerom (Oxford English Dictionary,
http://www.oed.com/).
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nesor cera komynmmpatu”. Ilpodecop kpusmusnor npasa Llmm Crusenc (Gene
Stephens) je y unanky ,.,Kpumunan y roguau 2000-0j“ (“Crime in the Year 20007)
o6jaBserHoM 1981. rogune y gacomucy The Futurist mammcao ga he ,,momanu u3 cBUX
CEeKTOpa CHCTeMa KPUBHYHOI TipaBocyha OWTHM Kommjyrepu3oBaHu U MehycoOHO
NOBE3aHH, ITO he y MHOroMe oJlakmiaté paja nonunuje. Mcrtu ayrop je 3a mMOMEHYTH
gaconuc o6jaBuo 1995. romumHe uimaHak mmox HasuBoM ,KpummHan y cajoep
npoctopy“(“Crime in Cyber space”) y kome je M3HEO MHILBCHE aa he ,,reHeparuje
U3BpIIMJIANa KPUBUYHUX Jiefla Y KHOep MpOCTOpy HE3arakeHO MPOY3POKOBATH INTETY
0]l BUIIIE MUJIMjap/ie 1oyiapa, npu yemy he sehuna npohu He3anakxeHu ¥ HEOTKPUBEHH ',
npensuhajyhu ,,kubep Hamajge Ha ApKaBHE OpraHe W MPHUBPEAHE CyOjeKTe, MacOBHE
kpahe ca KpeIuTHHMX KapTHIla, KOMIjyTepcke InpeBape, kpahe maeHTHTeTa...“ Kao M
,yIIoTpeOy OuoMmeTpuje U EeHKpPUIIHUje Yy 3alllTUTH noxaraka“®. PazymeBame
OHTOJIOIIKUX OCHOBA KOHyenma xubep npocmopa (Koju je motekao u3 13B. Cyberpunk
nokpera TokoM 1980-nx’) je moTpeGHO 360r TOra WITO Cy OBA JMCTOIH]CKA CXBATAba
TokoM 1990-ux mpeBasunuia JOMEH Hay4yHe (paHTACTHKE W Y BEJIMKO] MEPH yTHIANA U
yTUUYy Ha pa3Boj MH(OPMALMOHE TEXHOJOTHje, a TOTOBO HHMJEIHO MpeaBulame najber
pa3Boja BUPTYEIHOT OKPYXKEHba HUje JI0 caja OcTano HeocTBapeHo. Ilpe camo nBageceT
U TeT TOJWHE padyHapcKa Mpexa Owia je mo3HaTa M JIOCTYITHA CaMO YCKOM Kpyry
JaBHOCTH: TIPBE pauyHApPCKEe MpEeKe KOPUCTUIIA je BOjCKa, a TOTOM HAayYHE U aKaJeMCKe

y'CTaHOBCS. Z[EUTJI/I TCXHOJOIIIKHA pa3Boj, MIpeBaCXOAHO padyHapa H IIPOTOKOJA 3a

® Kparka npuua ,,Burning Chrome* nocrymna je ma ciexehem mmaky: www.williamgibsonbooks.com.
KoBanuia cyberspace mnpsu myt je ynorpebsbena 1982, amm Cy ped M KOHIENT KOjU O3HAYaBa
MOMYJIapU30BaHU OJ1 M3/laBama KJlachka Hay4yHe aHTacThke aeixa Neuromancer 1984. ronuse.

®G. Stephens, ,,Cybercrime in the Year 2025“, maBemeno mpema: M. Pittaro, Cybercrime: Current
Perspectives from InfoTrac, 2™ edition, Wadsworth Publishing, Andover 2009, 44.

’ OBaj mOKpeT ce 3aCHMBAO HA BEpOBamY 1a Ce MH(pOPMAIMOHE TEXHOIOTHje Tpeba KOPHCTHTH 3a
NOApXKaBamkbe M KyJATHBALWM]y WHIMBHIyalu3Ma, a HApOUYMTO 32 TMOJCTUIAkE CcaMoONpe/esbemha
nojenunana. Bume o tome D. Wall, ,,Criminalizing cyberspace: the rise of the Internet as a crime
problem*, Handbook of Internet Crime (eds. Y. Jewkes, M. Yar) Willan, Devon 2010, 89-94; S.Brown,
,Fiction, fantasy and transformation in the imaginaries of cybercrime: the novel and after*, Handbook of
Internet Crime, 145-167.

8 Ipeu pauynap y CAJl je Hactao 1946. romune (ENIAC) y oxBupy ucTpakuBama MHHHCTapCTBa
on0paHe, a Kao OJI'OBOP Ha COBjETCKO JIAHCHPame MPBOT caTenuTa y cBeMup 1957. roauHe, CTBOpEHO je
teno (Advanced Research Project Agency. APRA) ca musbeM s1a ce MOOWIM3yje akajeMcKa 3ajeJHHLA
pamu nomohn amepuykoj Bojciu y pob6a XmagHor para. Y OKBHPY OBOT Teja IOBE3aHU Cy pauyHapH ca
IMJbEM pa3MeHe uHgpopMaiuja u Tako je 1969. romune HacTtanma mpBa pauyHapcka mpexxa APRANet.
Tokom 1970-ux je Bojcka mokymiana Ja yCTYHNH MpeXy HOjeIMHMM KOMEpLMjaJHUM aKTepuMa, aju
ycieq HejocTaTKa CpesicTaBa INPHBATHOT CEKTOpa Jia OJpXKaBa MpEXy, oHa je Omia (uHAHCHpaHa O
crpane apxase. CAJl cy Tokom 1980-ux ¢puHAHCHjCKU TOpIKaBaie mpousBohaue aa MoauduKyjy HOBE
MoJIeJie pauyHape Kako OM ce CTBOpWJIa OCHOBa 3a HHXOBO yMpekaBame. Buine o Tome J. Curran,
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KOMYHUKAIM]y YMPEKCHHX padyHapa, JOBEJIM Cy 10 cTBapama HHTepHeTa, umjer
CKCIIOHCHIM]aJTHOT IIUpemha (Kako y KBAaHTHUTATHBHOM, TaKO M Y KBAJIUTATUBHOM
cmuciy) emo cegonu. Op mojase World Wide Web-a” koju je omoryhno creapame
HuTtepHeTa, Kao jaBHO JOCTYIHE TII00aTHE MPEXE CaCTaBJbEHE O/l PAYyHAPCKUX MpEXka,
eKCITIOHCHIMJAlIHO pacTe Opoj KOpHCHHKA oBe Mpexe''. CMmameme 3mauaja dial-up
KOHEKIMja U mmperme broadband yciyra moBesno je 10 cTBapama OKpYKeHmha Y KOM je
HOTPEeOHO KOHTHHYHPAHO O/Ip’KaBame KOHEKIWja, Ia TEIICKOMYHUKAIIMOHE KOMIIaHHje
yIaXy Yy MpeXHY eKCIaH3Hjy unMme ce rmoBehaBajy KamaluTeTH MPEXEe U JOCTYITHOCT
KOHEKIIMja, IITO TOMPHHOCH Ja/beM pa3BOjy OEKHUHE M MOOWIHE TEXHONOTHje .
Jlakoha mpucTtyna mH(pOpMalUjamMa MOXPAbEHUM Yy PavyyHApPCKUM CHCTEMHMa IPEKO
padyHapCKHX MpeXa M HHXOBa pa3MeHa eIeKTPOHCKMM IyTeM omoryhaBa qpKaBHUM
OopraHuMa ¥ IOCJIOBHHM CyOjekTHMa Ja ce ca jaBHomhy moBexxy u mytem online

cepBHca, I1a II0jeANHIM Mory ynotpedom VHTepHeTa fa npucTyne OpojHUM yciayrama y

“Reinterpreting Internet history”, Handbook of Internet Crime (eds. Y. Jewkes, M. Yar), 18-25; H.
[TytHuk, Cajoep nmpocrop u 0e30eqH0CcHU H3a30BH, beorpan 2009, 22-25.

% Tokom 1990. romune CERN je nosesan ca APRANet mpexom, a 1991. roause je cropen World Wide
Web, wro je y crBapu HaszuB 3a mpBu browser - rpaduuxu untepdejc (Graphic User Interface:GUI).
TBopary koHuenrta je Tim Berners-Lee. Jlu je crBopuo mporpamcku kon (hypertext transfer protocol:
HTTP) xao cpenctBo koje je oMoryhmiio pasMeHy IojaTaka y MPEXH W 00paxy TEeKCTa y peasHOM
BpemeHy. Kon je mymren y okBupy CERN-a umMe je HeorpaHmdeHoM Opojy Jbyam omoryheHo na
MIPUCTYTIE, TTOBE3Yjy C€ M OCTBAPYjy KOMYHHKAIH]y y jeIHOj TI00aTHOj MpeXu WHPOpManrja, OTHOCHO
HHTepHeTy Kao padyHapckoj Mpexu (mpBa cTBOopeHa BeO crpanuie 6umna je http://info.cern.ch). Ju je
OBaj KOJI CMaTpao ,,0€CIUIATHUM MOKJIOHOM 3a 3ajeJHUIly” 1a je CBOjUM H3YMOM JIOIPHHEO CTBapamy
jaBHO JIOCTYITHHMX padyyHapcKux Mpexa - TokoMm 1993. roguue World Wide Web margopma je mocrana
JIOCTYITHA jJaBHOCTH, T€ je ycCJe[usa NpHBaTH3allMja MpPEXe y jaBHOM BIIACHUIITBY, U VIHTepHeT je 10
1995. roauHe mocTao KoMepiujann3oBan cucreM. Bume o tome G. Ferrera, CyberLaw: Text and Cases,
Cengage Learning, Independence 2011, 10-13; M. Rustad, Global Internet law in a nutshell, St. Paul,
MN: West, Boston 2013, 12-13.

1934 cBera Tpu roaume o1 cTBapama, MHTEpHET je moueno xa kopucTy 50 MuIHOHA KopHcHHKa. [la Gu ce
pa3yMeNo KOJMKO je BEJHMKU MOTeHIHjall WWW TEXHOJOTHje, MOXKe Ce yKa3aTH Ha MojaTak Jaa je
TEJIEBU3UjH Ka0 HOBOj TEXHOJOTHjU Omiio moTpedHo 15 rogmHa na Ou mocturiia oBaj Opoj KOpPHCHUKA, a
pamujy 4ak 37 roxmna (J. Naughton, A Brief History of Future: Origins and History of the Internet,
London, Weidenfeld and Nicolson 1999, 12). Ox 1994. no 2008. romune Opoj 3emaiba Koje cy Owiie
noBe3ane Ha MutepHer ce ox 83 momeo Ha 200. IToyetkom 1996. Ouio je peructpoBano 16 MmIHOHA
kopucHuka, 10 2008. rogune je Taj O6poj mopactao Ha 1.59 muimjapau, mTo je oko 20% rimobasHOT
cranoBaumTBa. Cpemunom 2014. romgube je 42% craHoBHuKa (mpeko 3.2. MuiIdjapae) KOPHUCTHIIO
Wuteprer. Y Eppomu 70.5% craHoBHHKA KOPUCTH VIHTEpHET, Ha CEBEPHOAMEPHUYKOM KOHTHHEHTY YakK
87.7% (http://www.internetworldstats.com/stats.htm), a ameBHO ce momiaske Tpeko 210 MunHjapan
nopyka ejxextpoHcke moture (Internet Statistics, http://www.statisticbrain.com/internet-statistics/).

" Tokom 2012. romuue 1.58 MUJIHjapid KOPUCHUKA Cy NMpUCTynaiu MHTepHeTy MpeKko cBOjuX MOOWIIHMX
Tenedona, mTo je oko 67% kopucHuka MHTepHeTa - Taj npoueHar je y 2014. roguxau u3HOCHO 0KO 79%,
a npensuha ce na he mo 2017. roamHe wak 2.97 Mwimpajau Jmna npucrynaru MHTepHeTy mnpeko
MoOmwIHMX Tenedona, mTto he mpencraspati 91% on ykynHor 6poja KopucHHKa VIHTEpHETa, 0JJHOCHO
58% xopucHuka MoOmiHHX Tenedona (A. Srivastava, 2 Billion Smartphone Users By 2015 : 83% of
Internet Usage From Mobiles, http://dazeinfo.com/2014/01/23/smartphone-users-growth-mobile-internet-
2014-2017/#ixzz2rcbChM tK).
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cBe Behem oOumy u ca cBe Behom Op3uHOM U edukacHomhy (eneKTpoHCKa TPrOBUHA,
€JIGKTPOHCKA YIpaBa, €JIEKTPOHCKO Tiacame M cinudHo). lllupokomnojacHe xoHekuyje,
TEXHOJIOIIKE WHOBAaIlMje M CMamemhe IIeHe KoluTama ypehaja gompuHene cy
JTUTUTAIA3AIM]U HHGOpMaIIHja, IITO jeé UMaJIo yTHIlaja U Ha OaHKapCKU U (PUHAHCH]CKU
CEKTOp, HApOUYUTO y MOTJIEAy yciayra Koje ce Hyle KIMjeHTHMa (HIp. CUCTeMHU 3a
€JIEKTPOHCKO Tuiahamke) M TMOCIOBHMX TpaHCAKIMja (HIP. ENEKTPOHCKH KIMPHHT).
[TocinoBHU TpoIIECHH, TTOCEOHO Y OKBHPY €JICKTPOHCKE TPrOBHHE, IOCTajy CBE BUIIIC
rio0anu30BaHl M Mel)yCOOHO TOBE3aHW, T€ 3aBUCHH OJI BEJIHMKHX HH()OPMAIMOHUX
cucteMa W IIATGOPMU KOJU TIOJAPHKABA]Y OCTBAPUBAE IMOCIOBHUX AaKTHBHOCTH
(mapounto cloud computing®?). Kao mocneuia HaBeneHOr yruiaja HHMOPMALHOHIX
TEXHOJIOTHja youaBa ce cBe Beha KOoJM4MHA TUTUTATHOT CaJipiKaja, Tj. MoJaTaka Koju Ccy
MOXPaEHU Y EICKTPOHCKOM OOJIMKY, OJJHOCHO €KCTPaxOBaHU W3 pavyyHapa U JIPYTUX
ypehaja 3a ckiraguireme, 00pamy u MpeHoc nonaraka’,

HecnopHo je n1a je pa3Boj nH(MpOpMAMOHE TEXHOJIOTH]E JOHEO CAaBPEMEHOM APYIITBY
6e30p0j MOroHOCTH, jep Cy KOPHUCHHUIIMMA TPYXECHE 3HaYajHe MOTYhHOCTH y morieay
OPUCTYNAa JIUTHTATHUM  CaJp)KajuMa W OJAKIIaHO 00aBJbamkbe CBAKOIHEBHUX
akTuBHOCTH. Wmak, MCcTOBpeMeHO pacTyha 3aBHCHOCT JpYyIITBA W IOjeWHAIA O]
WH(OPMAIMOHUX TEXHOJIOTHja YCIOBWIA j¢ HACTAjamkhe PU3HMKA Ca MOTCHIIM]aIHO BPJIO
030MJPHUM KOHCEKBeHIIaMa y uH(popmarnukoj epu. llomazehm om Makcume nga

14 _
“ 77, cacBUM je€ JaCHO WITO Cy Ca OJAaKIIaHOM

»KPUMHUHAJIUTET ,,KOPUCTU® MPUIUKY
moryhHomhy npucTyna U pasMeHe TUTUTAIHOT cajipkaja, yClIeausie U 3j10ynorpede

MH(OPMALIMOHUX TEXHOJIOTH]a Y KPUMUHAIHE CBpXE.

12 Uzseinraj o kopumihewy cloud ycnyra y 2012. rogunu mokasao je na oko 375 MHIMOHA KOPHCHHKA
WHTepHEeTa KOpUCTH OBE cepBuce, a npeasuleHo je ma he taj O6poj mo kpaja 2013. roaWHN H3HOCUTH
npeko 625 wmmmmona (ISM  Projected To Cost U.S. Cloud Computing Industry $35B,
http://www.forbes.com/sites/louiscolumbus/2013/08/08/prism-projected-to-cost-u-s-cloud-computing-
industry-35b/, 44.). Jpyro uctpaxxusame npeasuha aa he no kpaja 2017. roguue vak 1.3 Munujap/e auna
kopuctuti  oBe ycayre (Cloud Services Users Will Hit 625 Million in 2013: [IHS,
http://slashdot.org/topic/cloud/cloud-services-users-will-hit-625-million-in-2013-ihs ).

By crynuju u3 2003. roauHe je HaBeACHO Ja MOJAIM MOXpamkyjy U apXUBHUPAjy Y €IEKTPOHCKOM OOJINKY
y yzaeny ox 92%, HapouuTO Ha XapA-auckoBuMa. KojmunHA CTBOPEHMX AMTHTAIHMX caapkaja y 2006.
roguHe je n3Hocwia 161 munmjapau rurabajTa mTO je eKBUBaJCHTHO ca 230 Mwinjapan CTaHIApAHUX
KOMITaKT AucKoBa Kamarurera o 700 merabajra. [lopact gururanHor canpxaja je y nepuoay on 1986.
10 2007. usnocuo 67% Ha romumimbem HEBOY. HaBeneno mpema: M. Hilbert, ,How to Measure “How
Much Information™? Theoretical, Methodological, and Statistical Challenges for the Social Sciences®,
International Journal of Communication 6/2012, 1044.

1% U. Sieber, Legal Aspects of Computer-Related Crime in the Information Society (COMCRIME Study),
European Commission, 1998, 19.
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1. TEOPUICKA PABMATPABA IIOJMA 11 KAPAKTEPUCTUKA
BUCOKOTEXHOJIOIIKOI' KPUMHWHAIJIA

VY nouMamy BUCOKOTEXHOJIOIIKOT KpUMUHAJIA MOTY CE PAa3JIMKOBATH TPHU JUCKypca:

A. AxazeMcKM - HAYYHHIIM HAcToje Ja o0jacHe y3pOKe U TOojaBHE OOJMKE OBOT
(eHOMEHA MHTEPJMCUMIUIMHAPHUM TPUCTYIIOM Y OKBHPY pasHUX Hay4YHUX
JMCIUIUIMHA: padyHapCTBa, COLMOJIOTHje, KPUMHUHOJIOTHje, KPHUBUYHOT mpaBa (y3
TEHJICHIIM]Y J1a C€ CBAKH OOJIMK 3j70ynoTpede nHPOpPMAIMOHEe TEXHOJIOTH]e 03HAUU Kao
BUCOKOTEXHOJIOIIKH KPUMUHAN);

b. Excneprcku - cTpydmanu 3a padyHapcKy O0e30€IHOCT UCTPaxyjy TPEHAOBE H
TEHJCHIIM]€ Y pa3Bojy 3j10ynorpeda MHPOpMAIMOHE TEXHOJOTHje paju IMpOHalacKa
objamrmea y3pOKa M OCMHILBABamkba CTPATCIIKUX M TEXHUYKUX peliema 3a
CyIpoTCTaB/bakbe mNocTojehM W TOTEHHMjadHMM pusuiuMa (decto Hyzaehu cBoje
MIPOU3BOJIE U YCIIYTE);

A. JlerucnaTuBHU — peryjaTopHa Tena MocTaBibambeM ojapeheHux npasuia onpehyjy
rpanuie u3Melhy NPHUXBATJFUBOI M HEMPUXBATJBUBOI TOHAINAKA M Y KPUBUYHUM
3aKOHMMa TMIPOMHUCYjy KpUBWUYHA Jejia HW3BpIICHA 3J10ynoTpedoM HH(pOpMAIHOHE
TEXHOJIOTH]E.

VY morneny TepMHHA 3a O3HAuYaBame 3JI0YNMoTpeda MH(DOPMANMOHUX TEXHOJIOTH]A,
MOXE C€ YOUMTH Ja Cy OHHM €BOJIyHMpaJd YIOpeIo ca pa3BojeM MoryhHOCTH
3noynotpeba. Toxom 1970-ux roamHa je 00jaBJb€HO HEKONMKO HAyYyHHX pajoBa
nocBeheHUX CHUCTEMaTUYHOM H3ydaBamy TI0jaBe 3JI0yNoTpede payyHapa KOju ce
03HaYaBajy Kao ,,KOMIjyTepckH KpumuHan“ (computer crime)™® u , xpusmuna nena
W3BpIIeHa yrmoTpeGoMm KommjyTepa® (crime by computer)’®. V mpsoj akazemckoj
crynuju kojy je 1977. roamHe uspaguo Hemauku mpodecop Ypmux 3ubep (Urlich
Sieber)  ymorpeGsbeH  je  TepMHUH ~ KOMIjyTepckd  KpumuHaiaurer  (die
Computerkriminalitat) 3a o3HauaBame ,,KpHBHYHHX Je/a IOBE3AHMX Ca padyHapuMa“ .
TepmuH ,,kpuMUHAJ [OBe3aH ca KoMmijyrepuma’ (computer-related crime) je kopurthen

3a 03HaYaBamkE KPUBMYHMX JeJia KOJ KOJUX je pauyHap CPeACTBO M3BPIICHA WIH 00jeKT

% G. McKnight, Computer Crime, Joseph, London 1973. Hasexero mpema: J. Clough, Principles of
Cybercrime, Cambridge University Press, Cambridge 2010, 4.

®'D. B. Parker, Crime by Computer, Scribner, New York 1976. Haseneno mpema: Clough, op.cit, 4.

7 U. Sieber, Computercriminalitat und Strafrecht, Carl Heymanns Verlag KG, Kéln 1977. Hasexero
npema: S. Schjolberg, The History of Cybercrime: 1976-2014, Koln 2014,18.
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Haraja Wiy je U3BPIICHE PaIbe MOCICeIUIAa CTPYYHOT 3Hakha U3 00JIaCTH pauyyHapCKe U
uH()OpPMAIMOHE JUCHHUIUIMHE. Y BE3H Ca CTPYYHHM 3HAKHEM KA0 KOHCTUTYTHBHHM
CIEMEHTOM KPHBHYHHX JeJia je U TEPMHH ,,KPUMHHAT y 001acTH HH(POPMAIIUOHE
nayke* (la criminalite informatique®®) u ,,kpumunan nnpopmanmone epe* (information-
age crime). MeljyTum, TepMHH KOMIIjyTepCKH KPHMHHAI W FErOBE BapHjaruije y
yCIOBMMa TEXHOJOMIKOI pa3Boja TOCTao je Heoaromapajyhu (jep He oOyxBaTa
pauyHapcKke Mpeke), a JdaHac Ce KOPHCTH 3a O3HauyaBame IIPBE TIeHepaluje
3n0ynorpeda. 3a  O3HayaBambe KPUBHUYHUX Jefla  HW3BPIICHUX  3JI0YIOTpeOOM
paduyHapCcKUX Mpexa Kopucte ce u tepmunu Murepuer kpumunan (Internet Crimezo) u
bexuunn  kpumuHan (wireless crime?). V ymotpebu cy u ciuenehm TepMuHm:
BrcokoTexnonomky kpumuaan’> (hi-tech crime®/high-technology computer crime?),
elekTpoHcKH KpumuHan (electronic crime®), pauymapckn KpuMuHan (computing
crime®), nururansn xpumunan (digital crime®’) u Bupryennu kpummman (virtual
crime®®). TepmuHOIOrHja YrIaBHOM [OTHYE M3 KPUMHHOJOLIKE JIUTEPATYPE, 0K j&
CMHCITy KPHUBHYHOI MpaBa, ¢ OO3MPOM Ha 3aIITHTHH O0jeKaT KOjH C€ MITUTH
NPONHUCHBaKEM OpeljeHe Tpyre KPpUBHYHHX Jeja, OAroBapajyhu TEpMHH ,,KpUBHYHA

2
JeJ1a IPOTHB JOCTYIIHOCTH, OY3/AHOCTH H LEIOBUTOCTH PadyHAPCKUX mogaTaka‘?,

8D, Martin, La Criminalite Informatique, Presses Universitaires De France, Paris 1997, 196.

19 OBaj TepMun y gomahoj nureparypu kopucte mojeaunn ayropu. Buu 3. Liserkosuh, , Kommjyrepckn
kpumuHan“, bpanuu 2-3/2001, 7; U. dejetn, Caspemenu kpumunarumem u 0oxkasno npaso, Hosu Can
2002, 28; B. Hukomuh, ,,OTkpuBame u npaherme KOMIjyTepckor KpuMuHana®, bezoeonocm 2/2004, 262;
M. Muomeuh, ,,AkTyeaHu mpoOjeMu Cy30Hjama KOMIGjyTepcKor KpumuHaia™, Hayka, b6ez6ednocm,
noauyuja 1/2007, 60; b. Jlemojesuh, M. Koauesuh-Jlemojesuh, ,MehyHaponnu cranmapmu y
CYNPOTCTaBJbarky KOMIIYTEPCKOM KPHUMHHAITY M BHX0Ba npuMmena y Cpouju, 36opnux Hncmumyma 3a
KPUMUHOTIOWKA U coyuonowkra ucmpasicusarna 1-2/2007, 268.

0 Jewkes, Yar, op.cit, 42.

*1 G. Kipper, Wireless Crime and Forensic Investigation, Auerbach Publications, New York 2007, 5.

OBaj TepmuH y pomahoj nuTepaTypu KopucTe TmojenuHn ayrtopu. Bumu M. Perpanosuh,
,,BHCOKOTEXHOJIOLIKK KPUMHUHAJ - 10jaM, peryjiaThBa, HCKycTBa, Cmpanu npaenu scusom 3/2007, 77,
. Tlpmwa, M. PespanoBuh, ,,BHCOKOTEXHOIOMKN KPpUMHUHAI - ymopeaHa UCKycTBa®“, Cmpanu npasHu
acusom 3/2009, 167; C. XKusanomuh, ,IIpakTHdHH aCMEKTH BHCOKOTEXHOJIOIIKOT KpPHUMHHAIA®,
Kpumunanucmuuxo popenzuuxa ucmpasicusaroa 1/ 2011, 140-141.

%M. Knetzger, J. Muraski, Investigating High-Tech Crime, Prentice Hall, New Jersey 2007, 44.

*R. Moore, Cybercrime: Investigating High-Technology Computer Crime, Anderson, Oxford 2011, 47.
% p_Grabosky, Electronic Crime , Pearson Prentice Hall, New Jersey 2007, 15.

% L. Garicano, P. Heaton, ,,Computing Crime: Information Technology, Police Effectiveness, and the
Organization of Policing®, CEPR Discussion Paper 5837/2006, 7.

/R, Bryant, S. Bryan (eds.), Policing Digital Crime, Ashgate Publishing Limited, Surrey 2014, 12.

?8T. Grivna, ,,Virtual crimes*, Masaryk University Journal of Law and Technology 1/2008, 98.

»* M. Buhentujesnh, , KpuBiuna nena mpoTHB 0e30eIHOCTH padyHApCKHMX mofataka”, Mz6op cyocke
npaxce 7-8/2008, 14.
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http://papers.ssrn.com/sol3/papers.cfm?abstract_id=944874##

Cwmarpamo 11a je, ¢ 003upoM Ha Moryhe 310ynorpede nHGOpMaIMOHE TEXHOJIOTH]E Y
CaBpEeMEHOM KHOEp OKpYXKCHY, HajaJlecKBaTHUjH TEPMHH ,,kuOep kKpumuHai (cyber
Crimego), KOJU j€é MCTOBPEMEHO M HAaj3aCTYIUbCHH]U TEPMHH Y HAYYHO] U CTPY4HO]
autepatypu. Mmak, ompenenwiam cMO ce Ja  y pagy KOPUCTHMO TEpMUH
,,BICOKOTEXHOJIOMIKA® >+ KpI/IMI/IHaJI32 c o03upom Ha TO ma: 1) wmH(bOpMaIMoHE
TEXHOJIOTHje MMajy KpylLHWjaJllaH yTUIaj Ha pa3BOj U CYIITHHY OBOT IOjMa, UMajyhu y
BUJy YJIOTY BHCOKE TEXHOJIOTH]j€ IIPU W3BPIIABAY MOjeJMHNX PaIlbi KPUBUYHHX Jeja
obyxBaheHMM OBHUM OOJMKOM KpHMHHaiIa 0e3 Koje Te paame He Ou Owmie moryhe); 2)
3aKkoHozaBall Perry6mnke Cpouje KOPHCTH 0Baj TEPMHUH -

Paznuuuti TepmMuHM 00yXBarajy, CXOJHO TOME, M pasinuuute canpxaje. [loctoju
BUlle AeuHMIIMja TOjMa BUCOKOTEXHOJOIIKOT kpumuHana® a 3ajeTHUYKO HM je
NOMMame J1a Y BHCOKOTEXHOJOIIKM KPUMHUHAI CIajajy KpUBUYHA Jiefla IOBe3aHa Ha
onpeheHn HayMH ca WHPOPMALMOHMM TEXHOJOTHjaMa. Tako, BHUCOKOTEXHOJOIIKH
KpUMHHAI 00yXBaTa pajame KOJ KOjHX je pauyHapCKH CHUCTeM/Mpeka O0jeKT Haraaa

35 :
Wi CpCACTBO MH3BpHICHA , OJHOCHO HE3aKOHMTE/HeoBamheHe paame KOJEe CC

%0 Tepmum npBu myT je yrnoTpe6sben y paxy: S. Brenner, ,,Cybercrime metrics: Old wine, new bottles?*,
Virginia Journal of Law and Technology 1/2004, 1-52. ¥ nomahoj nutepaTypu ce KOPUCTH HEKOPEKTaH
TepMHUH ,,cajoep” kpumuHai. Bumum B. Cnacuh, ,,AkTyenHa mutama y obmactu cajOep KpuMHHama“,
Bunmen cyocke npaxce Bpxoenoe cyoa Cpouje 1/2006, 108; B. Cnacuh, ,,CajOep KpuMHHAI y CBETIY
HoBe peryiaruse”, IIpasnu scusom 9/2005, 949.

31 TepMuHY BHCOKOTEXHOJOLIKH OH Ce MOIJIO MPHIOBOPHTH, jep y BHCOKY TEXHOJOTHjy OCHM
nH(oOpMaLMOHEe TEXHOJIOTHjE Clanajy M OMOMeIUIMHA M TeHETCKH WHXKSHEPCTBO, HAHOTEXHOJIOTH]E,
HyKJICapHe TEXHOJIOTH]je 1 APYTO.

%2V Teopuju ce TMapanenHo KOPHUCTE TEPMHUHH KpuMuHanumem u kpumunan. Kpuvunaiumem o3nauaBa
CKYIl KpUBUYHUX Jiej1a y oapel)eHOM BpeMeHy U IPOCTOpY WM CKYIl oJpeljeHe BpcTe KpUBUUHHX Jiena, Y
3aBUCHOCTH of aTpuOyrta koju uae y3 umenuny (T. Jlykuh, IToceOHOCTM KpWUBHYHOI IOCTYIKa 3a
OpPTraHW30BaHW KPUMHHAN, Tepopu3aM U kopymiwjy, HoBu Cax 2008, 9). Tako, Ha mpumep, aTpuOyT
opzanuzosanu oapeheHNM KpUBUYHHUM JIJIUMA ,,J1aje 3aj€THMYKO M y OJTHOCY Ha OCTaJla KpUBMMHHAIHA
MOHANIaka OWTHO NUCTHHKTHBHA obemexja™. (M. Llkymuh, Opeanuzosanu xpumunarumem: nojam u
Kpusuunonpoyectu acnexkmu, beorpax 2015, 105-106). Unak, onpenenwim cMo ce 3a TEPMUH KPUMUHA,
jep oOyxBaTa yKYITHOCT HETaTUBHUX JPYIITEBHUX I10jaBa M IIUPH je 1mojam of kpumurnarumema (Jlyxuh,
op.cit, 10). McroBpemeHo, ymotpeba OBOT TepMHHA je ,,pamu onpel)eHe TepMHUHONOIIKE KOPEKTHOCTH
caceum nokespHa” (Ilkymuh, op.cit, 106) y KOHTEKCTy aHANW3e MO3MTHBHOIPABHHUX peIICkha Y
Penyonuuu CpOuju, koja he OuTH npukasaHa y 1ajbeM TEKCTY.

Patudpukyjyhu Kousenuujy CaBera EBpome, npuwinkoM [OHOIIEHa 3akoHa O MOTBphUBamy
KouBeHnnuje ymorpebibeH je morpemnian mpeBoj TepmuHa Cybercrime y macmoBy KonBenije — ymecto
MPaBUJIHOT ,,KHOep™ yHoTpeOJheH je TepMHH ,,BHCOKOTEXHOJOMKH . OcHM Tora, mpeMa MHUIBEEHY
NOjeIMHUX ayTopa y aomalioj JuTeparypy, BUCOKOTEXHOJIOUIKM KPUMHHAI M caj0ep KpUMHHAI UMajy
ucro 3Hadewe (Komnen Huxommh JI. et al, Cyzbujame sucoxomexnonowkoe xpumunana, Yapyxeme
JaBHUX TyXXMJIalla M 3aMEHHKa jaBHHX Tyxwiana Cpouje, beorpan 2010, 30).

% O mperneny HacoBa KOjH 3a IpeIMET HMajy oxpeliBame MojMa BHCOKOTEXHOIOMIKOT KpPHMHHAIA
sunte Bugeru: K. Jaishankar, ,,Establishing a Theory of Cyber Crimes®, International Journal of Cyber
Criminology 2/2007, 5.

% Carter D.L, ,,Computer Crime Categories: How Techno-Criminals Operate®, FBI Law Enforcement
Bulletin, 1995, (http://www.fiu.edu/~cohne/Theory%20F08/Ch%2014%20-
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npeay3uMajy TOCpeACTBOM paudyHapcke TexHosoruje (computer-mediated) y okBupy
III06ATHE CIEKTPOHCKE MPEXKe-°, OXHOCHO KPHBHYHA 1ENa 4Hje Pajibe W3BPLICHA Cy
oMoryheHe wim u3BpIIeHe yoTpeOOM padyHapa, padyHapCKe MPEKe I XapIBEPCKOT
ypeljaja37. OOyxBar mojMa ce OoJi MPBUX 3JIOYNMOTpeda padyyHapa IIHUPHO ca pa3BOjeM
padyHapcKe ¥ KOMYHHMKAIIMOHE TEXHOJIOTHje, A C€ MOTY YOUHUTH TPHU ,,[eHepanuje’
Jlel1a BUCOKOTEXHOIIOLIKOT KPIMUHAIA . Y IpBY reHepalujy crajgajy Aejla dnje paibe
KapaKTepHIle yrotpe6ba  padynapa™ 3a U3BpIICHE TPaIUIIHOHATHUX

1°Y/oGuunnx (ordinary*') kpusnmunux nena*’- pauynapu ce xopucre 06HUHO

(traditiona
y (a3u mpunpeme (kKao CpeiCTBO KOMYHHMKAlMje WM 3a MPUKYIUbamke MH(popMaimja
NOTPEOHUX 3a IUIAHMPAkE M3BPIICHA PAIHbe KPUBUYHOL Jena). Y Jpyry TeHepaiujy
crazajy Jeiia yYdmbeHa YIoTpeOOM pauyHapCKUX Mpeka — TO CY CBOjEBPCHH XHOPHUIH
TPAIUIMOHATHUX KPUBUYHHMX JieJia, TNPWIarojeHu HOBOHACTAIIMM TpPWIMKaMa 3a
M3BPIICHE Pajibe Koje je yMmpexaBame pauyHapa omoryhmio®. Tpehy rexeparmjy
4yuHEe O0JIHMIM KHOep KpUMHHANIA, Y TPABOM CMHUCIY PEeYd — Paja Ce O JeiMMa 4uje
paliibe KapaKTepHIle ayTOMaTH30BaHa U AUCTPUOYUpaHa NpUpoja Hamaaa oMmoryhena y

. . 44
MOTIIYHOCTH pPa3BOJEM I/IH(1)OpMaI_II/IOHI/IX TEXHOJIOrHuja, IIPBEHCTBCHO I/IHTepHCTOM .

%20Types%200f%20computer%20crime.pdf); N Kshetri, The Global Cybercrime Industry: Economic,
Institutional and Strategic Perspectives, Springer, Amsterdam 2010, 7.

% C. Hale, ,Cybercrime: Facts & Figures Concerning this Global Dilemma®, Criminal Justice
International 18/2002, http://www.cjcenter.org/cjcenter/publications/cji/archives/cji.php?id=37.

%3, Gordon, Ford R., ,,On the definition and Classification of cybercimes®, Journal in Computer
Virology 1/2006, 14.

% Buure o Tome D. Wall, Cybercrime:The Transformation of Crime in the Information Age, Cambridge
University Press, Cambridge 2010, 44-49.

¥ Tako ce mox MIOJMOM KOMIIjYTEPCKOT KpUMHHAJIHTETa MOIpa3yMeBa MocebaH BHJ MHKPUMHHHUCAHUX
MOHAIIamka KOJ KOJHX Ce pauyHapcKu cucteM (cxBaheH Kao jeJHCTBO XapaBepa U coPpTBepa) IojaBibyje
Kao CpeACTBO U3BPLICHA UJINM Ka0 06_] CKT KpMBHUYHOTI ZI€JIa, YKOJUKO C€ ACJIO HAa APYI'd HAYMH, U1K IpeMa
JIpyroM o0jekTy, He OM MOIJIO M3BPIIUTH WIM OM OHO MMajo OWTHO Jpyrauuje KapakTepUCTHKE.
Urwarosuh b, ,I[lojmoBHO onpeheme kommjyrepckor kpumuHaiutera®, Ananu IlpaBHor dakynrera y
Beorpamy 1-3/91, 142.

0D, Wall, Crime and the Internet, Routledge, London 2001, 6.

*1'S. McQuade, Understanding and Managing Cybercrime, Allyn & Bacon, Boston 2005, 46.

2 KpuBn4HO 1€70 ce cMarpano KOMI[jYTepCKUM KPHUMHHAJIOM, YKOJMKO j€ 3Hamke padyHapcKe
TEXHOJIOTHje OHMJIO HEONMXOAHO 3a M3BpuIewke KpuBuyHor aenma. S. Schjolberg, Computers and Penal
Legislation — A Study of the Legal Politics of a new Technology, Scandinavian University Press, Oslo
1984, 16. Ynop. U.S. Department of Justice, The Criminal Justice Resource Manual on Computer Crime,
1989, https://www.ncjrs.gov/pdffiles1/Digitization/118214NCJRS.pdf;

** McQuade, op.cit, 48.

* O eBoMyIH]H BHCOKOTEXHONOIIKOr KpiMHHaa Buie B S. Brenner, Cybercrime: Criminal Threats
from Cyberspace (Crime, Media, and Popular Culture), Praeger, Santa Barbara 2010, 10-29.
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OcuMm Tora, mojaM BHCOKOTEXHOJIOIIKOI KPUMHHAIa CE€ MOXXE I[OCMaTpaTth Kao
TPUITAPTHTHA CTPYKTypa Koja 00yXBaTa KPHBHYHA 1enma > 1. umja pamma je mojpiama
pauynapuma (Computer-supported crimes), ogHOCHO KOJ KOjUX je padyHap
WHIMJCHTAIHA acCleKT H3BPIICHA pPalbe alld MOXKE IMPEICTaB/baTH IOTCHIIN]jATHA
u3BOp Jo0Ka3a; 2. Yuja paama U3BpIICHa je padyHapuMa oMoryheHa, MOTHOMOTHYTA,
OJHOCHO ca pauyHapuma nose3ana (Computer facilitated/assissted/related crimes), Tj.
KPUBHYHA JieJla KOJl KOJUX CY PadyyHapCKH CHCTEM/MpPEKa CPEACTBO M3BPILICHA PaIbe
(HITp. TOBpeZa ayTopcKor mpaBa Ha MHTepHeTy); u 3. ycMepeHa MPOTUB WHTETPUTETA
pauynapa (Computer integrity crimes) koa Kojux je padyHapCKHU CHCTEM/Mpeka 00jeKT
Hamajga (HOop. HeoBiamheH ymaj y padyHapcku cuctem). OBakBa kiacuukanuja ce
MOJKE IMOCMATpaTH M y BE3M Ca IMUTAKEM Jia JIM je BHCOKOTEXHOJIOIIKA KPUMHUHAI
MOTITYHO HOBHU OOJIMK MPECTYITHUINTBA WK TIOCTOjU aHAJIOTH]a ca KPUBUYHHUM JICIIUMA Y
offline okpyxemy, y cMHUCITy 1da ce paad O ,,CTAPUM OOJHUIMMa KPUMHHAJIA KOJH CYy
MMOYMILCHU Ha HOBe HauuHe (old wine, new bottles46). [Tomazehu ox 3amTuTHOT 00jEeKTa
cMaTtpamo ja He Ou OWJI0 UCTIPaBHO MpPBY TPpyIy KpuBu4yHUX fena (Computer-supported
Crimes) TpeTupaTd Kao BHCOKOTEXHOJOIIKM KPUMHHAI, a Ja APYry TPYIy 4YHHE Jeiia
KOjUMa HOBH KBAJIUTET Jaje caMo yrmorpeda nHPOPMAIMOHE TEXHOJIOTH]jE Kao CPEeICTBa
KOje CTBapa HOBE MOTYNHOCTH 3a W3BpIICHE pajke, MTO HHUje JOBOJBHO Jla X
TpeTUpaMo Kao nocedHe obauke kpumuHaia. Cxoono mome, camo oHa Kpueuuna oena
yuje cy paome usspuierba ycmepeHe npomue 0Oe3beoHocmu, OOCMYNHOCMU U
Yenoeumocmu pauyHapCcKux cucmema u mpedsica, a Koja oez ynompebe unH@dopmayuoux
mexnono2uja He ou odune moeyhe npedyzemu, mMocy ce cmMampamu HOBUM OOJIUKOM
KPUMUHAA.

Ha ocHOBy HaBeieHOT, MOKEMO C€ 3alMTaTH KOja Ce TO KPHUBHYHA JieNla CMaTpajy
BUCOKOTEXHOJIOIIKMM KPHMUHAJIOM. YKOJUKO C€ MyIIKapal H J>KeHa YIO3Hajy |
KOMYHUIIMpajy mpeko online nqpymrBeHe Mpesxe, MOCPEICTBOM KOje JJOrOBOPE cacTaHak
Ha KOM MYyIIKapall JIMIIN KUBOTA KEHY, /1a JIU je To Kubep-youctBo? Jla 11 ce moxe
CMaTpaTH BUCOKOTEXHOJIOIIKMM KPUMUHAJIOM CHTYallfja y KOjoj JIMIE HaHece JAPYroM
JHIly TEIIKe TeJIECHE MOBpEJEe a Kao CPEICTBO H3BpIICHA YINOTPeOW TactaTypy?

Hapano 1a ce y oBa JBa mpumMepa He pajau 0 BUCOKOTEXHOJIOUIKOM KpUMHHAaIy, Beh cy

** Clough, op.cit, 10. u 40. Hcto: Wall, Crime and the Internet, 7-8; R. Bryant, S. Bryan (eds.), Policing
Digital Crime, 35-36.
6 Brenner, ,,Cybercrime metrics: Old wine, new bottles?*, 15.
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NoCpeay KpUBUYHA JIeJIa YHja pajliba U3BPIICHA Y PEaIHOM CBETY je mpocTo oMoryheHa
ynorpeboM HHPOpPMAIIOHE TEXHOJIOTHjE, OJHOCHO JIe0 padyHapCKOr CHCTeMa je
yIOTpeOJbEH Kao CPeCcTBO u3BpiieHka. C apyre cTpaHe, pajimkba MOXe OUTH H3BpPIICHA Y
BUPTYEITHOM OKPY)KEHY: pauyHapcKa IpeBapa MMa BUIIE MT0jaBHUX 00JIMKA — ayKI[HjCcKa
npeBapa, mpeBapa KpeAWTHUM KapTullama, ImpeBapa YHoTpeOOM JaKHOT HICHTHTETA,
¢ummar uta. Unak, npeBapa je yBeK camo mnpeBapa a uH(GopMammoHa TEXHOJIOTH]E je
yIoTpeOJbeHa Ka0 HOBO CPEJICTBO M3BPIICHA KPUBUYHOT Je]Ia KOje TOCTOjU ToAnHAMA
yHa3an. MehyTuMm, YKOJIMKO ce KOMIIPOMHTOBAHH, MalBEPOM 3apakKCHU padyHapH
ymorpebe 3a CTBapame Mpexe ,30MOmja“ (T3B. botnet*’) a paau OCTBapuBama
onpeheHnx 1ubeBa (HIIp. 3a ClIambe IOPYKa HEKEbEHE MOIITE ), TTOCPEH je CHTYaIja
KOja MpeJCTaBba [0 CBOM KBAJIMTETY HEUITO MOTIYHO. V3 OBHX mpumepa O ce MOTIIO
nohw 10 3aKbydKa Oa HOjaM  BUCOKOMEXHONOWKO2 —KPUMUHALA — 0byxeama
UHKPUMUHUCAHA NOHAWAA KOO KOJUX ce PAYYHAPCKU CUCMeEM UTU PAYYHAPCKA Mpedxca
nojasmyje Kao cpedCmseo uzepuierba Uiy Kao oojekm KpuguuHoe 0eid, YKOIUKO ce 0elo
Ha Opy2u HAYUH, UIU npema Opy2om 00jeKmy, He Ou MO210 U3BPUUMU UIU OU OHO UMATLO
bumno Opyeauuje Kapakmepucmuxe49, ma cMarpamo jJa OM ce camMo paama u3
HOCJEIBEr NpUMepa MOTJIa CMaTpaTd KPUBHYHUM JIeIOM 00yxBaheHHM TIOjMOM
BHCOKOTEXHOJIOIIKOT KPHUMHHAIA. Y TOM CMHCIY C€ KOPUCTH TEPMHUH ,,TUTHTATHH
KPUMHHAI® 3a O3HA4YaBamke KPUBHYHHMX Jiela KOJ KOJUX IIOCTOjU HOB KBAJIUTET
yrotpeGe aururanse texuomnoruje (digitality/novelty®®). Tako I'paGoscku (Grabovsky)
cmatpa naa BehimHa Jenma  yuummeHa yImoTpeOOM padyHapa TpejicTaB/ba CcaMo
MoubUKaIH]y ,,TepecTpujanaux kpuBnuaux aena (Old wine, new bottles), nokx mena
oMmoryheHa kapakTepucTHKama KuOep MpocTopa O3HauaBa TEPMHHOM EJIEKTPOHCKH
KpUMMHAJI, Kako Ou oOyxBaTMO KpHMBHMYHa Jejla Koje 0e3 ymorpeOe AWTHTaIHE
TexHomoruje He 6u 6uma moryha (new wine, no bottles)®'. Cmoea cyo mumwersa oa ce

Camo KpusuuyHa oena duje paore umajy Hageoene cneyuuune Kapakmepucmuke mo2y

*" Bumre o Tome J. Kristoff, “Botnets and Packet Flooding DDoS Attacks on the Domain Name System”,
International Journal of Computer Forensics Sciencel/2007, 15-16; C. Ard, ,Botnet Analysis®,
International Journal of Computer Forensics Science 1/2007, 67; N. Ianelli, ,,Botnets as a Vehicle for
Online Crime*, International Journal of Computer Forensics Science 1/2007, 25.

*® Tako je, mpumepa pamm, y 2009. romuuu 85% HexelbeHe momre (Spam) mocmeamia kopumrhera
6otHetoBa. P. Hunton, ,Data attack of the cybercriminal: Investigating the digital currency of
cybercrime*, Computer Law and security Review 28/2012, 205.

* Vopemu ca Urmarouh, 0p.cit.

*0 Bryant, Bryan, op.cit, 25.

>! Grabosky, op.cit, 15.
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cmampamu  8UCOKOMEXHONIOUKUM, OOHOCHO Kubep KpuMUHAiom (mo cy sui generis
obnuyu mpehe cenepayuje 3noynompebe unpopmayuorne mexronozauje).

OnpeheHn acnekTH BHCOKOTEXHOJIOIIKOT KPUMHHAIA YMHE Ta y 3HA4YajHOj MepHu
KOMILUIEKCHOM TEMOM 3a IPOy4YaBamke, a lbUXOBO HEPA3yMEBambhE, OJHOCHO HEY3UMAaE Yy
0o03up mpexacTaBjba 030MIBHY MPENPEKY WHCTUTYLIMOHATHOM OJIrOBOPY OJ CTpaHe
Ha/exHUX oprana. Ilonasehu on craBa na ,,IITO ce CTBapW BUIIE MEHajy, CBE BUIIE
ocrajy mcre” (plus ca change, plus c’est la meme chose52), yKa3yjeMo J1a He MOCTOjH
jacHa auxoromHja m3Mel)y aHAJIOTHOT M JUTUTATHOT KPHUMHHAIA HHUTH jeé OCHOBaHA
TBpAWKA Ja CYy ,,KpUBHYHA JeJla W3 PEaTHOT CBETa MPOCTO MHUTpHpaia y Kubep

53 .
npoctop™ IWTO ,,KOMIUIMKYj€ MNPUMEHY TpPaJULUOHATHUX 3aKOHCKUX pellelkha U

«54

cpoaupa e(beKTI/IBHOCT KOHTPOJIHUX MCEXaHHu3aMa CYBCPCHUX [OpiKaBa Pagu

noTBphHBama Te3e [a je BUCOKOTEXHOJOMIKM KpHUMHHAI SUi Qeneris, nompebmno je
ymepoumu  Koncmumymugne pasiuke usmely ,npeddueumannod/ amanoznoz‘>> u
oueumannoz Kpumunaia iMajyhu y BUILy yinory HOBUX MH(POPMALMOHUX TEXHOJIOTH]A Y
TpaHchopMHUCalky KPUMHHAJIA y aHOHUMHE, ayTOMaTH30BaHE M BUPTYEIHE OOJIHKE, a
HEKOJIMKO KapaKTEPUCTHKA BUCOKOTEXHOJIOMIKOT KPUMUHAJIA YMHE Ta CIeUU(DUIHUM U
MOCEOHUM Yy OJIHOCY Ha ,, TPaIUIIMOHATHE o6mmke™;

A. Jlok ce pamgme TpaaWIUMOHAIHUX KPUBUYHHX Jejia HM3BPIIABA)y y (QHU3UUIKOM
CBETY, BUPTYCIHOCT OKpYXema oMoryhaBa m3BpIIHOIY Ja Op30, ca BEIUKHM OpojeM
TIOHAaBJbamkha MPEIy3uMa pajiby H3BPIICHA, Y3 MOTYNHOCT MapajeTHOT U3BPIICHA, MPH
yeMy ce BUILE JIMIa/00jeKTa Hamaja MOXKe CHUMYJITaHO OMITETHTH MO BEOMa MalliM
TPOIIKOBUMA. Y BHPTYEIHOM IPOCTOPY j€ yCIea YMPEKEHOCTH U OTPOMHE KOJHMYUHE
noJjilaTaka Koju ce MPEeHoce JIaKo U M0 BEJIUKO) Op3uHH, naneko Beha MpUCTynayHOCT U
u300p objekara Hamaga, KpuMHHATHUX Moryhwoctu m modus operandi (cBojcTBO
BUPTYEIHOCTH);

b. IlojennHe oOaMKE BHCOKOTEXHOJIOIIKOI KPUMHHAjJa KapaKTEpUIIEe ApOCmOpHa

yoamwenocm (m3mely yumHHMONa M 00jeKTa Hamana, Kao W u3Mely caydecHUKa) Koja

52 Brenner, op.cit,.15.

53 Brenner, Cybercrime: Criminal Threats from Cyberspace (Crime, Media, and Popular Culture), 10.
'S, Brenner, Cybercrime and the Law: Challenges, Issues, and Outcomes, Northeastern University
Press, Boston 2012, 2.

% B. Sandywell, ,,On the globalization of crime: the Internet and new criminality®, Jewkes., Yar, op.cit,
42.

% Taxko, M. Yar, Cybercrime and Society, SAGE Publications, New York 2006, 5. u 42; Clough, op.cit,
5-8; Sandywell, op.cit., 44; Bryant, Bryan, op.cit, 26-27.
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Moke na Oyae naneko Beha y mopehemy ca cutyanujom y pU3NIKOM CBETY, Ma c€ HE
MOX€E TNPUMEHUTH JIOKapAOB TPUHIMII O KOHTAaKTHHUM TparoBuma. JemHa of
JEAMHCTBEHUX KapaKTEPUCTHKA BHUCOKOTEXHOJIOUIKOT KpUMHUHAla je Ja Ce pajrha
U3BpIICHa Tpeay3uMa y KHOep CBeTy y KOM HE IOCTOje TPaHHUIE TEPUTOPHjaTHE
HAJIC)KHOCTH JIpKaBa, jep W3BPIIMOINM HMMajy MOryhHOCT 1a ycMepe Hamajg Ha
paudyHape WM Mpeke OWIo I/ie y CBEeTY W Jla Halaj CIpPOBOAY IMOCPEACTBOM payyHapa
WIA MpEeXe KOjH Ce Hajla3e y MOTIIYHOCTH Ha Pa3IMYMTHM JIOKalHjaMa y OJHOCY Ha
JIp’KaBy y KOjOj C€ HaJla3u padyyHap M3BPIIMOLIA WM padyyHAp KOjU je 00jeKT Haraja.
[IpocTopHa yna/beHOCT MOK€ OMTH MPWIMYHO H3pakeHa, TAaKo INTO C€ MOJ MECTOM
U3BpIICHa KPUBUYHOT Jlefla MOXKE CMaTpaTH HEKOJIHMKO JIoKanuja YKJbydyjyhu u
HEKOJIMKO JIP’KaBa, I1a HUje PETKOCT CUTYyalllja Y KOjoj HaJJIe)KHU OPTaHU BUIIIC Jp)KaBa
KOHKYPHUIITY ca CBOjOM HaTIexKHOUThy (cBojcTBO
JIEJIOKATN30BaHOCTH/IETCPUTOPHjATH3AIM]je COIMjATHUX CyCcpeTa, Y CMHCIy Ja 3a
M3BPIINOIIA TOTOBO HE MOCTOj€ MPOCTOPHA OTPAaHUUCHHA 32 MPUCTYIT 00jeKTy Hamaa);

B. BepoBaTHoha oTKpHBama yyuHHIIAIA j€ TAIEKO Mamba HEro KO TPaIUIIUOHATHUX
KPUBUYHUX Jejia, ycliel MOTYhHOCTH NpUKpHBaWka HICHTHTETa YYUHHOIA M PAHHE
U3BpIICHA y pauyyHapCKUM Mpekama, TMpU 4YeMy Cy CpEeACTBa M3BpUICHA Yy JTOMEHY
BHCOKE TEXHOJIOTHje KOja C€ HEMPECTaHO MEHa, Ma YYHMHHOIW WMajy IIHPOK H300p
WHCTPYMEHTApHjyMa 3a W3BPIICHE Jela H NPUKPUBAmE TparoBa (CBOjCTBO
AHOHUMHOCTH/OE3TUMIHOCTH ).

M3 cBera HaBeIEHOI MpPOM3AILIO je LIMPEHE PA3IUUYUTUX Teorpadceku
JELEHTPAIN30BaHUX OOJIMKa KPUMHUHAJIHUX AaKTUBHOCTH OMOIyheHHX ymnoTpeGom
ro0ann3oBaHuX WHOOPMAIMOHUX TexHoyioruja. bpojHe maurutanne minatdopme cCy
oMmoryhuiie mnpeBasuiakeme TPATUIMOHATHUX (PU3UUYKUX TpaHHUIA 3aCHOBAaHUX Ha
JIMCTAHITN ¥ CTBAPAKHE jEIHOT jeAMHCTBEHOT YMPEKEHOT MPOCTOPa’ IITO je JOMPHUHENO
TOME Ja BHCOKOTEXHOJIOIIKM KPUMHHAI TIOCTAaHE TpPaHCHAIMOHATHH (hEeHOMEH,

CYINpPOTCTaBJbalby KOME j€ OMI0 MOTpeOHO CTBOPUTH O/roBapajyhu nmpaBHU OKBUP.

% M. Goodman, S. Brenner, ,,The emerging Consensus in on Criminal Conduct in Cyberspace®,
International Journal of Law and Information Technology 2/2002, 183.
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2. [IPABHI OKBUP 3A CYIIPOTCTABJbAIE
BUCOKOTEXHOJIOILIKOM KPUMUHAIJTY

Tlompeba 3a uHKpumuHUCAbEM PAORU U3BPULEHUX NPOMUB, OOHOCHO YHOMpPeOoM
pavyHapa Hacmana je y epeme Kaoa cy pauyHapu nocmanu 00CMynHU Wupoj jagHoCmu.
Tokom 1960-ux ToaWHE MOjaBMIM Cy CE HM3BEHITAjH O MaHUIyJalyjama padyHapa,
pauyyHapcKuM caboTakama | IIIHjyHaKama, M JpyruM oOOJHIMMa HE3aKOHUTE
yoTpeGe padyHapckux cucrema . C 063MpOM Ha PEATHBHO OIPaHHYCHY yIOTPeOy
padyHapa y CBaKOJHEBHOM >HUBOTY OJI CTpaHe Major Opoja mojeauHama, TH MPBU
M0jaBHU OOJUIN Cy C€ OJHOCUIIM Ha Kpal)y TeIeKOMYHHKAIMOHUX YCIIyTa U MpeBape y
BE3U ca TpaHC(HEpPOM EIEKTPOHCKHX (1)0H,u013a59. Eeonyyuja 3axonooasnux pewersa je
CYKYeCU8HO npamuia paszeoj mexwoaocuje, oopajicasajyhu caznacHocm o nompeobu
3qumume  NOjeOUuHUX 006apa60. Y mouerky je Taxma Owia ycMmMepeHa Ha
WHKPUMUHHUCAKE HEOBJIIAMINEHOT NPHCTyNa MPUBAaTHUM HWH(MOpManMjaMa, alud ce
BPEMEHOM TI0jaBWJIa MOTpeda 3a CaHKIMOHHCAkEM ynoTpeOe pauyHapa 3a M3BpIICHE
KpUBUYHHUX Jena mpoTtuB mpuspene. Tokom 1970-ux je mocTalio €BHIEGHTHO [a
nocrojehe MHKpUMUHAIIMjE, HACTAJIe Y BPEMEHY KaJia Ce TaKaB HaNpeaaK TEXHOJIOMIKOT
OKpYXCHha HHUje MOTA0 HH 3aMHCIUTH, HUCY aJICKBAaTHO PEUICHE, a OMTaH JONPUHOC Y
yKa3uBamkby Ha mNOTpeOy CaHKIMOHHCAama 3J0ymnmoTpeda padyHapa MPONMHUCHBAHEM
noceOHUX MHKPUMHUHAIMja MOXKE C€ MPUIHMCATH 3aKJbydllMMa ca HEKOJIWKO HayYHHUX
CKYTOBa ofjp>KaHuX TokoM 1980-ux romguHa™. V ToM NEepUOAY YCBajajy ce MPBU 3aKOHU
KOJU Cy TIpeBuhanu nmoceOHe MHKPUMUHALIA]E: Y aMEPUIKO]j JpkaBu Diopuan 1978%,

Urammju 1979, Aycrpanuju 1981, Yjenumwenom KpamwectBy 1984, Ha HuBoy CAJ]

%8 Sieber, op.cit, 19.

% Goodman, Brenner, op.cit, 12.

% Buwe o Tome, Sieber, op.cit, 25-32, 39.

81 Oz ckymoBa Koju Cy pesysTHpaIH HAejOM O KPUBHYHONPABHOM PEryIHCaEby 31yonoTpeba padyHapa
Kao Haj3HAuYajHUjU ce O3HayaBa CKyn onpxkaH 1992. roamne y Bupubypry y Hemaukoj, jep cy Tom
MPWINKOM TPEACTaBJbEHH M3BEMITaju M3 29 NpXkaBa Ha OCHOBY KOjU Cy YCBOjEHE CMEpHHIE 32 pa3Boj
HAIMOHAITHOT 3aKkoHojaaBcTBa. Bumie o tome, U. Sieber, Information Technology Crime — National
Legislations and International Initiatives, Carl Heymanns Verlag, Kéln 1994, 25-28.

%2 Florida Computer Crimes Act ycBojeH je HaKOH MHIIMIEHTA y KOM Cy 3amocienu y npexysehy Flagler
Dog Track uckopuctiim pauyHape 3a [ITaMIambe JAKHUX TOOMTHHUX JucTHha y HAarpaJaHoj UrpH, ma je
0Baj 3aKOH MpPEABUICO Kao KPUBHYHO Aeno HeosnamheHy ymotpeby pauynapa. E. Casey, Digital
evidence and computer crime: forensic science, computers and the Internet, Academic Press, Amsterdam-
Boston 2011, 35.
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1985, Jlanckoj 1986, Hemaukoj u IlIBenackoj 1987, Ayctpuju u Hopsemikoj 1988,
Opannyckoj 1990, dunckoj 1992, Xonaunuju 1993, Hnanuju 1995. roqune nrr’.

VY IeneHujamMa Koje Cy YCICIWIe, YMPeicasarbe pauyHapcKux cucmema u
YHanpehere — nepopmancu  NEPCOHAIHUX — pauyHapa — mpascgopmupaiu - cy
komnjymepcku kpumunai. Ca pa3BojeM TEXHOJIOTHje padyHapa, pa3Bujaje u OOJIUIU U
HAYMHHA 370ynoTpeda, a Kao HEOMXOIHOCT Ce IM0jaBuiIa MoTpeda 3a YHOIICHEM
cnenuuyHUX ~ oxpenaba y  KpUBMYHO  3akoHonmaBcTBo. Ca  moBehanom
MmehynoBe3aHomhy padyHapa, omoryheHo je auctpuOyupame jaedje mopHorpaduje u
NOBpEJie ayTOPCKUX IpaBa Ha [0 Taja HeciayheHe HauwHe. [lajbu TEXHOJIOIIKU Pa3Boj
YCIIOBHO j€ TI0jaBy HOBHUX OOJIMKAa YrpokaBama 0e30€JHOCTH IUTHUTAIHHUX CaapxKaja:
CTajlHa TOBE3aHOCT pauyyHapa ca VIHTepHETOM YYMHWIA je pauyHape pambHUBUM Y
HoMJIe[ly CIOJPHUX Hamajga IMPEKO padyHapcKke Mpexe, a ymorpebe peer-to-peer
TEXHOJIOTHje OMOTyhuIa je u3BpIaBame TUCTPUOYHpaHOT Hamana yeckpahuBama yciayra
(Denial of Service:DoS) u mmpema MamMIEO3HHX KozgoBa™. KoHBepremmmja
TEJICKOMYHUKAIMja W padyyHapCcTBa je NPETBOPWIA MOOWIHE TeleoHe y Maje
YMpEeXeHe pauyHape KOju yclel HeAOBOJFHOT oOe3z0ehema mpencTaBibajy pU3HK IO
3aIITHTY MIPUBATHOCTH KOPHCHHUKA.

Jla Ou ce ocurypasio HECMETAHO OJ[BUjalbe¢ CBAKOJHEBHUX AKTHBHOCTH (U3HUKUX H
MIPaBHUX JIMIIA KOja Ce OCJIamajy Ha IOMEHYTE TeXHOJIOTH]e, nompebHo je buno nponahu
oocosapajyhe mexaunusme 3a ocmeapusaree U 0uysarbe 6e30e0HOCMU  OUSUMATIHUX
caopxcaja.  besbeonocm — Oueumannux — caopicaja  TOAPAa3yMeBa  3aumMumy
00CMYNHOCMU, NOBEPHUBOCMU U NOMAYHOCMU NOOAMAKA NOXPAFEHUX, NPEHOUEeHUX U
oopahusanux y kubep npocmopy. Hocmynnocm je KapaKTEpHUCTHKa IMoOjaTaka Yy
SNIEKTPOHCKOM OOJIMKY Zla UM C€ MOXKE TNPHUCTYIHTH M Ja C€ MOTYy KOPHCTHUTH Ha
notpedaH HauuH, noyzodarocm (TOBEPJHUBOCT) MOApPA3yMeBa Ja IMojaluMa HE MOTy
MPUCTYIUTH HEOBJIAIINEHA JINIIA, 10K C€ nomnyHocm (MHTETPUTET/IIEIIOBUTOCT) OJTHOCH
Ha OuYyBame€ TA4YHOCTH HHGOpMalMja M Ha HEU3MEHEHOCT cajJp)kaja MojaTraka y
eJIEKTpOHCKOM 00nuKy. Kako ce cBe BuIIe mojaTaka, O €JEKTPOHCKE IOUITE 10

0OaHKOBHHX padyHa, Ka0 W 1oJaTaka O 3Haqaja 3a (1)YHKI_[I/IOHI/ICB.H>C MpuBpeaAcC "

63 Schjolberg, The History of Cybercrime: 1976-2014, 24-31.
® Taylor M. et al, ,,Digital evidence from peer-to-peer networks®, Computer law & security review
27/2011, 648.
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JpXaBe CKJIaauIITe y ,,00J1aKy*, a KOju y CBAKOM TPEHYTKY MOTY OMTH 00jeKT Hamaja
31I0ynoTpeOoM HH(OPMAIMOHUX CHCTEMa, ONPABIAaHO j& OUYCKHBAKHE IOjeIUHAIA U
NPUBPEAHUX cy0jeKara Ja ce MpaBHO ypeau 3aIUTHTA THX IO0AaTaKa y CMHCIY O4yBamba
bMXOBOT TIOTITYHOCTH, IOCTYITHOCTH U TIOBEPIJEUBOCTH.

WuTterpanyja TeNEKOMYHUKAIIMOHMX M HMH()OPMAIMOHUX CHCTEMa y CaBPEMEHOM
JOpymTBY oMoryhaBa CKiIaJMIITehe M MPEHOC MOoJaTaka O CBUM BpCTaMa KOMYHUKAIja
YHMMe je CTBOPEH HU3 HOBUX MOTYhHOCTH 3a 310ynoTpebe y okBupy kudep npocropa. Te
370ynoTpedbe ce OJHOCe Ha YrpoXKaBame HWHTETPUTETa, JOCTYIIHOCTH — HIIH
MOBEPJBHBOCTH PAYYHAPCKUX MpEKa M TEIEKOMYHHKAIIMOHMX CHUCTEMa U ca HhHMa
MOBE3aHUM II0/IaTaKa WIM CE€ OJHOCE Ha YMNOTpedy TakBHX Mpeka MU CHCTeMa 3a
U3BPIIABAKE ,,TPAAULIMOHATHIX * KPUBHUHUX jAena. CXOoIHO TOMe, qpXKaBe HacToje aa
OJpXe KOpaK ca TEXHOJOIIKAM HAlpeTKOM M 3allTUTE IOjeluHIe, NPUBPEAy H
JOPYIITBO OJ 3i0ynorpeda WHGOPMAIMOHUX CUCTeMa, a ultima ratio y 3aumumu
Hasedenux 000apa je nponucusare oopehenux noOHauara Kao KpUSUYHUX 0eid npomue
nOBePLUBOCIU, YETOBUMOCTU U OOCMYNHOCMU PAYYHAPCKUX NOOAMAKA U PAYYHAPCKUX
cucmema. Jla Ou ce myTeM KpPUBHYHOI IpaBa IpYXKWJIAa 3alITUTa 0Oe30eaHOCTH
TUTUTATHUX CcaapiKaja, oapende KpUBHYHOT 3aKoHa Tpeba Ja ca JOBOJBHO jacHOhe |
NPEIU3HOCTH Je(UHUITY KOja TOHAIIaka Ce UMajy CMaTpaTH KPUBUYHHUM JEIIOM, alld
Ha HayuH Jga Oyay y TEXHOJIOIIKOM CMHCIY HEyTpalHa, Kako Ou ce Morje
OpUMEmhUBAaTH Ha HOBE TEXHOJOIIKE MH3a3oBe. be3 oxapehenux mnpunarohaBama
crneur(UIHOCTMA BUCOKOTEXHOJIOUIKOT KPUMUHAJIA, KAo I0jaBe II00alHuX pa3smepa,
OTKpHUBalk€¢ U JIOKa3UBaWke, OBE BPCTE€ KpHMHHajlda rotoBo jAa je Hemoryhe. Crora je
youeHa  morpeba  3a  CTBapameM  NPaBHOT  OKBUpa  CYIpPOTCTaBJbamba
BHUCOKOTEXHOJIOIIKOM  KPUMHHAJIy, CacTaB/bEHOI OJl MAaTEpUjaJHONpPaBHUX U
IPOIIECHONPABHUX MpaBuja MpHJIAroheHux OBOj BPCTH KpUMHHAIA Kao M 3a
yHanpeheweM MehyHapoJHe capaime, Y OKBUPY INIOOATHOT W PETMOHAIHOT MpHUCTYyNa
0opbu mpoTHMB KUOEp KpUMHHaIA. 3a CTBapame OAroBapajyher mpaBHOT OKBHUpa 3a
CYIIPOTCTaB/bak€ OBOj BPCTH KPUMHHAJIA MyTEeM KPUBHYHOI IpaBa, OCUM IITO C€ Y
NpONYCHMa KPUBUYHOT MaTEpHjaTHOT TpaBa ojpeheHa moHamama MHKPHMUHHILY, TE
npensuhajy ka0 KpUBUYHA Jeia MPOTUB TIOBEPJHHUBOCTH, LEIOBUTOCTH U JOCTYITHOCTH
padyHapCKHX IM0/IaTaka U PauyHAPCKUX CHCTEMA, HEONXOOHO je 0a NPONnUCU KPUSUUHO2

npoyecrHoe npasa caopoice odzosapajyvha oegnautherba HAONEHCHUX Op2aHd V YUY
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OMKpUBARLA U360PA HEO0380/b€HE paOe, OOHOCHO NPUKYRABAA NO0amaxka o
VUUFLEHOM KPUSUUHOM OeNy U YUUHUOYY KOju MO2y Oumu ynompebroeHu Kao 00KAa3 y
KPUBUYHOM NOCMYNKY, a 600efiu pauyna o cneyugpuuHocmuma 6UCOKOMeEXHOIOUKOR
KPUMUHANIA U OKPYJCerbd y OKGUPY K02 ce Hed03680/beHe aKMUBHOCMU Npeoy3umajy.
Nmajyhu y BuIy cBe HaBeleHO, a JAa OM ce OArOBOPHIO HA crenupuuHy TPUPOITY
KPUMHMHAIHAX aKTUBHOCTH YYMIEHUX KOpPHUIINEHEM pauyHapCKUX MpEXa U CHCTEMa,
pPa3yMJbHMBO je HacTOjame JApkaBa Ja MpHiIaroje, OJHOCHO YIOTIyHe moctojehe
KPHUBHYHE 3aKOHE HOBHM open0ama’.

N3 cBUX 10 caja HaBeIEHUX KapaKTEPUCTHKA BHCOKOTEXHOJIOIIKOT KPUMHUHAIIA,
NPOM3JIa3u HEIBOCMHUCICHU 3aKJby4daK [a j€ Geiuku npoOneM YKOAUKO paziuyumu
APABHU CUCEMU PA3TUYUINO NPUCTIYRA]Y PeYUcarby 002080pa OpiHCase Ha NOMeHyme
u3a306e U YKOIUKO He NOCMOjU jeOUHCMEeH cmas O mome Koje ce mo Heosuauihene
aKmueHocmu 310ynompebom uHpOpMayuoHux mexnoao2uja cmampajy
BUCOKOMEXHONOWKUM KPUMUHALOM U KOjUM paorama U mepama NpeseHmusHo U
penpecusHo peazoéamu Ha rux. Hanme, KOHBepreHIMja payyHapcTBa 1 KOMYHHKaIWja
¥ €KCIIOHEHIMjaJJHA pacT JUTUTATHE TEXHOJOTHje CTBOPWIIN Cy PU3UKE 1o 0e30e1HoCT
padyHapCKUX CHUCTEMa, KaKo y OKBUDPY jelHEe ApKaBe, TaKO M Yy MPEKOTPAaHUIHOM
KOHTEKCTY™®, na ce Kao Heonxodmocm ykasana nompeba 3a O0eno8amwem u Ha
PpecUOHANHOM U Me)yHapoOHOM HUeoy paou omozyhasare eghuxacne capaore usmehy
HaonexcHux opoicasHux opeana. Kao OCHOBHe mpenpexe eghuxacrom mehynapoonom
Oenosaryy Ha Cy301jarkby BUCOKOTEXHOJIOMIKOT KPUMUHATY Kao I7100aIHoj MOjaBU, MOTY
Ce O3HAYUTHU cledehu axkmopu: Pa3IUUIUTO MPABHO NeUHHCAKHE PAbU H3BPIICHA
MOjeIMHAX KPUBHYHHUX Jefla; HEeYCKIal)eHOCT MpOLECHUX MpaBHja Yy HAIMOHATHOM
3aKOHOJIAaBCTBY y MOIJIEAY MCTpare KpUBUYHMX J1€J1a BUCOKOTEXHOJIOIKOT KPpUMHUHAA U
HeycK1aljeHOCT Wi 0ICyCTBO Mexanm3ama Meljyrapoxre npasue®’ . Conudny ocrosy 3a
npesaszunaddcerbe 08Ux npenpexd, 0OHOCHO 3a NPUOIUIHCABAIbE HAYUOHATHOZ KPUBUUHOR
mamepujannoz U npoyecHoz npasa u 3a OCMeapusarbe epexkmueHe NPeKozpaHuuHe

capaomwe y cynpomcmasbary Kubep Kpumunany TpeicTaB/ba peryjaTuBa yCBOjeHa y

% N. Foggetti, , Transnational Cyber crime, differences between national laws and developments of
European legislation: by repression?*, Masaryk University journal of Law and technology 2/2008, 37.

% Cassim F., ,Formulating specialized legislation to address the growing spectre of cybercrime: a
comparative study“, Potchefstroom electronic law journal, 12/2009, 42.

8" Komuen Huxonmuh et al, op.cit,31.
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oxBupy Yjenumenux Haumja’ u Casera EBpome (¢ oG3upoM Ha To aa je Pemy6imka
CpOuja unmanuIa OBUX OpraHusamuje), Te EBporcke yHHje (¢ 003upoM Ha TO Aa je

Peny6iinka CpOuja KaHIMIAT 32 WIAHCTBO Y OBOj PETMOHAIIHO] OpTraHU3aIIH]jH ).

2.1. Cager EBporie

[IpBa mehyHapomHa HMHUIMjaTHBa KoOja c€ OJHOCHIA HA padyyHApPCKH KPUMHHAI
norekia je ca Kondepenmuje Capera EBpore 0 KpUMHHOJIOIIKAM acleKTUMa
MpUBpPETHOT KpuMuHAIA ofapkane 1976. ronune y Ctpa3Oypy u Beh Tana je mperno3Haro
HEKOJIMKO 00NIMKa 310ynoTpeba padynapa’ . Hakow tora, 1985. roauue dhopmupasa je
CTpy4YHa KOMHKCH]a Ca IIMJbEM pa3MaTparma MPaBHUX MUTakba y BE3U Ca KOMIIjYTEPCKUM
kpuMuHaIOM. Kao pe3yiarar paja oBe KOMHUCHjE, PE3UME CMEPHHIA HAIIMOHATHUM

3aKOHOJIAaBCTBMMA TPEICTAaBIbEH je y [Ipenopyyu xoja ce oOHOCU Ha KpusuuHa oena

8y okBupy YH He mocToju u3Bop mpaBa on Beher W HEmOCpPeIHOr 3HAuYaja 3a CYMPOTCTABJhAHE
BHCOKOTEXHOJIOIIKOM KpuMuHaiy. TokoM 2000-HX yCBOjEHO je HEKOJMKO Pe30ITyLHja, BpSIHUX HOMEHA,
Koje ce ogHOoce Ha 3IoymoTpede MH(pOpMAIMOHMX TEXHOJOTHja, anu Koje cy ymyhyjyher kapakrepa,
OJJHOCHO y BuAy mpenopyka. IlITo ce THYe npeno3HaBama NpodiIeMa BUCOKOTEXHOIOMIKOT KPHMHHATA Y
okBUpy YH, Hajmpe OrcMo MOMEHYNH 112 je y T3B. MHJICHHjYMCKOj JCKIIapaliji, oqHocHO Pezomymmju
Op. 55/2 w3 2000. roguHe Kao jemaH OJ NPHOPHUTSTHHX NWJbeBa yTBp)eHA M moTpeda ma ce HOBE
TEXHOJIOTH]je, a HapO4YUTO HH(POPMAIMOHE M KOMYHHUKAI[MOHE TEXHOJOTHje, y4yuHe Oe30eIHUM u
JOCTYITHUM CBHMa (United Nations Millennium Declaration, 2000,
http://www.un.org/millennium/declaration/ares552e.pdf). Ocum Tora, I'enepanna ckymmruHa YH je
YCBOjWITIA JIBE PE30JIyLHje Y IH/bY MPOMOBHCama MeljyHApOIHE capaiie y O0NacTH XapMOHH3aIdje H
NpUMEHe KPUBUYHUX 3akoHa. Y Pesonynuju Op. 55/63 o 6opbu npotus 3moynotpede nHbOPMAIMOHUX
TEXHOJIOTH]ja, Koja je ycBojeHa 2001. ronuHe, yTBpljeHH Cy OCHOBHU NPHHIIMIIY Ha KOjuMa Ou Tpedaso aa
nouuBa 6opba MPOTHB BUCOKOTEXHOJIOLIKOT KpUMHUHana. VIHCHCTHpa ce Ha XapMOHM3aLUjH MPOMHUCa, Y
cMHuciy Aa OM JpkaBe TpeOalio a CBOjUM CHHXPOHH30BAHUM 3aKOHOIABCTBOM OHeMoryhe ,.cTBapame
Oe30eHNX MOApydYja‘“ 3a M3BPLIMOLE KPHBHYHMX Jiea KPO3 IPOIMCHBAKE KPUBHYHUX Jejia NPOTHUB
MOBEPJLUBOCTH, MHTEIPUTETA U TOCTYITHOCTH pauyyHapCKuX mojaaTtaka u cucrema (Combating the criminal
misuse of information technologies, http://www.itu.int/ITU-
D/cyb/cybersecurity/docs/UN_resolution 55 63.pdf). V Pesonymwmju 6p. 56/121 o KpuUMHHATHO]
310ynoTpeou nHMOPMAIIMOHUX TEXHOJIOTH]a, ycBojeHoj 2002, roaute, ykasyje ce Ha MOTpedy y3uMama y
003up pesynrara paga komucuje Casera Espomne (Combating the criminal misuse of information
technologies, http://www.itu.int/ITU-D/cyb/cybersecurity/docs/UN_resolution 56_121.pdf). Exonomcko-
conujanuu caset YH je y Pesonyuuju 6p. 2070/20, ycBojernoj 2007.roaune, npenopydno apxaBaMa 1a,
pajauM ocTBapuBama Capajie y CIOpedaBarmy W WCTpasW mpeBapa W Kpahe HACHTHUTETa yrmoTpeboMm
UHOOPMALMOHUX CHUCTEMa, TE TOWCHY M CAHKUHOHUCABY yYMHHJIANA KPHBHYHHX e, Pa3sMOTpe
noTpedy 3a MOJAEpHH3AIMjoM MOcTojelier HAMOHATHOI 3aKOHOJABCTBA, a YKA3aHO jeé HAa KOPHCHOCT
npuctynama Konsenuuju Casera EBpone (ECOSOC Resolution 2007/20 International cooperation in the
prevention, investigation, prosecution and punishment of economic fraud and identity related crime
http://www.un.org/en/ecosoc/docs/2007/resolution%202007-20.pdf). 13 HaBemeHor mpomsiasu na ce y
uHCTpyMeHTUMa YH npikaBe wianuie HenocMmucieHo ynyhyjy Ha Konsenuujy Casera EBpore.

% Criminological aspects of economic crime: Reports Presented to the Twelfth Conference of Directors
of Criminological Research Institutes, Strasbourg 1977, 225-229.
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nosesana ca kommjymepuma, ycBojeroj 1989. rommme’®. Y o0Boj mpemopymH cy
HaBEJICHE JIBC JINCTC KPUBHYHHUX JIeJIa, KA0 CMEPHHUIIA Jp)KaBaMa y PEryjHucamy OBUX
10jaBa Ha HAIMOHAIHOM HHMBOY: 00aBe3yjyha mucTa MUHUMAIHUX 3aXTeBa y IMOTJCIY
KPUBUYHUX JieNa Koje Ou JprkaBe TpeOajo Ja MpelnBujic y KPUBUYHOMATEPH])aTHHM
HpOHI/ICI/IMa71, W ONIMOHA JINCTa KPUBHYHUX JieJa 4Ydje MpeaBuhame je MPermymTeHo
JMCTo3HIHju Apxkasa’ 2. I1ITo ce THYE HpoLeIypalHiX [UTaba, 3HaYajHa je [Ipenopyka
Koja ce 0OHOCU Ha npobiieme KPUBUYHO2 NPOYECHO2 Npasd y 6e3u ca UHPOPMAYUOHOM

mexnonoeujom’, ycBojeHa 1995. ronmune 3,

[Ipenopyka caapxxu 18 mnpuHIimMna,
KaTeropu30BaHUX y 7 TMoOTrjiaBiba (MpeTpec M 3aIuieHa; TEeXHUYKH HaJa30p; oOaBes3a
capaJlbe Cca HUCTPaXHUM OpraHMMa; EJNEKTPOHCKH [OKa3H; Kopumheme KOoAupama;
UCTPaXMBaMhe, CTAaTHCTHKA M OOyka; MeljyHapoaHa capajma), a KOju Cy KacHHje
pazpahenu u nHKopriopricanu y KoHBEHIIH]y.

EBporicku komuter 3a mpobineme kpummuaia (European Committee on Crime
Problems:CDPC) je y HoBeMOpy 1996. rogune o0pa3oBao KOMHCH]Y CacTaBJbEHY O/
cTpyumaka 3a kommjyrepcku kpumuHan (Committee of Experts on Crime in
Cyberspace: PC-CY) ca 3agaTkoMm Ja cacTaBH HalpT KOHBeHLII/Ije74. KonBennuja o
BHCOKOTEXHOJIOIIKOM KpnMnHaJIy75 (y mammem Ttekcty: KBK) je ycBojeHa Ha
Kondepenmuju Casera EBporne 23. nHoemOpa 2001. ronune y Bynummenitu, a Ha cHary

je crymmna 1. jyna 2004. rogune’®. V3 Kousenuujy je 2003. IOHET, a CTYIHO je Ha

cHary 2006. ronune, JlomaTHM HPOTOKOJ KOJjU C€ OJHOCH HAa MHKPUMHHALM]Y Aeja

70 Computer-related crime: Recommendation No. R. (89) 9,

https://wecd.coe.int/wcd/com.instranet.InstraServlet?command=com.instranet. CmdBlobGet&Instranetima
0e=610660&SecMode=1&Docld=702280&Usage=2 .
" Ha mucrn cy cieneha kpuBHYHA JIena: padyHapcKa IpeBapa, KoMijyrepcku (daicupukar, omreheme
KOMITjyTepCKUX MOJaTaka WM KOMITjyTEPCKHX Mporpama, padyHapcka caboTaxa, HeoBIanrheHu pUCTYII,
HeoBJamheHo MPHUCITYIIKHBAKke, HEOBIAMNCHO YMHOXaBamke 3alITHNEHOT KOMITjYTEpPCKOT Mporpama u
HeoBJamieHo yMHOKaBamke Tororpaduje.
Ha onmpoHoj mictu cy cieneha KpUBHUHA Je/1a; H3MEHA KOMITjyTEPCKUX T0JATAKa H KOMITYTePCKHX
nporpama, KOMIjyTepcka INNHjyHaXka, HeoBnaimiheHa ymnoTpeba KoMIljyrepa, HeoBiamheHa ymorpeba
3amTHREHNX KOMITjyTepCKHX Mporpama.
" Council of Europe: Recommendation No. R (95) 13 Concerning Problems of Criminal Procedural Law
connected with Information Technology, adopted by the Committee of Ministers on 11 September 1995,
https://wecd.coe.int/wcd/com.instranet.InstraServlet?command=com.instranet. CmdBlobGet&Instranetima
0e=536686&SecMode=1&Docld=528034&Usage=2.

Hasemeno mnpema: Explanatory Report of the Convention on Cybercrime (185), No. 10,
http://conventions.coe.int.
">Council of Europe Convention No. 185 on cybercrime,
http://conventions.coe.int/Treaty/en/Treaties/Html1/185.htm.
"® Ycios 3a crynmame KoHBeHImje Ha MpaBHy CHAry ce 0OHOCHO Ha paTH(HKALM]y OJ] CTPAHE TeT 3eMaJba,
0J1 yera cy HajMame Tpu 3eMJbe wianuie CE.
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pacucTHUKe M KCEHO(POOMYHE TMPHUPOJIE W3BPLICHUX YHNOTPEOOM payyHapCKHX
crcrema’ .

Pazmarpamem nucre MOTIHCHALA S, MOXKeE Ce yountu cienehe: Kousennujy je ox 47
YIaHuIa moTnucano 45, a cTymwia je Ha cHary y 39 npkaBa uwianuna. PemyOimka
Cp6buja je KBK nornucana 2005. roaune (kao u JlonaTHH IpOTOKOII) a paTH(HUKOBAIa
2009. roxuue.”® On mpxaa wnannma jequao Pycuja u Can MapHHO HECY ITOTIHCHHLE
Konsennuje. C nmpyre crtpane, KonBeHuujy cy mormucaie U MOjeMHE 3eMJbe He-
yraaune CE, a crynuna je Ha cHary y AycTpanuju, JJOMHHHKAaHCKO] peITyOJIUIIH,
Jamany, Maypunujycy u CAI®. Moxe ce pehu na je tume KoHBeHIMja mpeBasuiia
PETHOHAIHYU 3HA4aj M CTEKJIa YHUBEP3AJIHU KapakKTep.

[To ce Tuue ctpykrype, Konsennuja nopen [IpeamOyre, canpku yeTHpy NoriaBba.
Y npeéom nocrasmy pepUHHCAHU CY OCHOBHM TOJMOBH (pauyHapCKH CHCTEM,
padyHapCKH MOJAIH, MPYKAOIH YCIIyTa, MPOTOK MoAaTaka). /[pyeo nozuasme npensuha
JIETUCIIATHBHE Mepe Koje Tpeba mpeay3eTH Ha HAlMOHAITHOM HUBOY, a OJHOCE c€ Ha
KPUBUYHO MAaTEpHjaJIHO MPaBO M KPUBUYHO MPOLIECHO MpaBo. Y OkBUpPY 1. onmesbka
KpUBHYHA JieJla Cy KaTeropu3oBaHa y UETUPU rpynegl, a oBa THIOJOTHja je Of
M3Y3ETHOT 3Hayvaja jep je ycBajajy Mel)yHapOJHH M HAIMOHAIHU MPOIKCH KOju ypehyjy
BHCOKOTEXHOJIOIIKA KPUMHUHAJ (MCTA je Mpey3eTa U y aKkTUMa EY)BZ. KonBeHnuja npen

INOTIIMCHHUIIE IIOCTaBJba 3axXTCB 34 YBOI)GH:GM HUCTPAXKKHUX OBJIaIHheH:a, a paau

" Additional Protocol to the Convention on Cybercrime, concerning the criminalisation of acts of a racist
and xenophobic nature committed through computer systems,
http://conventions.coe.int/Treaty/en/Treaties/Html/189.htm.  TlornmcuBatbeM ©  paTHPUKOBaEmHEM
JlopaTHor mpoTokoia JIp)kaBa ce obaBe3yje Ja MHKPUMHUHHMIIE oapeheHa IITeTHa MOHAllama: NIMPEHEe
pPacUCTHYKOT M KCEHO(OOWYHOr MaTepHjala IPEeKO PpadyyHApCKUX CHCTEMA; IPETHhY MOTHBHUCAHY
pacu3MoM mwin KceHo(oOujoM; mopuname, 3HaYajHO yMambewhe, 0JJ00paBamke WIN ONpaB/laBambe FeHOINIA
WM 3]I09MHa NpOTHB YoBeuyHOCTH. Kako JlomaTHU MPOTOKOM HE CaipkKu IpoLecHonpaBHe oxapende, Beh
npeasuha cxogHy npuMeHy oapenada KoneeHmyje, Hehe Outn mpeamer gasbe oopajie y pamy.

Jlucra mornucHuna (ctame y mapry 2016. rogmae) mMoxe ce npoHahw HA WHTEPHET CTpPAHHIIU:
http://conventions.coe.int/Treaty/Commun/ChercheSig.asp?NT=185&CM=8&DF=&CL=ENG.

" Jlonomermem 3akoHa 0 norephuBaby KoHBEHIMje 0 BUCOKOTEXHOIOMKOM KpuMuHany (,,CIl.rIacHUK
PC*, 6p.19/2009).

8 Kamama u Jyxnoadpuuka peny6muka cy, takolje, mormuchune anu KOHBEHIHja, y OBHM apaBama
HHj€ jouI yBeK paTn(hUKOBaHA.

KonBeHIMja pa3nuKyje 4eTHpH rpyrie KPUBUYHUX Jieia: MPBY Ipyny YMHE KPUBHYHA Jiella yCcMepeHa
MPOTUB IOBEPJEUBOCTH, MHTETPUTETa M JOCTYITHOCTH I0JaTaka W HH(POPMAIMOHHMX CHCTEMA; JPYTY
rpyly 4YMHE KPHBHYHA Jefia y Be3M ca KOoMIjyTepuma (computer-related crimes) y usBpliewmny Kojux ce
KOMIIjyTep I0jaBjbyje Kao CpeAcTBO (kKao ITO cy (ancudukoBame W IpeBapa); Tpehy rpymy 4uHe
KpPHMBHYHA Jlefla Y BE3M ca cajpkajeM (Kao LITO je Aedja mopHorpaduja); 4eTBpTy TPYIy YUHE MOBpeje
AyTOPCKUX M CPOJIHHX MpaBa.

CarnenaBame M aHanmm3a oBor jena KoHBeHnuje Huje npenMmer pana. Bumie o yckiahenoctu
MaTepujaTHonpaBHuX oApenadba KoneeHnuje n 3akoHomaBcTBa PenyOnmke CpbOuje (omHOCHO, oapenada
Kpusnunor 3akonrka PC), Bumie o Tome, Komnen Hukomnuh et al, op.cit, 76-79. u 86-129.
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MOJICpHH3AIH]je ,,ajlaTa’ KOjU CTOje Ha pacrojiaramkby OpraHuMa HCTpare M romema y
BE3U ca BUCOKOTEXHOJIOMIKUM KpuMuHaioM. Haume, y okBupy 2. onespka (wiaHoBu 14-
21) cy onpende koje ce oAHOCE Ha MPOIIECHO MPaBo, a caapike ojapeheHe cMepHuile 3a
KPUBUYHU TIOCTYNaK, KOjHU C€ BOAM y BE3M Ca KPUBUYHHUM JIEJIOM KOj€ H3BPILICHO
yIoTpeOOM padyHapCKUX CHUCTEMa M MpeXa, U CMEPHHULE 32 NPUKYIUbAE JI0Kaza y
€JIGKTPOHCKOM OOJIMKY O M3BPIIEHOM KPUBUYHOM JIeNy (YaK U O KPUBUYHOM JETy KOje
He Cliaja y BHCOKOTEXHONONUIKK KpuMuHan y cmuciny Konsenrmje)®. Vemocrapmarbe,
crnipoBoljerse 1 mpuMeHa oBnamhema 1 NOCTYIaKka HaBeJCHNX y eIy KOjU ce OHOCH Ha
IPOIIECHO MPABO 3aXTeBa O Ap)KaBe Ja 00e30eau a/leKBaTHY 3aIUTUTY JbYACKHUX MpaBa
U cino0oja — MPBEHCTBEHO NpaBa Ha mpuBaTHOCT. [Ipu Tom Tpeba ma ce momTyjy
yoOu4YajeHu CTaHgapid, Tj. MUHHMAJHE Mepe 3allTuTe, ykJbydyjyhu mehyHapomne
MHCTPYMEHTE O JbYJCKHM TpaBuMa . Tpelie noznasme Tide ce MelyyHapoaue capamme
U TIOCTaBJba TPUHIMIIE KOJH CE€ OJHOCE HAa HAJICKHOCT, EKCTPAJWIHUjy, OCHOBHE
npuHIHIEe Mel)yHapoHe moMohu - Ipolieaype Koje ce oHoce Ha MelyycoOHe 3axTeBe 3a
nomoh y HejocTaTKy Baxkehux mehyHapogHux cropasyma, y3ajamHy momoh y Be3M ca
NpUBPEMEHMM Mepama, Te y3ajaMHy moMoh y Besu ca ucrparom® . Yemepmo noznassmwe
CaJIp>KU 3aBPIIHE 0npe;16686.

[lwps KoHBeHmHje je XapMOHM3alMja HAIMOHAIHUX 3aKOHOAABCTaBa JprKaBa
nornucHuna. PatndukoBameM win npuctynameM KoHBeHIMjH, Ip)kaBa ce obaBesyje
Ja oaroBapajyhuMm MexaHM3MUMa HMIUIEMEHTanuje o0e30ean ga y gomahem
3aKOHOJIaBCTBY OyJly Kao KpMBHYHA Jiena npeasuheHa oapeheHa noHamama (HaBeaeHa
y MarepujamauM onpeadama Konsenmuje), Te na mpensuae ojnpehena omnamherma
HAQ/JIOKHUM OpraHMMa paad OTKpHBamka M JIOKa3WBama Jiella BHCOKOTEXHOJIOIIKOT
KpUMMHAIA M NPUKYIUbalkha EJIEKTPOHCKHUX JoKa3a (y CMHUCIY MpOLECHUX ojpenada
KonBenuuje). KonBeHimja mnpeacraBiba cBeoOyxBaTaH OKBUpP 3a mpuiarolaBame
KPUBUYHOT ~ MaTepUjaTHOT W  MPOIECHOT  3aKOHOJABCTBA  CHENH(PUIHOCTHMA

BHCOKOTCXHOJIOIIKOI' KpUMHUHAJIA, a C 063I/IpOM Ha HCAJACKBATHOCT TpaAWIHOHAIHHUX

8 OBa npoGnemaruka je mpeamer obpane y Tpehem nermy paza.

8 OBa mpoGnemaruka je mpeamer obpage y OcMOM ey paja.

% OBa mpoGnemaruka je mpeamer obpaze y Lllectom aemy paia.

8V ckmany ca umanom 40, cBaka ApkaBa MOXKE M3jaBHTH Ja OCTaBJ/ba MOTYNHOCT 3aXTeBarba J0JATHHX
eJleMeHara, Kako je npeasuleHo, no oapehennm wianosuma. CIMYHO je ca CTaBJbambEeM PE3EPBH y CKIAILY
ca wiaHoM 42. TI0 KOM CBaKa JAp)kaBa MOKE M3jaBUTH jaa hie MCKOpPHUCTH MOT'YHHOCT cTaBibamba pe3epBH
KaKo je To mpenBuleHO y MojequHuM WwiaHoBuMa. Permybnuka CpOuja HUje cTaBuiIa HUjeAHY pe3epBy Ha
Konsenuwjy.
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UCTpaXHUX oBNamhema W OACYCTBO y BehMHHM 3eMajba MOCEOHUX MPOIEAYPATHUX
npaBuiia Koja Cy ce IpuMemnuBaia y kuoep npocropy, KonBeHnnuja uma 3a 1iiib 1a ce 'y
nomaheM KpUBHYHOM IPOILIECHOM MpaBy 00e30ee oBnamhema HaIIS)KHUM OpraHuMa
KOja Cy HEOINXOJHAa 3a MCTpary KpUBHYHHX JIeJla YYMICHUX y BE3U Ca padyyHapCKUM
CHUCTEMHUMA Kao U JPYTUX KPUBHUHHUX JIE]Ia 33 TOWCHHE KOJUX j€ HEOMXOAHO MPUKYITHTH
JI0Ka3e y eIeKTPOHCKOM o0IuKy® . Ocum Tora, mpensuleHa Cy 3HaYajHE IPOLEAYpATHE
rapaHIije, WTO MPEACTaBiba jedaH o raBHEX gonpuHoca Konsenmmje®. Y mopexn

89 .
, He TpeOa 3aHeMapuTH 3HA4aj

MOryhux W ompaBIaHMX KPUTHKA IOjEIUHUX pEIIeHa
KonBenuyje kao npBor u jequHor mMelyHapoJHOT yroBopa Tio0aiHOr JI0MeTa KOju ce
OJTHOCH Ha BUCOKOTEXHOJIOIIKH KpuMHUHaJ. KOoHBeHIMja caapXu MUHUMAJIHA TpaBUIa
Koja Tpeba ma ce yrpaae y MarepujaiHO M TPOIECHO 3aKOHOJABCTBO JIpKaBa
NOTNHCHUIA (IUPEKTHA MMIUIEMEHTAllja — UMIJIEMEeHTaldja kao obaBe3a) WM Koja
MOTy J1a TIOCIIy’K€ Kao MOJEN 3a M3paay npomnuca mMelyHaponHuMm opraHu3anujama u
IpXXaBaMa Koje HUCY Yy o0aBe3d HMIUIEMEHTaluje (MHAWPEKTHAa MMILIEMEHTAIja —
UMIUIeMeHTanuja kao moxen). Jlo cama je KonBeHmuja kao y30p 3a peryimcame
KOMITjyTEpCKOr KPHMHHANA IOCTY)KHIa 3aKOHOJABCTBAMA y mpeko 100 3emaspa™.
Cakako na 0u myH cmmucao KoHBeHIHWje OMO MOCTHTHYT Kaga OW je MOTHucalie H
parudukoBaie, a THME U UMIUIEMEHTHpPAJIE Y CBOja 3aKOHOAABCTBA CBE JP)KaBe CBETA,
MelyTuM, 3a caja, peamHocT je apyraddja — Pycwja, kao jemHa oJ Haj3HAYajHHUJUX
semasba unannna Casera EBpome Huje je Hu moTmucama’™, a ox JeceT 3eMasba Koje
uMmajy Hajsehu Opoj kopucHuka VHTepHeTa IO CTaHOBHUKY, CaMO TpH CY je

patudukoBane (CAJl, Hemauka, ®@pannycka), noxk Kuna, bpasun u Unauja Hucy Hu

. 92 . .
[I03BAaHE J1a IIPUCTYIIE KOHBCHIII/IJI/IQ. Nnak, KonBeHnMja je 3Ha4ajHa 3a €BPOIICKH

8 M. Gercke, ,,Europe's legal approaches to cybercrime*, ERA forum 10/2009, 58.

8 M. Miquelon-Weismann, “The Convention on cybercrime: a harmonized implementation of
international penal law: what prospects for procedural due process?” John Marshall Journal of Computer
& Information Law 2/2005, 333.

8'S. Hopkins, ,,Cybercrime Convention: a positive beginning to a long road ahead*, The Journal of High
technology Law 1/2002, 105.

% Cybercrime Model Laws, 2014,
http://www.coe.int/t/dghl/cooperation/economiccrime/cybercrime/Cybercrime@Octopus/Reports/2014 Z
ahid/3021_model_law_study v15.pdf.

%' O pasnosuma HenoTmHcHBama/HempucTynama Pycuje Kompenrmmju, Bumm S. Borisevich et al, ,A
comparative review of cybercrime law and digital forensics in Russia, the United States and under the
Convention on cybercrime of the Council of Europe®, Northern Kentucky Law Review 39/2012, 298.

%2 F. Calderoni, ,,The European legal framework on cybercrime: striving for an effective implementation®,
Crime, Law and Social Change, 5/2010, 350.
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MIPOCTOP jep je MOCTyXKWiIa Kao MoJiel/ y30p ca cacTaBjbamkbe PEePEPEeHTHUX MPaBHUX

akara BY.
2.2. EBporicka yHHja

[IpBu W3BOp MpaBa KOjU CE€ OJHOCHO Ha peryjHcame 370ynorpede Hpopmarmone
texHosiorrje ycBojeH je 1991. roamne. Ca musbeM XapMOHHM3allMj€ IPOIKCa JpKaBa
YJaHW[A y MOIJIeAY 3allTUTe ayTOPCKOT IpaBa ayTopa padyHapckor codrsepa,
Komucuja EBponckux 3ajennuna je ycBojuna JMPeKTUBY O TIPaBHOj 3alITUTH
KOMITjyTepCKHX Tporpama’ (koja ce He OJHOCH Ha 3aIITHTY OpendaMa KPUBHUHOT
npasa). EBponcka komwucuja je y anpuiy 1998. romune npencraBuina Ctyaujy o
NPABHEM ACIEKTHMa KOMITJYTEPCKOT KpHMHHANA y MH(OPMAIMOHOM APYIITBY ', y
KOjoj je yKa3aHo Ha crenuduyuHe mpolieMe M OMaCHOCTH KpMMHHAJIA TIOBE3aHOT ca
kommjyrepuma. Y Majy 1999. ronuae Komucuja je y Be3u ca mperoBopuMa OKO HalpTa
KBK 3ay3ena cranoBumre mo kom 3emibe wianune EY y moTmyHocTH moapikaBajy
Ooynyhy KOHBeHuI/ij95 (uTo ce MOHaBJbA M Y KACHHjUM CAOIIITCHUMA, jep je 3Hauaj
KonBeHnuje mpemno3Har y OKBHpY CTpaTemkor ompezaesbera EY). Ha modyerky HoBOT
MUWJIEHHjyMa CYNPOTCTaBJbalkbe BHCOKOTEXHOJIOIIKOM KpUMHUHANY YBpIIheHO je Mehy
NOJUTHYKE TpropureTe EBpOICKE yHHje y HEKOJIMKO CTPATeIIKUX JOKyMEHara, O]
Kojux cy Haj3Hauajuuje Caommrewse Komucuje EY  Cmesapawe 6esdeonujee
ungopmayuonoz  Opywmea Kpos yHanpeherwe 0Oe30eOHOcmU  UHDOPMAYUOHUX
ungpacmpykmypa u 00pbomM RpOMUE KPUMUHALA NOBE3AHO2 €A KOMHUjyMepumd W3

2001. roxguue *° u Caommrerme Komucuje EY Illpema 3ajeounuxoj norumuyu y 60pou

% Council Directive 91/250/EEC on legal protection of computer programs, http://eur-

lex.europa.eu/legal-content/EN/ALL/?uri=CELEX:31991L0250.

% OBa cTyauja mosHara je kao ,, COMCRIME study*, a npupenuo je, 3a motpede u mo Hagory EBponcke
komucuje, [Ipod. ap. Yipux 3ubep ca YHuepsurera y Bupoypry.

% B. Ruyver, G. Vermeulen, T. Beken, Strategies of the EU and the US in combating transnational
organized crime, Maklu 2002, 219.

% VkazaHo je na Ha HEBOy EY He mocToju HUjenaH JETHCIAaTHUBHU aKT KOjU c€ JUPEKTHO OJHOCH Ha
KOMIT)yTepCKH KpPHMHHAJI, Te¢ je yodeHa mmoTrpeba 3a CTBapameM OATOBapajyhuX JIETHCIaTUBHUX
uactpymenara. C tum y Be3u Komucuja je yrBpamia na he npemioxutu oapeleHe nerucnatuBae Mepe ca
UJbEM TMPHONMKABAka HAIMOHATHUX MATEPHjaJHOIPABHUX W MPOICCHOIPABHHUX IIPOIKCA Y BE3H ca
KOMITjYTepPCKUM KPUMHHAIOM. Y TIOTJICAYy MaTepHjaHONPAaBHUX Mepa, U3paXKeHa je HaMepa Jia ce CIeIu
TUNOJIOTHja KPUBHYHHX Jiela W cTaHgapau Koje mocraBjka Kowenmumja CE, a y morneny
NPOLIECHONIPaBHUX Mepa, yTBpheHo je na je HeonxomHo ypeheme cnexaehmx mnurama: mpecperame
KOMyHHUKaIuja, Mel)ycoOHO mNpHu3HaBame CYACKHX Hapeadu y Be3W ca HCTparama KOMILjyTepCKOT
KpUMHHANA, 3aAp)KaBamke HH(OpMaIMja O NIpeHOCy IoAaTaka, aHOHMMHH TIPUCTYN H yIOTpeoda,
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npomus komnjymepckoe kpumunanra 3 2007. roxune’’. V. Cmokxoamckom npozpamy
KOjH je MpeJcTaB/bao monuTHdKy arenay EY 3a mepuox 2010-2014% wucrakmyro je na
Ou apskaBe diaaHUIle Tpedasio MmTo je mpe Moryhe na patudukyjy KBK®. Kongeniuja
Ou Tpebasio [1a ToOcTaHe pePEepeHTHH TMpaBHU OKBHpP 3a 0opOy MpOTHB
BHCOKOTEXHOJIOIIKOT KPUMHUHAJIA HA TJI00ATHOM HUBOY, KOjH je MPEeno3HaT Kao jeHa o
HajBellMX M3a30Ba HAJUIGKHHX OPraHa Ap)aBa WiaHWI@A M y mporpamy 2015-2019'%.
Pesynrar TakBor craBa je mornucuBame KoHBeHIMje on cTtpaHe cBux wianuna EY y

oBoM nepuony (Konseniuje je patudukoBaHa U CTyIHJIa Ha CHAary y CBUM 3emjbama

yraHuiama, ocum y I'pukoj, Upckoj u LlIBenckoj).

MpaKkTHYHA capaha Ha Mel)yHapoHOM HHUBOY, HAJJICKHOCT, JOKa3HA CHAra KOMIIjyTEPCKUX MOJaTaKa, u
ci1. OBO CaoNIITEHE je 3ampaBo MPEICTaB/balo WHUIUjaTUBY 3a KacHHje ycBajarmbe OKBHUPHE OMAIyKE O
HanmaauMma Ha uHpopmanmone cucteme u3 2005. roauue, kao obaBe3yjyher u3Bopa ImpaBa y OKBHPY
Hekanammer tpeher cryda EY (Communication Creating a safer information society by improving the
security  of information infrastructures  and combating computer-related crime,
http://www.justice.gov/criminal/cybercrime/intl/EUCommunication.0101.pdf.)

% HakoH mTO Cy MPEMO3HATH OCHOBHH TPEHIOBH KOMIIjyTepCKOr KpuMuHana, Komucuja je 3a ocHOBHE
npaBlle pa3Boja MOJHUTHKE CYNMPOTCTaBJbahba TAKBOM OOJHMKY KpUMHHAJIA IOCTaBHJIA: IMOOOJbILIAE
MPEKOrpaHnuyvHe capalmbe u3Mehy HONUIMjCKUX M CYICKMX OpraHa Jp)kaBa wiaHWIa, u3mely jaBHOr u
NpUBATHOT cekTopa M MelyHaponmHe capanwe yommre. M3 tux pasmora Komucuja ce u y oBoM
CAoMINTEHY 3aJaXe 3a MOJACTHLAkE apxkaBa wianuna aa parudukyjy Kousenuujy CE — yak ce momume
pa3matpaime MoryhHocTu na 3ajeanuna nocraHe mnormnucHuiia Kouseniwmje. KibydHa akTHBHOCT ce
CBaKako oOrje[a y YCIOCTaBJbaly OINEpaTHBHE capalime u3Mel)y HAIMOHAIHUX OpraHa TOmbeHma U
npoLeaypa pa3MeHe Mo/1aTaka, CTPYYHOCTH U IpHMepa 100pe Mmpakce Ha CBUM HUBOMMA, Kao U u3mely
jaBHOT ¥ TIPHBATHOI ceKTopa (MPBEHCTBEHO CE€ MHCIM Ha MPYKAOLE YCiIyra eleKTPOHCKUX
komyHukarumja). (Towards a general policy on the fight against cyber crime, http://eur-
lex.europa.eu/LexUriServ/LexUriServ.do?uri=COM:2007:0267:FIN:EN:PDF). Hlupoka  nodpwxa
pamugpuxosarsy Koneenyuje npenosuaje ce u y neoehum doxymenmuma. Council conclusions concerning
an Action Plan to implement the concerted strategy to combat cybercrime,
http://www.consilium.europa.eu/uedocs/cms_data/docs/pressdata/en/jha/114028.pdf;

% Official Journal of European Union C 115/1, http://eur-
lex.europa.eu/LexUriServ/LexUriServ.do?uri=0J:C:2010:115:0001:0038:EN:PDFE. TIpen Komucujy je
CaBer MOCTaBMO 3aXTEB Jia Jia TPEJUIOre 3a pa3pajly MPaBHOT OKBUPA 38 UCTPAXKUBAA Y KHOEP POCTOPY
yHyTap YHHje, Te Ja mpeay3uma Mepe 3a yHarpeleme/ mo0osbllambe TapTHEPCTBA jaBHOT U IPHUBATHOT
cekropa. C TuM y Be3u, yHyTap YHHUje Ou Takohe TpeOano ce Ja pasjacHe MpaBuia O HAJJICKHOCTH H
YTBpIM 3aKOHCKH OKBHP KOjU ce MpHMEmYje Ha KuOep mpocTtop yHyTap YHHje, ykibydyjyhu ypeheme
npubaBibama J0Ka3a y LUbY MPOMOIMje MPEKOrpaHUYHe HCTpare. Yciel 3Hadyaja MpeKOrpaHrdHe
capanme, EBporicku caBer je mo3Bao qpikaBe 4iaHMIE Aa yHarpeae MehycoOHy mpaBocyiHy capaimy y
npeJMeTHMa BUCOKOTEXHOJIOIIKOT KpUMHHAIIA, HATJIACHBIIM NOTPeOy capaliibe U ca 3eMJbaMa BaH YHHUje.
Takohe, CaBer je 1M03Bao Ap)KaBe WIAHHUIIEC Ja Jajy MyHY MOAPIIKY HAIMOHATHMM IiardopMama 3a
oOaBeITaBame 3aayKeHe 3a 00pOy MPOTHB BHUCOKOTEXHOJIOIIKOT KpHUMHHAmA. VICTakHyTO je ma Ou
EYPOIIOJI Morao pna wrpa yJaory pecypcHOT IIEHTpa, CTBapameM EBporicke 1uiatdgopme 3a
uneHTnuKanujy aenaa koja OM Tpebajo 1a MOMOTHE HAllMOHAHHMM IulaTdgopMaMa 3a yrno3opaBame, Te
pPa3MEHOM pEJIeBaHTHUX MOJAATaka U HajOosbe mpakce y Be3H ca GOpOOM MPOTHB BHCOKOTEXHOJIOLIKOT
KpUMUHaTA u3Mel)y qpikaBa diaHHIA.

% H. Buono, ,,Gearing up the fight against cybercrime in the European Union: a new set of rules and the
establishment of the European cybercrime center (ec3)“, New journal of European criminal Law 3/2012,
244,

1%9Byilding an open and secure Europe, 2014,
http://europa.eu/pol/pdf/flipbook/en/borders_and_security_en.pdf.
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OcuM TIOMEHYTHX CTpaTeHIKUX JOKYMEHTa, jJaCHO OINpPEAEIbEHhe CYMPOTCTABIbAY
BUCOKOTEXHOJIOLIKOM KPUMHUHAIy ce MaHU(ECTyje U y JTOHETUM H3BOpHMA IpaBa, O]l
KOJUX Cy Haj3HauyajHHju: JlupekTuBa O OOpOM MPOTHUB CEKCyallHE 3JIOYyNoTpede H
nckopumhaparma 1eue W aedje mopHorpaduje’® n OKBHpHA OIyKa O HAMagMMa Ha
MHDOPMAIIHOHE CHCTEME 2,

[Iperno3HaBm Aa je 3a CympOTCTaBJbamke MOPHOrpad)CKOM MaTepujaly Ha KOM CY
NpUKa3aHa Jelna a KOju Cy JMOCTYymHH IyreM LHTepHeTa, HEONXOJHO IOCTOjambe
TPABHOT OKBHPA'", 14 je CTeIeH PeryIucaHOCTH GHO PA3IIYNT OJ APKaBe JI0 APKABE,
Te na edukacHa Oopba mporuB online nedje mopHorpaduje 3axTeBa XapMOHHU3AIM]Y
HAI[MOHAJTHUX TMPOIMHKCAa U YCIOCTaBJbamke oAroBapajyhe mehyHapomne capanme, Ha
HuBoy EBporncke yHuje je 2004. ronune ycBojeHa OKBUpHA OAiykKa o O0opOM HpPOTHUB
CEKCYaJIHOI McKopulThaBama JAele U jiedje nopHorpacbI/Ij6104. Kako je OxBupHa o/yka
U TIOpe]] 33710BOJbaBajyher HUBOa NMITJIEMEHTAIINje NMaJla He3aHeMapJbUBE HEIOCTATKE,
y IWJbY yHanpehema MpaBHOT OKBUPA, HAKOH IITO Cy CTYIAmkEM Ha CHary YroBopa H3

105 106
Jlucabony ~~ cTBOpeHe HOBe JeruciatuBHe Moryhnoctu , neremOpa 2011. roaune

101 Directive 2011/92/EU of the European Parliament and of the Council of 13 December 2011 on
combating the sexual abuse and sexual exploitation of children and child pornography, and replacing
Council Framework Decision 2004/68/JHA, http://eur-
lex.europa.eu/LexUriServ/LexUriServ.do?uri=0J:1.:2011:335:0001:0014:EN:PDF.

192 Framework Decision 2005/222/JHA on attacks against information systems, Official Journal of the
European Union, L 69/67,
http://eurlex.europa.eu/LexUriServ/LexUriServ.do?uri=0J:L:2005:069:0067:0071:EN:PDF.

103 IIpaBHK OKBHp OM Tpebano na caAp)ku MpaBwHiia 0 HHKPUMUHHCAEKY OApeeHHX IMITETHUX MOHAIlamba,
UIeHTU(HUKOBaY JAele Koja Cy KPTBE, OTKPUBaWkY M KPUBUYHOM TOHEHY YUHHHIIALA KPUBUYHUX JIena,
yKIIahamwy cajupikaja ca MHTepHeTa, 0JJHOCHO oHeMoryhaBame NpUCTyna CTpaHUIaMa Ha KojuMa ce TH
ca/ip)Kaju Hajase.

104 "Council Framework Decision 2004/68/JHA of 22 December 2003 on Combating the Sexual
Exploitation of Children and Child Pornography, OJ L 13, 20.1.2004, p.44; http://eur-
lex.europa.eu/LexUriServ/LexUriServ.do?uri=CELEX:32004F0068:EN:NOT.

15 The Treaty of Lisbon amending the Treaty on European Union and the Treaty establishing the
European Community, signed at Lisbon, 13 December 2007, http://eur-
lex.europa.eu/LexUriServ/LexUriServ.do?uri=0J:C:2007:306:FULL:EN:PDF.

1% yroBopom m3 Mactpuxra (motmucan 7. gebpyapa 1992. roauue, crymuo Ha cHary 1. HoBemGpa 1993.
rojute) y cTpykrypu EBporicke ynuje npensulhen je t3B. Tpehn cTyd, ka0 MHCTUTYIIHOHAIHU OKBHp 32
NPABOCYJHY W TIOJMHIMjCKY capajilby y KPUBHUHHM CTBapuMma (peryiucaH y moriaBiby 6). Baxwo je
HaloOMEeHYTH Jia Y 0BOj obnacti nHcturyuuje EY Hucy umarie HUKakBe HaJISKHOCTH M HHCY MOTJIE Jia
ycBajajy ypeade u IMpeKTHBE Kao M3BOpE MpaBa. YToBOpoM u3 AMcTepaamMa (TmoTnucas 2. oktoopa 1997.
rojivHa, a CTynuo Ha cHary 1. maja 2009. ronune) kao jenaH o uibeBa EBporcke yHuje npokiamoBaHa
je u3rpajma npocropa ciobone, 6e3denHocTr U paBocyha, a Caser je 1000 oBnamheme 1a Ha Mpeayor
Komucuje n y3 nperxongne koHcyntanuje ca [lapmameHTOM JOHOCH OjIyKe M OKBHpHE omtyke. On
CTynama Ha cHary Yrosopa u3 Jlucabona (mornucan 13. menemOpa 2007. ronune, cTynuo Ha cHary 1.
neuembpa 2009. roamue) crpykrypa EY ce Bume He 3acHuBa Ha ,.cTyOoBMMa“ a opranu EV ce
opnanthyjy na npasHo ypel)yjy u nuTama u3 okBUpa Hekaaammer Tpeher cryba, n To y uetupu obnactu:
1. Capaama y Be3H ca KOHTPOJIOM TpaHUIla, MUTamUMa a3uiia u umMurpanuja; 2. [IpaBocyaHa capanma y
rpahanckum ctBapuma; 3. IlpaBocynHa capanma y KpuBuaHNM cTBapuma; 4. [lommmujcka capanma. Ha
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ycBojeHa lupekmuea o 60pou npomue cekcyanme 3noynompede u uckopuuthasarea

. . 107
Oeye u Oeuje nopnozpaghuje . JlupexTrBa UMa 3a Wb Ja CTBOPHU MpPaBHU OKBUD 32

3AlITUTY ,Z[CI_[elos

Ol CBUX OOJMKA CEKCyaJHe 3JI0OynoTpede ¥ HCKopHIIhaBama,
yHanpeheme MelhyHaponHe capaame, Te Tpeay3uMame Mepa NpeBeHIUje W Mepa
3aIITHTE Jelle XKPTaBa THX KPUBHUHKX jena . Unan 5. JIupeKTHBe 00aBesyje ApkaBe
Ia Tpemy3My moTpeOHEe Mepe Ja ce Hasedewe padrwe ) 6esu ca online Oeujom
nopHozpacj)ujOMllo Koje cy npedyseme ¢ ymMuubajem u neosnawheno™™ npeosuoe Kao

o112
KPUBUYHO 0€JI0 U 3a HUX NPONUULY KasHe 3ameopa y oipehenom tpajamy . Ocum Tora,

Taj HAYMH €BPOIICKE HHCTUTYIIH]jE Cy NoOmIe oBnamheme 1a yTBpl)yjy MUHIMYM IIpaBiia Koja ce OJHOCH
Ha MHKpUMHHHCake oJpel)eHnX moHanrama Ka0 KpUBHIHOT J1eJ1a, KpHBUYHH ITOCTYNAK U 00JIMKE capaImbe
HaJUIS)KHUX OpraHa Jp)KaBa WIAHULA Y KpUBHIHUM CTBapHMa.

107 NipkaBe umammme cy Guie QykHE Ja JOHECY 3aKOHE, MOA3AKOHCKE AKTE M APYTe MPOINCE Y LB
ycknahuBama ca onpendama Jupekruse 1o 13. merem6Opa 2013. roqune, a Komucuja he mo 18. mermem6Opa
2015. rogune cacraButH, Te Ilapmamenty u CaBeTy MOTHETH, W3BEIITaj Y KOM he MPONCHHUTH Y KOjOj
MepH Cy JprKaBe 4iaHUIle Ipeay3esie NoTpeOHe Mepe y LUby ycariaiiaBama ca oapeadama J(upexruse.
198 JTememom ce cmarpa nuue Mmahe oz 18 roguHa (IITO OATOBapa MOjMY MAIOIETHOT JIUIA y KPHUBHYHOM
npaBy PemnyOmuke Cpbuje), ¢ tum mro JupektuBa mnpensuha moryhHocT na apkaBa y ckiagy ca
HAallMOHAJTHUM TIPOIMCHMa OJPEJM y3pacT y KOM je MAaJOJIETHO JIMIIE CIIOCOOHO Ja carjiaCHOCT 3a
CTyName y CeKCyallHe OJHOCE, JIOK je& CTYName y CEKCyaJHe OJHOCE Ca MAJIOJIETHHM JIMIeM MiahuMm on
Tako onpeleHor y3pacra 3a0pameHO Yak M y3 HEroB NpHcTaHak (IITO OAroBapa IOCTaBJbaly I'PaHHMIIE
n3mel)y nerera u MasojeTHHKA y foMaheM KpUBHIHOM HPaBY).

19y Tom cmuciy, JIMpeKTHBA CampiKi MEHAMYM MPaBHIA KOJHX Cy ApKaBe AyXKHe [a e IPHAPKaBajy y
MPONUCHBAaky KPUBUYHUX Jefla U CaHKIMja y BE3U ca CEKCYaJHOM 3JI0YyHOoTpeOOM M ncKopuirhaBameM
JIeTle W JIeYjoM IopHOoTpadujoM, a OCHM TOTa CAAP>KH U oIpende Koje Cy Ol 3Hauaja 3a CIpeyaBame OBHUX
10jaBa Kao M 3aIITHTY XPTaBa IOMEHYTUX KPUBUYHMX Jiena. Y wiaHoBUMa 3-6. JlupeKkTHBe HaBEICHE Cy
palie Y BE3U ca CeKCYaTHOM 3JI0YIOTPpeOOM U HcKopuIhaBameM JIele U Je4joM MOpHOrpadjoM Koje Cy
Jp)KaBe WIaHWIE IY)KHE Na WHKPUMUHHINY Y CBOJUM 3aKOHOJABCTBMMA. 3a CBaKy OJ OBUX paJibH
MPOMKCAHU Cy U MUHHMYMH HajT€Ke Ka3HE 3aTBOpa KOje je ApkaBa AyXKHA Ja HCIOIITYje MPHIHKOM
npeziBularba caHkIMje 3a 0ipejeHO KPUBUYUHO JIEIO.

M0y cmucny JupextuBe mepmun Oeuja noprozpaguja oOnocu ce na: MaTepHjan KOjH BH3YEIHO
OCJIMKaBa JIeTe YKJbYYEHO Yy TIIpaBe WM CHMYJIOBaHE EKCIUIMIHUTHE CEKCyalHe OJIHOCE; IpHKa3
CeKCYaJIHOT OpraHa JeTeTa, KOjU NPHUMapHO CIYy)XXH y CEKCyallHe CBpXEe; MaTepHjasl KOjHu BU3YEIHO
OCJIMKaBa JIMIIE KOje M3MJIefa Kao Jia je JieTe, YKJbYUeHO y TpaBe WIM CHMYJIOBAaHE EKCIUTMIUTHE
CEeKCyallHe OJJHOCE WJIM TPHKa3 CEKCyaJHOT OpraHa JIMIa Koje M3riena Kao Jia je JeTe, KOju IpUMapHO
CIy’)KH y CEKCyaJIHE CBPXE; PEAIMCTUYHH IIPHUKA3 JIeTeTa YKIbYUEHOT y SKCIUIMIUTHE CeKCyallHe OJJHOCE
WIN PEAMCTUYHHM TPHKA3 CEKCyaJHOI OpraHa JeTeTa Koja NPUMAapHO CIY)XH y CEKCyaJHe CBpXe.
[pxaBama ce ocTaBjba MOTYNHOCT Ja HWHKPUMHHHIIY TIOMEHYTE palbe W y ClydajeBuMa Ja
nopHorpad)cku MaTepujaiy caupxe HMpUKase JMla Koje u3riela Kao Jere, a y cTBapH je uMano 18 win
BUIIIE TOJIMHA y BpeMe HacTaHKa nopHorpadckor Matepujana. Bume o Tome, “Cybercrime” Provisions in
The Council of Europe Convention on the Protection of Children against Sexual Exploitation and Sexual
Abuse, The Cybercrime Convention Committee (T-Cy), 2008,
http://www.coe.int/t/dghl/standardsetting/t-cy/T-CY%20%282008%29%2003%20E %20-
%20Sexual%20exploitation%200f%20children.PDF.

1 Vorpeba Tepmuna , HeoBmanheHo™ y 0BOj 01penOH 0CTaBIba ApXKaBaMa WIAHHIIAMA MOryhHOCT ja 3
KpUMHUHAJIHE 30HE U yomuITe ojxpehuBama nojma ,,Jiedja nopHorpaduja‘“ uckipyde oapehene npukase, Ha
IpUMep, OHE KOjU Cy HacTalll y MEAMIMHCKE, HAYYHOUCTPaXXUBAUKE U CIIMYHE CBPXE, Kao M OBiamheHo
HoceJI0Bame 0J[pel)eHnX NMpuKasa oj CTpaHe HAJICKHUX OpTaHa y BE3U ca KPUBUYHHUM IIOCTYIIKOM HITH ca
CIpeyaBameM, OTKPUBAEM 1 JIOKa3MBAbEM KPUBHUYHHX JIeTIa.

Y2 TIpensubha ce nukpuMmnnCame cruenehnx pamgmu To: 1. mpHbGaBibarbe HMIM IOCEIOBAKE Aedje
nopHorpaduje (MakcuMaliHa Ka3Ha 3aTBOpa y Tpajamy O HajMame | romuse); 2. CBECHO NPHUCTYIAme
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nOpxaBe OM Tpebayio Ja MpeaBUAC Aa j€ KadiCrbU6 U NOKyuiaj Ma ¢e M3BPIIM HEKa OJ
panmu npenBuheHUX y wiaHy 5. Ha Taj HAYMH IITO IMYHOJIETHO JIMLE CPEICTBUMA
UH()OPMAIIMOHO-KOMYHHKALIMOHUX TEXHOJIOTH]ja JIeTe HABOAM Aa MY MPYXKH MaTepHjal
MOpHOrpad)cKOT cajpkaja y KOM je JeTe NpHKasaHo . Y Be3H ca omKpusamem u
00KAa3UBaAIbEeM HABECOEHUX KPUBUYHUX O0eld U 201berbeM yuuHuiayd, JJupekTuBa cagpxu
u3y3etHo GutHe oxpende’™. Jeana on HajBaxHMjEX oxpenaba JUPEKTHBE OIHOCH CE
obaBe3y [IpkaBa Ja NpeABHIEC MOTYWHOCT 1a ce y OTKpPHBalby MU JIOKa3HBaIbY
INOMEHYTUX KPHUBHYHHUX JIeJla KOPUCTE MOCEOHE HCTpakHE paame (Koje ce KOpPHCTE y
OTKpUBamkhy M JIOKa3uBamy Jejla OPraHU30BaHOT KPHUMHHAIA M JPYTHX TEXHUX
KpUBHUHUX Jena). EdukacHe wucTpaxsHe pagme OIHOCE CE€ Ha IpEecpeTame
KOMYyHUKalMja, TajHO mpahewme, YKbYdyjyhH eJNeKTpOHCKH Haa3op, mnpaheme
0aHKOBHMX pauyHa, 3a uuje onapehuBame ce y3umajy y o03up, u3Melyy ocraior,
NOPUHIUI  TIPOTIOPIIUOHAIIHOCTH, NPUPOAA M O30MJBHOCT JeNla TOJ HUCTparom. Y
ClIy4ajeBHMMa y KojuMa je To Moryhe W y CKJaay ca HAIMOHATHUM 3aKOHOJABCTBOM,
TaKBE pajihe Mo/pa3yMeBajy oBiamheme CiIy>KOeHUX JIIa a KOPUCTE IPUKPUBEHHU, Tj.
naxHu uaeHturer Ha WutepHery. Takohe, ma Ou ce yTBpAMO WAEGHTHTET >KpTaBa

NOMEHYTHX KpUBHUYHUX JIeNa, Ap>kaBe Tpeba na omoryhe ymorpedy oapeleHux TexHuka

nedjoj mopHorpaduju kopuirhemeM HHPOPMAITHOHO-KOMYHHKAIIHOHUX TEXHOJIOTHja (MaKCUMaTHa Ka3Ha
3aTBOpa y Tpajamy oI HajMame | roamHe); 3. MHpemke, pacTypame WIK MPSHOIICHE edje TopHorpadmje
(MakcuMaiHa Ka3Ha 3aTBOpa y Tpajamy OJ HajMame 2 roauHe); 4. Hyhemwe, cHaOneBambe WK Ha APYTH
HAa4YMH YHCHE JIOCTYITHOM Jedje nopHorpaduje (MakcuMallHa Ka3Ha 3aTBOpa y Tpajamy Ol HajMame 2
TOJIMHE); 5. MPOU3BOAMA Jedje mopHorpaduje (MakCMMaiHa Ka3Ha 3aTBOpa y Tpajamy OJ] HajMame 3
roaune). Takohe, apkaBe mory aa omnyde na jau he ce WHKpUMHHANMje OJHOCHTH W Ha CilydajeBe y
KOjUMa je KpeaTop Marepujajia nmopHorpadcke caip)KHHE UCTE MTPOM3BEO U MOCEyje CaMO 3a COIICTBEHE
notpebe a 1a npu TOMe He TIOCTOjU PU3UK O] IIUPEEha TOT MaTepHjaa.

3 Yemocrapsbame KOHTAKTA MyHOJNETHOT JIMIA Ca JETETOM y CBPXY 330BOJbABAA CEKCYATHOT HArOHA
MOCTAJIO je HapoyWTa mHpeTma y HHTepHeT okpykemy (KopumhemeM pa3sHHX COLMjaTHUX Mpexa,
(opyma, IpUYAOHMIA M APYTMX KOMYHHMKAIMOHMX KaHaja) Koje Ipyxka MOryhHOCT aHOHMMHOCTH H
NPUKPHBaba JHYHUX KapakTepUcTHKa (Kao WTo je y3pact). Taka mojaBa ce Ha3uBa grooming. Bume o
tome, F. Monterosso, “Protecting The Children: Challenges That Result In, And Consequences Resulting
From, Inconsistent Prosecution Of Child Pornography Cases In A Technical World”, The Richmond
Journal of Law and Technology 3/2010, 5-7.

% Haume, nprae ce 06aBesyjy Ja mpey3My HEOIXOIHE Mepe 1a 00e36e/1e Ja OTKPUBARE, T0KA3HBAMmE
U TOBEHE HE 3aBUCH OJ1 NIOCTOjaha KPUBUYHE IIpHjaBe, Npeiora 3a rombemhe, 0JTHOCHO KPUBUYHE TYX0e
JKPTBE M HEHHX 3aCTYNHHKA, Ka0 M Jia MOCTYIaK MOXE Ja Ce HACTaBH M y Clly4yajy Ja XKpPTBa IOBy4Ye
Mpeyior 3a TOomeme, TYKOy, OIHOCHO CBoje HcKkaze. Takohe, apkaBe Ou Tpebayo &na mpeasuie aa
KPMBUYHO TOIEHE YUNHMIaA BehHe MIOMEHYTHX KpUBHYHUX Jena (wiaH 3, wian 4. craBa 2, 3,5, 6 n 7.
u U3 wiaHa 5. craBa 6.) Oyme Mmoryhe m kajga je mopHorpadcku martepujan kopumiheH oapehenn
BPEMEHCKHM NEPHOJl HAaKOH IYHOJIETCTBA XKPTBE, y3uMajyhn y 003up TeXHHY YUHHEHOT KPUBUYHOT JIeIa.
VY Be3u ca NMOJHOLIEHEM KPUBHYHMX IIpHjaBa, ApkaBe OM Tpedano na mpeay3My CBe Mepe Ja JIyKHOCT
yyBamka Npo(ecCHOHAHE TajHe KojA oipeheHMX 3aHMMama Koje IoJpa3yMmMeBajy paj ca JeloM He
Ipe/ICTaBIba NPENpPEKy THM JIMIMMA J1a IPUjaBe KPUBUUHO JIEJI0, Y CIy4ajy KaJla MMajy ONpaBIaH pasjior
Jla Bepyjy Jla cy Jera XKpTBe HeKe 0]l TOMEHYTHX KpuBHYHUX nena. Buau A. Reid, ,,Online protection of
the child within Europe®, International Review of Law, Computers & Technology 3/2009, 222.
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y aHAJIM3HM MOPHOTPAPCKOT MaTepHjasia KOju Cy JTOCTYITHU WM C€ MPEHOCE CPEACTBIMA
uH(popmarmone texHonoruje. Ocum Tora, [lupekTuBa of Ap)KaBe WIAHHIIC 3aXTEBa Ja
O6u Tpedasio da ycnocmase, 0OHOCHO YHanpeoe capaorby u ca mpehum opaicasama Kako
OM 3ajeTHUYKMM HaropuMma YKJIOHHIIE MOpHOrpadcke caapikaje ca cepBepa KOju ce
nanase Ban repuropuje EY'', mto je ecto Tewko wim u3 pasiora mro Apxapa y Kojoj
ce cepBepH Haia3e He JKelnM Ja capaljyje Wi ce MOCTyHaK yKjamama IOoKa3yje Kao
MIpEBUIIIE ,Z[yl“OTpajaHnG. VY ckiany ca HaBeneHuM, diaH 25. Jlupexktuse npensuha na cy
Jp>KaBe JYyXKHE Ja Mpey3My Mepe KojuM ce 00e30ehyje xumno yknarwarwe Unmepnem
cmpanuya Koje caapike WK CIy)Ke 3a IMHUPEeHhe MaTepujana MmopHorpadckor caapxkaja
Ha KOjUMa Cy Jiella, a KOoje Ce Hajla3e Ha CepBepuMa KaKo Ha TEpUTOpHjaMa JpKaBa

. 117
YIaHULA TaKo U BaH Tepuropuje EY ™.

115 . .
IMonasehu on Tora ma Oopba mpoTUB Jedje MmopHOrpaduje 3axTeBa oHeMoryhaBame, OIHOCHO

orpaHnyere MOryhHOCTH 3a LUPKYJIHCambe MOpHOrpad)cKor MaTepujana (HU y KOM Cllydajy ce HE MOXKe U
HE CMe JIOBECTHU Y Be3u ca ciio00JI0M MHUIUbEHa U U3paxkaBama) U Ja je NoTpeOHO mpoHahn MexaHH3Me
Jla ce JTMLUUMa YKJbYYE€HHM Yy aKTHMBHOCTH IPOM3BOAE U AUCTPHOYUparha TUX MITETHUX CaJpiKaja oTexa
Jla MX YMHE NOCTYIHUM Ha MHTepHeT cTpaHHLama, Ja ce yKJIoHe nocrojehu caapkaju M Jla ce yuuHe
KOKIBHUBUM IIHPEHE U IPEy3UMame THX CapiKaja.

18 13 tor pasmora, mpHIHKOM HOHOIIEHa JIMPEKTHBE JONLIO CE HA MIEjy [a Ce YBELy MEXaHH3MH 3a
Onoxupame npuctyna ca tepuropuje EY MHTepHeT cTpaHMmaMa 3a Koje je yIBpheHo aa campike WU
CIIy’)Ke 3a INMpeme Jedje nmopHorpaduje, Ipu 4eMy Mepe Koje ApKaBe WIAHHIE MOTY IPeldy3eTH paiu
yKIamkama, OJHOCHO OJOKHpama NPUCTyNa TakBUM WHTEpHET cTpaHMIaMa MOTy OWTH JIeTMCIaTHBHE,
HEJIETMCJIaTUBHE, CyICcKe W japyre. JlMpekTuBa MoapkaBa CaMOHMHHUIMjaTHBHE aKIMje Mpy’Kaiara
Huteprer ycmyra (Internet service provider) y umsby chpeuaBama 3710ymoTpede HBUXOBHX YCIyra,
OJTHOCHO CBE aKTHBHOCTH KOje OM Jp)kaBe WIaHHWIlEe Npery3esie, ¢ THM IITO Cy Jp)KaBe wiaHuie, 0e3
003upa Ha o7abpaHy akKlWjy WIM METOA, AyXHE aa obe30eme na oHe Oyay y CKIAAy ca MPHUHIIUIIOM
[IpaBHE CUT'YPHOCTU UM yHAIpe [O3HATE KaKO KOPUCHULIMMA Tako W npyxaouuma MHrepHeT yciyra. 13
TOT pa3Jjiora HEOIXO/HO je YCIOCTaB/bame U yHanpehemwe capaimbe ApKaBHUX MHCTUTYIMja U TIPUBATHOT
CEKTOpa, HAPOYUTO Yy TIOMNIeAy CTBapama 3ajeJHHYKE KOMIUIETHE JucTe HWHTepHeT cTpaHHLa |
n30eraBama IyIUIHPamka MOCNa, a CBE TO y3 IMOLITOBAKE NpaBa KPajlbuX KOPUCHHUKA M ycarialaBambe ca
nocTojeliuM mpaBHUM HpoleaypaMa U CTaHAapAuMa M EBPOICKOM KOHBEHIIMjOM O OCHOBHHM JbYICKUM
npaBuMma U ciobonama u [ToBesbom EY 0 ocHOBHEM JbynckuM npaBuma. Ymop. T.J. Mclntyre, “Blocking
child pornography on the Internet: European Union Developments”, International Review of Law,
Computers & Technology 3/2010, 213; R. Kleinschmidt, ,,An International Comparison of ISP’s
Liabilities for Unlawful Third Party Content*, International Journal of Law and Information Technology
4/2010, 335-336.

Y7 Ocum Tora, apxaBe MOTy 1a Ipeay3My Mepe Kojuma ce brokupa npucmyn Humeprnem cmpanuyama,
KOje CaJipiKe WX CIIyKe ca [IHUpEehe MaTepujaia mopHorpadckor cajpxaja Ha KojuMma Cy Jiela, a Koje ce
Hala3e Ha ulu 6aH mepumopuje Ip)KaBa 4JIaHWIA, KOPUCHUIIMMA MHTEpHET ycilyra KOju ce Hajla3e Ha
TEPUTOPHUjH AP)KABa WIAHHUIIA, C TUM Ja CE TAKBE Mepe MOTY MPEIy3eTH caMO Ha OCHOBY TPaHCIAPEHTHUX
npouenypa koje o6e30elyjy moBosbHO anexkBaTHuX rapannuja (ykieydyjyhn m moryhuocr ob6pahama
CY/ICKMM OpraHMMa) HApOYMTO Y CMHUCIY Ja Ce OrpaHdyYeha Mpeay3uMajy caMo Kao MOoTpeOHa u
cpa3MepHa W Jia Cy KOPUCHHIM YIIO3HATH ca pa3jo3uMa TakBor orpanuuema. Ymop. W.Ph. Stol et al.,
»~Governmental filtering of websites: the Dutch case”, Computer law & security review 25/2009, 257; P.
Schumacher, ,Fighting illegal Internet content - May access providers be required to ban foreign
websites? A recent German approach®, International Journal of Communications Law and Policy,
8/2004, 17.
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Cager EVY je 24. debpyapa 2005. rogune, Ha ocHOBY npeminora Komucuje mpeior
Ja ce JOHeCe OKBHPHY OJJIYKYy KOju OM ce OJHOCHIa Ha HE3aKOHUT MPHUCTYI H
MOCTYNAake y BE3W ca MH(POPMAIMOHUM CHUCTEMHMA, YCBOjUO OKGUPHY 001yKa O
Hanaouma Ha ungopmayuone cucmeme. CBpxa MOMEHYTE OJUTYKE j& TPUOIIKABAE
HAI[MOHAJTHOT 3aKOHOJAaBCTBA U yHampehewme Mel)yHapolHe MOJMIUjCKEe U MPABOCYIHE
capaame Jp)kaBa WIAHWIIA Y BE3W ca Haj3HadajHujuM (opmama ymoTpede
UHPOPMALIMOHUX CUCTEMa y KpuUMHHaiIHEe cBpxe. OKBUpHA OIyKa je CTBOpHIA
3ajeJHMYKU CKYII TIPaBHUX Je(DUHUIMjAa U OJpeaniia KpUBUYHA Jelia Koja ce OJTHOCEe Ha
KPUMHHAIHE aKTUBHOCTHU Y BE3U Ca EJIEKTPOHCKUM Mpekama, KOMITjyTepuMa U IpyTuM
ypehajuma moBe3aHUM ca MpeKOM (HIp. MOOWIHM TenedoHU), Ka0 M Yy BE3U ca

118

noganrMma v Iporpammuma y Tum ypeljajHMa u MpCKaMa . IIto ce Tuue HaJJICXKHOCTH,

npeys3cra Cy npaBujia U3 KOHBGHHI/Ije CE, ma je JAprKaBa HAJIC)KHA 3a KPUBUYHO ACIIO

. .11
M3BPIICHO HA FHCHOj TEPUTOPHjH -

, KpUTEpHjyM IpKaBJbaHCTBA CE€ MpeaBuha Kao
QITepHATHBHU 32 oJpehuBame HAIICKHOCTH, JIOK he ce ciydajy cykoOa, HaJlJIe)KHOCT
OJIPEIUTH CrIopa3yMeBameM u3Mel)y JprkaBa WiaHUIA Jla Ce LIEHTPAIHU MOCTYHaK BOJIH
y JEIHOj O]l JAp>kKaBa KOje KOHKYpHILNY Ha jypncz[HKquylzo. VY Be3u ca yHanpehemem
mehycoOHe capanme, y by M00OJbIIakba pa3MeHe MMoiaTaKa, oJ1 Ap)KaBa WIaHMLA Ce
TPaXH JIa YCIIOCTaBe MPeXy Ha npuHIuIy "24/ 7 " y okBUpY Koje je 24 cata THEBHO, 7
naHa y Hexesbu, Moryha pasmena wuH(popMalpja 0 HamaauMa Ha HH(OpMamoHe
crcreme. OCTali acreKTH MPOIECHOr mpaBa HECY mpeyserH u3 Komsenmmje CE'?L
[Tomenyra OxBHpHaA O/AJyKa 3ampaBO j€ NMPBU KOpak Ka ypehemy KpUBHUHHX Jena y

Be3M ca HamaguMa Ha uHpopmaunuone cucreme y okBupy EVY. Ycmex HenoBosbHOT

18y rumonornju kpuBHuHEX nena, OKBHPHA OJUTYKa CE JPYKH THIIOIOTHje ycrocTaBibere Koupenmmjom
CE, na npex aprkaBe WIaHMIIE ITOCTaBJba 3aXTEB Aa MPey3My Mepe Jla ce Kao KpUBHYHA JIeNa IPEABHUIE 1
KazHe: |. He3aKOHUT NPHUCTYIT MHPOPMAIIMOHNM CHCTeMHUMa (WI. 2); HE3aKOHUTO OMETame cucremMa (4.
3), ¥ HE3aKOHUTO OMeTame mojaaTtaka (wi. 4). [IpxaBe wiaHuie ce 00aBe3yjy 1a 3a OBa KpUBHYHA JieJia
npenBuae MakcumanHe kaszHe mamel)y | m 3 romune 3artBopa (wi.6), omHOocHO m3Mmely 2 m 5 romuna
3aTBOpa, YKOJMKO CY KpHBHMYHA JIefla ITOYMIbEHAa y OKBUPY KPHUMHHAJIHE OpraHu3aiuje, IITO je
npeaBul)eHO kao orexaBajyha okoaHOCT (wi.7). 3a KPUBHYHY OJTOBOPHOCT 3a OBa Jiejila HEOIXOIHO je
YTBPIUTH MOCTOjarbe yMUIIJbaja KOJ YYHMHHUOILA, 8 NOACTHIIAKkE, IOMarame, Mo/IpKaBamke Kao U MOKYIIIaj
M3BpIIIeHa TUX Jiea Takohe he Ou Tpedano na Oyay KaxmeHu (Wi.S).

19 HpxaBa he OMTH HaIe)KHA YKOJIMKO j€ M3BPIIMIAN (U3UYKH NMPHCYTaH HA FHEHO] TepuTopHuju 06e3
003upa 1a 1 ce MHHOPMALMOHH CUCTEM KOjH je HamaJHyT Hajla3 WM He Hala3W Ha UCTO] TEPUTOPHjU
WM aKO Ce Ha HEHOj TePUTOPHUjH Hajla3u MH(OPMALMOHH CHCTEM KOjH je MpeaMeT Hamazaa, 6e3 o03mpa
IJIe ce HaJla3u M3BPILIMIIALL.

20 To he 6uTH ApkaBa HA UHjOj TEPUTOPHH je KPUBHYHO €O H3BPIICHO, HIIM IpKABa UHjH je
Jp>KaBJbaHWH M3BPLIMJIALL WK ApXKaBa y K0joj je mu3Bpiumwial nponaljen. R. Rahman, ,,The legal measure
against Denial of Service (DoS) attacks adopted by the United Kingdom legislature: should Malaysia
follow suit?, International Journal of Law and Information Technology 2/2012, 95.

121 M. Gercke, P. Brunst, Praxishandbuch Internetstrafrecht, Kohlhammer Auflage, Stuttgart 2010, 412.
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HUBOA HMMIUIEMEHTAIje W YyCJea TEXHOJOIIKOT HApeTKa U I0jaBe HOBUX OO0JIMKA
U3BpIIABakba KOMIJYTEPCKUX KPUBUYHHUX JIeNla, YO4YeHa je MoTpeda 3a H3MEHOM
noctojehux mpaBuia (4eMy je y IpHIOT UIUIA je U ,,koMyHuTapusanuja“ Tpeher cryda
Eylzz), na je Komucuja 2010. romune Capery ymytwia npemior JIUpekTuBe o
HamaJuMa Ha WHQOpPMAIMOHE CcHCTeMe, Koja Ou Tpebamo na 3ameHu moctojehy

3

OKBHpHY OTYKY >>. MeljyTHM, NpeIOr AMPEKTHBE je joIl yBEK Y MpOLeIypH

yCBajama.

2.3. Pemyonuka Cp6Ouja

Y nomahoj KpUBHYHONPABHO] TEOPHUjH HAJ3aTYyIUbEHUJH j€ CTaB IO KOM Ce€

KOMHjYTepCKI/I KPpUMHUHAIIUTCT MOZKC OAPCANTU KaO BPIICHHC O,Hpel’_)eHI/IX KpUBHUYHHX

122 o . . .
Jakne, npaBo Koje je u3Bupao u3 aeiokpyra tpeher cryba YHuje HUje UMaJIo JejCTBa KOMYHUTAPHOT

npaBa, Kao IITO Cy HENOCpeaHa NPUMEHHBOCT U IIPUHIIMI NPBEHCTBA, a ca Jpyre cTpaHe, KOMyHHTapHO
MpaBO MMa JUPEKTHO JIEjCTBO M MPHMAT Y OJHOCY Ha HAI[MOHAJIHO MPaBO M OHO j€ jeAWHO MOAJIEralio
koHTposu EBponckor cyna npasae. Hanme, npasuna EY koja ce omHoce Ha ypeleme oapeljenux obnactu
y okBupy ousiier Tpeher cty6a EV mpe JIucaboHckor yroBopa JoHOIICHA Cy Y (hOPMHU OKBUPHHX OJIIyKa
KOje HeMajy AMPEKTHO JIEjCTBO Y Jp)KaBama 4WiaHHWIaMa, HEro je norpedHa BUXOBa UMILIEMEHTAlMja Y
HalMoHanmHa 3akoHonaBcTBa. [Ipm TomM Kommcmja mma camo MoryhHOCT Haarienama HHBOA
UMIUIEMECHTAlMje TPaBWIA M3 OKBUPHHUX OJUIyKa, 0e3 MoOryhHOCTH u3puiama OWIO KakBe CaHKIIH]je
JpKaBM WIAHUIN KOja HE MpHKa3yje 3a70B0oJbaBajyhn HMBO MMIUIEMEHTALM]€ WM OJrOBapama JIpXKaBe
300T HeHcIymema 00aBe3a W3 OKBHPHE OIyKe Hpex EBpomnckmm cynom mpaBae 300T HEHCIyHEHmba
obaBe3a u3 okBupe ommyke. CtymameM Ha cHary Jlucabonckor yrosopa 1. mememOpa 2009. rommue
CTBOpPEHE Cy MOI'YNHOCTH 3a OJIaKIIIAHO yCBajare HOBUX JIETUCIATUBHUX Mepa y 00JacTH IpaBOCYAHE U
nojuuujcke capaame (kBamdukoBanoM Behinnom unanosa Casera EY y3 yuemrhe [lapnamenrta) u to y
(dopmu nupexTuBe (KOja UMa JUPEKTHO JIejCTBO), 10K je Komucuju aato onamiheme na Haariaena ia jiu
ce 3eMJba YWIAHUIIA MPUAPKaBa JUPEKTHBE, T€ YKOJIHMKO HE MMOCTyIa Yy CKIaay ca TupekTnBoM, Komucuja
Moke n1a ce ooparu EBporickom cyay npasze. E. Kerlin- Karnell, ,,The Treaty of Lisbon and the Criminal
Law: Anything New Under the Sun?*, European Journal of Law Reform, 3/2008, 8.

123 IIpennor Komucuje JOCTymaH  je jaBHOCTH IIPEKO HWHTEpHET CTpaHuIle
http://europa.eu/rapid/pressReleasesAction.do?reference=MEMO/10/463&format=HTML &aged=0&lan
guage=EN&guilLanguage=en. ¥ oxgnocy Ha OKBHPHY OJUIYKY, Ipeior J{upeKTHBe: mope] He3aKOHUTOT
npucTyna HWHGOPMAIIMOHNM CHUCTEMHMMA, HE3aKOHHTOI OMETama CHCTEMa M HE3aKOHHTOI OMeTama
nmojaTtaka, mpeasula HHKpUMHUHAIH]Y yroTpede oapeleHnx amata (Kao mITO Cy MaTHIMO3HU CO(TBEpH —
HIp. OOTHET — WM HE3aKOHWUTO NPHOaBJbae KOMILYTEPCKHX JIO3MHKH) 32 W3BpIIaBame KPUBHIHMX
Jielia; yBOJIM HE3aKOHUTO OMEeTame MH(POPMAIMOHOT CHCTeMa Ka0 KPHBUYHO JeJ0; mpeaBuba moausame
MHHHUMYMa 3aTBOPCKE Ka3He Ha 2 rojMHe; NOAMKE BUCHHY MaKCUMaJIHE Ka3He 3aTBOpa 3a KpUBHYHA JieNa
MOYHELCHA 110/ OTeXaBajyNM OKOJIHOCTMMA Ha HajMame IeT roJuHa (YMeCTO Ha JiBe TOJIMHE, Kako je
npenBuljeHo y OKBUPHO] OJUTYIM) YKOJHMKO jé KPMBUYHO J€JIO U3BPUICHO: (2) y OKBHPY KpUMMHAIIHE
opranm3amnmje; (0) ymoTpeboM ajaTa KOjU MOTY Ja H3a30By OWJIO Hamajge Ha BEIHKH Opoj
nHpopMaMOHNX cHucTeMa, OWlo Hamajge Koju ca coOOM IoBiade 3HaTHa omrehema, y cMucly
nopemehaja cucremckux yciyra, PMHaHCH]CKHX TPOIIKOBA WM T'yOUTKA JIMYHUX Iojaraka (oTexanajyha
OKOJIHOCT Koja Huje Owna npensuhena y OKBHPHO] outylH); (B) NMPUKPHBAKEM IPABOT HAEHTHTETA
MOYMHHONA U U3a3MBambEM ILITETE 3aKOHMTOM BIIACHUKY HMIEHTHTeTa (oTexaBajyha OKOJHOCT Koja HHje
6ua npenBuhena y OKBUPHO] 0utynn); npeasula moOoJbIIamame MOJHIIN]CKe/CyICKE capalibe jauambeM
nocrojeher cucrema pa3meHe nojaraka Ha 0asu 24/7, ykipyuyjyhu o0aBe3y oAroBopa Ha XHTaH 3aXTEB
HajKacHUje Y POKYy OJ 8 caTH OJl MOCTaBJhbamha 3aXTeBa; YBOAMU 00aBe3y MPHUKYIJbakha CTATHCTHUKUX
MoJIaTaKa O KOMIIjyTEPCKOM KPUMHHAIY.
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Jena 3JI0ynoTpedoM padyHapa, OJHOCHO PayyHApCKOM CHUCTEMa, IITO 3HAYM Jla CaMo
BpIICHC KPUBUYHHUX Jefia MoJpa3symMeBa ymorpeOy padyHapa, OJHOCHO pauyHapCKOT
CHCTeMa Kao CPeCTBA HIIM LJba M3BPIICHa KPHBHIHOT Aema’ 2. OBaKaB CTaB je 3ay3eo
¥ 3aKOHOZABAI] MPUIMKOM ojpehuBama Koja cy TO KpUBHYHA Jena y Baxkehem u3Bopy
KPUBUYHOT MatepujanHor mnpaBa. Haume, Kpueuunu 3axonux Penyonuke Cpouje
caapxu onpeheH Opoj KpUBHYHUX Jena Koju Ou morna Outu oOyxBaheHa mojMoM
BHUCOKOTEXHOJIOMIKOI KpUMHHANA. 3aHUMJBUBO je na cy y Jomahe KpHBHYHO
3aKOHO/IAaBCTBA OBE MHKpUMHHAIMje Ouie npsu myT yBeaeHe 2003. ronquHe n3MeHama u
normynama Kpusnunom 3akona CpOwuje, Tako mro cy npuxsahena pemema u3 Hampra
K3 CP JyrocnaBuje u3 ¢edbpyapa 2000. ronune, uyume je CpOuja MHKpUMHUHHUCATIA
HojeIMHa IITEeTHA MOHAllaka y KHOep MpocTopy Ipe ycBajamba KoHBEHIUje y OKBUPY
Cagera EBporie u ipe Hero mTo je kao nornucHuna Konsennuja Ouna Ha To oOaBe3aHa
(Cp6uja je Tex 2005. roquue nornucana Konserrmjy)'2.

Panu cy30ujama HEI03BOJHEHUX TOHAIAKA y BE3W ca YHoTpeOoM HH(OpMaIMHUX
TexHousoruja kao ultima ratio y KpuBu4uHoM 3akoHUKY y riiaBu 27. je IPOIKCAHO ocam

KpUBUYHUX 0ella nPOMue 0e30e0HoCmu payyHapcKux nooamaxa.

1. Omreheme pauyyHapcKuX MmojaTaka u rnporpama (wian 298);

2. Pauynapcka caboraxa (unan 299);

3. [IpaBibeme u yHOIICHE pauyyHapckux Bupyca (wian 300);

4. Pauynapcka npesapa (unan 301);

S. Heopnamhenn npuctyn 3amruheHoM pauyyHapy, padyHapcKoj

MpPEXH U eIEKTPOHCKO] 00paau moaaraka (uiad 302);

6. CrnpeuaBambe W OrpaHHYaBamk€ MPUCTYIA JaBHO] pPadyyHApPCKO]

Mpexu (d4IaH 303)126;

7. Heosnamtheno kopumheme pauyHapa WM padyHapcKe Mpeke
(uman 304);,
8. [IpaBibeme, HabaBbame W JaBame JPYroM CpejacTaBa 3a

HU3BpUHICHKHEC KPUBUYHHUX NCJIa IIPOTHB 66366,[[HOCTI/I pavyHapCKuX IOJaTaKa

(unan 304a).

1243 Crojanosuh, H. emuh,, Kpusuuno npaso, Iloce6uu deo, npyro uname, Beorpaz 2014, 260.

125 3. Crojanosuh, Komenmap Kpusuunoz 3axonuxa, beorpax 2006, 663.

126y HA3MBY OBOT KPUBUYHOT JeNia y Tpehoj pedn MoCToju CIOBHA Tpellika, a yMeCTO ,,0rpaHuvaBame
CTOjH ,,0pTaHAYABaAE™.
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On nonomemwa Kpusuunor 3akonuka 2006. ronuHe y norieay oBe rpyne KpUBUUHUX
Jiena u3BplIeHe cy usmene u gomyHe 2009. roguHe JToHOIICHEM 3aKOHA O U3MEHaMa U

nonyHama Kpusuunor 3akonuka 2009. FO,Z[I/IH6127

, 1 TO jeAMHO y 3aKOHCKOM OITUCY
KPUBHUYHOT JieJla HeoBamheH MpHUCTyN 3alTuheHoM padyHapy, pPaduyHapCKOj MPEXH U
€JIEKTPOHCKO] 0oOpaau monataka (wiaH 302. ctaB 2) mpommpemeM IojMa paambe
u3Bpewa. OcuM TOora, IPONKUCAHO j& ¥ HOBO KPHUBHYHO JIEJO y OBOj IVIABU y WIAHY
wian 304a'%,

Kpusnuno neno owmehere pauynapckux nooamaka u npozpama ima Tpu o0IMKa:
OCHOBHHM M JiBa Texa. Pammwa ocnosnoe obnuka je oxpeheHa anTepHaTHBHO, TE€ MOXKeE
OMTH W3BpIICHA Ha pa3IMYUTEe HAuyMHA: OpHUcamkeM, HW3MEHOM, omTehemeM,
NPUKPUBAEM WM HA APYTH HAUMH YHEEHHEM HEYIOTPEOJbMBUM PAdyHAPCKOT MOJaTKa
WM TporpamMa. buiio koju o HaBeIeHUX OOJHMKa M3BPIICHA YHHU ce HeoBlamrheHo,
OJTHOCHO 03 carjacHOCTH BJAaCHUKA padyHapCKOr Mojaraka Wid Tmporpama (0e3

129 KpuBHYHO €0 je M3BPLICHO YKONMKO j¢ yCIeI MpeIy3ere

onrosapajyhe mo3Boie
pambe U3BpIICHA pauyHAPCKU MIPOTrpaM WIIM MOJAaTaK MMOCTa0 HEYNOTPeOJbUB, OJJHOCHO
HE CIIy>KH CBOj0j cBpcu. Jlakie, objexm padre cy padyHapCKHU MOJAIM WIH PAa4yHAPCKH
mporpaM, a 3Hauemke OBHX TepMuHa onpeheHo je y wiany 112. Tako je pauyHapcku
MOJIaTaK CBAKO MPE/ICTaBIbamkhe YNHCHNIA, MH(POPMaIKja WIH KOHLIENTa Y OOJIUKY KOjH
je mojiecaH 3a HBUXOBY 00pajy y padyHapcKOM CHCTeMY, VKJbydyjyhu u oarosapajyhu
IporpaM Ha OCHOBY KOra pauyHapcKH cucTeM o0aBiba cBOjy (yHKIHjy (cTaB 17), mok
ce pauyHapCKUM MporpaMoM cMmartpa ypeheHu ckym HapeaOu KOju CIIyKe 3a yIpaBibambe
pazoMm padyHapa, Kao U 3a peliaBame oapeheHor 3amaTka momohy pauynapa (cras 19).
3aKOHMK je MpEeIBHUIEO U JBa Texka 00JMKa, a KBaJM(UKATOPHA OKOJHOCT j€ BHUCHHA
IpOYy3pOKOBaHa MITeTe (YKOJMKO je MPOY3pPOKOBaHA INTETa y W3HOCY KOJU Mpelsazu
YEeTPUCTONIEIECEeT XMJbaJa JAWHAPA, OJHOCY y M3HOCY KOJU Ipena3d MUJIMOH M METCTO
xuJbana nuHapa). Cyojexmueno obenedcje 3a OBO KPUBUYHO JEJO j€ yMHIILBAj, a
W3BPIIWIAIl KPUBUYHOT JIeJa, CXOHO 3aKOHCKO] oJipeadu, Moxe OUTH OUJI0 KOje JHUIIE.
KpuBuuHUM f1€70M pauynapcka cadomasrca MTUTE CE EIEKTPOHCKU CHUCTEMH U

Mpexe 3a eJIeKTPOHCKY NMPEeHOC W o0paay mojaTraka Koju MMajy moceGaH JPYIITBEHH

127 Cnyx6enu rnacuuk PC*, 6p. 79/2009.
128 H. Ilenuh, Hosa pewersa y noce6rom deny K3 Cpéuje, Beorpamy 2014, 134.
129 Crojanosuh, Jlenuh, op.cit, 263.
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3Hauaj’>’. KpHBHYHO [ei0 WMMa [BAa OCHOBHA OOJHMKA. Paima W3BpIICHA MPBOT
OJIHOBHOT OO0JIMKa KpPUBHYHOT Jiela j€ alTepHATUBHO ojpeheHa Kao YHOIICHE,
YHUIITEHE, OpHcame, n3MeHa, omreheme, MPUKpUBamke WM HA IPYTH HAYWH YHEHCHE
HEYNOTPEeOJPUBUM pPadyHApPCKOT IOJIaTKa WM Tporpama. Panma u3BpIIeHa Ipyror
o0nMKa je yHumTewe win omreheme pauyHapa Wi Apyror ypehaja 3a eneKkTpoHCKY
o0Opany u npenoc nojaraka. O0jeKT paame je pauyHapCKH MOoJaTaka WA PadyHApCKH
mporpam, JIoK je 00jeKT apyre paame, nak, omreheme padyyHapa uiau Apyra ypehaj 3a
€JICKTPOHCKY 00paay M MPEHOC MojaTaka. Y Morieay Cy0jeKTHBHOT o0elexje, 3a OBO
KPUBUYHO JIETIO je MOope]l yMUIIJbaja, MOTPEOHO J1a ocToju oapehena nHamepa. Hamepa
ce cacTOju y TOME IITO C€ paJma M3BpIICHA Mpeay3uMa paaud oHeMoryhaBama WIIH

131
, HO ma 6u

3HATHOT OMETama IMOCTYIKa eNEeKTPOHCKE 00paje M MpeHoca mojaraka
KPUBUYHO JIeJI0 OMJIO JOBPILEHO HUje MoTpeOHO aa Hamepa Oyae peanu3oBaHa. Ocum
TOra, HAMepa Mopa Ja 0O0yXBaTH M TO Ja C€ pajau O MoJalMa KOju Cy OJ 3Hayaja 3a
Jp>KaBHE OpraHe, jaBHE Ciryx0e, yctaHoBe, peay3eha uiu apyre cyojeKTe.

[Toctoje nBa 06NMKa KPUBUYHOT J€Jia HPAB/betbe U YHOUlee PAUyHaAPCKUX eupyca.
Paomwa ocnosnoe obnuxa cactoju ce y Kpeupamy padyyHapCKOT Iporpama Wi HEKOT
JpYyror cKyna Hapea0u YHETHX y padyyHap WINM pauyHApCKy MPEXY KOjH je HalmpaBJbeH
na cam cebe yMHOKaBa M Jejyje Ha Jpyre mporpaMme WM MOAATKe y padyHapy WA
padyHapCcKOj MPEXH J0JaBambEeM TOT MpOorpama WM CKyla HapeaOu jeTHOM HMIIM BHILE
pauyHapckux mporpaMa wiu mnogaraka (wiad 112. craB 20). ITorpeOHO je na pagma
U3BpIleHa OyJie yulbeHa y HAMEepHU YHOIIEHha pauyHapCcKoT BUpyca Yy Tyl) pauyHap UiH
pauyHapcky Mpexy (mpaBibelmhe€ BHpyca 0€3 TocTojakba Te ojpeheHe Hamepe

.132
MpEACTaB/bajlo OM HEKAXHUBU IOKYIIA] 3 ).

[loctojame Hamepe moapazyMeBa
MOCTOjabe JAMPEKTHOI yMMIUbaja. Pamma wu3BplIewma Teker o0JMKa MoapasyMeBa
YHOILIEHE PadyyHapCKOT BUPYC y Tyl) pauyHap UM pauyHapcKy Mpexy. KpuBuuno aeno
je MOBpILEHO Kaja je yciel yHOILIema padyHapcKor BHpyca y Tyl pauyHap wim
pauyHapcKy Mpexy JOLUIO [0 HacTylama IITeTe Koja ce yTBphyje y CBakoMm

KOHKDETHOM CITydajy™-.

130 Crojanosuh, Jlenuh, op.cit, 264.

B Crojanosuh, Komenmap Kpusuunoz saxonuxa, 665
132 Crojanosuh, op.cit, 666.

133 Crojanosuh, Jlemuh, op.cit, 266.
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Mako KpHBHYHO [IEJI0 pauyHapcKa npesapa TpencTaBba NocedaH oOIMK mpesape,
0Jl KpUBHYHOT JIefla MpeBape ce pasziuKyje MO TOME IITO HE MOCTOju AoBoheme Win
oJlp’KaBarme y 3a0Jyy HEKOT JIMIa, Ila C€ HE MO’KE ITOJBECTH O] OMIUTE KPHUBUYHO
neno mpesape’®. KpuBHuHO €70 MMa OCHOBHHM, [Ba TEKAa W je[aH MPHBHICTOBAH
obnuka. Pagma u3Bpiiema OCHOBHOT 00JIMKA OTJIe[ia CEe Y YHOIICHY HETAaYHOT MOJIaTKa,
IPOMYIITakhy YHOIICHAa TAYHOT MOJAaTKa WM NPUKPUBaky TAaYHOT MOJaTaka Ha JIPYyTU
HauuMH WIM JIAXHOM IIpUKa3uBawmy mojaTka. HyxHOo je na nocneauma Heke On
QITEPHATUBHO HABEACHUX paamu Oyle H3MEHEH pe3yiTaT eJIeKTpOHCKe obOpaae U
IpeHoca IMojaTaka. YKOIUKO paamke He OM NpOYy3pOKOBANEe HABEACHY IOCIEAUILY,
pamuno OM ce y KOHKPETHOM CIIy4ajy O HEKAXHBHBOM MOKymajy. CyOjeKTUBHO
o0enexje je MOCTOojame AUPEKTHOI YMUINaja, T€ Hamepe Ja W3BpIIMIAI] ceOu WU
JpyroM npubaBu MPOTUBIPABHY HMMOBHUHCKY KOPHCT U THUME JAPYrOM IPOY3pOKYyje
MMOBHHCKY IITETY (IITO 3HAYM Ja je HeXaT UCKJbYy4YeH Kao Moryhum oOJIMK KpHBHIIE).
Hamepa oOyxBaTta He camo mpuOaBsbambe MPOTUBIPABHE WMOBHHCKE KOPHCTH, HETO U
HAHOIIEHE JPYrOM HMOBUHCKE INTETE. YKOJIHUKO je, MaK, pajma y4HHEHa caMo Y
HaMepH Ja ce JOpYru OIUTEeTH, rocrojahe mpuBUIIEroBaH OOJIMK Jena. 3a MOCTOjame
KpUBUYHOT Jiena, mehyTuM, HHuje moTpeOHO 1a je Hamepa u octBapeHa. [Ipensulena cy
U JIBa KBaJH(HUKOBaHA 00JIMKa, oJpeljeHa BUCHHOM MPOY3POKOBAaHE MMOBHHCKE IITETE
(Texu 0OJMK TOCTOjU YKOJIMKO j€ AeTIOM MpHOaB/heHa MMOBHHCKA KOPHUCT KOja MpeJia3u
U3HOC O] YETPHUCTONEJeceT XMJbaJa JMHApa, a HajTeKHU YKOJIMKO MMOBHHCKA IITETa
npesasy U3HOC 0/ MIJIMOH U TMETCTO XMUJbaa AUHAPA).

Kpusnuno neno meognawthenu npucmyn 3awmuhenom pauynapy, pauyHapckoj
Mpexcu u eleKmponcKoj 00paou nodamaxka iMa OCHOBHU U JIBa TeXa obnuka. Pagma
OCHOBHOI' 00JIMKa je HeoBJAINEHO YKJbyUMBam€ y payyHap WIH pauyHApCKy Mpexy
WIM HeoBlamheHO NpUCTyHame eJNEeKTPOHCKO] oOpaau mojaraka. YKJbydyuBame,
OJIHOCHO TIPHUCTYIamkE j€ HeoBIalheHo, OJTHOCHO 0e3 carjacHOCTH JIp)Kaolla padyHapa
WA KOHTpPOJIOpa Tporiieca o0paje mojaTaka u TO KpIIelkeM oJpel)eHnx Mepa 3airTuTe.
Cy0jexkTuBHO o0elnexje je MocTojambe yMHILIbaja, AOK je Hamepa upesneBaHTHa. [IpBu
TEXH OOJHMK TIOCTOjH YKOJHKO je ToJaTak JOOWjeH HU3BPIICHEM OCHOBHOT OOJHKA
CHUMJbEH WJIH YHOTpeOJbEeH Ha JIPYr'H HauWH, IPU Y€MY HHje O] 3Hayaja y KOjy CBpXY U

Ha KOJU Ha4yMH je MoJaTak ynorpedsbeH (IITO MOXe OWTH O] 3Hayaja 3a OJMEpaBambe

134 .
% Crojanosuh, Komenmap Kpusuunoe saxonuxa, 667.
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135 . .
Ka3He ). Jpyru Texu OOJMK TIOCTOjU YKOJHKO j& Yclel OCHOBHOT OOJHKa

POY3pOKOBaHa MOCTEANIIA KOja Ce OrJie/la WIH Y 3aCTOjy WM 030MbHOM mopemMehajy
GbyHKIIMOHKCAka €JIeKTPOHCKE o0pajge W MpeHoca MoAaTaka WIM Mpexe WIH Cy
HACTYIamky HEKe Jpyre Tellke mocieauie. Temka mocieauia ce He OJHOCH caMoO Ha
JTUPEKTHE MOCIEIUIIe HAcTaJe Y padyHapy, pauyHapCcKoj MpEeXH Uin apyrom ypehajy 3a
€JIGKTPOHCKY 00paay mojaTaka, Hero oOyxBaTa M JApyre MOCIEIHIE MPOY3POKOBAHE
HeoBJIalTheHUM TPUCTYIIOM.

[IponucuBameM KpUBHYHOT Jiea cnpeuasarse u 0ZPAHUYA8Ar,e NPUCHYNA jasHOj
PauyHapckoj mpexcu ce WTUTH TpaBo Tpahana Ha MelycoOHO KOMyHHIIUpame W
uHpOpMHCake MTyTeM pauyHapa. Pajma KpUBUYHOT JIejia je CIpeyaBarmbe WM OMETamhe
MPUCTYIIA jaBHO] pauyyHApPCKOj MPEXH, IITO ce YuHU HeonamtheHno. Texu 00Uk, Kao u
KOJ[ IpYTUX KPUBHYHUX JIeJIa KOjJUMa Ce yrpoxkaBajy cio0oe u mpasa rpahana, moctoju
YKOJIMKO pajaikby OCHOBHOT OOJIMKA YYHMHHM CIY:KOCHO JHIEe y BpIICHY CIyxkOe.
Pauynapckom Mpexxom cmarpa ce ckym MelycoOHO mMmoBe3aHHMX padyHapa, OJHOCHO
paduyHapCKHUX cHCTeMa KOju KOMYHHIIMPAj]y pa3Mmemnyjyhu nogarke (uian 112. cras 18),
JIOK j€ TOJ] jaBHOM pauyHapCcKOM MpPEXOM IOoJpa3yMeBa OHa padyyHapcKa Mpeka Koja je,
noJ oapeheHuM ycrmoBuma, goctynHa cBuma. CyOjeKTHBHO 00elexje OBOI KPUBUYHOT
JIeJIa jecTe YMUIILbA].

Panma kpuBuuHOr nena Heosnautheno kopuwhewe pauynapa unu pauynapcke
Mpedyce ToJpazymMeBa ynorpeOy padyHapa WIH padyyHapcke Mpexe 0e3 IMocTojama
CarjacHOCTH JIp)Kaolla pauyHapa, 0OJJHOCHO KOHTpOJIOpa pauyHapcke mpexe. Panu ce o
HajJIaKIIeM KpUBUYHOM Jeny U3 oBe riaBe. Cy0jeKTUBHO 00eexje OBOT KPUBUYHOT
Jena je yMHUIIUbaj, ajld jeé 3a TOCTOjarh€ KPUBUYHOI Jela MoTpeOHa na je paimba
U3BpIlIEHA Y HaMepu Ja ce ceOM WM JpyroM NpuOaBH NPOTHUBIIPaBHA MMOBHHCKA
KopHcT (anmu HUje ToTpeOHO 1a je Ta Hamepa u ocTBapeHa). C 003UpoM Ha TPUPOTY
Jierna v 3Havaj, mpeaBul)eHo je J1a ce TOmEeHmEe NMpey3uMa ce 1o MPUBATHO] TYKOHU.

Haxo nmpunpeMarme KpUBHYHOT JeJla HE YIIa3Hu y 30HY KaXHHBOCTH, 3aKOHO/IABAIl j€
HOjeIMHE MTPUIIPEMHE PaJihe MPOINKCcao Kao 3aceOHa KPUBUYHA JIeNa, Kao ILITO j€ CIy4aj
U ca KpPUBUYHHUM JIEJIOM Hpas/mberve, Hadasbarwe u 0asare OpyoMm cpeocmaesa 3a
uzepuierve KpusuuHuUxX 0eaa npomue 06e3deoHocmu pauyHapckux nooamaxd. Tako,

MPUIIPEMHE PATHE 32 U3BPIICHE KPUBUYHMX Jejla IPOTUB 0e30eIHOCTH pauyHapCKUX

135 Crojanosuh, op.cit, 668.
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nojaTaka YMHE Pajiby OBOI' KPUBUYHOT JEJia U CacToje ce y MOCeA0BambYy, MPaBIbEHhY,
Ha0aBJbamkby, MPOJAJU WM JaBamy JAPYrOM Ha yIOTpedy padyHapa, padyHapCKHX
cUCTeMa, pauyyHApCKUX IMOJIaTKEe M TporpaMa paiau u3Bpuiewma. Jla Ou mocrojao
KPUBHYHO JIEJO, TIOTPEOHO je 1a jeJHa O] aNTepHATUBHO MPOINHUCAHHUX PaImbH Oyie
npeay3era paad M3BpLICHAa KPUBUYHHX JieJla MPOTUB 0e30eIHOCTH padyHapCKHX
noxaraka . Crora CyGjeKTHBHA CTpaHa KPHBHYHOT JENa IOJPasyMeBa IMPEKTAH
YMUIIJbA] U HAMEPY JIa Ce JCaTHOCTH Ipeay3umMajy y oapeheHnoj namepu.

OcuM MpoNUCHBaKka MOjeIUHUX KPUBUYHKX JieIa Y H3BOPY KPUBUYHOT MaTEPHIIAHOT
npaBa, paju JAONPUHOCA YCHEIHO] 60pOu MPOTHUB OBE BPCTE KPUBUYHHX JIENIa YCBOjeH
je 3akon o opzanuzauuju u HAONEHCHOCHU OPHCABHUX OP2AHA 34 OOpPOYy npomue
sucoxomexnonowrkoz kpumunara 2005. romume™', Koju ce NpUMemYyje pamd
OTKpHUBama, TOmEHma H cyhewa 3a KpuBMYHA Jena oOyxBaheHa MOjMOM
BHUCOKOTEXHOJIOIIKOT KPUMHUHAJIA.

3akoH y wiaHy 2. ojpelyje 6ucokomexmonowiku KpumMuHan Kao BpIICHE
KPUBUYHUX Jiea KOJ KOJUX ce Kao 00jeKaT MM CPEJCTBO M3BPIICHA KPUBHYHKX JIEia
jaBJpajy pauyHapH, padyHapCKHU CUCTEMH, pauyHApPCKE MPEKE, pauyHApPCKH TOJAIH, Ko
U BUXOBU MPOM3BOJM y MATEpPHjaTHOM HIIM €JIEKTPOHCKOM o0muKky. Yman 3. 3akona
IpOIIMpYyje TMO0jaM BUCOKOTEXHOJOWIKOT KpuMuHana oxapehyjyhm rpyme kpuBU4HHX
Jena Koja ce Mo oApeheHMM OKOJHOCTUMA CMarpajy BHUCOKOTEXHOJOUIKUM
kpumuHaioM. IIpenBubeHo je na ce 3akoH HpuUMEBmYje Ha OTKPHBAHE, T'OBEHE U
cyhemwe 3a 1) kpuBUUHA Jena NpoTUB 0e30€AHOCTH pauyHapCKUX IMojaaraka ojpelheHa
KpuBHuHNM 3aKOHHKOM; 2) KpUBHYHA JIea MIPOTUB MHTEJIEKTYyaIHE CBOjUHE, IMOBUHE,
MpUBpee U IpaBHOT caoOpahaja, Ko KOjuX ce Kao 00jeKaT WM CPEJICTBO M3BPIICHA
KPpUBUYHHX JleNla jaBJbajy padyHapH, padyyHAPCKU CUCTEMH, padyyHapcKe Mpexe U
padyHapCKH TMOJAallM, Ka0 M HUXOBH MPOU3BOJIU Y MaTEPHjaIHOM WIIH €JIEKTPOHCKOM
001mKy, ako Opoj mpumepaka ayTopckux jaena npenaszu 2000 uinm Hactana MatepujaiHa
mreTa npenasu uzHoc ox 1.000.000 nuuapa; 3) KpuBHYHA Jejia TPOTUB Cio0ona U
paBa YoBeKa U rpaljaHuHa, MojHe c1o00/ie, jaBHOT pella U MUpPa U YCTaBHOT ypehema u
6e30ennoctu Penyonuke CpOuje, koja ce 300T Hauuna uzgpuierba WA YROMPeO.beHUx
cpedcmasa MOTY CMaTpaTH KPUBHYHHUM JIeJIMMa BHCOKOTEXHOJIOMIKOT KpuMHHAIa. Ha

OCHOBY IIpHKa3zaHor, Morio Ou ce pehum nga je 3akoHONaBall y 3Ha4yajHO] Mepu

136 Tenuh, op.cit, 135.
187 Ci.rmacuuk PC, 6p. 61/2005 u 104/2009.

42



OpUIaroguo ojpeade KPpUBHYHOT MaTEpUjaHOT MpaBa pememnMa u3 KoHBeHmmje
Capera EBpore, n0k y moryieny u3Bopa mpaBa EBporcke yHuje moctoje oapehena
oactymama. Mmak, 3a MOTHYHO carjienaBambe NpoOJieMa BHCOKOTEXHOJOMIKOT
KPUMHUHAJa, OCHM pa3Marpama TEOPHjCKOT onpehema IojMa M KPUBHYHOIIPABHOT

OKBHpA, MMOTPEOHO je carjie aT U 3aTYIJbEHOCT OBOT 0OJIMKa KpUMUHAIA.

3. ObMMIM BUCOKOTEXHOJIOIIKOI' KPUMHWHAIJIA

Jlok je mpe HEKONMKO JeleHHja TPETHhAa BHCOKOTEXHOIIKOI KpHUMHHAJIA Kao
BUCOKOCO(HCTHpaHe KPUMHUHAIHE aKTUBHOCTH OWiia y TOMEHY HaydHe (paHTacTuke, Ta
IpeTHha JlaHac IMpeJCTaB/ba PEATHOCT M KpUBHYHA Jiesa oOyxBaheHa OBUM OOJIMKOM

138
. Unak,

KpUMMHAIA [IPOY3POKY]y CTBAPHY IITETY IOjeIUHIMMA, APYLITBY U Jp>KaBU
00CmynHU u3gewmaju 0 CmMary 6UCOKOMEXHOJIOUKO2 KpUMUHANA y meoujuma u
CMPYYHOJ jagHOCMU ce Y2Ia8HOM 3ACHUBA]Y HA NPOYEHU PUBUKA 00 CMpPaHe KOMNAHUja
U3 npugamHoz cekmopa Koje ce 0Oase 0Oes3beOHowhy pauyHapckux —cucmemd.
HcTpaxuBama noka3syjy na je rnodanna mrera y 2013. roquau uznocuna uzmehy 110 u
113 Munmjapam monapa, Mpu 4eMy je MpOCceyHa IITeTa 10 MojeInHIly u3Hocuia je 197-
298 nomapa’® (mrrery Tpre mojeMHIN UMjH TOALE O IMYHOCTH Cy YKPAICHH — FHHX
npexo 550 mmmmona'®?). Ipouewyje ce na je y 2014. rOAMHM BHCOKOTEXHOJOLIKH
KPUMMHAI TJ100aJIHOj eKOHOMHjH HaHeo mrTery u3melhy 375 u 575 munujapau nonapa
TOJMIIKE, a IMpoceyHa INTeTa KOjy KOMIIaHMje TpHe OJf Hamaja Ha HbHXOBE

141

nH(popMaIMoOHE CHCTeMe M3HOCHIA je 7.6 MuiauoHa nonapa.” . [pyru u3Bop HaBOIU

uu¢py oxa npexo 800 munuona y 2013. roaunu (ump. 40 munona y CAJl, 54 munuona

1! . .
%8 Jla 6u ce mpoIieHMIA YKyIIHA CTBAPHA IITETA KOjy y3POKYje BHCOKOTEXHOIOMIKH KPUMHUHAI, TIOTPEGHO

j€ Hajupe OIpeOUTH KOja KpWUBHUYHA jeia cy oOyxmahieHa oBum mojmom. Ocum Tora, mOTpeOHO je
ONpeAUTH Ja JHM Ce TI0J LITETOM I[0CMaTpajy caMO JHUPEKTHE WJIM WHIUPEKTHE IOCIenule
BHUCOKOTEXHOJIOIIKOT KpuMHUHaNa (TyOuTaK MHTEJIEKTyalHe CBOjuHe, kpaha (uHAHCHjCKHX CpejicTaBa U
OCETJPMBHX IOCIOBHUX HH(pOpMalMja, IOZATHH TPOIIKOBH 3a o0e3beheme pauyHapCKOT CHCTEMa,
TPOILIKOBHU ONOpPaBKa OJ1 Halla/1a Ha MHPOPMAIIMOHN CUCTEM H CIIMYHO).

39 Toxom 2013. romuue u3BpiueHo je online ankrepupame 13,022 nuua crapoctu 18-64 rogune u3 24
JpKaBe. (Net Losses: Estimating  the Global Cost  of  Cybercrime, 2014,
http://www.mcafee.com/mx/resources/reports/rp-economic-impact-cybercrime2.pdf ).

140 http://www.symantec.com/about/news/release/article.jsp?prid=20131001_01

141 2014 Global Report on the Cost of Cyber Crime, https:/ssl.www8.hp.com/ww/en/secure/pdf/4aa5-
5207enw.pdf. Cryamja je uspahena wa ocHoBy momaraka m3 CAJl, Benuke Bpuranuje, Hemauke,
Ayctpanuje, Jamana, @panirycke u Pycke denepanuje u odyxsatana je 257 KoMIaHuja.
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y Typckoj, 16 mumiona y Hemauxoj) **°, umMe je mpuummena mrera oko 160
MuIHjapau roaummse . Y 2013. rommmn je mpexo 3000 KOMIAHH]a PHjaBHIO
Heornamrhen yman y uandopmarnmonu cucreMm y CAJl, nse 6anke y Ilepcujckom 3anuBy
Cy 3a HEKOJIMKO CaTH M3ryOuiIe MUIMOHA ﬂonapa144, JIOK je jeHa OpuTaHCKa KOMIIaHHU]e
npujaBiia wrery ox 1.3 Mmmmjapre GyHTH camo o jenHor Hamaxa'® | a Gpasmicke
0aHKe Ja HHUXOBHM KIHJEHTH TI'yO0e MWIMOHE [0jlapa TOAMLIKE YCIEA padyHapCKUX
npeBapa146. Kana je Google 6uo xakoBan 2010. roaune, 34 KoMIaHuje y pa3IdduTHM
CEKTOPHMA Cy IIPETPIIEIie WTETY 360T OBPE/E IPaBa HHTEICKTyaIHe cBOjiHe .
[TocraBsba ce numarve 0a au ce ose ungopmayuje moey mpemupamu Kao noyzoame?
CMatpamMo Ja OBe MpoOILIEHE HHCY peajHe, jep Ce HE 3aCHUBAjy Ha IMOTIIYHOM
YnmbeHNYHOM cyGeTpary e, a monauu cy npukymbenu 6e3 yrepheHe MeToIoIoruje 1 3a

149
pa3iauuuTe mnorpede .

Munsema CMO Ja ce HpoOsieM orjena Wy TOUMamby
BHUCOKOTEXHOJIOIIKOT KPUMHHAJIA, jep CY MOMEHYTH HMPHUCTYITH HEKOXEPSHTHU U YECTO
KOHTPATUKTOPHU. YKOJHMKO CE€ IMOCMATPajy CEH3alMOHAIMCTUYKN HACIIOBU Y MEIHjUMa
U JIOBENly Y B3y ca U3BEIITajuMa O CTakhy KpUMHUHAJIA KOjU CE 3aCHUBA Ha 3JI0YIIOTpeOH
nH(OPMAaILIMOHUX TEXHOJIOTHja, MOTJI0 OU ce JohM 10 3aKJbydyKa Ja je peajqHa OMacHOCT
O] BHCOKOTCXHOJIOIIKOI KpHMHHAJIA TocTaima oA Beha ox CBUX JUCTOIH]jCKHUX

npensuhama. MehyruMm, Tpeba umMatu y BUAY Aa nooayu u3 36AHUYHUX CIMAMUCUYKUX

U360pA Y NOjedUHUM OpAHCABAMA YKA3Y]Y HA Opyzauuje cmarse cmeapu’™", 0IHOCHO 1a

142 J Hawes, “2013 An Epic Year For Data Breaches With Over 800 Million Records Lost,” Naked
Security, February 19, 2014, http://nakedsecurity.sophos.com/2014/02/19/2013-an-epic-year-for-data-
breaches-withover-800-million-records-lost/

143 http://www.ponemon.org/news-2/23

144 «Six Arrested Over 45 Million Cyber Heist on Middle East Banks,” Al Arabiya, November 19, 2013,
http://english.alarabiya.net/en/business/banking-and-finance/2013/11/19/Sixarrested-over-45-million-
cyber-heist-on-Middle-East-banks.html

¥ T. Whitehead, “Cyber Crime A Global Threat, MI5 Head Warns,” The Telegraph, June 6, 2012,
http://www.telegraph.co.uk/news/uknews/terrorism-in-the-uk/9354373/Cyber-crimea-global-threat-MI5-
head-warns.html

1463, Robertson, “Why Are Hackers Flooding Into Brazil?” Bloomberg, September 13, 2013,
http://www.bloomberg.com/news/2013-09-13/why-are-hackers-flooding-into-brazil-.html

U yxmyayjyhn cnenehe kommanmje: Yahoo, Symantec, Adobe, Northrop Grumman i Dow Chemical. (A.
Cha, E.Nakishima, “Google China Cyberattack Part of Vast Espionage Campaign, Experts Say,” The
Washington Post, January 14, 2010, http://www.washingtonpost.com/wp-
dyn/content/article/2010/01/13/AR2010011300359.html).

18 A. Zavrsnik, ,,Cybercrime - definitional challenges and criminological particularities, Masaryk
University Journal of Law and Technology 2/2008. 4-5.

149 Bumie o MCTOJOJOMKNUM, KOHUHCUTYAJIHHUM JIOTUYKUM U CTATUCTUYKHUM HpO6J’IeMI/IMa Yy OpoucHu
BHCOKOTEXHOJIONIKOT KpuMuHaia, suau Kshetri, op.cit, 7-10.

B0y EBporickiuM M3BOpHUIMMa O KPUMHMHAJIUTETY M CTaTUCTUIM KpuBHYHOT mpaBocyha (European
Sourcebook of Crime and Criminal Justice Statistics) ny6nmkyjy ce HajmOTIyHHjH TOJAHd O
KPUMHUHAINTETY Ha €BPOIICKOM KOHTHHEHTY, M KaO TaKBU IIPEICTaBJbajy MOYyJaH M3BOP MOJaTaka Koju
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Opoj mMpUjaBJbEHUX KPUBHUYHUX Jella, ONTYKEHUX U OCyheHuX mia He pacte
eKCITOHCHITMATHO ¥ APAMATHYHO KAO IITO CE TBPIH ..

Y Cpo6uju 0Opoj TOAHETHX KPUBHUYHHMX IIpHjaBa 3a KPUBHYHA JieJa TIPOTHUB
padyHapckux nojataka (y Mmepuojy oJl MpPOMHCHBama OBE TPYyNe KPUBUUHUX J€Na JI0
2014. rogune) Huje mpemao 1% y omHOoCy Ha yKymaH Opoj MOAHETUX KPHUBHYHHUX
npujaBa 3a CBE rpyle KpUBUYHHUX JeNa, a Taj mpoueHat je ocuuiupao ox 0.01 mo 0.04
(0.03 % y 2006. rogunau , 0.01% y 2007. ronunau, 0.02% y 2008. rogunu, 0.04% y
2009. ronunu, 0.03 % y 2010. ronunu, 0.02% y 2011. ronunu, 0.02% y 2012. ronuau u
0.03 % y 2013. romuan™2). Tokom 2013. i 2014. ToxHMHE CIPOBEIECHO j& HCTPAKHBAMSE
BUCOKOTEXHOJIOLIKOT KpUMHHAJIA, HerOBOT 00MMa M MOjaBHUX OOJIMKA, KA0 M MPUMEHE
MH(OPMALIMOHO-KOMYHUKAIIMOHUX TEXHOJIOTHja 3a BpIICHE KPUBHYHUX Jena Yy
PenyOnuim Cp61/1j1/1153, a pe3yiTaTd OBOT HCTPaKMBamba MOKa3aldH Cy Jia je BHILE O]
YeTBPTHHE KPUBUYHUX Jefla TMOYUIbEHUX YIMOTpeOoM HH(OPMAIMOHUX TEXHOJIOTHja
YIIPaBO M3 IpyIle KPUBHYHHX JeNa MPOTHB padyHAPCKHX mojataka > (27.1%) amm cy
3aCTyIUb€HA W JIpyra KpUWBHYHA Jela KOJA KOJUX Cy pauyHap M padyHapCcKe Mpexke

CpeaACTBO, IMJb U MCECTO HM3BPIICHA, U TO KPHBHYHA ACJIa IIPOTHB CJ'IO6OI[€ H IIpaBa

oMoryhaBa yBua y crame KpuMmuHanmuTeTa. CTOa KPHBUYHOI Jela KOje je PerucTpoBaiia ITOJHIHja
U3paXkeHa je y pelieBaHTHUM OpojeBrMa, U TO padyHameM y oxHocy Ha 100.000 cranoBuuka. Tako je y
2006. roguau 3a 29 mgpkaBa KOje Cy JOCTaBHIE IMOJATKE MPOCEYHA CTOMA 3a JENI0 yrPOXKaBambe
pauyHapckux nojaTtaka ( JAej0 TNPOTUB IOBEPJHHMBOCTH, MHTEIPUTETa M JOCTYITHOCTH KOMIIjYTEPCKUX
mojiaTaka u cuctemMa u3Hocuiaa 7 (Ipu TOME je CTOMa y cefaM 3eMajba Ouiia HyJa, y IIecT je Ouia jenas, a
neonudpena je Owna camo y Hemaukoj (66) u Benrmju (53). Haemeno mpema: B. Wrmaroruh,
Kommapanuja kpuMuHanuTeTa u ka3ueHe peakiuje: Cpouja- Espomna, [IpaBHu (akyiarer YHUBEp3UTETA Y
Bbeorpany, beorpax 2013, 43.

Taxo je, Ha mpumep, y Benukoj Bputanuju ox ycajama 3akoHa 0 3moynotpedu pagynapa 1990. mo
2001. Ocyheno cera 70 (naBeneno mpema: Fafinsky S., ,,The UK Legislative Position on Cybercrime: A
20-Year Retrospective®, The Journal of Internet Law 10/2009, 5.), oarocuo 150 numa no 2010. roause
(maBeneno mpema: D. Wall, ,,Criminalizing cyberspace: the rise of the Internet as a crime problem®,
Handbook of Internet Crime (eds. Y. Jewkes, M. Yar), 88.

152 peny6nuukn 3aBoj 3a cTaTHCTHKY, «[IyHONETHH yYHHHOLM KPUBHYHHX xena y PenyGmumm CpGuju,
2013. - [Ipwujaze, ONTYXKEHa u ocyze», bunten 588/2014,
http://webrzs.stat.gov.rs/WebSite/repository/documents/00/01/62/77/SB-588-PunoletniUciniociKD. pdf
153 Perpaxusama je crpoBeneno y oksupy OJiesbema 3a BHCOKOTEXHOIOMIKH KpuMuHAn OJesberba 3a
60pOy NPOTHB OPraHW30BaHOI KPUMHHAJIAYIpaBe KPUMHUHAIMCTHYKE MOJHIHKje U YTIpaBe MOTpaHHYHe
nonuiyje MuHHCTapcTBa YHYTpAllbHX MOCIOBA, a y OKBHPY TBHHHMHI NpOjeKTa ,,YCIIOCTaBIbambe
e(HUKacHOI CHCTEMa 3a CIIpedyaBame M Cy30Mjare WICTAIHHX MUTpalyja Ha Teputopuju PemyOnmke
Cpbuje”, koju je cnpoBoxu oxa crpaHe Bnana Bemuke bpurannje m PemyOnmuke Yemke. Pesynratn
UCTpaKHBaba MPEACTaBJbeHH cy y nyonukauuju B. Ypomesuh (yp.), Bese cyber xpumunana ca
UPESYIAPHOM MUSPAYUJOM U MP2OSUHOM /bYOuMda, MUHHCTapCTBO YHYTpamlbuX mocioBa PemyOinke
Cp6uje, beorpan 2014.

> TIpu Tome cy pauymapcka mpesapa u Heosmamhen npuctyn 3amTuheHOM pauyHapy, padyHapcKoj
MpEXH U eNeKTPOHCKOj Opaau mojaTaka u3BpiieHa y gak 88.09 % ciydajena.
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gyoBeka (16.1%), unrtenekryanne csojune (15.5%), monae cnoboxne (32.3%), uMoBUHE
(2.6%), yeraBror ypehema (1.9%) u npuspene (3.9%)™°.

[Tomgamm 0 Opojy M CTPYKTYpH NPHjaBJbeHUX KPUBHYHHUX Jiejia 00yxBaheHHUX mojMomM
BHCOKOTEXHOJIOIIKOT KPUMHUHAJIAa Yy CMUCITy uiaHa 3. 3akoHa O OpraHu3aldju U
HA/IJISKHOCTH APXKABHUX OpraHa 3a 0opOy HMpPOTHB BHCOKOTEXHOJOLIKOT KpUMHHAja
canpkaHu cy y M3Bemrajy o pagy onesbema 3a 00pOy MPOTHB BHCOKOTEXHOJIOIIKOT
KpuMuHana Bumer jaBHor TyxwuiamTBa y beorpaay y mepumony ox 2011. mo 2014.
romure. Y Toky 2014. roauHe, y YNHCHHKY TO3HAaTUX YYHHWIANa 3aBenaeHo 294
npeaMeTa a KpUBHYHE MpHjaBe Cy MoaHeTe MpoTuB 333 Mo3HATa YYMHHOIA, IIPH YeMy
je KpuUBHYHA TpHjaBa TMOJHETa 300T KPUBUYHHUX Jella npomue 0Oe3dedHocmu
PAuyHapcKux nooamaxa MpoTUB 56 mua™®, wro npencrasiba 16.8% onx 6poja nuna
IPOTHUB KOjHX j€ MOAHETa KpuBMYHA npujaBa. O]l KpUBUYHMX I[IPHjaBa KOj€ Cy MOJHETe
TyxunamTBy ol yKyImHOT Opoja mpHjaBJbeHUX Jnna Yak mux 83.2% mpujaBibeHoO je
300T KPUBHYHHX JIeJIa U3 opyeux enaséa Kpusuunoz 3akoHuka, Ipyu 4eMy Cy MPOTHUB JIUIA
y 3HayajHujeM Opojy MoJHEeTe KPUBUYHE NpHjaBe 300T KpUBUYHUX Jeia u3 cieaehux

157
rimaBa K37°": 360r kpuBnunux nena u3 riase XIV (KpusBuuna aena npoTtus cnoboaa u

155 VYpomuesuh, 0p.cCit, 4.

1% Kpunune npujase cy noxmere 360r kpuBuuHOr aema Ourreherme pauyHapCKHX MOJAaTaKa W IPOrpaMa
3 wi. 298 K3 npotus 2 muma, 30or kpuBu4HOT aena PauyHapcka cabotaxa u3 wi. 299 K3 mportus 3
JmIa, 300r KpuBHYHOT fena [IpaBibeme U yHOIICHE pauyHapckux Bupyca u3 wi. 300 K3 npotus 2 mnuia,
300r kpuBu4HOT nena Pauynapcka mpeBapa u3 wi. 301 K3 mpotuB 14 numa, 360r KpUBHYHOT [ena
Heornamhenu npucrtyn 3amruhieHoM padyHapy, pauyHapCKoj MPEXHU M €JIEKTPOHCKO] 00pajau mojaraka
u3 wi. 302 K3 npotus 34 nuna u 300r kpuBuyHOr neia CrpedaBame U OTPaHUYABAE MPHUCTYIA jaBHO]
pauyHapckoj mpexu u3 wi. 303 K3 nportus 1 nuia.

7 Kpusnune npujase cy mommete u 360r kpuBHuHHX gena u3 raase XX K3 (Kpusnuna jena npoTus
npuBpene) npotus 16 smma (u To 300r KpuBHuHOT aena PancudukoBame M 3I0yNOTpeda IUIATHUX
kaptuna u3 wi. 225 K3 npotus 2 numna, 36or kpuBmyHOT nena [lopecka yraja m3 wi. 229 K3 mpotus 3
nvna, 30or KpuBuuHOT aena Heosnanthena ynortpeda Tyher mociioBHOr MMeHa U Apyre ImoceOHe O3HaKe
pobe mmm yearyra u3 wi. 233 K3 npotus 3 muma, 30or kpuBr4HOT aeia OnaBame MOCIOBHE TajHE U3 9L
240 K3 nporus 2 nuna u 36or kpuBu4HOr nena Hemo3BosbeHa TproBuHa u3 wi. 243 K3 npotus 6 nuna),
mro mpencraBba 4.8% 0 YKYHNHO NpHjaBJbeHHMX JHWIA; 300r KpuBHMYHHX Jena w3 rmaBe XX K3
(KpuBnuHa nena MpOTUB HHTEJEKTyalHe CBOjUHE) MpoTHB 12 smma (u To 300r KPUBHUYHOT Jeiia
Heosmamheno uckopumhaBame ayTOpCcKOT Aefia WM MpeaMera cpojaHor mpasa u3 4i. 199 K3), mro
npejcTaBba 3.6% 0J1 YKYITHO MPHjaBJbeHUX JinIia; 300r KpuBruHux aena u3 riaase XXVIII K3 (Kpusuuna
Jlena MPOTHB ycTaBHOT ypeljema u 0Oe3dennoctu PemyOnmke CpOuje) nporuB 8 muia (1 To 3001
KpMBUYHOT Jienia V3a3uBame HallMOHAITHE, PaCHE M BEPCKE MPIKEE€ M HETPIELMBOCTH U3 wi. 317 K3),
ITO TpesacTaBiba 2.4% Ox YKYNHO IpHjaB/beHUX JMna; 300r kpuBmuHux ngena u3 rmase XVII K3
(KpuBnuHa nena mpoTUB 4acTH W yriena) nmpoTus 4 nauna (1 To 300T KpUBHYHOT Jena YBpeaa u3 wi. 170
K3) mwrro mpeacrasiba 1.2% o yKyIHO NpHjaBJbEHHX JIMIA; 300T KpUBHYHUX Jena n3 rimae XXXIV K3
(KpuBnuHa sienia mpoTHB YOBEYHOCTH M ApYrux jnobapa 3amruheHnx MelyHapoIHUM NpaBoM) NMPOTHB 4
mmua (1 To 300r KpuBHUYHOT fena PacHa u apyra auckpumuHanyja us wi. 387 K3), mro npeacrasiba 1.2%
0]l YKYIIHO NpHjaBJbeHMX JHNa; 300r kpuBnuHKX jaena u3 riaaBe XXXIII K3 (Kpusnuna nena mportus
ciIy)0€eHe Ty>)KHOCTH) MPOTHUB 2 nuia (M TO 300T KpUBUYHOT Jienia 310ynoTpeda CiyKOeHOT MoJIoXkKaja U3
1. 359 K3 nmportus 1 nuna u 36or kpuBmyHor aena JlaBame muta u3 4. 368 K3 nportus 1 numa), mro
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mpaBa 4oBeKa u rpahanuHa) mpotus 139 gt (mrro mpeacrasspa 41.7% o yKynmHO
npujaBJbeHNUX JHIA); 300r kpuBnyHKX Aena u3 raase XXI K3 (KpuBnuuna nena npotus

MMOBHUHE) NTPOTHB 37 ™

(mto mpeactassba 11.1% o yKymHO MpHjaB/bEHUX JTUIA);
300r kpuBnuHUX Jena u3 rimaBe XXXI K3 (KpuBuuHa nena nmpoTUB jaBHOT pelia U MUPa)
npotuB 30 mna™® (o npencraBiba 9% o YKYmHO MpHjaB/bEHUX JHIA); 300T
kpuBnuHuX aena u3 rmase XVIII K3 (KpuBnyna nena npotus nojiHe ciio0oze) NpoTHB

23 nnualsl

(wro mpencrtaBiba 6.9% on ykynmHO mpujaBibeHHX Juna). Y Toky 2013.
TOJIMHE, TIOJIHETE CYy KPUBUYHE IIpHjaBe MpOTUB 185 mo3HaTux yduHMIIALA, IPU YeMY je
KpUBUYHA TIpHjaBa MOJAHETa 300T KPUBUYHUX JIEa npomue 0e30e0HoCmu paiyHapCcKux
nodamaka npotus 15 mna™®, wro npexacrasma ceeca 8.1% ox Gpoja IHLA IPOTHB
KOJUX je MOJHeTa KpUBUYHA NpujaBa, 10K je y 81.9% cayuajeéa KpuBUYHA INpHUjaBa
HOJTHETA 3002 KpusuuHux oena uz opyeux 2naea Kpusuunoe zaxonuxa. Ilpu Tome mpoTHB

MO3HATUX YYMHWIANA y 3HAa4YajHHjeM Opojy IOJHETe Cy KpHBHYHE IpHjaBe 300T

KpUBUYHMX Jienla u3 cienehux riasa K3 360r KpuBMYHMX Jnena w3 riase XIV

npezcrasiba 0.6% o7 yKYIHO TpHjaB/BCHUX JIHIA; 300r KpuBuyHuX fena u3 riaBe XXX K3 (KpuBnuna
Jena npoTuB npasocyha) mpoTtus 1 nwuia (v To 300r KpuBUYHOT fena [ToBpena TajHOCTH MOCTYIIKA U3 Wi
337 K3), wro npeactasiba 0.3% o1 yKyImHO pUjaBJECHUX JIHLA.

158 Kpusnune npujase cy momHeTe 300T KpHBHYHOT [enia 310CTaBibakbe U Mydewne i3 wi. 137 K3 mognrera
j€ KpHBHYHA TIpHjaBa MpoTHB | nmia, 300T KpUBUYHOT YTpoxkaBame curypHocTd m3 wi. 138 K3 mpoTus
125 nmmna, 360r kpuBn4HOT Aena Heosnanrheno npucnymkuBame U cHUMame n3 Wwi. 143 nportus 1 nuia,
300r kpuBH4HO Aena Heosnamheno o0jaBibrBame U NpUKa3uBamke Tyher crmca, MOpTpeTa U CHUMKA U3
1. 145 K3 npotus 11 nuia, 300r kpuBudHOT aena [loBpeaa ciodoae roBopa U jaBHOT HCTYMamba U3 4l
148 K3 nporus 1 nuia.

%9 Kpusnune npujase cy noauere 360r kpusuasor aena [pesapa us wi. 208 K3 npotus 36 nuua u 360r
KkpuBHuHOr fena [Ipukpusame u3 wi. 221 K3 nportus 1 nura.

180 Kpupmane npujase cy mogHere 360r KpHBHUYHOT fena V3asuBame maHuke u Hepena m3 € 343 K3
npotuB 11 ymna, 36or kpuBuuHOTr fena Hacunmuuuko moHamame u3 4i. 344 K3 mportus 1 nmma, 360r
kpuBnyHOT Aena Heomamiheno opranmsoBame urapa Ha cpehy u3 wi. 352 K3 mpotuB 3 nmuma u 300r
kpuBHYHOT nena Heormamheno 6aBibeme oapehenom nematHomhy u3 wi. 353 K3 npotus 15 swma.

10! KpuBuune npujase cy mommeTe 300r KpuBHMUHOT fena [IpHKasuBame, NPHOABIHAE M MOCEI0BARHE
nopHorpad)cKOr MarepHjaiga M HCKOpHIIhaBame MaloJISTHOT JMIa 3a nopHorpadujy m3 wi 185 K3
npotuB 21 ymma u 300or KpuBmuHOT gAena MckopumrhaBame padyHapcke Mpexe HIM KOMYHHKAIHje
JPYTMM TEXHHUYKHM CpEJICTBMMA 3a W3BpLICHE KPUBHYHUX Jefla TPOTHB IIOJIHE ciobozxe Ipema
MAaJIOJICTHOM JIUITY U3 wi. 1856 mpoTus 2 numa.

162 Kpuunune npujaBe cy nojuere 30or kpuuuHor Omrteheme pauyHapCcKuX NojaTaka W mporpama M3
4. 298 K3 nosHere cy KpUBHYHE IIpUjaBe MPOTHB 2 JIMIA, 300T KpUBUYHOT Jena PauyHapcka caboTaxa
u3 wi. 299 K3 nporus 2 nuna, 36or kpuBu4HOT Jeia Pauynapcka npeBapa u3 wi. 301 K3 npoTus 6 nuna
n 30or kpuBm4yHOTr nena Heommamhenn mpuctyn 3amTuheHOM padyHapy, padyHApCKO] MpEXH U
eJIEKTPOHCKO] 00pau moxaTaka u3 wi. 302 K3 npotus 5 nwa.

163 Kpupmune npujase cy noaseTe i 360r kpuBuuHEX Aenma w3 rmase XXV K3 (Kpusiusa fema npoTus
ycraBHOr ypehema u 0Oe3dennoctn Peny6Gmike Cpbuje) mpotuB 4 yuna (M TOo 300r KpUBHYHOT Jiena
W3azuBame HalMOHANIHE, paCHE M BEPCKE MPXIE M HeTpressuBocTH M3 wi. 317 K3), mro npexacrasiba
2.2% on yKynmHO TpHjaBJbeHMX JHna; 30or kpuBuuHux nena u3 riaaBe XXX K3 (Kpusuuna nena
MPOTHUB CITy’OeHe JTy)>KHOCTH) MPOTHB 2 juna (1 To 300r kpuBH4HOT [laBame MuTa U3 wi. 368 K3), mro
npencrasiba 1.1% on ykymHO mpujaBbeHUX Jnna; 300r kpuBndHuX aena u3 rimase XVII K3 (Kpusnuna
Jlena MPOTUB YacTH U yrieaa) npotuB | nmma (1 To 300or kpuBmyHOT Aena [loBpexa yriema 300r pacHe,
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(KpuBuuna pmena mpotuB ciao0oja M MpaBa 4oBeKa W rpahanuHa) MpoTUB 66 mna’®
(wTo mpencrtaBiba 35.7% o yKyImHO NpHUjaBJbEHHX JHIA); 300r KPUBHUHUX JIeia
npotuB uMoBuHe U3 riase 21. K3 mporus 21 nuua (mro npeacrassba 11.4% o ykymHo
MpUjaB/bEHUX JUIA); 300r KPUBUYHUX Jelia MPOTUB jJaBHOT peAa W Mmupa u3 riase 31.
K3 nporus 21 nuna (mro mpencrasiba 11.4% ox yKymHO TpHjaBJbEHHUX JIMIA); 300T
kpuBnyHEX nena u3 riaaBe XX K3 (KpuBuuHa nena mpoOTUB MHTEICKTyalHE CBOjUHE)
npotus 19 mna’®, mro npencrasiba 10.3% on yKynmHO mNpHjaB/beHUX JUIA; 300r

166

KpPUBUYHHX JeJla TpoTUB mpuBpeae w3 rnaBe 22. K3 mporuB 17 numa - (o

npezncrasiba 9.2% o yKymHO NpHjaB/bEHHMX JHIA) 300r KPUBUYHUX Jeja U3 TJaBe

XVIIlI K3 (KpuBuuna paema mpoTUB TONHE cCiio0oze) mpotuB 16 mna®

(wro
npezcrasiba 8.5% o1 yKynmHO IpujaBibeHuX jauua). Y Toky 2012. roguse y ynucHUKY
NO3HATUX YYMHWIALA 3aBeeHo je 114 mpeamera, a moaHeTe Cy KpUBUYHE IpHjaBe
npotuB 140 mMO3HATHX NYHOJETHUX YYMHWIALA, TMPU UYEMy je€ KpPHBHYHA IpHjaBa
NoJHeTa 300T KPUBUYHUX JIeNa Npomus 6e30e0H0CmuU payyHaApCKux ToIaTaka MpOTHB
28 Jmualeg, mrto npeactasiba 20% o Opoja nuia NPOTUB KOJUX j€ MOJHETa KPUBHYHA
npujaBa. O KpUBHYHUX IpHjaBa Koje cy HoiHeTe TyXWIAMITBY OJ yKyHmHOI Opoja
NpUjaBJbEHUX JIMIA YaK BHUX 80% npujasmeno je 3002 KpusuuHux oeia uz Opyeux 2uasa
KpuBnuHOr 3akoHWKA, MpHU 4YeMy Cy MPOTHB JHIA Yy 3HAa4YajHHjeM Opojy TOoJHeTe

1
3 69,

KpUBHYHE TpHjaBe 300T KpUBHYHUX JAena u3 cienehux rmaBa K377°: 300r KpUBHYHKX

BEpCcKe, HAIlMOHAJIHE WM Apyre mpumagHocTH u3 wi. 174 K3) mro mpeacraBka 0.5% ox ykymHO
npUjaB/beHUX Juia; 300r kpuBuuHux nena u3 riaaBe XXX K3 (Kpuuuna gena npotuB mpaBocyha)
npotus 1 mura (u To 360r KpuBH4HOT Aena CrpedaBame U OMeTambe MoKasuBama u3 wi. 336 K3), mro
npezcTasiba 0.5% oJ yKyIHO NMpHjaB/beHUX JIMIA; 300 KPUBUYHUX JIeJIa MPOTHUB NpaBHOT caoOpahaja n3
rimaBe XXII K3 nporus 1 numa, mro npeacrasiba 0.5% o7 yKyITHO NpHjaBJbEHNX JIMIA); 300T KPUBUUHHUX
nmenma w3 rmaBe XXXIV K3 (KpuBmuyHa nenma mpoTHB YOBEYHOCTH W APYruX gobapa 3amrTuheHuX
MehyHapogHuM mpaBoM) mpoTB 1 muma (u To 300r KpuBHYHOT Aena MelyHapomHu Tepopu3aM U3 Wil
391 K3), mrro npencraiba 0.5% o/ yKyIHO NpHjaB/bEHUX JIUIIA.

164 Oy wera je KpUBHYHA MpHjaBa MoJHeTa 300T KPHBHYHOT Jiefia YTpokaBame curypHoctd u3 wi. 138 K3
MPOTHUB Yak 62 nuna.

165 Kpusmune npujase cy noauete 360r KpusmuHor Aea Heopnamhero nckopuihapame ayTopekor aena
WK TIpeiMeTa CpoIHOT mpaBa u3 wi. 199 K3.

%6 Op wera je kpuBmMuHa TpHjaBa mojHeTa 360r KpuBHUHOr nena (DancHpHKOBAEmE H 3MOYIOTpe6a
IUTaTHUX KapTuna u3 4i. 225 K3 nportus 9 numna.

187 Kpusuune npujaBe cy mogHere 360r KpUBHYHOT fenma [IpHKasHBame, IPUOABIBAME W MOCEIOBAMHE
nopHorpadcKor MarepHjaia U nckopuirhaBame MaJloJIETHOT JIHIa 3a mopHorpadujy us wi. 185 K3.

168 Kpusnune npujaBe cy nogHeTe 300r KpUBUYHOT Jiela pauyHapcka caboTtaxka u3 wi. 299. K3 nporus 2
nM1a, 300T KPUBUYHOT Jiela IIPaBJbehe M YHOIICHE padyHapckux Bupyca u3 wi. 300 K3 nporus 1 nuua,
300r KpUBHYHOT jAeia padyHapcka mpeBapa u3 wi. 301. K3 mporus 17 nmua, 300r KpUBHYHOT jena
HeoBJyainheH NpuCTyN 3amITHheHOM padyHapy, padyHapcKoj MPEKH 1 eJISKTPOHCKO)j 00pajiu 1o1aTaka u3
1. 302. K3 npotus 8 nuua.

199 KpuBnune npujase cy mogHeTe U 360r KPUBHYHMX JeIa MpoTHB npuspene u3 raase XX K3 mporus 7
nma (mTo mpeacTasiba 5% o YKYITHO NMPHjaBJbeHUX JIMIA); Y BE3U KPUBUYHHUX JIeJIa IPOTHB UMOBHHE W3
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nena u3 miase XVII K3 (KpusBuuna aena npotus nosiHe ciaobojne) npotus 44 mnma’™
(mrro mpexacrasiba 31.4% o yKymHO NpHjaB/EHUX JUIA); 300T KPUBUYHHUX JeNia U3
rnaBe X1V (KpuBnuHna nena npoTtuB ciiob6oa U mpaBa yoBeka u rpahannna) npotus 34
mura’ ! (wto mpexncraBba 24.3% 0O YKYNHO MpHjaBJbEHUX JIMIA); 300T KPUBUYHUX
nena u3 rnaBe XX K3 (KpuBuuna aena mpoTHB MHTEJEKTYalHE CBOjUHE) NMPOTHB 24
mara’’? (wto mpencrasba 17.1% ox yKYIHO NpPHjaB/bEHHX JHIA); 300T KPUBHIHHX
Jiena mpoTuB jaBHOT pena u Mupa u3 rimaBe XXXI K3 nporus 20 numa (o npeacraBiba
14.3% on ykynHo npujaBibeHux Jnna). Y Toky 2011. roauHe, y ynHCHHUKY MO3HAaTUX
yunHuiamna 3aBeneHo 130 mpeamera, a moJHETE Cy KpUBHYHE MpHjaBe mpotuB 153
NO3HATA NYHOJETHAa Yy4YMHHOIA, MPH YeMy je KpHBHYHA IpHjaBa IOAHETa 300T
KPUBUYHHX Jella npomue 6e30e0Hocmu padyHapckux nooamaxa npotus 29 mna”,
mro npenacrtasiba ckopo 19% onx Opoja nuia mpoOTUB KOjUX je€ MOAHETa KPUBHUYHA
npHjaBa, JOK je y cKopo 81% cayuajesa KpUBHYHA TIPHjaBa MOJHETA 3002 KPUBUUHUX
oena uz opyeux enasa Kpusuanor 3akonuka. [Ipy Tome, mpOTHB MO3HATHX YYMHMJIALA Y
3HauyajHUjeM Opojy MOJHETe Cy KpUBUYHE MpHjaBe 300T KPUBUUHUX Jiena u3 cieaehux
rmaBa K3''*: y Besu kpuBmunmx nema u3 rmase XX| (KpuBudHa jea mpoTHB IIPUBPEE)
npotuB 47 mra’ (turo mpencraBiba 30.7% 0 YKYIHO TNpHjaBJbEHHUX JIUIA); 300T
kpuBn4HuX jena u3 riase XVIII (KpuBuuna gena npotus mojHe cioboxae) npotus 39

mma'™® (wrro mpencraBba 25.5% 0 YKYIHO HPHjaB/HEHHX JIMIA); 300r KPHBHUHHX

rmaBe XXI| K3 npotuB 6 snmua (mto mpexactraBsba 4.3% o4 yKymHO TpHjaBJbeHUX JHIA), Te 300T
kpuBnyHuX jaena u3 rmaBe XXVIII K3 (KpuBnuna nema mpoTuB yctaBHOr ypehema m 0e30emIHOCTH
Peny6sinke Cpbuje) npotus 1 juna (miro npeactaiba 0.7% 0 YKYITHO NMPHjaB/LCHUX JIUIA).

KpuBnune npujaBe cy momHere 300T KPHUBHYHOT Jiesia NPHKa3HBambe, NPHOaBIbakbe W MOCEI0BAHE
nmopHorpadCKor MaTepHjajia U HCKOpHIIhaBamke MAJNOJICTHOT JIMIa 3a mopHorpadujy m3 wi. 185. K3
npotus 20 nuia u 300r KPUBUYHOT Jeja HeoBiamrheHo MckopuinhaBame ayTOPCKOT Jiella WM IpeMeTa
cpoaHor npasa u3 wi. 199. K3 npotus 24 nuna.

1 Kpusuune npujase cy mogHeTe 300T KpUBUYHOT Jieja yrpoXkaBame curypHOCcTH U3 wi. 138. K3.

172 Kpupmune mpujase cy momHeTe 360r KHBHUHOT ea HeoBamtheno nckopumhasarme ayTopekor aenma
WK TIpeiMeTa CpoAHOT mpaBa u3 uwi. 199. K3

'3 Kpusnune npujase cy mogHeTe 360r KPHBHUHOT Jena omTehemne padyHapCKHX Iporpama i mojaTaka
n3 wi. 298. K3 mportus 1 numa, 360r KpUBHYHOT jAefla padyHapcka mnpesapa u3 @wi. 301. K3 mportus 21
JMIa ¥ 300r KPUBUYHOL Jiena HeoBialmheH NpHUCTyN 3aiiTHheHOM padyHapy, pauyHapCKO] MPEeKH H
€JIeKTPOHCKO] 00pamu mogaraka u3 wi. 302. K3 mpotus 7 nuna.

74 Kpusmune mpujase cy mojHeTe M 360r KPUBHUHHX Jela MPOTHB MMOBHHE u3 riase XX| mporus 3
mna  (mTo mpexactaBba  1.96% on yKyHmHO TpHjaBJbEHHMX JIMIA), Te 300T KPUBUYHOT Jiena
¢dancudukoBame ucnpase u3 wi. 355. K3 mporuB 3 nmma (mro mpexacrtasika 1.96% ox ykymHO
NpHjaBJbEHUX JIHILIA).

Y Oy uera je mpujaBa mogHeTa 300r KpuBHYHOT Aena HeosnamhieHo 0aBibeme onpeljeHoM menatHomhy
u3 wi. 353. K3 npotus 46 nuna.

7% Kpusnune npujase cy momHeTe 360r KPHBHYHOT JeNa MPHKA3HBAEE, NPHOAB/HARE W MOCEIOBAMHE
nopHorpadCKor MaTepHjajla ¥ MCKOpHIINaBame MaloJIeTHOT Juia 3a mopHorpadujy u3 wi. 185. K3
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nena u3 riaase XIV (KpuBuuna nena mpoTuB cno6oaa v mpaBa 4oBeKa M rpalanuHa)

177

npotuB 21 muma " (mro mpencraBiba 13.7% on yKymHO NpHjaBJbEHUX JHIA); 300T

kpuBnuHHX Jena u3 raBe XX (KpuBwuHa naena NMpOTHB WHTEICKTYaJIHE CBOjUHE)

178 (turo mpezctaBiba 7.2% 071 YKYITHO TPHjaBJbEHHX JIUIIA).

npotus 11 nuna

W3 mpukaszaHux mojaraka MOTy C€ M3BECTH OJpel)eHH 3aKIbydIu:

1. V ykymHOM Opojy KpHUBHUYHHUX MpHjaBa KOjU C€ MOJHOCE MPOTUB MO3HATHX
VUMHUWJIAIA, y TMOrjely KPUBHYHUX Jlela IOBOJOM KOJUX C€ KpPUBHUYHE IMpHjaBe
MOJIHOCE, MPOLIEHTYATHO ydeurhe KpUBUYHUX JieNa MPOTUB 0e30€HOCTH payyHApCKUX
nonaraka He npenasu 20%, OJHOCHO KpUBHUYHE IMpHjaBE CE€ MOJHOCE MPETEKHO 300T
KPHBIYHKX J€J1a U3 Apyrux riasa Kpusmasor 3akoxnka’ .

2. KpuBuune mpujaBe cy MOAHOLIEHE U 300T KPUBUYHUX Jieia U3 Apyrux riasa K3,

ajin Cy OHC oz[6aque Jep CC OAHOCC Ha KpHUBHYHA JCJia KOja HUCY Y HAJIC)KHOCTU

npotuB 20 nuia u 300r KPUBUYHOT Jeja HeoiamheHo MckopuinhaBame ayTOPCKOT Jiella WM IpeMera
cpojaHor npasa u3 wi. 199. K3 npotus 24 nuna.

Y7 Kpusuune npujase cy mogHeTe 300r KPUBUUHOT [Ie/a YIPOXKaBamke CHIypHOCTH u3 wi. 138. K3.

178 Kpusmune npujase cy moameTe 360r KpUBHUHOT Aea Heopmamhierno nckopumhaBame ayTopekor fea
WIK TIpeiMeTa CpoIHOT mpasa u3 wi. 199 K3.

'V mormemy THX ApYrHX KPHMBHUHHX Je7a, KPHBHYHE NpHjaBe Cy TOKOM mepuona oOyxsahemor
W3BEIIITajeM IIOTHOIICHE 300T:

- KpUBHYHHX JIENA NpOmMue uHmeneKmyaine ceojute y mpoceky oxn 9.55%; npu tome, y Hajehem
Opojy cimy4yajeBa KpHUBHYHE IIpHjaBe Cy IOJHONICHE 300T KpWBHYHOT nAena HeormantheHo
ucKopumhaBame ayTOPCKOT Jelia Wi IIpeaMeTa CpoIHOT mmpasa u3 wi. 199 K3;

- KpUBHYHHX JIeNla npomue umogune y mpoceky ox 7.34%; npu Tome, MOXKe ce yOUHTH APACTHIAH
MOpacT 3acTYIJbEHOCTH OBE Trpyle KpuBHUYHHMX nena ox 1.96% y 2011. mo 11.1% y 2014.
TOJINHH;

- KPHBHYHHX Jeja npomuse npuspede y MPoceKy oa 26.7%; umak, Tpeba NpUMETHTH Ja je Ha
MOYETKY M3BEIITaBaHOI Meproza Taj npoueHat usnocuo 30.7% (jep cy Ouiie mogHeTe KpUBHYHE
npujaBe npotuB 46 suna 30or kpuBuuHOr aena HeomnamheHo OaBibewe oxapeheHoM
nenatHomhy u3 wi. 353. K3) anu ce y HapeaHOM MEPUOTY CMAmbHO M MPOCEYHO m3HOcU 6%;
Moxe ce Takole younTH Ja ce noBehaBa pasHOJIMKOCT y MOTJIEAy KPUBHYHHX JIeNla U3 OBE IpyTie
300T KOjHX Ce MOAHOCE KPUBHYHE NpHjaBe; KPUBMYHMX IETA npomue npaswoz caobpahaja y
npoceky mMameM of 1%, n 30or kpuBnuHor nena @ancudokosame ucnpase y 2011. u 2013.
TOJIMHH;

- KpUBHMYHHX JIeNa npomue ciobooa u npasa vosexka u epahanuna y npocexy ox 28.8%; mMoxe ce
YOUNTH TEHJEHIHja CTAJIHOT 1I0PacTa 3acTyIJbEHOCTH O 3aCTYIUBEHOCTH y NMpoueHTy ox 13.7%
y 2011. rogunu 1o ygak 41.7% y 2014. roguHu; TpH TOMe, KpUBHYHE TIpHjaBe Cy y HajBehem
Opojy ciy4ajeBa MOIHOIICHE 300T KPUBHYHOT Jieyia YTpokKaBame curypaocty u3 wi. 138 K3;

- KPHBHYHHX JeJla npomus noixe ciobode y mpoceky 18%, mpu uemy ce MOXKe YOUHTH Maj
MpocevHe 3acTyIJbeHocTH ca 28.5% y mpBe aBe roguHe Ha 7.7% y TOKY MOCIENkhe 1BE TOJIUHE ;
Ipyu TOMe, KpUBHYHE IpHjaBe Cy y HajBeheM Opojy ciydajeBa MOAHOIIEHE camo 300T 1Ba
kpuBnuHOr nena: [IpukasuBame, NpuOaBibae U MOCENOBamE MOPHOTrpPa)CKOr Marepujana 1
uckopuinhaBambe MajoJeTHOr juua 3a nopHorpadujy m3 wi. 185 K3 n Hckopumrhasame
padyHapcke MpeXe WM KOMYHHKaluje APYIMM TEXHHYKHUM CPEICTBUMA 3a H3BPIICHE
KPMBUYHUX JIeJIa TPOTHB TIOJIHE CJI000Ie peMa MaJIOJIETHOM JINIy M3 4. 1856;

- KpUBHMYHHX JIeNa npomus jagnoz peda u mupa y npocexy ox 11.6%; mpm Tome, KpuUBHYHE
npujaBe cy y HajBehem Opojy ciydajeBa mogHouieHe 300T KpUBUYHOT JieNa, IpU TOME, HUjeIHa
KpHBHYHA TIpHjaBa HHjE MMOJHETa 300T OBMX KpMBHYHHUX Jena TokoMm 2011. roanue, a xacHHuje
KpPHUBUYHE MpHjaBe MOJHETE CY 300T pa3HOBPCHUX KPUBUYHHUX JIEINA;
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Tyxunamrsa y cMHCIy 3aKOHa O OpTaHU3alMjH U HAJUIKHOCTH JPXKaBHUX OpraHa 3a
60pOyY IPOTHB BHCOKOTEXHOMOIIKOT KpHMHUHAIA ",

Moxe ce MOCTaBUTH THTAkE, 0d U NOOAyU OPAHCABHUX OP2AHA O HUCKO] CMONU
3aCMYN/beHOCmU 8UCOKOMEXHOLOWKO2 KPUMUHANA Y YKYNHOM OpOjy KPUSUUHUX Oeld
VKA3yjy Ha 00Ccycmeo 0o0Kaza o NoCcmojary uiu, nax, npeocmasmndjy 0oKa3z o
Henocmojary 6ucokomexnosouikoe kpumuuany? llpm ToMmMe, NPUIMKOM pa3MmaTparba
CTaTUCTHYKUX TIOJaTaKka KOjU TOTHYY M3 HM3BEIITaja CyAa, TYKWIAIITBA U TOJUIIH]jC
Tpeba uMaTH y BUAY Ja TTOCTOJH BEJIMKA TaMHa OpOjKa M3BPIICHHUX, a HEMPHjaBJLEHUX
KPUBUYHUX Jena. Moowce ce nocmasumu numarse J1a I CXBaTamkhe BUCOKOTEXHOJOIKOT
KpUMHUHAJIa Ka0 jacHE M MmocTojehe OmacHOCTH O] CTpaHE CTPYYHE jaBHOCTH KOje ce
MPE3CHTYje OMILUTO] jaBHOCTH CAyicU Od ONpagod aKxmusuparbe Mexanuzama 3d
cysbujare 310ynompeda UHGOPUMAYUOHUX MEXHOTI02U]A, Npe ceed KPO3 NPONUCUBAILE

181
8 ¢ 003UpoM Ha TO J1a ce

uHmMpy3usanux oerauherba HAONeHCHUX OPAHCABHUX OP2aHa
MOMEHYTH HW3BEIITaju HABOAE M y JOKYMEHTHMa y KOjUM C€ HCTHYe MoTpeda 3a
yBohemem eukracHHjUX Mepa 3a Cy30Hjame BUCOKOTEXHOJIOMIKOT KpUMHHATA, u3Mely

: . 182

ocraJior u y usBemrajuma Casera EBpore u EBponcke yHuje™ .
OBakBa AMCIPONOpPIHja IMojaTaKka O OOMMY BHCOKOTEXHOJIOIIKOT KpUMHHAIa Ce
MOXe o00jacHUTH Ha Tpu HauuHa. [IpoOieM BHCOKOTEXHOJIOIIKOT KpPHUMHHAIA
NPEIMMEH3UOHUPAH j€ KpO3 U3BEIITaje MeAWja O TMOjeAUHUM JIpaMaTHIHHM

cllyyajeBUMa a TO MOrojyje MHIYCTpUju UHpOpMaLnoHe 6e30€HOCTH, Kao U MOTpedH

80 pamu ce o KPUBHYHUM JICNTUMa M3 TPYIE KPUBUYHHX Jena npomus uacmu u yeneoa ( u to, 360T
KpuBHUYHOT niena YBpena u3 ui. 170 K3 u [loBpena yraena 36or pacHe, Bepcke, HAIIMOHAIHE WX ApPYyTe
npunaguoctd w3 wi. 174 K3), npotuB npasocyha (u 1O 300r KpuBMuHOT jaena [loBpema TajHOCTH
nocrynka u3 wi. 337 K3); npotuB cayorcoene Oyscrnocmu (M TO, 300T KPUBHYHOT Jena 3ioyrnorpeda
ciyxxOeHor monoxaja w3 wi. 359 K3 u JlaBame muta u3 wi. 368 K3 mporus 1 nmma), e npomus
yogeunocmu u opyeux oobapa awmufienux mehynapoouwum npaeom (u To, 300T KpUBHIHOT nena PacHa u
Jpyra auckpumuHaimja u3 @wi. 387 K3, re Melynapoauu repopuzam u3 wi. 391 K3).

! MojaBa na mpuBaTHe KOMIaHMje M3 OONACTH padyHApCKe OE30EIHOCTH ApaMaTH3yjy HM3BEITaje o
cTamy KHOep KpUMMHAlAa W TaKTHYKH W3a3UBajy W ILIMPE CTpPax, HECUTYPHOCT M CyMIby Ha3HMBa ce
»~TpropuHa crpaxom“ (t3B. FUDmongering ox Fear Uncertainty Doubt). Wall, Cybercrime:The
Transformation of Crime in the Information Age, 9.

182 Cybercrime: current threats and trends,
http://www.coe.int/t/dghl/cooperation/economiccrime/cybercrime/Documents/Reports-

Presentations/default_en.asp; Cybercrime: where we are and where could go (Food for thought),
http://www.coe.int/t/dghl/cooperation/economiccrime/cybercrime/cy-activity-Interface-

2010/Presentations/Update/cyber_octopus PS alexander mosaicle.pdf; European Union: Council
conclusions on a concerted work strategy and practical measures against cybercrime,
http://www.eu2008.fr/webdav/site/PFUE/shared/import/1127_JAl/Conclusions/JHA_Council_conclusion
s_Cybercrime EN.pdf); Proposed Cybercrime Prevention Act Hand Out,
http://www.coe.int/t/dghl/cooperation/economiccrime/cybercrime/cy_activity Interface2008/if2008replist

en.asp,
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http://www.coe.int/t/dghl/cooperation/economiccrime/cybercrime/Documents/Reports-Presentations/567%20study1-d-provisional%20_13%20Mar%2008.pdf
http://www.coe.int/t/dghl/cooperation/economiccrime/cybercrime/Documents/Reports-Presentations/default_en.asp
http://www.coe.int/t/dghl/cooperation/economiccrime/cybercrime/Documents/Reports-Presentations/default_en.asp
http://www.coe.int/t/dghl/cooperation/economiccrime/cybercrime/cy-activity-Interface-2010/Presentations/Update/cyber_octopus_PS_alexander_mosaic1e.pdf
http://www.coe.int/t/dghl/cooperation/economiccrime/cybercrime/cy-activity-Interface-2010/Presentations/Update/cyber_octopus_PS_alexander_mosaic1e.pdf
http://www.eu2008.fr/webdav/site/PFUE/shared/import/1127_JAI/Conclusions/JHA_Council_conclusions_Cybercrime_EN.pdf
http://www.eu2008.fr/webdav/site/PFUE/shared/import/1127_JAI/Conclusions/JHA_Council_conclusions_Cybercrime_EN.pdf
http://www.eu2008.fr/webdav/site/PFUE/shared/import/1127_JAI/Conclusions/JHA_Council_conclusions_Cybercrime_EN.pdf
http://www.eu2008.fr/webdav/site/PFUE/shared/import/1127_JAI/Conclusions/JHA_Council_conclusions_Cybercrime_EN.pdf
http://www.coe.int/t/dghl/cooperation/economiccrime/cybercrime/cy_activity_Interface2008/567%20IF08-GERONIMO_SY_hand_out_Cybercrime%20Legislation%20Highlights.pdf
http://www.coe.int/t/dghl/cooperation/economiccrime/cybercrime/cy_activity_Interface2008/if2008replist_en.asp
http://www.coe.int/t/dghl/cooperation/economiccrime/cybercrime/cy_activity_Interface2008/if2008replist_en.asp

Ja ce KPo3 MOPKABAIbE KyITYpe CTpaxa’ - 06e36e/i JIerHTHMUTET T0jadaHe KOHTPOIIE
0]l cTpaHe Jpkase. J[pyro o0janimemne OHOCH e Ha HEeJOBOJbHY POSt-hoc criocoOHOCT
HQUICOKHUX OpraHa Ja pearyjy Ha TioOaJnM3oBaHe BHPTYelIHE mpodieme
BHCOKOTEXHOJIOIKOTr KpuMuHana'®, 1ok ce Tpehe cBomm Ha mpo6ieM HepasyMeBarmba
BHCOKOTEXHOJIOIIKOT KpuMUHANA. Mako cmMaTpaMo Ja je cTame MpeIuMEH3HOHUPAHO,
HECTIOPHO je Ja OMACHOCT OJ BUCOKOTEXHONOMIKOT KpUMHHaIa noctoju’ . IlItera Kojy
nmojelMHa KpWBUYHA Jena oOyxBaheHa I10jJMOM OBOT' KpHUMHHAIA MPUYHEHABAJY
MOjeJMHUM OINTeheHMM IHUIMMa [MOCMAaTpaHO Y W3BEIITajuMa HAIUICKHUX OpraHa
MOjeIMHUX JIp)KaBa MOXK/Ia U YKa3yjy Jia je 3aHeMapJbiBa y CMHUCITY 3aCTYIUBCHOCTH y
CBEYKYITHOM Opojy KpUBHYHUX JelNa y TOj JApXKaBu. AJM, ONAaCHOCT Off
BHUCOKOTEXHOJIOLIKOT KPUMHUHAJIA CE HAJIA3H y HErOBOM ,,MUHHUMAaJIHCTUYKOM 3aXBary

Ha r106anHoM HuBoy (de minimism*®

): Benuku Opoj omTeheHux Juia KOju ce Hajase
Ha TEPUTOPHjH BHILIE ApKaBa TPHH 3aHEMAPJHHBY ILITETY PambOM H3BpIICHA Ald
YYUHWIIAI] HIIAK OCTBapyje BEIMKYy HMOBHHCKY KopucT. [Ipumepa pamu, ma Owu
NPOTHBIIPABHO OJy3€0 MHJIMOH €ypa, W3BPIIMIAIl HE OAy3WMa Ty CBOTY HOBIA ca
padyHa jeJHOT JIMIIa, HErO OJf MHJIMOH JIMIA KOja Ce Halla3e y Pa3jIMuUuTHM JprKaBama
y3uMa 10 jeaH eypo, mojiazehu o] MPETHoCTaBKe Ja aKko MHOTO OmTeheHHWX Tpru
,MaIy* mTeTy, Mayia je BepoBaTtHoha na he omrehenu, ako W mpUMeTe IITETY, UCTY
NPUjaBUTH, @ THME je MaJlo BEPOBATHO M Ja he Ha/JIe)KHU OpraHU IMOBE3aTH CIydajeBe

POY3POKOBAHE jeIHOM paimoM m3Bpliema (T3B. salami technique®®’

). Crora je 3a
CYNPOTCTaBJbalkhe OBOM OOJMKY KpHUMHHANA TOTPEOHO, peanno caznedasajyhu opojue
cneyuguune u3azoee KOjU TIOCTaBJba TMIPENl HAUICKHE OpraHe OTKPHBaWma H
JIOKa3uBama W y3uMajyhu ux y o03up, npedeuoemu oozosapajyhe mexanusme

peazosara.

183y nemuma coumoora ce KyJATypa cTpaxa MOMHIE Kao BPCTa MIICOJIONIKOT ,,cTpaxa o/ CcTpaxa‘ Koju
BOJIM TIpeTepaHoj 00ja3HH jaBHOCTH OJ KpUMHHAA, 0e3 003upa J1a JM PU3HK PEalTHO MIOCTOjH, TIPH YeMy
Jp)KaBe TAKTHYKH KOPHUCTE M CBECHO MOJACTHYY Taj CTpaxX O KpUMHHANa Ja OM KOHTPOJHCANIE MIHPOK
crnekrap pusuka. Burre o Ttome, S. Furedi, Culture of fear, Continuum, London 2002, 12, 73; D. Garland,
The culture of control, Oxford University Press, Oxford 2001, 141.

84 D. Wall, ,,Cybercrime, media and insecurity: The shaping of public perceptions of cybercrime®,
International Review of Law Computers & Technology 1-2/2008, 46.

18 Tlocroju MUIUBEmE MPOTHB MOKYIIAja 1a Ce KBAHTH(HKYje BHCOKOTEXHOIOMIKHM KPHMHHAT jep Cce
paaM o mapagurMHu Koja He NMpeAcTaBjba peanaH pusuk. Bume o tome, M. McGuire, Hyper-crime: the
New Geometry of Harm, Abingdon, Oxford 2007, 15-20.

188 \Wall, Cybercrime:The Transformation of Crime in the Information Age, 3.

87 wall, op.cit, 40.
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Apyru geo
OCHOBHHU U3A30BHU U ITPETHHOCTABKE 3A TOKA3ZUBAIBE

JAEJA BUCOKOTEXHOJIOHIKOI' KPUMHWHAJIA

N3a30Bu oTKpuBama U 00e30ehuBama J0kaza 3a mMoTpede KPUBUYHOT MOCTYIKA 3a
KpUBHYHA JeJa KOJ KOjUX Cy padyyHapCKH TOAAlM, pPadyyHapCKh CHUCTEMH WIH
padyHapcKe MpeXKe CpEACTBO W3BpIICHA WIM O0jeKT Hamajga Tpou3iiaze Hu3
KapaKTepUCTUKAa KOpPUINNeHWX WHPOPMALNMOHUX TexHojoruja. Hamme, onpehene
CHeUPUIHOCTH KUOEp MpocTopa, Kao MHPPACTPYKTYpe TPaHCHAIIMOHATHE MPUPO/IE,
Koja 0OyxBara MHTEpHET, TENCKOMYHHKALOHE MPEXKE M padyHapcKe CHCTEMe .,
NPEJICTaBIbajy MOTOJHOCT 32 YYMHUOIIC KPUBUYHUX JIeIa Y CMUCITY U3BPILCHA Palbe U
NPUKpUBakha TparoBa KPUBUYHOT JIENa, ajlld WUCTOBPEMEHO M O030MJbHY TpENpeKy 3a
HA/JIOKHE OpraHe OTKpHBama KPUBHYHUX Jella M Tomema yunHmiama. Moryhe je
OPEJOYUTH HEKOJIHMKO (akTopa KOju Ccy JOompuHEnH TomMe na je HHrepHer Kao
JCIICHTPAJIN30BaHa MpEXHAa CTPYKTypa oOMOTyhno pa3Boj BHCOKOTEXHOJIOIIKOT
kpumuHana. Kubep npoctop Huje GUKCHO, IETEPMUHUCAHO OKPYIKEHE, HErO PUHITHUIIC
U JWHAMHUKY ayTOHOMHO KOHTPOJHUINY W MEHajy KOPUCHUIM HH(OPMAIIMOHUX
texnonornja’®.  Jlurmrammsaumja  cagpikaja,  aHOHHMHOCT,  MelyIOBE3aHOCT,

z[eueHTpanmaqua u Meljy3aBI/ICHOCT CYy IIPCIO3HATHU KAaO0 KapaAKTCPUCTUKC I/IHTepHeTalgo

Koje cy oMoryhwie u3BpIIMOIMMA MHTEPAKIM]y Ha JaJbUHY ca 00jeKTOM namaga’®,
OJIHOCHO TPUCTYI BEIUKOM OpOjy MOBE3aHUX padyHapa U KOPHCHHMKA KOJU c€ Hajlaze
om0 T11e y cBery, 0e3 moTpede Ja HamycTe MPOCTOPH]Y Y KOjOj C€ padyHap MpPeKo KOor
OCTBapyjy KOHEKIM]y Haja3d. Tako je yHOLIEHmEeM jeAHOT coTBepa y pauyyHapcKy
MpeXy KOjU ce caM YyMHOXaBa (BUpyc) Moryhe y HCTO BpeMe HOKpPEHYTH
ayToOMaTH30BaH Hamaj rpemMa BeJIUKOM Opojy HHPOPMAMOHUX CUCTEMa KOjU C€ Hajas3e

Ha pa3inunuTM MECTHUMA. HpI/I TOME, U3BPIIMJIALl MOXKE y1'IOTp€6OM pa3sHUX TCXHUKA 3a

NPUKpUBakEe MJICHTUTETa WM TparoBa KOjU BOJE A0 payyHapa KOjU KOPHUCTH (HIIp.

188 A. Aldesco, ,,The Demise of Anonymity: A Constitutional Challenge to the Convention on
Cybercrime®, Loyola of Los Angeles Entertainment Law Review 1/2002, 99.

1893, Brenner, B. Koops, ,,Approaches to cybercrime jurisdiction, Journal of High Technology Law
1/2004, 3.

190 A Sofaer, S. Goodman, The Transnational Dimension of Cyber Crime and Terrorism, Hoover
Institution Press, Stanford 2001, 7.

191 B, Koops, ,, The Internet and its Opportunities for Cybercrime “ Tilburg Law School Legal Studies
Research Paper Series 9/2011, 738-739.
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yrnorpebom online OecruiatHux codTBepa 3a KM3MEHY W/WIM aHOHUMH3Hpame |P

anpece’®), kao W campikaja KOMyHHKAIHja Koje ocTBapyje (HIIp. eHKpHIIAjOM >

), 1a
IOCTaHE ,,HEBHUIJbMB, HENOCTYNAaH M MHOTO TeXe My ce Moxe yhu y Tpar Hero
w3BpIIHONEMA Y (rsiakoM cBery*“ !, OcuM Tora, Kako je VIHTepHEeT CTPYKTYHpaH Kao
OTBOpEHa MpEKHA MHPPACTPYKTypa 3aCHOBaHA Ha JUTUTAIM30BAHOM IPEICTABIbAKY
nojiataka, M3BPIIWJIAIl MOXE Jia, y3 Malile TPOLIKOBE MAaHUIYJHINE ToAanuma, 0e3
yMameIha FHXOBOr KBAlMTETa, KA0 M Ja HMX MeHma 0e3 BHIBHBHX TparoBa ™,
KomOnnammja noMeHyTrx KapakTepucTika MHTepHeTa 1 caBpeMeHUX HHPOPMAIMOHNX
TEXHOJIOTHja YCJIOBUIIA j€ MPAHCHAYUOHANHY U OUHAMUYHY NPUPOOY BUCOKOMEXHOULKOS
KpUMUHAIAQ TITO TPEACTaBJba OCHOBHH H3a30B Yy CYINPOTCTaBJbalby OBOM OOJHKY
KpUMHUHAJA.

Kao Haj3HauajHMju HM3a30BM y BE3M Ca OTKPHUBAKEM JIeJIa BHCOKOTEXHOJIOIIKOT
KpUMHUHAJIa ca KojuMa ce cyouaBa moiumuja y CpOuju mory ce HaBecTH cienehu:
Heyckilal)eHOCT mpaBHE perysjaTuBe ca CaBpEMEHUM OOJHMIIMMA M3BPINCHA KPUBHYHUX
Jie7la;  HENOBOJbHA TEXHWYKA ONPEMJBEHOCT U OCIIOCOOJHEHOCT — OJIMIH]CKHX
cykOeHHKa Be3aHa 3a OTKPHBAmbEe W3BpLIMIALA y online OKpYXemY; HEIOCTaTaK
orepanroHaTHUX 00yKa Koje Ou oMmoryhwiie fa MOMUIM]CKH CITY)KOCHUIN KOju ce OaBe
CIpeYaBamEM BHUCOKOTEXHOJIOUIKOT KPHUMHUHAIA Oy1y JOBOJFHO OOYYEHHM M TEXHHYKH
ONPEMJbCHU 3a BPIICHE OBUX 3aJaTaka; IMOTEHIKOhe Yy OTKpUBamby H3BpIIMIAIA
KPUBUYHHX JIeIa KOjU KOpHCTE JakHe uaeHTuTere y online okpyxkemy, moceOHO Kaaa
ce y 003up y3Me UMIbEHUIIA J1a je Y BEIIMKOM Opojy ciaydajeBa Mel)yHapoaHa NOIUIH]jCKa
capalma Jiolla, a Ja y HeKHMMa 4YaKk ¥ He TOCTOjH; MmoTelikohe y OTKpHBamy TadyHe
JIOKAI[Mje M3BPIICHa KPUBUYHOT Jelia, TIOIITO CE OBa KPUBUYHA JeTia BPIIE ca MHOTHX
MecTa IIMPOM CBETa, a y BEIMKOM Opojy cilydajeBa H3BPLIMOIM KPHUBUYHUX Jejia

KOPHCTE MPEKe Ca jABHIM TIPHCTYIIOM ",

192 Bupern mHa npumep: http://online-anonymizer.com/. Oeu nporpamu u3BpuHonuMa omoryhasajy

aHOHMMHO Cllalb€ EJIEKTPOHCKUX TMOpyKa, 0e3 ocTaBjbama Tpara o mpasoj IP aapecu wuzBpmmorna
KpUBUYHOT JieNia, Ha Taj HaYMH MTO ce Ienokynan MuTepHeT caobpahaj mpema oxapehenum HMHTEpHET
azpecaMa W CTpaHWIIaMa OCTBapyje MPEeKO CepBHCa KOju, MOTOM, Kao Tpar ocTaBiba cBojy IP aapecy, a
ajpeca NpaBoT KOPHCHUKA CE HAJla3u Ha CEpPBEPY OBUX CepBHCa.

193 Buneru ma mpumep: hitp://www.encryptedcommunications.com/.

1% N.K. Katyal, ,,Criminal Law in Cyberspace*, University of Pennsylvania Law Review 4/2001, 1042.

1% A. Kamal, The Law of Cyber-Space: An Invitation to the Table of Negotiations, United Nations
Institute for Training and Research, New York 2005, 26.

196 B, Vpouresnh, 3. Ueanosuh, C. Vipauos, Mayu y World Wide Web-y: u3a306u 8ucokomexHoiouwrkoz
kpumunana, Eternal mix, beorpanx 2012, 105-106.
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Hecnopao je na je 3a cTBapame MpaBHOTI OKBHpPA, a[JJ€KBATHOT 32 CYINPOTCTABIJbAHE
JeuMa BHCOKOTEXHOJIOMIKOT KpUMHUHAJA, MOTPeOHO oapeade KPUBUYHOT MPOLIECHOT
npaBa, KOje C€ OJHOCE Ha OTKPHBAWkEe M JIOKa3WBamkhEe OBUX KPUBUYHHX Jelia,
NPUJIATOUTH TIOMEHYTHM CHEIM(PUIYHOCTHMA OKPYXKEHha y KOM C€ palibe M3BpPIICHA
npexysumajy'’’. Omnepaimje y OKBHPY padyHAapCKHX CHCTEMa M MPEkKa KapaKTepHIIe
onpeheHa HemocTojaHOCT M Op3 MPOTOK IMOAaTraka KOju BeoMma Jako, Op30 u
OeCIOBpaTHO MOT'Y OUTH M3MEH-EHU, TPUKPUBEHH WM M30pHCaHU, T1a je 3a CIIPOBOlCHE
panmu pajd TpoHalaxema W o0e30ehema noka3a MoTpeOHO Ja HAMIC)KHU OpraHH
romema uMajy nocebna omiamhema. Mehyrtum, cTBapHa, eeKkTUBHA MPHMEHA TUX
oBianihema Ha OCHOBY oOJiroBapajyhux mpoiecHux ojapemada szaxmesa NpemxooHO
ucnyremwe 06e npemnocmaske ¥Koje TPOMCTUYY M3 OCHOBHUX KapaKTEPUCTHKA
BHUCOKOTEXHOJIOIIKOT KPHUMHHAJIA, a KOje Ce OJHOCE Ha Mmocyfinocm W cnocobnocm
HQUIOKHUX OpraHa Ja I[IOCTylle 10 TponucanuM oiamhemnma. Haume,
MPAHCHAYUOHANHA Npupooa KUOEp TPOCTOpa YClo8bAdsd peuasarbe NUmared
HaonedxcHocmu 3a TIpely3uMame pafbh OTKPUBAMKba, & 0CHOCOO/bEHOCH HAOJIeHCHUX
opeana 3a cyouasare ca OUHAMUYHOM MEXHOIOUWKOM KOMNOHEHMOM OBOT OOJHKa
KpUMHHAJIA IPEJICTaB/ba HEONXO/IaH eJIEMEHT HHXOBOT €(hMKACHOT pearoBama.

Jakme, ocMM IITO Ce€ MPONKHCHBAKEM OBJIAlINEha IMOCTaBU MPaBHU OKBUP 3a
CYIIPOTCTaBJbaE, MPETXOAHO MUTAE j€ J1a TN HAIJIC)KHU OpPraHu MOTY (HaIJIeKHOCT)
U 1a a1 ymejy (ocmocoOJbeHOoCT/criennjanu3aiyja) 1a npeay3mMy noTpedHe pajame 3a

OTKPUBAKC U JOKA3UBAKE €JIa BUCOKOTCXHOJJIOUIKOT KpUMUHAJIA.

1. HAJIEXKHOCT 3A JIOKA3NBAIE
JAEJIA BUCOKOTEXHOJIOIIKOI' KPUMUWHAIJIA

VY ckiagy ca NPUHIUIOM jJeHAKOCTH CyBEpEHUTETa Jp)KaBa yTBphHEeHUX y uil. 2.
[ToBesbe YjenumeHux HalMja, HAAJIEKHOCT ApHKaBE je OrpaHUYeHA HAa leHY TEPUTOPH]Y
¥ CTAHOBHHIITBO™°, IITO 3HAYM [a JAp/KaBa MMa MPAaBO Ja BPIIM BIACT TAKO LITO: a)
CYBEpeHO ypehyje yHyTpallmhe 0JJHOCE NMPOMUCHBAKbEM MPAaBHUX HOPMHU, 0) Y CYICKUM

U TMOCTYNIMMa Mpeja JPYruM Ap>KaBHUM opraHuMa yTBplyje OATrOBOPHOCT ajapecara

Y Pamme HammexHHX oOpraHa Koje ce NpeIy3MMajy paaM OTKPHBAKA M IOKA3MBaa Jela

BHCOKOTEXHOJIOIIKOT KpUMHHAJA peaMeT ¢y Tpeher nena pazaa.
198 Charter of United Nations, http://www.un.org/en/documents/charter/ .
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MpPaBHUX HOPMHU 33 HEMOCTyNamke MO0 WCTUM, M B) NPUMEHY]y IMpaBHE HOpME U
CaHKIIMOHHILE TMpaBHE CyOjeKTe KOjU HE MOCTYMAjy y CKJIaay YTBphHEHUM IMpaBHUM
HopMaMa™. OCHM IUTO COICTBEHMM IpOIHCHMA ypehyje yHyTpauime oqHoce (paimbe
Mpeay3eTe Ha I11eJ10] WU JIeNy HEeHE TEePUTOpHje, MpaBHU I0JIOXKA] JIIA HA HHEHO]
TEPUTOPHJH U 3AINTUTY CBOJUX W HHTEpECca HCHHUX JpKaBjbaHA), MOXKE C€ MOCTABUTHU
NUTAkE 0d U U Y KOJUM CYy4ajesuma opicasa mModce a paad 3allTHTE CONCTBEHUX
UHTEpEeCca U MHTEpeca HEHUX IPXKABJbaHA MPOWUPU HAOLEHCHOCH HA padie Koje cy
npedyzeme 6aH cGoje mepumopuje, alld KOje TPOU3BOJE JICjCTBO y OKBUPY HEHUX
rpanuna. C THM y Be3U je U MHUTAWkE 0a Jau U ) KoM 0bumy opacasa modxce oa ypehyje
oonoce y kubep npocmopy (xkoju Gopmupajy MHTEpHET Kao CBOjeBpPCHA padyHapcKa
Mpeka Ha IJI00aTHOM HUBOY M ca UM MOBe3aHe WH(OPMALMOHE TEXHOJIOTH]E) a KOjU
[peBA3HIIA3H IPAHNUILIC CYBEPEHHX ApiKaBa’ ..

Jla Ou ce mpoHAmao OATOBOp HA TMHUTAmkE Ja JU CE IOMEHYTa IpaBWIa MOTY
MPUMECHHUTH U Ha KPUBUYHA JIelIa YHje pajbe ce Mpeay3ere y Kuoep mpocTopy, OTHOCHO
nma s HWHrepHer wu rmiobanuzanuja ynotpede UHGOPMAlMOHMX TEXHOJOTHja
NpEe/ICTaBIbajy MpaBe KOHIENTYaTHEe M3a30BE MO0 TEPUTOPHUjATHU CYBEPECHUTET JIpKaBa,

HOTPEOHO je carjiefaT OHTOJIONIKE KapaKTePUCTHKE KHOep MmpocTopa.

1.1. Baxxemwe npaBa y kudep npoctopy

Kubep npocmop xao rno0aniHu MeAHjyM 3a KOMYHHKAIH]y jé pauyyHapcKa Mpexka
MOjeIMHAYHUX pPAuyyHAPCKUX Mpexka 3a EJeKTPOHCKY KOMYyHHKaiujy (mehycoOHo
MOBE3aHUX YCBajameM OJIpe)eHHX MPOTOKOJIa YuMe je oMoryheH mpeHoc na@opMmariinja)
U Kao maxae, Hema gusuuke oxgupe, el npeocmasba UpmMyenHo oKpystcerbe y KoM He
MOCTOjU IICHTPAIM30BAHO YIIpaBJbamkbe, HETO (DYHKIIMOHUIIE HAa JIOTHYKHM, a HE Ha
reorpadcKum HpI/IHHI/IHI/IMaZOl. WNnak, BUpPTyelTHOM OKpyXewmy KuOep mpocropa ce

MPUCTYIA TPEKO padyyHApCKOT XapjBepa, KOju j€ JouupaH y (U3HYKOM CBETY, U

199 Pasmukyjy ce Tpu emeMeHTa HAIIEKHOCTH CyBepeHe aApxkase: ,jurisdiction to prescribe®, | jurisdiction
to adjudicate” u ,.jurisdiction to enforce“. Bume o Tome, S. Brenner, “Cybercrime jurisdiction”, Crime,
Law and Social Change 46/2006, 189-206.

2% G. Quirchmayr, ,,Internet, WWW and beyond*, Information Technology and Lawyers 1/2006, 140.
Ucro: D. Hunter, ,,Cyberspace as place and the Tragedy of the Digital Anticommons®, California Law
Review 2/2003, 440.

21 T Berg, ,,The Impact of the Internet on state power to enforce the law*, Brigham Young University
Law Review 4/2000, 1310.
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copTBepa KOjU BHPTYEITHH CBET TpaHCHOPMHUINE Yy peallaH CBET BHJIJbUB
KOPHCHHIIAMA 2, y OKBHPY KOT' C& MOTY PA3JIMKOBATH OIEpalije Koje HeMajy HUKAKaB
edekaT Ha PU3MYKH CBET U KOje TO uMajy. O MUIIJbEHA J1a TPOIMCH TEPUTOPH]AITHO
CYBEpEHHUX JipJkaBa HUCY mojiecHu aa ypehyjy UatepHer (¢ 003upoM Ha ayTOHOMHOCT U
JICLICHTPAIIN30BAHOCT MpPEXe "), PEKO CTaBa Ja je MOTPEGHO CTBAPAEHE PEryIaTOPHOT
MEXaHH3Ma Pajil CIPEeYaBarba IITCTHHX aKTHBHOCTH KOPHCHHKA’ . ¥ 3aIUTHTE , KHOEp-

«205

c1000ma“"", Te la aKTUBHOCTH y OKBHUpY KuOep mpoctopa Tpeba na Oyay mpeamer

peryiucama y NpONHCHMAa CBHX Jp)KaBa HAa 4YHjOj TEPUTOPUJU EICKTPOHCKE
- 206
KOMYHHUKAIFje MOTY MpOHW3BECTH oxapeheHe edexre”  , ypehewe oonoca y Kubep

npocmopy u ynpaemare Humepnemom je axmyenno numarbe Y  HAYYHOJ

207 208

aumepamypu® . Tlonasehn on makcume ,,kox je 3akon™ (code is law)™" mpodecopa

Jlecura, HajyTHIIAjHHjET TeopeTndapa kubep mpasa (Cyber law), ocHoBHa Hieja OBUX

npoydYaBama je pasMarpame Ha KOjU Ha4MH IPaBO KOje CTBapajy JpKaBe W IpaBHIa

. 2
padyHapcKor KoJa MOTy 3ajeIHUYKU PEerysincaTH BUPTYEIHHM CBET KuOep mpocropa 09,

Y ToM cmuciy, Buie cyGjekara ypelyjy akTuBHOCTH Ha MHTepHETY: KOPHCHAIH ' I

22 ¢ Atchison, »Emerging Styles of Social Control on Internet: Justice denied*, Humanities, Social
Sciences and Law, Critical Criminology 1-2/2000, 88.

203y Jlexmapaumjn o HesaBHCHOCTH Kubep mpoctopa (A Declaration of the Independence of Cyberspace)
ycBojeHoj 1996. ronmuHe OWi0 je HaBemeHO na KuOep MPOCTOp TMPEICTaBJba IMOTIIYHO OIBOjEH CBET OJ
(usnuKor cBera (M TEPUTOPHjATHUX OKBUPA JPXKABE) U Ja HHTEPBEHIIH]E Ip)KaBe HHUCY JA00poIoILIe, jep
OHE HEMAjy HAJJIEXKHOCT y OBOM OKpyXkerwy. MHoru on kpearopa WHTepHeTa Cy BepoBaid Ja ce
r106aIHOM MPEXKOM MOKE yIPaBbaTH HEPOPMAITHO KPO3 KOHCEH3yC u3Mel)y uHkemepa nHpOopManoHe
TEXHOJIOTHje, TPe HEero mpaBmiMMa Koje Ou Hamerana apkaBa. HaBemeno mpema: O. Kerr, ,,Enforcing
Law Online*, The University of Chicago Law review 2/2007, 746.

204 M. Williams, ,,Policing and Cybersociety: The Maturation of Regulation within an Online
Community*, Policing & Society 1/ 2007, 71.

205 N. Strossen, ,,Cybercrime v. Cyberliberties, International journal of Law, Computers and Technology
1/2000, 15-16; VYmop. D. Wall, ,Introduction to Cybercrime, Cyberspeech and Cyberliberties®,
International journal of Law, Computers and Technology 1/2000, 6.

206 G. Zekos, ,,State Cyberspace Jurisdiction and Personal Cyberspace Jurisdiction®, International Journal
of Law and Information Technology 1/2005, 4.

27 0 tome Buume, R. Spinello, Regulating Cyberspace: The Policies and Technologies of Control,
Praeger ,Westport 2002, 15-18; S. Drucker, Gumpert G., Real law @ virtual space : communication
regulation in cyberspace, Cresskill, NJ: Hampton Press, Hampton 2005; M.L. Mueller, Networks and
States: the Global Politics of Internet Governance, MIT Press, Cambridge 2010, 127-159; C.T. Marsden,
Internet Co-Regulation: European Law, Regulatory Governance and Legitimacy in Cyberspace,
Cambridge University Press, Cambridge 2011, 46-48;

208 |, Lessig, Code and Other Laws Of Cyberspace, 1999. Hasezeno npema: T. Schulz, ,,Carving up the
Internet: Jurisdiction, Legal Orders, and the Private/Public International Law Interface®, The European
Journal of International Law 4/2008, 805.

209 [IpaBo MHTepHeTa Kao HOBa MpaBHA JUCLUIUIMHA NpoydaBa Mely3aBucHOCT M MehyTunaje npasuia
Kopa, TpxuiuTa U peryiaatuse apxase. Buie o Tome, Rustad, op.cit, 27-49.

% Byme o Tome, M. Rustad, ,,Private Enforcement Of Cybercrime on the Electronic Frontier*, Southern
California Interdisciplinary Law Journal 11/2001, 68; M. Shah, ,,The Case for a Statutory Suppression
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HPYXKaOIM yCIyra MpeXHe CTpyKType (Ipeko yioBa kopuinhemha yciryra Kao cCacTaBHOT
Jena  yroBopa ca KOpHCHMIMMA)', omebera 3a HMH(POPMAIMOHY Oe306eXHOCT
KOMITaHHja, HeBJaauHe opranusanuje (kao ump. Internet Watch Foundation: IWF) u
npxaa’’?,

Perynmucame onHOca y KuOep mpocTopy Of CTpaHe JpiKaBe ce Oriea y JOHOUICHY
BUIIIC BPCTA MPOMKCA U3 PAa3HHX IpaHa MMpaBa, ajlk je 3a MPEIMET paaa PEICBaHTHO
NUTakhe pearoBarba Ha IITETHE M HEJ03BOJbEHE aKTUBHOCTH. OCHM HaJICKHOCTH
JpKaBe J1a PEIPECUBHO JeiTyje MOBOJAOM KPHUBHYHUX Jeja Yy KHOEp MPOCTOpPY, MOCTOjH
TCHJICHIMja JpP)KaBHE KOHTPOJEC aKTUBHOCTH Ha VHTepHETY Koja ce mpaBja
npeBeHIjoM 0e30eHOCHUX pH3HMKa, Mel)y KojuMa y MOJUTHYKOj areHId Jp)kKaBa Ha

213
ria00aaHOM HHUBOY HApOYUTO HCTHYC BHUCOKOTCXHOJIIOIIKU KpUMHHAI

. IIpu Ttome,
nocroju 0Oojazan nma Ou ,,00p6a“ MPOTHB BUCOKOTEXHOJOIIKOT KpPHUMHHAa MOTJa
€poaMpaTH KOHIIETIT OTBOPEHOCTH Ha KOM ce VMIHTepHeT 3aCHMBAa M YTPO3HUTH IpaBa H
cioboze y kubep mpocropy” .

be3 003upa Ha M3HETEe CTaBOBe, MOTPEOHO je MMATH Ha yMy Jla KOH(Urypaiuja
WuTrepHera cTBapa JBa ceTa OKOJHOCTH: jeJaH 3aCHOBAaH Ha (M3WYKOj a OPYyrd Ha
BUPTYEIJIHO] PEATHOCTH, A Ce MOXKE YOUYHMTH T3B. mpobiem nepcnektuse (problem of

perspective?’®

). [la Ou ce mpaBo MPUMEHWIIO Ha YHHCHUIIE, IOTPEOHO je BOAUTH padyHa
Jla I Ce YMIbEHUIIC TIOCMATPajy: a) U3 MepCHeKTHBe (QU3NYKE CTBApHOCTH — MIHTEpHET

CC IMoCMaTpa Kao MpeE)Ka padyyHapa KOjI/I Cy JIOOUpaHu y pa3JIMdIuTUM ACJIOBHUMA CBETA

Remedy to Regulate Illegal Private Party Searches in Cyberspace, Columbia Law Review 1/2005, 250-
278.

2! Bymre tome Bux: S. Stalla-Bourdillon, ,,Chilling ISPs. when private regulators act without adequate
public framework®, Computer Law and security Review 26/2010, 294, S. Stalla-Bourdillon, ,,The flip side
of ISP’s liability regimes: The ambiguous protection of fundamental rights and liberties in private digital
spaces”, Computer Law & Security Review 5/2010, 499; Y. Akdeniz, ,,New Privacy Concerns: ISPs,
Crime Prevention and Consumers' Rights,* Journal of Law, Computers and Technology 1/2001, 55-61.
22 D, Wall, ,Policing Cybercrimes: Situating the Public Police in Networks of Security within
Cyberspace®, Police Practice and Research 2/2007, 189. Ymop. Bryant, Bryan, op.cit, 84-89.

283 A. Zavrsnik, ,,Towards an overregulated cyberspace: criminal law perspective, Masaryk University
Law and Technology journal 2/2010, 174. O eBonyuuju pa3Boja KOHTpOJIE ApkaBe Haj MHTepHETOM
sua W. Murdoch, “The Evolution of Legal Regulation of the Internet to Address Terrorism and Other
Crimes”, The Journal of South African Law 1/2007, 495.

24 O pusuKy 1a ApXKaBHA KOHTPOIA aKTHBHOCTH Ha MIHTEPHETY yrpo3u OCHOBHE BPEIHOCTH CaBPEMEHOT
apywrea Bugu P. De Filippi, L. Belli, ,Law of the Cloud v Law of the Land: Challenges and
Opportunities for Innovation“, European Journal for Law and Technology 2/2012, 14. Ocum motpebe
3aIUTUTE TapaHTOBAaHHMX JbYICKHX MpaBa M y KuOep MpoCTOpy, yKasaid OMCMO Ha 3adeTak ,,HOBOI*
JbYJICKOT TIpaBa y BE3W Ca BUPTYCIHHUM OKPYXKEHEM, a To je mpaBo Ha npuctyn MurepHety. Buau P. De
Hert, D. Kloza, ,Internet (access) as a new fundamental right. Inflating the current rights framework?“,
European Journal of Law and Technology 3/2012, 5.

25 0. Kerr, ,, The problem of perspective in Internet Law, Georgetown Law Journal 2/2003, 359.
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MPEeKo XxapJBepa KOjH IMajbe, CKIATUINTA W TpPHUMa KOMYHHKAIMje YIOTpeOoM
CTaHJApAHUX TPOTOKOJIA, a KOjU C€ Haja3M Ha TEPUTOPHjH JpkaBe (EeKcTepHa
NEPCIeKTHBA), WK 0) U3 nepcrnektuBe MHTEepHeTa - HTEpHET NpeacTaBiba qpyKaBHUM
rpaHuiiaMa HeoMelheH TPOCTOp y KOM TIOCTOjU MOTYhHOCT TpHUKpHBama CTBapHE
JoKaluje, Kao W JoKamuje padyHapa wusmeHoM IP anpeca m cnuyHO (MHTEpHA
nepcnekTuBa). [locmarpajyhu MHTEepHET M3 MHTEPHE MEPCIIEKTUBE, TOjEeANHIN 3aUCTa
KOMYHHIIMPA]y Y OKBHPY BUPTYEITHOT KHOEp MpoCTOpa, ajlH CIoJba IiieJaHo (eKcTepHa
NEPCICKTHBA) OHU CE€ YBEK Halla3e Ha TEPUTOPHU)U HEKE JpXKaBe, jep ,,HUCY EIEKTPOHCKA

« 216 .
. Y mom cmucny xubep npocmop nuje

6uha Koja OCTOj€ y ENIEKTPOHCKOM OKPYKEHY!
0080jeH 00 peannoz céema, He MOJiCe ce NOCMAMpPamu 0080jeHO 00 MEPUMOPUATHOZ
cyeepenumema dpafcaea u cmoea He nocmoju nompe6a 3a cmeaparbeém HeKux nocebnux

npuryuna 3a ymgp}jueafbe Hadﬂewﬂocmu, me pecyiucarbe aKknueHocmu KOpuCHUKdaA.

1.2. IlpoGnemu y Be3u ca HaAJIKHOIINY 32 J1eJ1a BUCOKOTEXHOJIOUIKOT KpUMUHAIIA

Jla 61 ce pazymeo npoOiieM y Be3u ca HajajexHolIhy 3a Jiejla BUCOKOTEXHOJOLIKOT
KpUMHHAIA, TOTPeOHO je  HampaBUTH  pasnuky u3mehy  ,JIOKaTHHUX® W
,» TPAHCHAIMOHAIIHUX* KPUBUYHUX nema®t’. y CIIy4ajy ,,JJOKaTHUX KPUBUYHUX JIEJIa,
YYMHWIAIl YHNOTpeOOM paudyHapa BpIIM Hamaj Ha padyHap KOjU C€ Hajla3u Ha
TEPUTOPUJU HCTE JIp)KaBe, Ma Ce OBa CHUTyallHja OJl palbH ,,TPATUIMOHATHUX
KPUBUYHHUX Jela pa3jiMKyje caMo [0 TOME HITO je KuOep MpocTop MCKopHIIheH Kao
OKpYKEH€ 3a U3BpIIeHe paame. [Ipumepa paan, m3Bpmmial kprehu Mepe 3amTuTe
HeoBJamheHo MPUCTYIH padyHapy KOjU ce HaJla3! y MCTOj ApKaBh. [lpyry rpymy 4uHe
KpPUBHYHA JieJla ca MPEKOrPaHUYHOM JTUMEH3HM]OM Yy K0jOj ce M3BpLIWiIal U omreheHn
W/WIN pauyHApCKU CHUCTEM KOjU je 00jeKT/CpeiCcTBO Hamaja Haja3ze Ha TepUTOPUjU
Pa3IMYUTHX JIp’KaBa, OJHOCHO KOJI KOJHX CE€ MECTO Mpeay3uMama paambe H3BPIICHA U
HacTylama MOCIeNIe Halla3e y PasIMuuTUM ApkaBaMa. [Ipumepa panu, u3Bpmian y
JpXaBu A MCKOPUCTH padyHap y ApxkaBu b na masbe MejiaoBe Koju cy MHOUIMpaHU

pavyyHapCKUM BHPYCOM Ha aYTOMATCKU TCHECPHUCAHC aApCCC CICKTPOHCKEC IIOUITEC

216 C. Atchison, ,,The Internet and the State: Instrument of Social Control or Subversive Technology*,
Humanities, Social Sciences and Law, Critical Criminology 1-2/2000, 167.

217 Brenner, J. Schwerha, “Introduction—Cybercrime: A Note on International Issues”, Information
Systems Frontiers 2/2004, 112.
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JUIMMa KOja ce Haja3e Ha TepuTopHuju ApxkaBa B u ' paau npukymbama JTO3UHKH 32
npuctyn, nomohy Kojux BpuiM Tpancdep HOBIA 3a OaHKapCKUX padyHa omTeheHux
JIUIIa Ha pavyyH KOJH je OTBOpEH y aApaBu J[. Y Be3u ca HaBeIeHUM MPUMEPOM, jaCHO je
KOJIMKO j€ BaKHO, a U3Yy3€THO CJIOXKEHO MUTame oJpehruBama HaAJICKHOCTH JIp>KaBe Ja
WHKPUMUHHIIE opeheHe paame Mpeay3eTe Y OKBUPY KUOEp MPOCTOpa U CAHKIIMOHUIIIE
VUUHUOIIE TUX paambu MPUMEHOM ojpenada pomaher KpUBHYHOT MpaBa, a paad
OTKpHBama U JOKa3UBama Jieja.

Melhy koMIoHeHTama Ip>KaBHOT CyBEpEHUTETa Cy pempecuBHa BIAcT JpkaBe (y
BUJy OBJamhema JApkaBe Ja oApeheHo aHTHAPYIITBEHO MOHAIIAKhe NHKPUMUHUIIIE KA0
KPUBUYHO JIEJIO U HA UCTO pearyje KpUBUYHOM CAHKIIMjOM) U jypucaukanuja (y cMHCTY
oBianthema Cy/oBa jeHe Jp:kaBe Ja mpuMemnyjyhu nomahe 3akone peie onapeheny
KpUBHYHY CTBap)”". Y MOIIedy KPUBHYHOTL IPABa, [IUTAHE KPHBIHYHO 3aKOHOIABCTBO
KOje Jp)KaBe ce MpUMerbyje Y KOHKPETHOM CIIy4dajy peutasa ce npasuiuma npocmopHoe
8adxcera KpusU4HO2 3aKOHOOA8CMAA, TTO 3aBUCH OJ] HauWHa onpehuBama mra ce
noJipa3ymMeBa MOJl MeCmoM U3epuierba KpusuyHoe oOenda. YTBphuBame MecTa je o
HApOYMTOT 3Ha4yaja KOJ| KPUBUYHUX JieNia KOJ KOJUX j€ pajmba U3BpIICHA MMPpeay3eTa Ha
JEAHOM MecTy, a IOCIeAMIIa HACTyNHJIa Ha JAPYroM MeCTy (AMCTaHIIMOHA KPUBHUYHA
JieNia), KakBa Cy y BEIIMKOM Opojy ciydajeBa jejia BUCOKOTEXHOJIOIIKOT KpUMHUHAIIA.
[TocToje Tpu mpuCTyna y pelraBama MUTamka MTa ¢ cMarpa IMOJ MECTOM H3BPIICHA
KPUBUYHOT JieJla: Teopuja JeNaTHOCTU (peleBaHTHO j€ MECTO H3BpIICHA pPalmbe
KPUBUYHOT JIeNia), TEOpHja mocieauile (peJeBaHTHO je MECTO HacTyMama MOCIeAnIia) 1
TEOpHja jeIWHCTBA, OJHOCHO YOMKBUTETa (MECTOM H3BpIIEHA CMaTpa CE€ M MECTO
M3BPIICHA Pajbe KPUBHUYHOT Je1a M MECTO HACTYIAma IocIexnua) . [Ipiuxpararme
MoCNeAmher MPUCTYNa UMa 3a TOCTEANIlY /1a C€ Y KOHKPETHOM CIIy4ajeBy BHIIE MecCTa
MO’K€ CMaTpaTH MECTOM H3BpILIEHA KPUBHYHOT Jelia — YKOJHMKO je BHUIIE aKkaTa KOjH
YUHE Palliby U3BPIICHA MPEIy3eTO HAa PA3IMYUTHM MECTHMA WIH je, TaK, MOCIIeaua
HACTYIWJIa Ha HEKOJUKO pa3inuuTux Mecta. OBaj mpobiieM ce MOXKe JaBUTH HapUYUTO
KOJ IUCTAaHIIMOHUX KPUBUYHUX JeJa, KOJ KOJUX j& paama Ipeay3eTa y jeTHOM MeCTy, a

nociacauina je HaCTyluJia Ha APYromM MCCTY. PemaBame oBor murama je o1 moceoHor

28 1. Panynosuh, Kpusuuno npoyecro npaso, llonropuna 2002, 53.

29y Kpusnunom 3axonnky PC npuxpahena je Teopuja yOMKBHTETa, Ila CE KA0 MECTO H3BPIICHA
KPHMBUYHOT JIeJla CMaTpa Kako OHO MECTO T je Mpeiy3eTa (WM MPOMyIITeHa) pajiba, TAKO U MECTO TIe
je y IeTuHH WU ISTUMHUYHO TMocieauna Hactynwmia (d4iad 17. ctas 1).
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3Ha4yaja KoJ JUCTAaHIIMOHMX KPUBUYHUX JeJla YIMIeHUX MyTeM MHTepHeTa, na 4ak u y
HOTJIEly JAETaTHOCTUX KPUBHYHHUX Jena (YKOJIMKO C€ paamboM KPUBHYHOT JeNa
YUMIbEHUX Ha Taj HAYMH 00yXBaTe M Pajmmbe KOje y JeTHOM TEXHHYKOM CMHCILY YHHE
HCJ‘II/IHy)ZZO.

KpuBHUYHO MpOIIECHO IPaBO HEMA YHHUBEP3AJIHY BPEAHOCT M HE BaXXH HEOTPAHUYCHO,
HEro MMa CBOjy IpUMEHY M Baxu y oapeheHoM BpeMeHy Ha ofpel)eHoj Tepuropuju y

oxHocy Ha oxpeljeHa imma u y mormesy oxpeljeHnx mpeamera’st

OBakBO MpaBo
BpILICHA BIACTH C€ MPAOUYUOHATIHO 6e3yje 3a mepumopujy omeheny ymephenum
epanuyama Opxcage y OKBUPY KOje IpkaBa CyBepeHO mpeaBul)a KpUBHYHA Jella H
CaHKIIMje 3a Ta JieJa, BOJU KPUBUYHH MOCTYIIAK MIPOTHUB JIMIA paau yTBphuBama aa iu
Cy YYMHWIA KPHBHYHO JI€JI0 M HM3pUYE KPHBHYHE CaHKIMje YTBpheHe mpornucuma
KPUBHYHOT 11paBa’>%. OTyja ApKaBa, [0 IPaBHILY, HE MOXE 1a IPOIACY]e U IPUMEHYje
IpaBHE HOPME KPHBHYHOI MAaTEPUjaTHOT M TPOLECHOI IpaBa Ha paame Koje Cy
W3BpIIIEHE HA TEPUTOPHJH APYyre CyBEpeHE JApiKaBe. 3a MPOCTOPHO BAXKEHE y OCHOBH
BOXH MEPUMOPUJATHY NPUHYUN, TITO TIOJAPa3yMeBa Jia c€ Y KPUBUYHHM TOCTYIIIMMA
KOjU Ce BOJE HAa TEPUTOpHUjE jeIHE Np’KaBe MpHUMEmYje nomMahe KpUBUYHO MPOILECHO
npaBo, 0e3 o03upa Ha TO KO je yYMHWIALl KPUBUYHOT neia (momahm aprkaBbaHWH,
CTpaHall Wiy Juie 0e3 IpKaB/hbaHCTBA), TJE je IeJ0 YUumbeHo (Ha gomahoj Teputopuju

3

WIH y HMHOCTPAHCTBY) M TIpeMa KOME je yT-II/IH)eHOZZ. [Ipumena oBoOr mnpuHUMIIA

noJapasymeBa, Takohe, Ja ce y TOCTYNKY mped JgoMahuM cyloBUMa HE MOTyY
OpUMEHUBATH CTPAaHW MPONUCH HUTU Ja CTpaHH OpraHd MOTy Ipeny3uMaTH

KPUBUYHOIIPOLIECHE paJibe Ha JoMahoj TepHToijH224.

203 Crojanosuh, Kpusuuno npago, Onwime Oeo, TBajieceT Apyro uzname, beorpan 2015, 226.

?2! |bidem.

222 TJocTymuy 3a yTBphUBambe OATOBOPHOCTH 33 HENOCTYNAE MO NPOIHCHMA jeIHE IPKaBE MOTY Ce
BOJIMTH CaMo MPOTHUB JIMIA KOje je MPUCYTHO, OAHOCHO MMa MPEeOUBAUILTE WK OOpaBHUIITE WK 00aBba
MIOCJIOBHE aKTHMBHOCTH Ha TEPUTOPHUjHU ApKaBe, a y MOIJIeAy PaJibu Npely3eTUX BaH TEPUTOPHjE IpiKaBe
caMo YKOJIMKO je JIUIE Jp)KaBJbaHHH, WK j€ pajiiba MMa 3HadyajaH, JUpeKTaH edekar y OKBUPY IpaHHIa
JpXKaBe.

2 Hanme, cBaka ApXaBa TEXH 1a HEHO 3aKOHOJABCTBO OyJe NPHMEHEHO YKOIMKO 33 TO IOCTOje
oJpeleHn MHTepecH, a Taj MHTEpEeC IOCTOJH HE CaMo KaJia jé KPUBHYHO JIEJIO M3BPIICHO Ha mepumopuju
JpKaBe, HEro M KaJia je JIeJ0 M3BPIICHO Y MHOCTPAHCTBY a YUMHWIIAL j€ FbeH Opiicas/banut VI JEJ0
YUUILEHO NPOMUE MeHUX UHMepeca U HeHUX Opicaensand, 0K y oapeheHHM ciaydajeBUMa IOCTOjU
omwumu uHmepec CBUX JpXaBa J1a M3BPIIMOLM OJpeeHMX KPHBHYHHUX Jiesla HEe M30erHy KpUBUUYHY
CaHKIIH]y.

224 OBakBa TpPHMEHa KPHBHYHOINPOLECHOr 3aKOHA MPOM3IA3M M3 TPHHIIIIA IPKABHOT CyBEPEHHTETA,
mpemMa KOM JIp’KaBHa BIIACT HAa CBOjOj TEPUTOPHjU HE MOXKE OWTH OTpaHWYaBaHA 3aKOHMMA M aKTHMa
Ipyrux apkasa. VckipyumBa mpuMeHa gomaher KpUBHYHOT IPOLIECHOT TpaBa je o0aBe3Ha, HE caMoO y
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Jlaxie, 3a MpUMEHY TEPUTOPH]jATHOT MPUHITUIIA BKHO MUTAKE je oApehuBame mTa
ce TOJA OpXHCABHOM Mmepumopujom YOHIITe cMmarpa. JpKaBHa TEpUTOpHja CE MOXKeE
CXBAaTUTH Kao MPOCTOp ojapeheH npkaBHUM TIpaHUIlAMa, a YHHE Ta Je0 TOBPIIUHE
3eMJbE W OAroBapajyhu mojac Mopa (00aJlHO MOpe), ca MpHUIaaajyhum JaeIoM moa3emsba
M Ba3IyLIHOI [POCTOpPA W3HAJ CyBO3GMHE M BOICHE MOBpIIMHE 2. O NpHHIKIA
TEPUTOPHjaTHOT Bakelha KPUBUYHOI TMpOLECHOr mpaBa Moryha cy oxapehena
OJICTYIIaha, Y CMHUCIY Ja C€ I0jaM TEPUTOPHje MPOIIUpYje MM Cy)KaBa W Taaa ce
TOBOPH O eKCMEPUMOPUjAIHOM 8aJCersY NPABa’~’, IIa ce ¢ THM y BE3H MOKE TOCTABHTH
NUTambE /1a JIM TePUTOpHUja Ap>KaBe 00yxBaTa U KHOEp MpoCcTop.

Bnamajyhu craB 'y gureparypu |y  MOYETHHM  CTaMjyMHMa  pa3Boja
BUCOKOTEXHOJIOLIKOT KpUMHUHAJIA Ca CIICIU(PUYHOM PEKOTPAHUIHOM TUMEH3HjOM OHO
je na je moTpeOHO pa3BUTH HOBE/ J10JaTHE MPHUHLHUIE 33 oApehuBame HAJJICKHOCTH
ajleKBaTHE KHOEp mpocTopy?>’, momaselint 0] TOra J1a ce Paj O ,,CylpPaTePHTOPH]ATHOM"
CIIEKTPOHCKOM TIPOCTOpy>>® HesaBHCHOM of OmI0 Koje (u3HuKe IoKammje’s, y
MOTIYHOCTH OJIBOJEHOM OJ PEAHOT TPOCTOpa, Y KOM KOPHUCHUIM padyHapa H
pauyyHapCKUX MpEKa KOMYHUIMPAjy CJICKTPOHCKM W MPEKO TIpaHHUIla HAJUICKHOCTH

30

2
Jp’KaBa MebhyTtum, 6aoicerve KpusuuHONpagHux nponuca y OJIHOCY Ha palmbe

npeay3ere y KuOep MpocTopy TO TEPUTOPHjATHOM UPUHIUILY HUje HUwma Marbe

MOCTYIKY 110 TJIABHOj KPUBMYHO] cTBapH, Beh u 3a mpeny3umame CBake Jpyre IpolecHe pajme. Buiam,
M. I'py6au, Kpusuuno npoyectno npaeo, beorpan 2011, 54.

225 C. bejarosuh, Kpusuuno npoyecro npaso, Beorpax 2014, 40.

226 CnydJajeBu IpOIIUpEHa [0jMa TEPUTOPHUjE OJHOCE Ce, YIIIaBHOM, Ha nomahe OpomoBe Oe3 003upa Ha
TO TJIe Ce Haja3e y BpPeMe M3BpIIeHA KPUBHYHOT Jeja, Ha [IMBUIIHE Ba3JyXOIUIOBE JIOK Cy y JIETy a Ha
nomahe BojHe Ba3ayxoruioBe 0e3 003upa rje ce Halla3uo y BpeMe M3BpIIeHha KpuBHUHOT jeia. Ocum
MpoIIMpeka Baxkema qoMahier KpHBIHYHOT POILIECHOT TIpaBa, MOcToje oapeleHa MecTa 1 00jeKTH Ha Koja
ce He MOry IpUMemUBaTu JoMahu KpuBHYHOMpOcelHu 3akonu (Buau, bejarosuh, op.cit, 40). Jlaxie,
M3y3€THO, KPHUBHYHO IPOLIECHO MPaBO jeHE [pXKaBe WM Mel)yHapojHe opraHu3almje MOXe 1a ce
npUMekYje Ha TEPUTOPHUjU APYyTe ApkaBe y cienehnM ciaydajeBrIMa: a) YKOIUKO ce IpXKaBe CIIopazyMe]jy
Jla ce Ha TEPUTOPHUjH jeJIHE APIKAaBe KPUBUYHO IpaBoCcylje MPUMEHOM CBOT MpaBa BPINU JpPYyra JApKaBa y
noryiely cBojux rpahaHa koju ce Ty Hayase; 0) y ciiydajy OKymaigje; B) Ha OCHOBY MeljyHapomuux
npomnuca ce gomahe KPUBUYHO NPOLIECHO 3aKOHOJIABCTBO HE MpUMEYje Ha JenoBe aomahe Tepuropuje
Ha KOjUM Ce Hajla3e MpPOCTOpHje oJpeheHnX IUIIIOMAaTCKUX yCTaHOBa; I') JoMahie KPpUBHYHO IMPOIECHO
3aKOHOJIAaBTCBO HE NpUMEHYje Ha paTHe OpoJOBE M paTHE Ba3AyXOIUIOBE CTpaHe Jp)KaBe KaJ Ce IO
JIO3BOJIM BJIACTH Jpyre japkaBe Hally Ha meHoj Tepuropuju (I'pybau, op.cit, 2011, 55. Vmopemu:
Bejarosuh, op.cit, 40).

21 H. Kaspersen, Cybercrime and jurisdiction, 2009,
http://www.coe.int/t/dghl/cooperation/economiccrime/cybercrime/cy%20activity%20interface%202009/1
F_2009 presentations/default en.asp, 4.

228 7ekos, op.cit, 2-3.

229 M. Brand, ,,Internet and the Law: An Article Examining the Problems and Questions Concerning the
Regulation of Cyberspace®, Tilburg Foreign Law Review 3/2002, 262.

230 Brenner, Koops, op.cit, 36.
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http://www.heinonline.org.proxy.kobson.nb.rs:2048/HOL/Page?handle=hein.journals/tiflr9&div=23&collection=journals&set_as_cursor=3&men_tab=srchresults&terms=(cyber)&type=matchall

Jecumumno, Hero ypeheme oHoca y (PU3UUKOM CBETY, jep Ce MPHUCTYI OBOM MPOCTOPY
ocTBapyje mpeko ypeljaja KOji ce Halase y OKBHDY TEPHTOPH]aTHAX PAHMAIA ApKaBe™ ",
a nompebOHO je W3 pazjiora Jla yYMHHOIM HEe OW W30eriM OATOBOPHOCT 3a palibe
M3BpIIICHE y HEOME)eHOM BUPTYEIHOM mpoctopy>2. Ho, mutame je, Kako IPUMEHHTH
TEPUTOPHjATHU TPUHIUT HA PAIBE Y KHOEp IPOCTOPY, C 003UPOM Ha TO Ja c€ JIOKaIHja
y BHUPTYEIHOM HPOCTOPY OIHOCH CE€ Ha BHUPTYEJIHY aJpecy padyyHapCKHUX CHCTeMa
n3Mmehy Kojux ce octBapyje KOMYHI/IKaI_[I/IjaZ33 a Koja MOke OWTH HEe3aBHCHA O] (pu3nuKe
nokanuje ypehaja, Tako 1a He ocToju Be3a usmely IP aapece m HaIeKHOCTH JprKaBe
Ha KO0joj je PU3HMUKH JIouHUpaH padyHap>-".

VY ToM cMmucCIy, y CKJIaay ca TepUTOPHjaTHUM MPUHLIMIIOM, JIp)KaBa je HaJJIeKHa Ja
ypehyje paame Be3aHe 3a 3JI0ynoTpedy HHQPOPMAIMOHUX TEXHOJOTHja Ha HEHO]
TEPUTOPH]ja, a CBOjY HAISKHOCT 3aCHUBA HAJI pajilbaMa y KHOep MPOCTOPY YKOJIHKO Ce
y OKBHPY HEHHX I'paHHIIa HAJa3W MECTO M3BpIICHA KPUBUYHOT JIeIa W/WIA MECTO Ha
KOM C€ HACTyIHJIa ITOCIIENIIA MIIK MECTO OOPABHIITA W3BPIIMOIA WK omTeheHor Tua
YHju paduyHap je 00jeKT Hamaja WM ce TEPUTOpPUjaTHa HAJJIKHOCT MOBE3Yje ca CBUM
OBHM OKOJIHOCTHMa>>".

3anacarwe 3a npumeny mepumopujairHoe npuHyuna y TOTIIEy KPUBHYHHX Jena ca
TPaHCHAIIMOHATHOM JTUMEH3HjoM (Uuje pajme H3BpIICHa Cy Npeay3ere y Kuoep
npoctopy) norBpheHa je u Koneenyuju o sucokomexnonrowkom kpumunany. Hamme, y
ynany 22. KonBeHuuja npensuha 1Ba OCHOBA 32 YCIIOCTABIbabe HAMJIECKHOCTU JIpKaBe,
U TO Cy TepuTopuja (Kao NMPUMApHH OCHOB) M APKABJHAHCTBO YYMHHUOIA Jiena (Kao
ceKyHJapHHU ocHOB). MicToBpemeHo, KoHBeHIIMja HE orpaHryaBa qpKaBy Ja y CKIAay ca
HAIIMOHAJTHUM 3aKOHOJABCTBOM TIPEIBHIM AOAAaTHE OCHOBe. Tako Ap)kaBa 3acHHBA
HA/JISKHOCT 3a pEryjiucame Jefa BHCOKOTEXHOJIOIIKOT KpHUMHUHAla IpeaBuleHux
KOHBEHIMjOM, VKOIUKO je Mecmo u3spuiera KpUBUYHOZ 0eld HA FeHOj mepumopuju.
[lpu TOMEe ce mon mepumopujom cMatpa W OpoOA IO 3aCTaBOM JIp)KaBe, Kao H

Ba3yXOIIJIOB PETHUCTPOBAaH y CKJIaay Ca HOpOoIHCHMa TC OPiKaBE. v norjaeny mecma

B D. Koepsell, “An emerging ontology of jurisdiction in cyberspace”, Ethics and Information
Technology 2/2000, 101.

232 J. Goldsmith, ,,The Internet and the Abiding Significance of Territorial Sovereignty*, Indiana Journal
of Global legal studies 2/1998, 475.

23 R, Wittzack, ,, Principles of International Internet Law “, German Law Journal 11/2010, 1245-1263.

24 Lessig, , “The Path of Cyberlaw”, The Yale Law Journal 7/1995, 1747.

% Bume o tome, K. Darell, Issues in Internet Law: Society, Technology, and the Law, Amber Book
Company, London 2013, 6-11.
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u3puierba KpuBHYHOT 1ena, KoHBeHIMja mpuxBara TeopHjy yOMKBUTETA U MPOLINpPY]e
locus delicti, Tako nma np:kaBe MMajy HAIJIEKHOCT M YKOJIUKO CE€ pauyHApCKH CHUCTEM
KOju je 00jeKT Hamaaa (Ha KOM Cy HAcCTYIHJIC IMOCJICANIIC) HAJla3h Y OKBHPY HEHUX
IpaHHLA, AN He M M3BpUIMIAL-C. Y Ccily4ajy Aa je AeI0 W3BPLICHO BAaH TEPHTOPH|E
JpXKaBe, HEHa HAUICKHOCT CE MOKE 3aCHOBATH M YKOJIMKO j€ H3BPIIWIALl HhCH
JpKaBJbaHUH, IO YCIOBOM /I j€ /10 KaXKIbUBO U 110 KPUBUYHOM 3aKOHY 3€MJbE TTIE je
U3BPIICHO ([aKiie, He W YKOJHUKO je JeJI0 MU3BPIIUO CTPaHAIl Y UHOCTPAaHCTBY). Ocum
TOTa, Jp)KaBa MOXKEe OMTH HAJJIGKHA M YKOJHMKO H-EH JIPKABJbaHWH M3BPIIN KPUBUYHO
JIE]I0 Ha MECTY M3BaH TEPHTOPHjalIHE HAIICKHOCTH OHIIO KOje apiKaBe™..

Y kpusuunom 3axomooascmey CpbOuje OCHOBHM TPHHLIUI 3a oJpehuBame
IPOCTOPHOT BaX€Hha KPUBUYHOI MATEPHjaTHOI 3aKOHOJIABCTBA j€ TEPUTOPH]jaTHU
OpUHLKI (TIOCTOj€ W CYNCUAMjapHU MPUHIUIHN, U TO peaaHH (3alUTUTHHU) MPUHIUI,
TIEPCOHAIHH W YHUBEP3AHA TIPHHIAI) 2>, Y TIOryIe/ly POCTOPHOT BaKEHa KPUBHIHOT
NpOIIECHOT MpaBa, Takohe, Baxku Tepuropujainu mpunimn (locus regit actum), mpema
KOM CE€ Ha TEPUTOPHUjU jeIHE 3eMJbE NPUMEHYjy KPUBUYHONPOIICCHU 3aKOHU TE
semsbe”>’. Jlakiie, y CKIajy ca mepumopujanium NPUHYUROM, 3a CBa KPUBHUHA /A
yuurbena Ha mepumopuju  Opxcage, HE3ABUCHO O] JAp)KaBJbaHCTBA YYMHHUOLA,
npuMemyje ce nomahe KpPUBHYHO 3aKOHOAABCTBO (MaTepHjaIHO M IPOIECHO). 3a
NpUMEHY OBOT NPHHIUIA, BAXHO j€ OAPENUTH 3HadYewme nojma mepumopuje. llox
TEPUTOPHJOM C€ TOJpa3yMeBa CyBO3EMHA TEPUTOPHja, BOJEHE IMOBPIIMHE YHYTap
IpaHMIla, Kao ¥ Ba3AyIIHU IpocTop Hajg mbuMa (uiaH 112. craB 1 K3), a Teputopujanau
NIPUHITAI j€ POIIMPEH MPUHIIMIIOM 3acTaBe Opojia ¥ MPUHIIUIIOM PETUCTPAIHje aBUOHA
(unan 6. craBoBu 2. u 3. K3). Ocum Tora, 3a pazymMeBame TEPUTOPUJATHOT MPHUHIINIIA
OMTHO je M CXBaTame ILTa Ce IMOJ MECTOM HU3BpIlEHa KPUBUYHOT Jejia MoJapa3yMeBa.
KpuBnunu 3akoHUK ojapelyyje na je meno yuumeHo Ha Teputopuju Pemybmuke Cpouje
aKo je Ha O] M3BPIICHA pajiba KPUBUYHOT JIeNa, a 10/l MECTOM H3BpIICHa KPUBUIHOT
Jiena, cMarpa ce Kako MeCTO TJIE je M3BpIIMIAIl paJnuo WM OMO TyXaH J1a pajad, Tako

MECTO I/I€ je Y LEeTUHH WIK JeTUMHYHO HacTynuia nocieauua jgena (uwiax 17. K3).

23 hitp://conventions.coe.int/Treaty/en/Reports/Html/185.htm.

Z7 A, Cottim, “Cybercrime, Cyberterrorism and Jurisdiction: An Analysis of Article 22 of the COE
Convention on Cybercrime”, European Journal of Legal Studies 3/2010, 15.

238 Crojanosuh, Kpusuuno npaso (onwmu deo), 70-74.

29 C. Bpxuh, Kpusuuno npoyecto npaso |, Ilentap 3a m3naBauky aenatsocT IIpaBHOr daxyiarera y
Hosowm Cany, HoBu Cax 2014, 35.
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VY ciydajeBuMa Kaja ce HE MOXKE NMPUMEHUTH TEPUTOPHjaIHU TPUHIIUII, OJJHOCHO
KaJa je JeN0 W3BPIICHO Y WHOCTPAHCTBY NPHUMEHY]y C€ IPYrH, CyOCHIUjapHH
npuHUMnU. MehyTuMm, HHCY CBH MPUMEHHUBU Yy TOIJIENY Jejla BUCOKOTEXHOJOIIKOT
kpumuHana. Haume, y cknany ca wianoMm 7. K3, npumapnu peannu npunyun ce
NpUMEBYjy camMo ako nuie (momahu npkaBJbaHWH WM CTpPaHAl]) Y HWHOCTPAHCTBY
YUMHU o/ipel)eHa KpUBHUYHA JIea MPOTHUB 100apa Koja MpeCTaBibhajy HAPOUUTH HHTEPEC
3a gpxaBy’®. Ilpu ToMe, CTPaHO KPHBHYHO IPAaBO HEMa 3Ha4aj (BaXKH IPHHIIHIL
arcoJIyTHE TPHUMEHE HaIller MpaBa), OJHOCHO jaoMahe KpuBHYHO TmpaBo he OuTH
NPUMEHECHO YaK | J1a je Jiuile ocyheHO M Ka3Hy U3J[p:Kajo, HO, Majo jé BEpOBATHO JIa
CTpaHa JpKaBa y HaBEJACHHUM CIydajeBUMa INTUTH HABEICHE MHTEpECe IPYre JpikKaBe.
OcuM npuMapHOT peaNHOr MPHUHIMIA, TOCTOjU U cyncudujapuu, 1Mo KoM naomahe
KPUBUYHO 3aKOHOJABCTBO BaXKM W 3a CTpPaHIA KOjU Y MHOCTPAHCTBY YYHHH IpemMa
HAIIO] JP>KaBH HEKO JIPYro KPUBUYHO JIeJ0 (OCUM IMPETXOJHO HABEICHUX) WA OHIIO
KOje KPUBHYHO JIeJI0 NPOTHUB JpkaBjbaHuHa CpOuje, ajau 1moja yCJIOBOM J1a C€ CTpaHall
3aTeKHEe Ha TEPUTOPUjU HAIlle JIp>KaBe WIM Ja joj Oyle eKcTpaaupaH (kao u ga Oymny
UCIYHEHU TOCEOHU YCIOBU 3a KPUBUYHO TOHCHE 33 KPUBUYHO JENI0 YUIHEHO Y
uHocTpaHCcTBY U3 wiaHa 10. K3), HO, ¢ TUM y Be3H je MUTamke CIPEMHOCTH JpKaBe J1a
U3pydyje COICTBEHE JIPKaBJbaHE JIPYroj APKABU paau Boerma KPUBUIHOT TOCTYIIKA 32
Jena y4ddmbe€Ha TPOTMB HHTEpeca Te Jpyre JApskaBe. YKOJIWKO, mNak, jgomahu
Ip>KaBJbaHWH y WHOCTPAHCTBY YYMHHM OHIIO KOj€ KPHUBHYHO N0 (OCHM MPETXOJHO
HaBEJCHMX), Y CKIAAy Ca nepCcoHAIHuM TIPUHIIMIIOM, Ha Hera ce MpuMemnyjy aomahe
KPUBUYHO 3aKOHOJIAaBCTBO, ajik, Takohe, Moj yCIOBOM Ja CE€ 3aTeKHE Ha TEPUTOPHUJU
Hallle JIp)KaBe Wi Ja joj Oyzae ekcTpaaupan (kao u 1a Oy/1y UCITyHEHU TTOCEOHH YCIIOBH
3a KpUBUYHO TOBEHE 32 KPUBUYHO JIETI0 YHEHEHO Y MHOCTpaHCTBY U3 wiaHa 10. K3), na
Ce MEepPCOHATHU MPUHIUI MOXE MPUMEHUTH Ha YYUHHUOILE Jella BUCOKOTEXHOJOIIKOT
KpUMHUHAJIa KOjU Cy JoMahu JpkaBJbaHU. VHueepsannu TPUHIMI MMa 3a LUJb J1a Ce
npeMa YYHHHOIY YBEK MOXE TPHMEHHUTH KPHBHYHA CaHKIIHMja, a TOJpa3yMeBa Jia

I[OMahe KPpUBUYHO 3aKOHOJABCTBO BaXM 34 CTpaHIla KOjI/I npemMa CTpaHOj APiKaBU U

0 Kpumuma nena mpoTuB ycraBHOTr ypehema Pemy6muke CpOuje (u3y3umajylii KpHBHYHO €10
M3a3MBama HallMOHAIIHE, pacHEe M BEPCKE MpPKbe M HeTpresbuBocTH U3 wiana 317. K3), kpusu4Ho neno
(ancudukoBama HOBIA Koje ce oJHOcH Ha oMahy Bamyty (wian 223), Kao M KpUBHYHA JIeJa TEpopu3Ma
(wran 391), jaBHOr NOJACTHIAkE HAa M3BPIICHE TEpPOpUCTHUKUX xena (wian 391 a), BpOoBama u
o0yJaBama 3a M3BpIICHE TEPOPUCTHUKUX Jena (wiad 391 6), ynotpede cMpToHOCHE Hanpase (wiaH 391
B), YHHUIITEHA U omTeheme HykiIeapHOr o0jekta (wiaH 391 r), yrpoxaBama JHIa moJ MehyHapogHOM
3amtutoM (wiaH 392) u puHaHCcHpama TepoprsmMa (wiaH 393).
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npeMa CTpaHIly y4YHMHH Yy MHOCTPAaHCTBY KPHMBHYHO JIeIO 3a Koje ce Ipema
3aKOHOJIABCTBY Y K0jOj je YUMIeHO MOXKe n3pehu 3aTBop y Tpajamy Of MeT roJMHA WIH
TEeKa Ka3Ha, a 0Baj YCJIOB HE MOpa OMTH UCIIYEEH aKo ce Paay O KPUBUYHOM JEy Koje
ce Impema HadeslmMa PU3HATHM O] cTpaHe Mel)yHapoHe 3ajeiHuIe cMaTpa KpUBUYHUM
Je7IoM. Y TOM CMHCITY C€ MOXKE TIOCTaBUTH UTAE, J1a JIU CY JieJia BUCOKOTEXHOJIOIIKOT
KpUMHHAJIA Tperno3HaTa Kao TakeBa. Mmajyhu y Buay mmpoky mnpuxBaheHoct
KonBeHIMje 0 BHCOKOTEXHOJIOIIKOM KPUMHHAIIY, MOIJIO OU ce TBPAUTH Ja je TO TaKo,
mehyTuM, 3a KpuBHYHA Jena koja mpensubha KoHBeHIMja HHCY NpPONHCaHE TOJIHUKO
CTpOTe KPUBUYHE CaHKIIH]E.

Hecropno je ga napxaBa HaAcToju Ja 00e30e1u eKCTEPUTOPHjATHO BakKCHE
COINICTBEHOT KPUBHYHOI' 3aKOHOJABCTBA, alll C€ IIOCTaBJba NHUTAmE, KOje pelieme Ou
OWJI0 OmpaBiaHo: a) MPUMEHY MPUMAapHOT PEaTHOT MPUHIIMIA MPOIIUPUTH U Ha Jpyre
rpyrne KpUBHYHHX Jena, BojehM pavyyHa O IMOjeIUHUM OOjeKTHMa KPHUBHYHOIPABHE
3alITUTE KOjU TI0 MPUPOIU CTBAPH MOTY OUTH YrPO>KEHH, OJHOCHO MoBpeheHn paamom
Jena Koja je Tmpeay3era IOCPEJICTBOM HWH(POPMAIMOHUX TEXHOJIOTHja, OIHOCHO
uckopumhaBameM padyHapcKe MpeKe WIM KOMYHHUKAIMje JIPYTUM TEXHHYKUM
CpEICTBMMA 3a M3BPIICHE, a KOJH Ce Haja3e BaH TEPUTOpPHjE ApiKaBe; 0) YKOIHKO je
nomahu pkaBJbaHUH NPEIY3€0 pajilby KPUBUYHOT Jieiia HCKOpUINaBamkeM padyyHapcKe
MpEeKe WM KOMYHHKALMje IPYTUM TEXHUYKAM CPEICTBHMA 3a W3BPIICHE KOJH CE

. 241
Hajla3e BaH TEpUTOpHje JIpXkaBe (OAHOCHO Yy HHOCTPAHCTBY)” ~, YKJIOHMTH YCIIOB

241 .
VY 063up 61 nona3uia MojeluHa KPUBUYHA Jiella U3 Ipyle KPUBHUHUX JAeja MPOTUB c1000/a U mpaBa

4yoBeKa U rpalannHa u3 riase yerpHaecte K3 (HIp. KpUBUYHO JIETI0 yTpoXkaBama CUrypHOCTH (wiaH 138),
MOBpEZIe TAJHOCTH McaMa U APYTuX nommsbaka (wiaH 142), HeopnamheHOT NPUCITyIIKUBaka U CHIMAamba
(aman 143), HeoBnamheHor ¢ortorpaducama (wian 144), HeoBianheHOT 00jaBbHBamka U MPUKAZUBAHA
tyher cmmca, moprpera u cHuUMKa (wian 145), HeoBnamheHOr NMPHKYIUbamkba JUYHMX IMOJaTaka (WIaH
146); xpuBHYHA Jeja NPOTHB YacTH M yriiena u3 IiaBe cepamHaecte K3; mojenuHa KpuBUYHA Aena M3
rpylie KpUBHYHHX JeNa TNPOTHB TIOJHE ciiodone u3 rinaBe ocamuHaecte K3 (HNp. KpHBHYHO €110
NpUKa3MBamba, NpHOaBibamba M MOCEeI0Baba MMOpHOTpadckor MaTeprjasia n nckopuihaBamke MajJoJIeTHOT
nauna 3a nopHorpadujy (uwinan 185), uckopumrhaBama pauyHapcKe MpeXe WIM KOMYHHUKALHUje IPyriuM
TEXHUYKHM CPEJICTBMMA 33 U3BPLICHE KPUBUYHUX JIeNa IPOTHB TOJIHE CJ1000/1e MpeMa MaloJIeTHOM JIHILY
(uman 185 0); kpuBHMYHA Jena NPOTHB MHTEJEKTyalHE CBOjHHE M3 IiaBe nBanecere K3; mojeanHa
KpPHMBHYHA JeJia U3 TpyIe KPUBUYHUX JieNia POTHB NPUBpeEJie U riase ABajecet aApyre K3 (HIp. KpuBUYHO
neno (dancupukoBama xapTvja o BpemHocTH (wiaH 224), dancuduroBama W 3JI0yMOTpede TUIATHUX
kaptuua (wiaH 225), daicudukoBama 3HAKOBa 3a BpeAHOCT (wiaH 226), mpama HoBua (wian 231),
3710ynoTpede MOHOIIOIUCTHYKOT TToyioxkaja (uiaH 232), Heosnanrhene ynorpebe Tyher nociioBHOr UMeHa
u Jpyre nocebHe o3Hake pobe mim yciyra (wiaH 233), HapymaBama IMOCIOBHOT yriela M KpeAWTHE
ciocobHocT (wiaH 239), oxaBama mocioBHe TajHe (wiaH 240), oOMamuBama Kymaua (wiaH 244),
(ancudurkoBama 3HaKOBa, OJTHOCHO JIp)KaBHUX XKMI'OBa 3a 00OejexaBame pode, Mepuia M MpeaMeTa o]l
JparoieHux MeTana (wian 245); mojequHa 1eia W3 Ipyne KPHUBUYHHMX Jefia MPOTUB HPOTHB OMIITH
CHUTYPHOCTH JbyIM M MMOBHHE U3 TiaBe aBazecer nere K3 (HMOp. KPUBUYHO [€JI0 M3a3UBamba OIIITE
omacHocTH (wian 278), yHumrewme wu omreheme jaBHuUX ypehaja (wmanm 279), 310ymorpebe
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npeaBuheH 3a MpUMEHY NEepCOHAIHOT MPHHLMINA (J1a C€ KPUBHUYHO TOHCHE MOXE
Ipey3eTH CaMo aKo ce 32 KpUBUYHO /IO KaXHaBa U 10 3aKOHY 3eMJbE Y K0jOj je OHO
YUUEEHO) ITO OM oMoryhwmiio fa ce npema qoMaheM Jp)kaBjbaHHHY MOKE MPHUMEHUTH
KPUBUYHO 3aKOHOJABCTBO M aKO j€ JeJ0 YYHMHHO KopuiihemeM WHPOpPMAIMOHE
TEXHOJIOTHje KOja c€ HaJla3W y MHOCTPAHCTBY; B) Y MOIJIEAY YHMBEP3JIHOT MPHHLUIIA
onpenutH onpehena kpuBmuna gena’’’; T) mpowmMpuTH TOjaM  TepHTOpHje
crienu(GpUIHUM TPUHIMIIOM (Kao 3a OpOj M Ba3AyXOIUIOB); WJIW J1) HUIITA OJ] TOMEHYTOT
HHU]je TOTpeOHO, C 003UPOM Ha TO Ja je 3aKOHWK MPUXBATHO TEOPH]y YOHMKBUTETA, IO
KO0jOj je IOBOJHHO Ja MOCJIeIUIa HACTYITH Ha TEPUTOPHjH JIpKaBe, Aa Ou ce cMaTpaio Jaa
je J1e0 U3BPIICHO Ha TEPUTOPHJH TE JIP’KaBe U J]a C€ Ha TOME 3aCHUBA HA/IJICKHOCT.
[lpy cBeMy TOME HE CME C€ TMPEBUACTH TPAHCHAIMOHAIHH KapakTep
BHUCOKOTEXHOJIOIIKOT KpuMUHaNa. bynyhu na enekTpoHCKe KOMyHHKAIMje MPOU3BOJIC
edexTe MO WHTEpece ApXKaBbaHA W WHTEpeca ApXKaBe M TPEKO TPaHMI@", jep
KoHurypanuja KkuOep mpoctopa omoryhaBa wu3Bpmmony Jna KopumhemeM
UHPPACTPYKTYpa y HEKOJIMKO JIp)KaBa M3BPIIM KPUBHYHO JEJO MpeMa JIMIy KOjU ce
MO’K€ HaJla3UTH Ha TEPUTOPHUJU IpYre ApKaBe, Opakcase Cy HAcmojaie 0a wmo je suuie

Mo2cyhe npowupe HaorexcHocm no ocHo8y mepumopujarnoe npunyuna. OnpaBaambe 3a

TEICKOMYHUKAIMOHNX 3HaKoBa (wiaH 284); mojenwHa nena W3 TpyNe KPUBHYHUX Jela IPOTHB
0e30eaHOCTH jaBHOT caoOpahaja (HIp. KpUBHYHA Jefia yrpoXaBama caoOpahaja OmacHOM pammOM H
omacHuM cpenctBoM (unaH 290), yrpoxkaBame Oe30eaHOCTH BasaywiHor caobpahaja (wian 291),
yrpoxaBame 0e30eqHOCTH Ba3AyIIHOr caoOpahaja HacuibeM (wiaH 292); KpUBHYHA [eJla MPOTHB
0e30emHOCTH padyHapCKHX ToJaTaka M3 TrjaBe JBajecer ceame K3; KpUBUYHO JeJ0 HW3a3HUBamba
HallMOHAJIHe, PacHe U BEPCKE MPXKIbe M HETPIEJbHUBOCTH; MOjeIMHA Jefla M3 Ipyle KPUBUYHHX Jeia
NPOTHUB jaBHOT pejla ¥ MHUpa U3 INIaBe TPUJECET NpBe (HIIP. KPUBUYHO JIEJI0 M3a3Bama NaHUKE U Hepesaa
(aman 343), HeonamheHOT OpraHN30Bama urapa Ha cpehy (wiaH 352); KpUBUYHA JieNia IPOTUB MIPABHOT
caobOpahaja n3 rmase Tpuzgecet apyre K3; nmojequna gena u3 rpyre KpUBUYHHX J€a IPOTUB YOBEYHOCTH
U Ipyrux nobdapa szamrtuheHnx melyHapoaHHM mpaBoM u3 riaBe TpuieceT derBpre K3 (HOp. KpUBHYHO
JIEII0 HEI03BOJBCHE MPOM3BOIERE, IPOMETA U JIpiKamka Opykja udja je ymorpeba 3abpameHa (wiaH 377),
pacHe u apyre nuckpuMuHanuje (wiaH 387), mojenuHa sena u3 rpyre KpUBHYHMX Jiena NpoTuB Bojcke
Cpbuje u3 rnaBe Tpugecet mete K3 (Hmp. KpHBHYHO /€0 MOAPHBaKka BOjHE W onOpamOeHe Mohu (wian
491).

242 Tako Ha npumep, 4iad 6. Hemaukor Kpusianor 3axona npeasiha na he ce HEMAUKO 3aKOHOIABTCBO
NPUMEHUTH W aKO je y HMHOCTPAHCTBY YYHMH-EHO JEJ0 NPOTHB oOJpeleHnx H3pHUYMTO HaBEISHUX
MeljyHApOJHUM MpPaBOM 3aIITHieHHX MpaBHUX HHTepeca (M3Mel)y Kojux cy y Taukd 6. HaBejeHa
KpUBHYHA JeNla IUCTpuOynuja, NpubaBbambe W TMOCEAOBame Jedje mnopHorpaduje (wian 1840),
qucTpulynnja, npubaBibakbe M IOCENOBAKBE MallOJIETHHUKE NopHorpaduje (wiaH 184m) ykonmko cy
MOYHI-EHA YIIOTPEOOM TEJIIEKOMYHUKAIMOHUX cucteMa (wiaH 184 1), 0HOCHO y cKilaly ca TauykoM 9. u
3a Jpyra KpMBHYHA JieJla TIOBOJIOM KOjUX Ce€ ApkaBa Ha OCHOBY MelyHapomHoOr yroBopa obaBesana ja
npesy3Me KpUBHYHO TOHEHEe HAKO Cy YUHI-eHa y HHOCTpaHcTBY. [Ipu Tome Tpeba MMaTH y BULy J1a 4ak
H1 KOHBEHIIMja 0 BHCOKOTEXHOJIOIIKOM KPUMHUHAIY He NpesBulja OCHOB 3a 3aCHHUBAabE HA/JIEKHOCTH 32
JieJla Koja CTpaHall yYMHH Y HHOCTPAHCTBY.

3 D. Bradbury, ,,When borders collide: legislating against cybercrime®, Computer Fraud & Security
2/2012, 14.
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NPOIIMpPEE BaKema IMPOIMCca Ha pambe Koje Cy IMpelny3ere Ha TEPUTOPHUjU JIpyre
JpKaBe MPOW3JIa3d M3 KOHLENTa Jia ApKaBa INPEICTaB/ba U LITUTH MHTEPECE CBOJUX
JpIKaBJbaHa, ATH JOKJIE TOJl TAKBA MPUMEHA HE YIPOKaBa CyBEpPEHOCT Apyre apxkape’*’,
Hparcase paznuyumo npucmynajy nponucusarby Npasuild HAOLEHCHOCMU 34 KPUBUUHA
0ena 6UCOKOMeXHOIOWKO2 KPUMUHALA npowupyjyhu ekcmepumopujaniu 0omem ceojux
KpUBUYHONPAGHUX HOpMuU. Y TIOjelIMHUM Jp’KaBama II0CTOje moceOHa mpaBuiIa 3a
olpehuBame HAUICKHOCTH y MOTJIEAY KPHUBHYHHMX Jefla KOA KOJUX Cy pPadyHapCKH
cucTeM/Mpexa 00jeKT M3BpIICHA WIM CPEICTBO Hamajga. Tako, y aMepuyKoj Ap:KaBH
ApkaH3ac MOXe Ce KPUBHYHO TOHHTH H3BPIIWIAIl YKOJHMKO ,,TPAHCMHCH]a KoOja je
KOHCTUTYTHUBHH €JIEMEHT palibe, Ma U3BOP WIH OJApENUIITe Yy ApkaBu®, y OKIaxoMu
je mpomucaHo 1a ce ,,JJUIe KOje je OCTBAPHIO HEIO3BOJbEH IMPUCTYI padyyHapy WIH
padyHapCKOj MPEXHU Y JYPUCAUKIH]H IPYTe IpsKaBe MO>KE TOHUTHU U Y JeTHO] U Y IPYTOj
JpXKaBH'‘, TOK HAJUICKHH OpraHu npkaBe Oxajo MOTY TOHHUTH JIUIIEC YHja je ,,yrmoTpeda
padyHapa, pauyHapCcCKe Mpexe, TeIeKOMYHHKalMOHUX ypehaja mimum yciyre mpousBena
padyHapCKH IOJaTaK WM KOMYHHMKAlMjy KOja ce NPEHOCH WM je IMOXpameHa Ha
TepuTopHji ApkaBe” 2*°. OCHM HABEICHOT, y TEOPHjH CE MOXKE YOUHTH HEKOJHKO
Moau(UKaIHja TEPUTOPUJATHOT TPHUHIMIIA KOje MPOIINPYjy HETOBO JI€jCTBO BaH
rpaHUIla ApXaBe, a ¢ 003MPOM Ha MPHUPOTy Kubep mpocropa:

1. Joxrtpuna ksamupukoanor naejcrBa (Qualified Effects Doctrine)
OpoIIMpYyje HAJUIeKHOCT JpXKaBe YKOJIMKO C€ Ha HEHO] TEpUTOPHjH
NPON3BE/ICHE 3HAYAJHE TIOCIC/IHIIE IC/a YIHECHOT Y HHOCTPAHCTBY ",

2. T3B. Top Level Domain ce cMaTpa KHOEp TEPUTOPHjOM JprKaBe (CIUUHO
eKCTpaTepUTOPHjAITHOM Ba)KeHYy NMPUHIUIIA 3acTaBe Opojia/aBuOHA),

3. JHoxkrpuna mpomupenor aejctBa (Wide Effects Doctrine) mpommpyje
HaJUIe)KHOCT Y TOTJIe/Ty Jieia M3BpUICHUX myTeM MHTepHeTa Ha cBaKy ApikaBy ca
qnje TepuTopHje ce 0apeljeHo] CTPAHUII MOKE IPHCTYITHTH .

Ha 6u ce oepanuuuno oejcmeo nomeHymux OOKMpUuHa, cyocKka npakca TOjeIUHHX

JpKaBa Mperno3Haje HEKOJIMKO Kpumepujyma KOjU ce 3aCHUBAjJy Ha MOCTOjamy J0AaTHE

244 J. Reidenberg, ,,Technology and Internet Jurisdiction®, University of Pennsylvania Law Review
6/2005, 1961-1962.

%5 B. Koops, S. Brenner, (eds.), Cybercrime Jurisdiction: A Global Survey, T.M.C. Asser Press,
Amsterdam 2006, 17-21.

246 Bume o Tome, B. Craig, Cyberlaw: The Law of the Internet and Information Technology, Prentice
Hall, New Jersey 2012, 13-16.

47 Wittzack, op.cit, 1254.
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Be3e u3Mel)y pajme yunmeHe ocpecTBOM MHTepHeTa U moclieina Npou3BeICHUX Y
JpKaBH (HIp. je3UK, caapxaj, myonuuuTeT o0jaB/beHOT caapxkaja). Tako je Pernonamau
cyn Ilapuza 3ay3eo cTaB Ja NOHYyJA HAIUCTUYKUX O3HAKa MPEKO aMEPHUYKOT cepBepa
npecTaB/ba KPUBUYHO €TI0 Tpema (paHIlycKOM KpuBHYHOM TpaBy. CaBe3HU cyn
Hemauxke ocyano je aycTpaiujcKor ApKaBjbaHa KOjU je Ha ayCTPaiujCKOj BeO CTpaHUIU
NOPHIIA0 XOJOKAYCT M3 pasjiora IuTo, ocuM mrto y Hemaukoj mpeacraBiba KPUBUYHO
JIe7I0, OBAKBO TOCTYIAKkE y 3HAUajHO] MepH Moraha Hemauky JpkaBy U Halujy (ciaydaj
Toeben)?”®. Bpurancku cyn je ocyano (paHICKOT ApKaB/bAHA 33 IIOCTABIBAE
HE03BOJHEHOT MaTepHjaia Ha BeOCajT KOjH je MOXpamkeH Ha aMePUIKOM CEepPBEPY, jep je
NOJUIMja Y JOHAOHCKO] TMOJMIHUJCKO] CTAHUIM OCTBapuja yBUJ y MaTepHjaje, aiu u
3aTo MTO je W3BpuImial OopaBuo y Benukoj Bpurtanuju y Bpeme U3BpIICHA Palmbe

249

(ctyuaj Perrin)“™, mok je mBeIACKH CyJ MCKOPUCTHO (DU3UYKY JIOKAIHjy cepBepa 3a

ocyny y omtyiu npotus Pirate Bay250

. OBaKkBY JI0JIATHU YCJIOBH CY MOTPEOHHU, jep Ou y
CYIPOTHOM: a) HEeOrpaHWYCHa yHUIIATepaiHa npuMeHa aoktpune wide effects doctrine,
onnocuo qualified effects doctrine 3a 3acHuBame HAICKHOCTH MOTJIA J1a yrpO3H
CYBEpEHHMTET [pyruX JpXKaBa W HCTOBPEMEHO Jia JOBEAEe JIO0 YEeCTUX CyKobOa
HauiexxHocty, u 0) World Wide Web 6u ce Mopao yckiaauTu ca mpaBHHM MOPETKOM
CBUX JpKaBa U3 Koje ce ocTBapyje npuctyn HuTeprery, mrTo Huje Moryhe 0e3
NOHUIITABakhba OCHOBHUX KOHIICNTYaJHHX KapaKTEPUCTHKA OBE TJI00AJIHE MpeKe, a
HaApO4HTO cI000/1a N3paKaBarmba.

Hanme, ykonmko BHIIe JpKaBa TEXKH Ja YCIOCTaBH EKCTEPHUTOPH]aTHO BaXKCH-E
nomaher mpasa, OJTHOCHO J1a IPOLIMPHU HAAJEXKHOCT Ja ypehyje onHoce Ha TepuTopuju
JIpyre Ip)kKaBe NPUMEHOM IIOMEHYTHUX MpUHIMIA, TO MOXE JOBECTH 00 CyKoba
HaonexHcHocmu, Kako TO3UTHUBHOT, TaKO M HEraTWBHOT. Ha OCHOBY XHIOTETHYKOT
npuMepa MOXKE ce YKa3aTH Ha IpoOJieM Cyko0a HaJUIe)KHOCTH KOjU H3a3HBajy
TPaHCHAI[MOHAJIHU CJICMEHTH Jiejla BUCOKOTEXHOJIOIIKOT KPUMHHANA. YYHHWIAL KOjH
ce Hajas3u y JIp>kaBu A je ynoTpeOoMm padyHapa JIOUUpaHux y apkaBu b u B u3Bpimo
Hamaja Ha WHpOpPMaIMoHe cucteMe y npxkaBama [ u J{ u3 wera mpomsnasu jaa pajmba

U3BpILEHa HUje Tpeay3eTa Ha TepUTOpuju jeaHe Beh cy ,,1en0Bu* paame U3BpIIEHH Ha

248 \Wittzack, op.cit, 1255.

29 \Wittzack, op.cit, 1256.

20 G, Heissl, ,,Jurisdiction for Human Rights Violations on the Internet“, European Journal of Law and
Technology 1/2011, 2-3.
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TEPUTOPHUJH BUIIIC Jp)KaBa. [IPpUMEHOM TPATUIMOHAIHOT MPUHIUIA HAJICKHOCTH
Moryhe je BuIe clieHapuja: a) MOXKE C€ JIECUTH Jla HH JApXaBa y KOjoj ce Hajasu
U3BPIIWJIALl HUTH Jp)KaBe Y KOjuMa cy omireheHa Jinia He MOTY 3aCHOBATH HaJIKHOCT
3a TOWEHEC YYHMHUOIIA KPUBUYHO JEN0, 0) IpkaBa 3aCHHBA HAJUICKHOCT 32 TOHCHE
YUHMHUOIIA M CE OH Haja3u y JIp>KaBH y KOjoj pajma HHje mpenBul)eHa Ka0 KPUBHYHO
JieNo, WK B) J1a ApKaBa y KOjOj ce Halla3yW M3BPIIMJIALl U JIpyre JApXaBe y Kojuma ce
Haja3e omTeheHn Mel)ycOOHO KOHKYpHINY Ja TOHE YYHMHHOIlA, A MOCTOjH IpoOsIeM
onpehuBama Koja O]l BUX WUMa IPUOPHUTET, & OCUM TOra KaKO PEIIUTH IOIITOBAHE
npuHimna ne bis in idem #*'. Konpenmuja ka0 MeTox pelnaBama CyKoba HaJICKHOCTH
usmel)y 1Be ApaBe MOTHHCHUIIE TpenBuha moroBop u3Mel)y napkaBa, OTHOCHO
KOHCYJNITAllje y [WJby MPOHAIAKCHA HAjaJIcKBaTHU]jET peliekha y KOHKPETHOM
ciydajy?>. TlojearHu ayTOpH y BE3U Ca PEllaBabeM O3UTUBHOT CYK06Ga HAaUISKHOCTH
npeaxy crBapame mpuHmmma ne bis in idem y xuGep mpocropy>, ok ce 3a
NpEeBa3UIAKEHE HETaTHBHOI CyKkoOa HAQIJIEKHOCTH  yKa3dyje Ha  KOPHCHOCT
VHHBEP3aIHOT IPHHIIAIIA KOjH IPOUCTHYE 13 MeljyHAPOIHE COMMIAPHOCTH .

Y 6e3u ca npesasunaricewem nomeHymux npooénema, W TO TPUMECHOM
YHUBEP3aJIHOT MPHUHIIUIA, BPESAHU IMOMEHA Cy Mpeyio3n 3a Gopmupame Mel)yHapoaHor
cyla Koju Om OMO HaIeKaH Ja CyId YYUHHOIIMMAa HAJTOKUX OO0JIMKa Jera
BHCOKOTEXHOJIOIIKOT ~ KPHMHHAIA Ca TPAHCHAIMOHAIHOM JMMeH3MjoM”>. Kao
OlpaB/ialb€ 32 OCHHBAKE TAKBOT Cy/a HaBoau ce moehan Opoj ciydajeBa Hamajaa Ha
KpUTHYHEe  WHQOpManMoHe  WHPPACTPYKType ©  HEMOryhHOCT  ,JIOKQJIHOT

2
npouecyupama’ %,

BLE Pocar, ,,New challenges for international rules against cyber crime®, European Journal on Criminal
Policy and Research 1/2004, 28.

%20 MPEAJIOry 3a pelliaBame MO3UTUBHOT CyKoba Ha/utexkHOCTH, Buau Brenner, op.cit, 197-198

53 O Tome Buue, Kaspersen.,op.cit, 22-25.

%4 0 aprymenTHMa 3a NpHMeHy yHuBepsanHor npuummma Buma K. Gable, ,,Cyber-Apocalypse Now:
Securing the Internet Against Cyberterrorism and Using Universal Jurisdiction as a Deterrent, Vanderbilt
Journal of Transnational Law 1/ 2009, 67-68. u A. Gillespie, ,,Jurisdictional issues concerning online
child pornography “, International Journal of Law and Information Technology 3/2012, 156.

25 A, Zavrsnik, The absence of body in Cyberspace Criminal Justice Impact, Masaryk University Journal
of Law and Technology 1/2007, 43-52.

% Hagomu ce npuMep Hamaza Ha uHpopManuony uHppacTpyktypy Ecronmje 2007. romune, kao u
ontyx0e CAJl na Pycuja u KnHa xopucre HampegHe pauyHapcKe TEXHOJOTHjy 3a mmujyHaxy 2011.
roaune —N. Cade, ,,An adaptive approach for an evolving crime: the case for an International cyber court
and penal code“, Brooklyn Journal of International Law 37/2012, 1141; M. Watneym, ,,The Way
Forward in Addressing Cybercrime Regulation on a Global Level“, Journal of Internet Technology and
Secured Transactions 1-2/ 2012, 65.
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Tako je y Hampry Cnopasyma YjenumeHUX Haldja O OCHHBamY MelyHapomHor
TpuGynana 3a kubep mpocrop (International Criminal Tribunal for Cyberspace)®’
HaBeneHO na je TpuOyHanm moTpeOaH Kako W3BPIIUOLM HaAjmedcux oOauKa naena
BHCOKOTEXHOJIONIKOT KpPHMHHAIAa He OM yciem mpobiiemMa y Be3u ca yTBphuBameM
HA/IJISKHOCTH M30erau KpuBUUHY ofaroBopHocT. Hanpr Crnopasyma caapku U mpemior
Craryra TpubyHama ca HEKOJIMKO HHTEPECAHTHHX pemersa>>. HaJme)HOCT 3a HeTpary
U TOWCHE KPUBUYHUX Jeia npumnanana 6u MehyHapogHoMm TyXWiamTBy 3a KuOep
MIPOCTOP, Kao moceOHOM oprany (Separate organ) Tpubynana (?). lasee ce nmpenuha na
je Tpubynan Hamnexxan aa roHu (?) nuia xoja cy yuumHWiIa cieicha kpuBudHa nena:
rno0anHy Hamaj Ha KPUTHYHE MH(OpMAIMOHE W KOMYHHMKAIIMOHE WH(PACTPYKTYpe
(uman 2: Global cyberattacks against critical communications and information

259

infrastructures)=”, ocrane obmuke rinobanHux pasmepa (wian 3: Other cybercrime of

the most serious global concern)®®°

, kpal)y uneHTuTeTa M Ipyra Temka KpUBHYHA Jelia
y4HbeHa Ha IpymTBeHUM Mpexxama (wiad 4: Social networks and identity theft), kao u
NPUIIPEMHE PaJlihe, OJIHOCHO CTBapamke WHPOPMALMOHUX M KOMYHHUKAIIMOHUX ajlaTa U
ycioBa MOTPEOHMX 3a M3BpIICHC MOMEHYTHX jeia (wiaH 5: preparatory acts of
provisions in the global statute on cyberattacks and cybercrime). Moxe ce youutu
MOKYIIIAj CTBapama HOBOT O0JIMKa Mel)yHapO HOT KpUBUYHOT IpaBa (y OJHOCY Ha caja
Beh TpaJMIIMOHATIHO CXBaTame I0jMa OBE TPaHE MpaBa), jep CBa YETHPH WIaHA Ca/IpiKe
dopmynanujy ,.ko..kpmehu oapende wehyHapogHor kuOGep KpHBHYHOI IpaBa‘

(violations of international cybercrime law) kao cBojeBpcHH OOjeKTHBHH YCJIOB

. 261 .
naKprMuHanmje’™. [IpermocTaBbaMo 1a Takea pOpMylIalja UMa 3a [HJb Ja [OBEXEe

»7 s, Schjolberg, Draft United Nations Treaty on an International Criminal Court or Tribunal for
Cyberspace, 2014, http://www.cybercrimelaw.net/documents/140626 Draft Treaty text.pdf. Pagu ce o
JIeBETOj BEp3WjH HalpTa, a MaHAaT 3a CacTaBJbambe HapTa M 3aroBapame HJIeje NMOBEpeH je CyIujH
Schjolberg koju je 3ajenno ca mnpodecopom 3ubepOM U3PAAUO MPBY CTYAU]Y O KOMIIjYTEPCKOM
kpumuHany. Hanpr npeauba na 6u TpuOynan dopmupana I'enepanna ckynmruna YH winm Caser
6e30eanocTH octymnajyhu mo mornasiby [loBesbe YH.
28 [ojenmua pemema 3aciIyxKyjy KPUTHKY, IITO HUje 4yAHO ¢ 0G3UPOM Ha TO 4 je 3a M3pay Mpeiora
Cratyta ynotpedsber Ctaryt TpubyHaia 3a OuBiry Jyrociasujy

° Hanax noapasymesa omrreherse, OHECIOCOG/bABAE WM YHHINTEHE KPUTHYHE HHPOPMALOHE W
KOMYHHUKaIMOHE MH(PACTPYKTYype, LITO je JOBEJIO JI0 3HAUYajHOT YTpoXkaBama HalnoHalIHe 0e30e1HOCTH,
JaBHOT 3/7]paBJjba, 0aHKAPCKUX U (PUHAHCH]CKUX CEKTOpa.
20 TakcaruBHo cy HaBeneHn: HeownamheH NIPHCTYI, HEIO3BOIBEHO MPECPETAEbE, OMETAmE MOJATAKA,
oMeTama cHucTema, 3ioynorpeba ypehaja, KpUBOTBOpeme, IIpeBapa, Jiejla I0BE€3aHa ca JedjoM
HOpHOTPaHjoM.

[IITo ce He MOXe OBeCcTH y Be3y ca Mel)yHapoaHUM KPHUBHYHUM IIPABOM, KOj€ je HacTaJIo U pa3BHjajio

ce y MOTIYHO JAPYravyMjuM HCTOPHjCKAM OKOJIHOCTHUMA W ca JapyradujuM ompasaamem, M. [llkymuh,
MelyHapoaHu KpUBHYHH CYJI — HaJUIS)KHOCT U noctynak, beorpax 2005, 23-29.
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HaanexHocT TpubyHana mpBeHcTBeHO ca KonBenmujom CE 0 BHCOKOTEXHOJOIIKOM
KpI/IMI/IHaJIyzsz. [Ipemnor Cratyra npensubha npuOpUTETHY HaiexXHOCT TpuOyHana y
OJTHOCY Ha HAIMOHAJHE CyAOBe (3a pa3iuKy OJ MPHHIHUIA KOMIUIEMEHTApPHOCTH
npeaBuheHoM y PuMckom cratyty), mpu ueMy TpuOyHanm Moxe y cCBakoj ¢daszu
MOCTYIIKa KOJU C€ BOAM TpEeA CYAOBHMa Yy OKBHPY Jp)KaBa TPAXHUTHU YCTyMame
KpUBUYHOT TocTynka. OCHUM TOra, OCTaBJbeHa je MOryhHOCT Ja ce HaJIeKHOCT
TpuOyHana npomupyu 1 Ha Jpyra KpUBUYHA Jeja, U To omiaykoMm Casera 0e30eaHOCTH
YH o u3menn Craryra (?). Peanmuzanuja ugeje o ocHuBamwy noceoHor TpuOyHaia Ha
JeTUTUMaH HauyuH Ouiga Om Moryha camo YyKOIMKO OHM Ce€ IOCTHTao KOHCEH3YC
CyBepeHUX ApxkaBa y okBupy ['enepanne ckymmrune YH u nmoBosean Opoj npikaBa
npuxBaTo HaiexkHocT TpubyHama®®.

OcuM oBoOr mpeiyiora, MOjeIMHA ayTopu Moryhe pemieme mpoOiieMa y Be3W ca
HaJISKHOIINY BUJIC Y OCHUBaWY cyaa y okBupy CaBera EBporie koju 6u 010 HaIe)kKaH
3a cyheme ydnmHHOIMMa mewKux 00JIMKa KPUBHYHUX Jieja MpeaBul)eHnx y oapeadama
KoHBeHIIMje O BHCOKOTEXHOJIONIKOM KPHUMHHAIYy a KOjU Cy M3BpPUICHH Ha WM ca
Teputopuje apkaBa nornucHuna. OcuuBamwe Cyna 6u Ouino npensulheHo aMaHIMaHOM
Ha KoHBeHIM]y K0joj Ou OmI10 MoTpeOHO Ja MPUCTYITH JI0BOJbaH Opoj normucHuna’®,

Munubema cMO J1a je MaJio BEpoBaTHO Ja he ce OBH NpEemio3u peain3oBaTH, jep
JpXKaBe HUCY CIIPEMHE Ja Ce CBOjEBOJPHO OJIPEKHY Jeja CBOT CyBepeHHTeTa (IpaBa
CyBEpEHOT BpIleHha BIACTH y CMHUCIY YyCBajama IMPOMUCAa U TOHBEHha YUYHHHIAINA), a
HApOYMTO M3 pazjiora MITO Yy MOTJeAy BHUCOKOTEXHOJOUIKOT KPHUMHHAJIa HE MOCTOjH
KOHCEH3YC J1a ce paau O TJI00ANHO] M YHHUBEP3aJHO] TPETHH, OJHOCHO KPHUBHYHUM
JIenuMa Koja yrpokaBajy MehyyHapoaHy 3ajeHMIly Y JTOBOJAHO] MepH Ja Ou Oumio
OTpPaBJaHO OCHHUBAKE HEKOT Mel)yHapOJHOT KPUBMYHOT Cyna (OZHOCHO, MOBEPaBaHE
HA/JICKHOCTH 3a cyheme OBUX KpUBUYHHX Jiena nmocTojehum Tenuma), TUM Tpe, IITO ce
TO JIO0 cajia HHje JOTOJIIO YaK HH 33 TEpOpM3aM M OpraHM30BaHU KpuMuHai. Takobe,

cMaTpaMo Ja OCTBApJbUBOCT OBAKBUX MPEJUIOra HUjE Y CKJIaJly ca IPETIOCTABKOM Ja je

%2 Byme o Tome, B. Harley, ,,A global convention on cybercrime?*, Columbia Science and Technology
Law Review, http://stlr.org/2010/03/23/a-global-convention-on-cybercrime/.

23 Yeror mumubemsa je u cyauja Schjolberg koju je kpearp mpemiora Craryra. Bumm Schjolberg, The
History of Cybercrime: 1976-2014,189.

%4 \W. Kraft, Ideas on the Establishment of an International Court for Cyber Crime, 2011, 8-9,
http://www.wclf.de/cybercrime_court_en.html?file=tl_files/Media/Download/FINAL-CYBER-COURT-

ENGLISH.pdf.
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http://www.wclf.de/cybercrime_court_en.html?file=tl_files/Media/Download/FINAL-CYBER-COURT-ENGLISH.pdf
http://www.wclf.de/cybercrime_court_en.html?file=tl_files/Media/Download/FINAL-CYBER-COURT-ENGLISH.pdf

HajOoJbe pelieme Ja y MpeIMeTHMa BHCOKOTEXHOJOIMIKOT KPHUMHHANA TIOCTYIAjy
HAJUICKHH OPraHy CyBEPEHHX JIpiKaBa’ >,

OcuM TpommMpema HAIUIGKHOCTH JpXKaBe Ja y KHOep MpOCTOpY peryiuiie
370ynoTpedy HMH(GOPMAIMOHUX TEXHOJIOTHjE, MOXKE C€ IOCTABUTH IHTAmhE Ja JIA je
Moryhe mpomupemne HaAJIEKHOCTH 32 AEJOBakbEe HAMIISKHUX OpraHa, OHOCHO 04 Jiu je
Mecmo npeody3umMarsa paokl HAONEHCHUX Op2aHad y OMKPUBArY U OO0KA3UBAIY Oeid
BUCOKOMEXHONIOWKO2 KDUMUHALA OMefeHO epanuyama mepumopuje opicage uiu je noo
oopehenum ycrosuma mocyhe RUX0B0 eKCMepumopujaiHo 0enosarbe 'y TNIbY
NPUKYIUbakha JI0Ka3a O JIeIMMa BHCOKOTEXHOJOIIKOI KpUMHHAIAa KOjH C€ Hamase y
KuOep MpOCTOpY KOjU HE IMO3HAaje TpaHulle. Y CKIANy ca IpaBHiIMMa MelyHapoaHOT
jaBHOr mpaBa’®®, (U3MYKO NPHCYCTBO M AKTUBHOCTH OpraHa apikaBe/MelyHapomHe
OpraHuzaiije Ha TEPUTOPHUjU JApYyre NpKaBe, a 0e3 HEHE MPETXOIHE CarjacCHOCTH
MPEJICTaBIbajy MOBPEAY TEPUTOPHjATHOT CyBepeHUTETA. Y CiIydajy moTpede 1a y Be3u
ca KPUBHYHHUM IIOCTYIIKOM HAJUICKHU OPraHd jelHE IpKaBe Ha TCPUTOPHH APYre
IpXKaBe NMPeay3My paiibe, HYXKHO je aHra)KOBambe MeXaHu3ama Ipyxama Mel)yHapoHe
npaBHe 1oMohM y KPUBHYHHM CTBAapHMa ’'. JEQMHO DEAlHO pELICHE jecTe CTora
npuOiMkaBame HAIMOHAIHUX Ipomuca y mTo Behoj mepu kako Ou ce omoryhuia
epexTuBHa ~ MehyHapomHa — capagma 0y ClIydajeBUMa  TPAaHCHALMOHAIHOT

BHCOKOTEXHOJIOIIKOT KpUMHUHAA, Y TOM CMHUCIY je OJ M3y3eTHO 3HauajHa KoHBeHIMja

CE 0 BUCOKOTEXHOJIOIIKOM KpUMUHAIY.

2. CIIEHUJAJIM3ALIUJA JIPPKABHUX OPTTAHA HAJUUTEXKHUX
3A TOKA3UBAE JIEJIA BUCOKOTEXHOJIOIIKOI' KPUMUHAIJIA

[Topen 3akoHckor ypehema paamu 3a OTKpHUBame U JIOKa3UBambe Jeja
BHCOKOTEXHOJIONIKOT KpUMHHaNA, Ja OW mHUXOBa MNpUMEHa Ouia eQpeKTHUBHA U
epukacHa, a ¢ O0O03MPOM HA TEXHUYKE CHEMU(DUIHOCTH YHHCHHYHOT CYICTpaTa
MOBOJIOM KOjuX ce ofpelyjy, moTpeOHO je Ja OpraH MOCTyNka uMma oapeheHu HHUBO

3Hamka O I/IH(I)OpMaI_II/IOHI/IM TCXHOJ'IOI‘I/IjaMa. ,,BI/ICOKOTCXHOJ'IOH_IKI/I“ CJIICMCHT Y TCHYCHOM

265 Brenner, Cybercrime and the Law: Challenges, Issues, and Outcomes, 187.

2% IIpaBuna yrphena y omrymy y Jlorye npeamery 1929.romune (Cf. Case of the S.S. "Lotus" (France v.
Turkey), PCIJ Series A, No. 10). Bumte o Tome, Koops, Brenner, op.cit, 72.

2" Murame melyynapoane npasre momoh je npeamer Illecror gena pasa.
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ojMy KOju oOyxBaTa KpHBHYHA JieJla yYME-EHA MPOTHUB/TIOCPEACTBOM padyyHapPCKHX
nojaTaka/cucTeMa/Mpeka YMHH OTKPUBAIE U JIOKA3WBAKE OBHX Jiea OTEXaHuUM 0e3
nocefioBamba IMOCEOHUMX 3Hakba M BEUITHMHA NOTPeOHMX 3a MPUMEHY I0CEeOHUX
TEXHUYKHUX U TAKTUYKUX [IPaBUIA. Y TOM CMUCIY, Modice ce hohu 00 npemnocmaske oa
je gopmupare cneyujanuzo8aHux OpeaHU3AYUOHUX jeOUHUYA Y OKEUpY NOauyuje u
jaenoz myosicunawimea jeoan 00 K/wYUHUX (PaKkmopa y YCHeWHOM CYNPOMCMAB/barby
BUCOKOMEXHOTIOUKOM KPUMUHATY .

He mocTtoju yHudopMHO pemieme Koje 0u Omio oaroBapajyhe 3a cBe apikaBe jep
notpeba 3a opMupameM crenujaIn30BaHuX M yHampehemeMm moctojehux jenuHuia
3aBHCH OJ] HEKOJIMKO (pakTopa: 3aKOHOAABCTBA, CTEMEHA 3aBUCHOCTH JAPYIITBA O]
UHPOPMALIMOHUX TEXHOJIOIWja, ydemha BHCOKOTEXHOJIOMIKOI KPUMHHAJIA y CTOMH
W3BPIICHNX KPUBHYHKX Jena i Apyro->". Jla Gu ce yTBPMIO 4 JIM TIOCTOjH ONPAaBame
3a GopMmupame CIelHjaTu30BaHuX jeAWHUIIA, MMOCMaTpaHa Cy peliemha y IM0jeIuHUM
HAIlMOHAJTHUM 3aKOHOJIABCTBMMA, Kao MpHMEpH 100pe Mpakce, a paad aHau3e
Ha/IJIeKHOCTH, IEJIOKPYyTa paja u opraHusalyje, Te youaBamwa TUIIOBa CIIEIMjau3alyje.

Y Be3u ca yTBphUBamEM yroce cneyujanuzo8anux opeamda, youdaBajy ce TpHU
dyHKIHje Koje ce y OKBUPY paja THX oprana ocTBapyjy>>: 1. Mcrpara KpuBHYHEX Jema
YYUECHUX MPOTHB PavyyHAPCKHX I0JIaTaKa/CHCTEMa M TOWEHhEe YUMHIIAA THX Jena (y
cmuciy wiaHoBa 2-6. KBK); 2. HcTtpara kKpuBHUYHHUX J€fla YYUEEHUX IOCPEICTBOM
(ynorpeboMm) pauyHapcKUX IIOJaTaka/CUCTeMa M TOWBEeHhe yuyuHWiIanma Tux jaena (y
cmucay wiaHosa 6-10. KBK); u 3. [Toctyname no TeXHUYKUM U TAKTUYKUM MPABUIMMA
y BE3W ca padyHapCKUM TOJalMMa KOju Cy ToXpameHu, oOpalyyjy ce wim mpeHoce
MyTeM payyHapCKUX CUCTEMa/Mpexka, a KOJu MOTy OUTH J10Ka3 y KpUBUYHOM MOCTYIIKY
3a cBa KPUBHYHA Jea’ .

I[aKJ'Ie, CMHCA0 HOCTOjaI-La CHeLII/IjaJ'II/IBOBaHI/IX OopraHa orjcga c€ y I-LI/IXOBOj

OCHOBHO] YyJI03H, a TO je MCTpara Jieja BUCOKOTEXHOJIOMKOT KPUMHHAIA U TOCTYNamke

%8 ACPO, Good Practice and Advice Guide for Managers of e-Crime Investigation, 2011,
http://www.npcc.police.uk/, 5-6.

29 Specialised cybercrime units - Good practice study, 2011,
http://www.coe.int/t/dghl/cooperation/economiccrime/cybercrime/Documents/Reports-
Presentations/Octopus2011/2467 HTCU_study V30 9Novl1l.pdf, 4.

210 Ckyn TeXHMYKHX M TaKTHYKUX NpaBHia KOjUMa ce ypelyje mocTymame opraHa pajay IpoHajacka U
aHaJIM3€e pavyyHApPCKHX I10/IaTaKa Kao TparoBa KPUBUYHOT JIeJIa Ha3uBa ce QUSUMMAIHA (POpeH3uKa, TTOo je
npeamer Cenmor pena pana. Jlokasw Koju HacTajy Kao pe3yiaTar oOpaze padyHapCKuX I10JlaTaka
MPUMEHOM JHUTHUTANIHE (POPEH3UKE HA3HMBA]y CE€ eNeKmpOHCKU (Oueumannu) 0oxazu, a OHU Cy TpEaMeT
obpane Tpeher nena pana.
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0 TpaBWIMMa JUTHTAIHE (OPEH3UKE paad TMpOHANACKa JWTHTATHHUX J0Kas3a.
HamiexxHocT U IeOKpyT paja CrenyjaTn30BaHuX jeIMHUIIA MOTIIM Ou Outh onpehenn
Tako Ja oOyxBaTajy CBE OBE YJore WJIM Ja MPEACTaB/bajy KOMOHWHAIM]y HCTpare,
NPUKYIUbakha U POPCH3MUKE aHAIN3E pauyHApCKUX T0JaTaka U JAPYrux 3aaaTaka (HIIp.
npaliersa 1 aHasI3e (EHOMEHA BUCOKOTEXHOMOIIKOT KpHMHHATA’ ). Y CBAKOM CIIydajy,
IbUXOBa YJIOTa 3aBHCH O]l OpraHW3allMje M HAJJIC)KHOCTH IOJUIHjE, OJHOCHO jaBHOT
TY)KWIAIITBA, T€ ONEPATUBHUX U MPOIECHUX OBJAIINekha AaTUX Y HJbY OCTBapUBarba
[0C/IOBA U 3aJaTaKa W3 IEIOKpYyra paza’ >. Y TOM CMHCIy MOTY ce pasiukoBard: 1)
noceOHe OpraHW3aIloOHe jJeJUHUIIC TOJHIHje; 2) TmoceOHa TYXWIAIMTBA; 3) MOCCOHH
(OpEeH3NUKN KaMaIMUTETH Y OKBUPY OBUX jeIMHUIIA WJIM KA0 CAMOCTAJIHE CTPYKTYpeE.

Kao mpumepe m00pe mpakce y morjiely OpraHu3aliije u cactaBa CICIHjaJTi30BaHUX
OopraHa MOTy c€ HaBECTH MPHCTYIU y TPH aMEPHUKE JIpKaBe, Y KOjUMa j€ jOIl TOKOM
1990-Tux roawHa MpOUUIOr BEKa Ipero3HaTa mMoTpeda 3a (opMupameM NOCEOHHX
OpPraHU3allMOHUX jEJMHHIA 33 BHCOKOTEXHOJIOIIKKM KpumuHai. Hamme, y CAJl y
okBupy DenepanHor 6upoa 3a ucrpary (Federal Bureau of Investigation: FBI) moctoju
HanunonanHa jeauHuIa 3a MCTpary BUcokoTexHosomkor kpumunaia (National Cyber
Investigative Joint Task Force: NCIJTF?"®) namnexna 3a ucTpary HajTeKuX 06JIHKa
BHUCOKOTEXHOJIOIIKOT KPUMHHAJNA, JOK je MCTpara OCTaIMX KPUBHYHHX Jejia MPOTHUB
0e30eHOCTH payyHApCKHUX II0JIaTaka Yy HAIJIKHOCTH (elepaTHuX jeIuHHIa, ca
pa3IMYUTUM OpPTaHU3aIMOHUM peliekhuMa, OJ KOjux OucMo wu3aBojunu cueaehe
MoJjene:

A. TpencraBunuku moaen (Statewide Cyber Crime Task Force) moctoju ox 1999.
roguHe y JpxaBu MejH. JeauHuWIly ca 3aJaTKOM Ja HCTpaxyje clydajeBe
BHCOKOTEXHOJIOIIKOT KpPUMHHAJIa YUHE MPEACTaBHUIIUA APKABHOT U OKPYKHOT jaBHOT
TY)KWIANITBA, JIPXABHUX W JIOKAJTHUX TMOJUIMJCKUX oOJieJbeha U  (OPEH3UUKHUX
naboparopuja. Hamme, oBM opraHu oJpenuiau Ccy CBOje NPEICTaBHUKE KOJjU CYy
OJITOBOPHM 32 UCTpary Jejla BUCOKOTEXHOJIOMIKOT KPUMHHANA, Ma y cacTaB JenuHHIe
ylnaze TpU TMOJHIMjCKAa HCTPaXHTesba, Tpu (opeH3nuapa U JBa 3aMEHUKA jJaBHOT

Ty’KHola. JeqMHNUIIa KOOPAMHUPA UcTparama Koje ce CIpoBOJIE LIMPOM JIp>KaBe, Mpyka

2L C. Mulligan, “Perfect Enforcement Of Law: When To Limit And When To Use Technology”, The
Richmond Journal of Law and Technology 4/2008, 15.

272 gpecialised cybercrime units, 16.

273 http://www.fbi.gov/about-us/investigate/cyber/ncijtf
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NpaBHY M TEXHUYKY MMOMON JIPYrMM OpraHuhMa, OCTBapyje capamy ca MpyKaoluma
ycIllyra eJIeKTPOHCKUX KOMYHHKAIlMja, T peain3yje mporpame oO0yKe 3a 3amocieHe y
TOJHLMH ¥ TYKHIALITBY .

b. LenrpamuszoBann moxen (Dedicated In-House Cyber Crime Unit) y apxasu
Mucucunu oriena ce y mnocrojamy JeIMHUIEe 32 BUCOKOTEXHOJOIIKA KPUMHUHAT Y
okBupy Opesbema 3a 3amrTuTy jaBHor wuHTerputera (Public Integrity Division)
JlpXaBHOT jaBHOT TY)KHJIAITBA KOj€ j€ HAIICKHO 3a TEPUTOPHjy ILEJle JIpiKaBe.
JenuHUIly YMHE 3aMEHHMK TY)KHOLA, KOjU je€ Ha 4ely JeAuHuIe, TPU TOJHIINjCKa
UCTpaXKuTesha | jeaH GopeHszuyap. Y okBupy Jeamnuie je hopmupana maboparopuja
3a OUTHTAIHY (OPEH3HWKY Koja BpIIM (OpPEH3MYKE aHAIM3E IMOBOJOM 3aXTE€Ba CBUX
MOJULU]CKUX O1E/bCHba Y APKABH’ .

B. Jucrpubyrtusaun wmomen (Model of Distributed Forensics/Prosecution of
Cybercrime) 3acrymben y napxaBu Hosu Xemmmmp (QyHKIHOHHUIIE TaKO IITO
TYXHJIALITBO ¥ MOJIUIIM]jA HA JIOKAJTHOM HUBOY BOJIC UCTPAry Jieja BUCOKOTEXHOJIOIIKOT
KpUMHHAIA (a HE IP)KAaBHO jaBHO TYXXWJIAIITBO KOj€ j€ MHA4e HAJJICKHO 3a UCTpary
KPUBUYHHX JeNa), 10K (HopeH3nuKy o0paay BpiiH jJabopaTroprja Ha Ap>KaBHOM HUBOY.
JpxaBHa QopeHsnuka jgadopaToprja UMa 3aJaTak Aa Mperjena Oy3eTe eIeKTPOHCKE
ypehaje u pesynrate (QOpEeH3MUKE aHAIM3E IMOXPamyje y 3ajeJHHYKO] padyHapCKoj
MPEXKH IIPEKO KOje JIOKAJIHA TIOJIHIHja IPUCTyna 06paljeHoM MaTepujary .

VY Hay4HOj JIMTEpaTypH Cy, MakK, Mperno3Hare cienehe Kareropuje Creujain30BaHux

: 277
OpraHHu3allMOHUX JCAWHHIIA 3a BHCOKOTCXHOJIOIIKHM KpUMHHAI 1.

Jenunune 3a
CTPY4YHY MOJPIIKY, OJHOCHO jeIMHUIIE 32 (OPEH3NUKY HCTpary, Koje Bpiie pOpeH3nUKy
o0pany oxy3eTux pauyHapckux ypehaja; 2. Onmesbema Koja MPHUKYIIba]y ONepaTUBHE
MoJIaTKe O 3HAYajHUJUM CIIy4ajeBUMa ca MPEKOTPaHHMYHUM €JIEMEHTHUMA, Kao IITO Cy
noceOHa UcTpaxkHa ofiesberba (Specialist Investigations Departments) wiu oxesbema 3a
noceOHe JI0Ka3He paame M npukymbame uHpopmarmja (Intelligence and Specialist

Operations), 3. IloceOHe jemuHMIlE HAIUIEKHE 33 MCTpAry KPUBUYHHUX Jiella MPOTHUB

274 National Center for Justice and the Rule of Law, Combating cyber crime: essential tools and effective
organizational  structures a guide for policy makers and  managers, 2007,
http://www.olemiss.edu/depts/ncjrl/pdf/CyberCrimebooklet.pdf, 19-22.

2’ Combating cyber crime: essential tools and effective organizational structures a guide for policy
makers and managers, 22-24.

276 Combating cyber crime: essential tools and effective organizational structures a guide for policy
makers and managers, 17-22.

217 Jewkes, Yar, op.cit, 540; Yriop. Moitra S., “Developing policies for cybercrime”, European Journal of
Crime, criminal law and criminal justice, 13/3, 2005, 450.
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padyHapCKMX CHCTeMa H JApPYyruxX ,,TPAJUIMOHATHUX® KPUBHUYHUX JeJa ca
BHCOKOTEXHOJIOIIKAM €JIeMEHTUMA, U 4. JeIWHUIE KOje MCTPaXyjy MOjeuHe OO0JIMKe
BHCOKOTEXHOJIOLIKOT KpruMHUHaia (Hip. ciydajese online medje nopaorpaduje).

AHaIM30M 3aKOHCKHMX pelllekha I0jeIMHUX JApKaBa, yodeHe ce ciezache
CIIeLMjaN30BaHE OPraHU3aAIHOHE JIHHNAIE  ;

1. Jenunwuie y OKBUPY MOJIMIIKjE, CIICIIMjaTM30BaHE 32 UCTPAry KPUBHYHUX
Jena KOJ KOJUX CYy padyHapCKH CHCTEeMHU/Mpeke OOjeKT Haranaa, OIHOCHO
CpeACTBO u3BpIema (Cybercrime units) u 3a obaBibame oxapeheHHx mociaoBa
TUTHTaIHE (POpEeH3UKE.

Tako je y manuju 1995. dopmupana neHTpadHa jeIUHUIIA Yy OKBUPY CYICKE
NOJIMIIMjE KAao CHElHjajHa CTPYKTypa 3a UCTpary Jejla YYUHCHHX MPOTHB/YIOTPeOOM
pauyHapCcKHX CHCTEMa M Mpexa. Y cacraB jeJMHHUIE yia3e jefHa leHTpayiHa (ca 45
3aMoCICHUX) W TPU ToceOHe cekmuje (ca mo 4-7 3amociieHuX), O KOjuxX je jemHa
Ha/JISKHA 33 UCTpary jejia IPOTHB JIMHA (HIIP. WIETATHO MpecpeTame KOMYHHKAIH]ja
YUUECHO TOCPEJICTBOM padyHapa), JApyra 3a HCTpary jJeja y Be3u ca NPUBPEIHUM
KPUMHHAJIOM (HIIP. KOMITjyTepPCKe IpeBape, MoBpe/ia MpaBa HMHTEICKTyallHe CBOJUHE), U
Tpeha y okBHpPY Koje ce BpuiH (pOpeH3UYKa aHaIM3a padyyHapCKUX MOJaTaka U CHCTEMa
a KOja KOODIMHHpPA PaJOM Ofe/beHha HA JIOKAIHOM HUBOY> . Y (paHIycKoj mOCToje
JIBE TToceOHEe OpraHW3aIlMoHe jenuHuIle: HanuoHanHa jeMHUINIA HAJJIeKHA 33 UCTPAry
KPUBUYHUX JIeNIa KOja Cy YYMEbEHA MIPOTHB/TIOCPEICTBOM PavyyHAPCKUX CUCTEMA, JOK je
3a ucTpary nena online neuje mopHorpadwuje, pacusma U KceHODOOHUje yUHE-CHE
350ynotTpedoM HHGOPMAITMOHE TEXHOJIOTH]E HAJJICKHO MOCEOHO OJIEJbeHhE Yy OKBUPY
CyJICKe nonnunjeZSO.

2. JemunHuile y OKBHPY MOJIUIIH]E, CIICIINjaTU30BAaHE 32 BUCOKOTEXHOIOIIKI
kpumuHan (high tech crime units) namiexse camo 3a McTpary KpUBHYHUX Jeia
npoTuB 0€30€THOCTH pauyyHAPCKUX MOJaTaka U CUCTEMa, Kao U 3a (OPEH3UUYKY
oOpany pauyHapckux ypehaja (M mpyxkame APYTUM OpraHU3aIMOHUM
jeAMHUIIAaMa TEXHUYKE MOJIPIIKE Y TOM CMHUCITY).

Tako y AycTpuju y OKBUPY KPHUMHHAIMCTHYKE CIyXO0e€ IMOCTOje JBa Oje/bemha y

YHjO] HAJUIKHOCTU j€ HCTpara KPUBHYHHMX JieJla MPOTHB padyHapCKUX CHUCTeMa

278 gpecialised cybercrime units - Good practice study, 5,13-15
2% Specialised cybercrime units - Good practice study, 94-96.
280 gpecialised cybercrime units - Good practice study, 75-79.
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(HeoBnamheH MPHUCTYN padyHapHMa U padyyHApCKUM Mpekama, MOBpeda MPUBATHOCTU
TEJIEKOMYHHUKAIMja, HEI03BOJFEHO IPECpETame padyHAapCKUX Tojaraka, omreheme
nojaraka, oOMeTame (YHKIHMOHHWCAamka padyHAPCKOT  CHUCTeMa,  3J0ymnoTpeda
padyHapcKor mporpama, (GaicupukoBame pauyHapCKUX MOJaTaka, mpeBapa y Be3H ca
oGpagom moxataka)>>. V Benruju je GopMupana je/IMHIA 38 KOMITyTepCKH KPHMHUHAT
Ha IIEHTPAJHOM HHUBOY KOja MpY)Ka TEXHUYKY MOJPIIKY PETHMOHATHUM jeJUHHIIaMa Ha
HUBOY OKpyTa (1mocToje 26 peruoHaaIHuX jeIMHMIIA) KOj€ HCTPAXy]y KpUBUYHA JIeIa KO
KOJHX j€ padyyHapCKH CHCTEM/Tojial 00jeKT Haraja, a OCUM TOra IEHTpaJIHA jeANHHUIA
MOK€ ayTOHOMHO Jia HMCTpaxyje CllydajeBe y KOjuMa IMOCTOjU MOoTpeda 3a XUTHUM
UHTEpBEHIMjaMa WJIM KaJl j€ W3BpUICH HamajJ Ha KpUTHYHE WH(POPMALUOHE
uHdppacTpykrype. OBe crHenMjajiu30BaHE jCIUHHIICE HHCY HAICKHE 3a HCTpary
KPUBUYHUX JieJia KOje Cy M3BPILICHO MMOCPEACTBOM PauyHAPCKUX CHUCTEMa/Mpexa aju
HQVIC)KHUM JeMHUIIAMa TpYyXkajy momoh y Buay (opeH3Wdke o0pajge W aHaIH3e

82

padyHapckux momataka’’. V Benukoj Bpuranmju je y OKBHpY monmImje Ha

[ICHTPAJIHOM HHBOY OCHOBaHa JenuHuIma 3a enekTpoHcku kpumunan (Metropoliten

Police central e-crime unit®®

) KOja je HaJUIe’KHA 3a UCTpary TUCTpUOyHpaHUX Hamaja
Ha WHQOPMALMOHE CHUCTEME, AUCTPUOYIHjy MaJIMIMO3HHX KOJOBAa M TpeBape Ha
I/IHTepHeTy284.

3. Jemunune 3a gurntanHy (opeH3uKy, (GopMHUpaHE ca 3aJaTKOM Jia
NPUKYIUbA)y W aHaIM3HMpajy eJNeKTpPOHCKe Jokaze Oe3 o003upa Ha BpCTY
KpUBHUYHOT jiesia (computer forensic units).

TakBa jenuHuna, Ha npumep, popmupana je y Pymynuju 2003. roauHe 3aKkOHOM
kojuM je paruduxoBana KBK, a y oksBupy Opnespema 3a UCTpary OpraHM30BaHOT
KPUMEHAIA U Tepopu3Ma Pemy6iuakor jaBHor TyxuiamTea’>. V JINTBaHHjH TOCTOjI
oJleJbehbe 3a (OPEHU3UUKY aHalu3y HHPOpMAlMOHMX TexHosoruja y LleHTpy 3a
dbopeH3nuke Hayke KOJy YMHE JIB€ OpraHu3allMoOHEe jeJAWHHIe, jeaHa (opMupaHa y

OKBHPY MuHMCTapCTBa MpaBJe a Apyra y OKBHUPY HoJuIje, 00e ca 3aAaTKoM Ja 3a

%81 gpecialised cybercrime units - Good practice study, 61-63.

%82 gpecialised cybercrime units - Good practice study,. 63-65.

283 OBo je IIPBOOCHOBAaHa CHeul/IjaﬂI/I30BaHa jeHI/IHI/IHa 34 BHCOKOTCXHOJIOUIKHM KpUMHHAI Yy EBpOHI/I
(ocunoBana 1985. romune). P. Sommer, ,,The Future for the Policing the Cybercrime®, Computer Fraud &
Security 1/2004, 8.

284 Jewkes, Yar, op.cit, 541-542.

28 Specialised cybercrime units - Good practice study, 88-90.
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norpebe opraHa y OKBHPY KOjUX Cy oOpa3oBaHe, Bpiie (QOpPEH3WYKY o00paxy
CIICKTPOHCKHX ypehaja Ge3 0631pa Ha TO 0 KOM KPHBHYHOM JEIY CE pagu> C.

4. JenuHWNa Ha UCHTPATHOM HUBOY, 0€3 UCTpaXHUX oOBianthema
OJITOBOpHA 32 KOOPAWHAIM]Y, CTpareliky © (QYHKIUjy MPHKYIJbamba
OTNEepaTUBHUX MMOJaTaKa y LUJbY MOMONK APYTHM IOJIMIUjCKUM CTPYKTypama y
UCTpa3yu Jieja BHCOKOTEXHOJIOIIKOT KpUMHHATA U KPUMHUHAIUCTHYKO) OOpaau
JPYTrUX KPUBHYHUX JeTa.

Tako y Benukoj bputanuju y oxBupy noymnujcke AreHuuje 3a 00pOy HpOTHB
temkux obnuka opranu3oBanor kpumuHaia (SOCA: Serious Organised Crime Agency)
MOCTOjJU OJIeJhEHhE€ 32 BHUCOKOTEXHOJIOIIKM KPUMHHAJ KOje MPBEHCTBEHO UMa YIIOTY
NPUKYIJbakha ONIEPATUBHUX I0JIaTaKa, MPOICHE CTEICHA PETHEC U MHUIIMPAKE UCTpara
y KOHKPETHHM CIIy4ajeBHMa KOje UCTpaxyjy JokaiHe jenuHune nonunuje. [lomenyra
jenuuuna noaunuje (Metropolitan Police central e-crime unit) u oBo onesbeme unHe
Harnponanny jenuuuily 3a BucokoTexHosomku kpumunan (National cybercrime unit) y
okBupy Harmmonanne xpumunHanuctuyke arexnuje (National Crime Agency) ca
3aJ]aTKOM  TPHUKYIJbatha OINEPATUBHUX TI0JaTaka, IPOAKTUBHOI JICJIOBaka Ha
CrIpevaBamy M3BpUICHAa KPUBUYHUX Jella ynoTpeOoM WH(POpPMAIMOHE TEXHOJOTHje U
ocTBapHBarba Mel)yHapoIHe capame’. .

5. Jemunwuie y okBUpY MOJHUIHjE, KOje ce GopMuUpajy ca HaUIeKHOImhy 1a
CIIPOBOJIE HCTPAry MojeAMHUX OOJIMKA BUCOKOTEXHOJIONIKOT KpIMUHAIA.

TakBa je Jeauuuma 3a 3amTuTy aene oa MckopuimhaBama y mopHorpadceke cBpxe
ynorpebom uHpopmarmonux TexHonoruja (Child Exploitation Online Protection)

dopmupana 2006. romune y Benukoj bpuranujn®®®.

2.1. Crenjanu3anyja HaAJISKHUUX ApkKaBHUX opraHa y Peny6nuiu Cpouju
VYV Penyoauyu Cpbduju je ToCToju ,,yHUKATHO' 3aKOHCKO periewme. Haume, 3akoH o

OpraHu3alju ¥  HAUIOKHOCTH  JpXKaBHUX opraHa 3a 0OopOy  mpoTuB

289 . .
BHCOKOTEXHOJIOIIKOT KpuMuHana“ ~ ycBojeH 2005. roaune mpenasuieo je hopMmupame

286 L. Novikoviene, Bileviciute E., ,,Application of IT Examination in Investigation of Crimes on Safety
of Electronic Data and Information Systems®, Jurisprudence 1/2010, 321-322.

%87 http://www.nationalcrimeagency.gov.uk/about-us/what-we-do/national-cyber-crime-unit.

258 Ibidem.

89 Cn.rmacuuk PC, 6p. 61/2005 u 104/2009.
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CHEUMjaTN30BaHUX OpraHU3allMOHMX JEJUHHULA Y OKBUPY MOJHUIMjE, jaBHOT
TYKWIAIITBA M CyJa HAUIGKHUX 32 TOCTyName 3a Jella BHCOKOTEXHOJOIIKOT
KpUMHHAIA. BUCOKOTEXHOJOMIKM KPHUMUHAI Yy CMHUCIY WidHa 2. OBOr 3aKoHa
Npe/CcTaB/ba BpPUICHE KPUBHYHUX Jeja KOJA KOjUX Ce Kao 00jeKaT WU CPEICTBO
U3BpIICHa KPUBUYHHX JeJia jaBjbajy padyyHapH, pavyyHapCKH CHUCTEMH, padyyHapcKe
MpeXe, padyyHapCcKH IOJald, Ka0 W IHbUXOBH IPOU3BOAM Y MAaTEpHjaTHOM WU
€JIEKTPOHCKOM OOJIMKY, a WwiaH 3. 3akoHa NpOMUpYyje T0jaM BHCOKOTEXHOJIOIIKOT
KpUMHHAJIA ojpelyjyhu rpyre KpUuBHYHHX Jelia Koja ce 1o oapeheHMM OKOJHOCTUMA
CMaTpajy BUCOKOTEXHOOIIKAM KPUMHHAIOM? ..

3a moctyname Yy TpeIMeTMMa KpPUBMHYHUX Jefla Koja cy onpehena xao
BHUCOKOTEXHOJIONIKM KPUMHUHAI HAJUICKHO je Buie jaBHO TyxminamTBo y beorpany 3a
teputopujy Penybnuke Cpbuje (wiaH 4. ctaB 1) y OKBUPY KOT je 00pa3oBaHO noceb6HO
ooemere 3a 6opOy npomus sucokomexuHoioukoz kpumuraia (o3nadeHo xao IlocedHno

291
TYXWIALITBO, y CMHCIY Wwiana 4. craB 2. 3akoHa’

). Pagom IloceOHor Tyxuiamrsa
pykoBou [ToceOHM Tykuiall 3a BUCOKOTEXHOJIOIIKM KPUMUHAJ, Kora Ha rnepuoj ox 4
roJuHe MocTaB/ba PermyOnuuky jaBHU TyXuUiall (M MOxe OUTH MOHOBO MOCTAaBJHEH) U3
pena 3aMeHHMKa jaBHUX TYXHJala KOjU HCIyHkaBajy ycjoBe 3a M300p 3a 3aMEHHKa
BUIIIET jaBHOT TY)KHoLA (y3 MUCMEHY CarjacHOCT JIMIA KOje Ce IMOCTaBJba M JOHOUICHE
pemema o ynyhuBamwy Tor nuna y IloceOHO TyXWIAIITBO), IPU YeMy MPETHOCT UMajy
3aMEHHUIM JaBHUX TYyXWIalla KOjU Tocelyjy TmoceOHa 3Hawa U3  00JacTH

UHPOPMATHUKUX TexHonoruja (wiaH 5. 3akoHa). [loceOHU Tyxunal ce Mo cazHamy Ja

ce y JeIHOM MpEeIMeTy paau O cliydajeBuMa Koje mpeaBuba wian 3. 3akona, obpaha

20 Tpexsuljeno je ma ce 3aKkoH IpHMEIbYje HA OTKPHBAmE, FOmEHe H cyheme 3a 1) KpuBHUHA nea
npoTUB 0e30eqHOCTH padyHapckux mojgaTaka oapeheHa KpuBHUHHM 3aKOHHMKOM; 2) KpHBHYHA Jena
NPOTUB MHTEJIEKTYyallHe CBOjHHE, MIMOBHHE, TIPUBpelle U MpaBHOT caoOpahaja, koJ Kojux ce Kao o0jekar
WU CPEJICTBO M3BPIICHa KPUBHYHMX JIe)ia jaBJbajy pauyHapH, pauyHapCKH CUCTEMH, padyHapcKe Mpexe
Y padyHapCKH MOJAIH, Ka0 ¥ HHUXOBU MMPOU3BOJIU y MATEPHjaTHOM MJIHM €JIEKTPOHCKOM OOJIMKY, aKo Opoj
IpUMepaka ayTopckux jena npenasu 2000 wim Hactana MaTepyjaiHa mTera npeiasu usHoc oxa 1.000.000
JIMHApa; 3) KpUBUYHA JieJIa TIPOTHB ¢11000/1a 1 IpaBa 4oBeKa 1 rpal)aHiHa, MTOJHE clI000/e, jaBHOT pela U
MHpa M ycTaBHOT ypehema u Ge3bennoctn Pemybnmke CpOuje, koja ce 300T Hauuma uzepuierba WIH
ynompebspenux cpedcmasa MOTY CMaTpaTi KpUBHYHKM JIETMMa BUCOKOTEXHOJIOMIKOT KPUMHUHAIA.

! Pnax, 3akoH o jaBHOM Tykumamtsy (,,Cir. raackuk PCY, 6p. 116/2008, 104/2009, 101/2010, 78/2011
— np.3akoH, 101/2011, 38/2012 — omnyka YC, 121/2012, 101/2013, 111/2014 — omryka YC u 117/2014) y
ynany 13. ctaB 2. HaBOIW Ja Cy jaBHA TYXXWJIAINTBA TOCEOHE HAJICKHOCTH camMo TyXWIamTBO 3a
OpraHu30BaHu KpuMuHaN U Ty>KUIAIITBO 33 paTHE 3JI0YHHE.
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PenyGimukoM jaBHOM TYXHOIy 3axTeBajyhu ox mera ja My HOBEpH WIH IpeHece
HaJIJIe)KHOCT (WiaH 6. cTaB 2)292.

ITo 3axteBuma IloceOHor Tyxkwmoma moctyna Cayxba 3a OopOy TpOTUB
BHCOKOTEXHOJIOMIKOT KpuMmuHana (wian 9. craB 2). Tokom 2007. romune y
MunucTapcTBy yHyTpammux mnocioBa y Cioyxbu 3a 60pOy HMpOTHB OpraHM30BaHOT
kpumuHana (CBIIOK) y oxkBupy Ynpase kpuMHHaIHCTHUKE Tonuuyje (mpu Aupexnuju
nosmnuje) ¢opmupano je Odewere 3a 6O0pOY Npomus BUCOKOMEXHOLOUWKORZ
KpumuHana. 3akoH npensuba na je 3a Mocryname y npeaMeTuMa KpUBHUHUX Jelia U3
ynaHa 3. 3aKoHa HAJICKHO nocebHO odemerve Buwiee cyoa y beoepady, a mpemHoct y
paciopehuBamy y TOCceOHO OJCIhCHE HMajy CyIHje ca IMOCEOHMM 3HamHMa U3
uH(popMaTniykux TexHonoruja (wian 11. craB 2), HO kako onxesbewe oa 2009. roaune
BHUIIIE HE MTOCTOjH, Y IpeAMEeTHMa MOCTyMajy cyauje Bumer cyna y beorpany.

Buwu cyo y Beoepady ce o2nacuo nenaonexcHum 3a nNOCmynare y KpUueuyHom
npeomemy NpOmMu8  OKpuswbeHoz 3002 KpusuuHoe Oena u3 obaacmu
BUCOKOMEXHOTIOUKO2 KPUMUHALA, OOHOCHO KPUBUYHORZ Oelld paiyHapcKe npegape
uz ynana 301. cmae 1. K3, jep je cyo cmampao oa u3 uurenuunoe onuca oena y
ONMYICHOM npednocy npousunaze eiemenmu ouha Kpueuunoz oeia uz0agarbe
yexa u kopuuthere niamue kapmuye o6e3 nokpuha uz uiana 228. cmas 3. 'V eesu
ca cmasom 1. K3, jep ce okpusmwenu mepemu oa je kopuwheroem HAAMHUX
Kapmuya 3a Koje Huje umao nokpuhe npubasuo cebu UMOBUHCKY KOPUCH NPEKO
MUTUOH OUHapa, a 0a je YHOulerse HemadHux nooamaka y cucmem Koje je
YMuyano Ha pezyamame eneKmpoHcKke obpaode u npeHoca nooamaxka camo
omocyhuno uzeputerve paowe kKpusuunoe dena uz unama 228. K3. Mehymum,
Anenayuonu cyo je oyeryjyhu nasode scanbe Tysxcuoya 3a 6UcOKOmMexHOIOUWKY
KPUMUHAL 3ay3e cmas 0a ce y KOHKPemHOM CIyYajy He paou O Npocmom
Kopuuthiery niamue kapmuye, el 0 310ynompeou u usuUSpasarLy padyHapcKoe
cucmema y Hamepu npubassarba NPOMUENpasHe UMOBUHCKE KOPUCTU U
Hanowler,a wmeme OaAHyu, me Cy cmMo2a OCHOBAHU HABOOU mydicuoya. /laxre,

Ooemere 3a 60pby nNpomus BUCOKOMEXHONOUWKO2 KPUMUHANA HAONENHCHO je Y

292 Yako ce y 3axony npesuba na TyKHIal HMa HCTA TPaBa H AyXKHOCTH Kao jaBHH TYXKHIALl, HEjaCHO je
M3 KOI pasjiora 3aKkoH YCJIOBJbaBa IocTymname [loceOHor Tyxuona onobpemem PemyOimukor jaBHOT
TYXXHOIIa IO YIIyheHOM 3axTeBy 3a IOBepaBambe/IIPeHONICHEe HA/UIEKHOCTH, HAPOUNTO MMajyhn y BUIy 1a
je IlocebHo TyXmiamrTBO onplleHO Kao TMOceOHO opesbeme 00pa3oBaHO Yy OKBHpY Bwmimer jaBHOT
Tyxunamrsa y beorpany.
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nocmynyuma Koju ce 6ooe 3002 Kpusuunoe dena Kopuuthera niamue xapmuye
be3 noxpuha, kada je O0en0 U36PWEHO MAKO WIMO je OKPUBbEeHU Ha
bankomamuma, paou uU3USPaABaArbd PAUYHAPCKO2 CUCMEMA, YHOCUO HemayHe
nooamke dume je Ymuyao Ha pesyimame eleKmpoHcKe obpade u npeHoca
nooamaka. Ha ocnosy unama 3. 3akona o opeanusayuju u HaOIeHCHOCMU
OpIHcaAHUX Opeana 3a 6opoy nPomue 8UCOKMEXHOIOUKOS KPUMUHANA, NOOUJAHO
peuerbe je YKUHYmo u npeomem je epahen npeocmeneHom cyoy Ha 0asu
nocmynar®®,

TyXIaw 3a BHCOKOTEXHOJOLIKK KPHMHHAI> ', MUILBCHA j¢ ,,1a je (GOpMHUparbe
TyxwunamTBa 3a BHUCOKOTEXHOJIOIIKM KPHUMHHAI J0OpO peliewme, jep je mpe Tora
IOCTOjaJl0  XaOTHMYHO  TOCTyName  TYKWIAITaBa  OIIITe  HAJJICKHOCTH,
HE3aMHTEPECOBAHOCT HOCUIIAIA JaBHOTY)KWJIauKe (PYHKIMje U TEIIKO NMPUXBATamke pajia
Ha TIpeaMEeTHMa Koju 00yxBarajy ymoTpeOy padyHapa, ¢ 003HpoM Ha TO na je mehy
BUMa OMIIO 3aCTYIJBEHO ,,3aCTapesio’ CXBaTame Ja e paau O O0IMKY KPUMUHAINTETA
KOju he ce TeK MojaBUTU U KOjU HE MPE/ICTaBIba PEaTHOCT.

Opranm3anvja ¥  HAUIGKHOCT  JpXKaBHUX oOpraHa 3a 0OopOy mpoTuB
BHCOKOTEXHOJIOMIKOT KpuMuHaia y Penyomuiu CpOuju y IpUHIMITY Cy peTryJIUCaHH Ha
onropapajyhu Hauwe. Y morieay pemema U3 wWi. 3. 3aKOHAa O OpraHU3aAlUjH H
HA/IJISKHOCTH JIP’)KaBHUX OpraHa 3a 00pOy MPOTHB BHUCOKOTEXHOJOMIKOT KpUMHHAJA,
Tyxunai je MUIIUbEHA Ja je, y HUJbY J1a CTBapHA HaJJIeKHOCT OyAe CBeoOyxBaTHa,
NOTpeOHO M3MEHHUTH 3aKOH y CMUCIY Ja C€ HaJJIeKHOCT MPOIIMPU HA CBA KPHUBUYHA
Jiefia y9ubeHa MOCPEICTBOM HH(POPMAITMOHUX TEXHOJIOTH]ja WIIM Makap Jia ce MpOIIupH
Ha T0jeIMHEe TPpyIe KPUBUIHUX Jieia (HIIP. y MOTJIeAy KPUBHYHUX JieJia IPOTUB KUBOTA
U Tena).

[Toctojame crnenujanu3oBaHor TyKWJIAIITBA HAUICKHOT 3a TEPUTOPHU]Y IIelie
PenyOnuike je anekBaTHO peliewme, jep OW MapiuyjaiHa HaJJISKHOCT JOBENa 10
npoOjemMa y BUJYy KOMYHHUKAIMje U pa3MEHE MojaTaka uM3Mel)y TyKuiamTaBa Kao U

HEjeIHaKOCTU TyXuiauke mnpakce. Hamope Oum Tpebano ycmepuTd Ka ,,jadamy

2% Pememe AnenanuoHor cyna y beorpany Kx 2 T10 3. Bp. 15/11 ox 30.05.2011. u Pememe Bumrer
cyna y beorpany KITO 3 6p. 44/10 ox 11.02.2011. roause.

2% Mapra 2015. roauHe 06aBIbeH je CTPYYHH HHTEPBjy Y BE3H Ca HCKYCTBHMA y MOCTYNAmby Ca AeIHMa
n3 HamiexHcTH TyxwunamTBa ca bpamkom Cramenkosuhem, Tykuomem 3a BHCOKOTEXHOJIOIIKH
kpumuHan. Ogrosopu Tyxuona HaBeeHa Cy Y pajly Cy IO BeTOBOM 0100peY.
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nocrojeher moceOHOT TYKWIJIAIITBA, @ HE Ha ,,TIapLUjAIN3alUj1‘ HAJUIEKHOCTH Ha BUIIIE
0CeOHUX TY)KUJIAILITABA.

Kao ocHOBHM OpraHu3alliOHH HEJOCTaTaK y (YHKIHMOHHCamky TyKWIIalTBa jecTe
HEJI0BOJbaH Opoj HOocuialna jaBHOTYKWJadke ¢yHkuuje. Hamme, Ha mpenmernma w3
HaanmexkHoctd TyxwnamTBa pamu Tykunam, JBa 3aMEHHKa M TPU TYKWJIadka
MOMONHHMKA, IITO je BUIIIE HETO HEJOBOJbAaH Opoj, ako ce y3Me y 003up Aa je nmoBehame
Opoja 3anmpuMIbeHUX KpUBUYHHUX TpujaBa y 2014. ronunu nosehan 3a wak 47% vy
omHocy Ha 2013. roamny. Mako xBaHTHTaTMBHU cacTaB (Opoj 3amOCIICHHX)
TyxunamrBa HHUje oAroapajyhu, y moriiey KBaJUTaTUBHOT cacTaBa (CTPYKType
3aMoC/ICHUX) CTalke je 3a70BoJbaBajyhe. 3a pacnopehuBame y TykunamTBo ce mopen
UCIYHCHhA OIIITHX YCIIOBa 32 M300p 3aMEHMKA jaBHOT TYKHOILA y BHUIIEM jaBHOM
TY)KWJIAIITBY y CKJIaAy ca 3aKOHOM O jaBHOM TY>KWJIAIITBY, TPaKU U TOCEIOBAHE
3HaWka W BEIITHHA M3 00JIacTH MH(OpMaIMoOHEe TEXHOJOTHje, IITO ce YTBphyje Kpo3
ycMeHH pa3roBop ca Tyxwuornem (a y Toky je m3pana [IpaBuinHuka koju he mpenusuuje
peryiucaTtu yclioBe U MocTymnak 3a u3dop). Takohe, o6e36ehena je nepmaneHTHe 00yka
3aIl0CIICHUX, KaKO KPO3 pajll Ha MpeaMeTHMa M KOHCy/Tanuje ca TyXHouem, Tako U
KpO3 Iporpame 00yKe y 3¢MJbH U HHOCTPAHCTBY.

Ha ocHOBy HaBeiecHOr, penicmha y 3aKOHY O OpraHM3alWju W HaJJICKHOCTH
Jp’)KaBHUX opraHa 3a 00opOy IpPOTHUB BHUCOKOTEXHOJIOUIKOI KpUMHHajIa Moria Ou OuTtu
yHanpeheHa Tako Aa ce TyXunmamrTBy y Ckiaay ca YCTaBOM M 3aKOHOM O jaBHOM
TYy)KUJAImTBy o0e30equ mpaBa ,,IOCEOHOCT, y cMmuciay na Tykuolma HE HMEHYje
Peny6nmuku jaBHm Tyxkmnair Beh nma ce Oupa y Hapomnoj ckymmTuHu (Kako je
npensuheno y norneny Tyxkuoma 3a opraHM3oBaHM KpUMHHAN u TyXuomna 3a paTHe
3J10qI/IH6295), mto 6u, u3Mel)y ocranor, oMOryhuiio mpoImmpemne CUCTEMAaTH3aIIH]je, KaKo
HOCHJIAIA JaBHOTYXWIauyke (yHKIIHMje, TAaKO U aIMUHUCTPATUBHOT 0cobsba. OcuM TOTa,

MOTpeOHO j€ CTBOpUTH MaTepujasiHe ycioBe (BehuMm wuznBajamuma U3 OYIIETCKUX

% Haume, uman 4. craB 2. 3aKoHa O OpraHM3alju ¥ HaJJIKHOCTH JPKaBHUX OpraHa y cy3Oujamy
OpraHN30BaHOT KPUMHUHAJIA, KOPYIIIHj€ W APYTUX MOCeOHO TemKuX KpuBHYHUX jaena («Ci.rmacHuk PCy,
Op. 42/2002, 27/2003, 39/2003, 67/2003, 29/2004, 58/2004 - np. 3axon, 45/2005, 61/2005, 72/2009,
72/2011 - np. 3akoH, 101/2011 - ap. 3axoH u 32/2013) npeasula npumMeHy 3aKoHa O jaABHOM TYKHJIALITBY,
YKOJIMKO OBUM 3aKOHOM HEIITO HHje PEelIeHO, 1a ce oJpende 3aKkoHa O jaBHOM TY>KWJIAIITBY IPHUMEIY]y
y nornenty u3bopa Tyxuona u meroe MoryhHoctu aa ypelyje opranusauunjy yHyrap Tyxwnnamrsa. Ha
OCHOBY wiaHa 5. 3aKOHa O OpraHU3alWjH M HAJUIC)KHOCTH JPXKABHUX OpraHa y IOCTYIIKY INPOTHB
yunHWIana patHux snounHa (,,Cirmacauk PC, Op. 67/2003) Tyxkwuoma 3a parHe 3704MHE OMpa
Hamnexxna ckymmrTuHa, KOjHU HAa OCHOBY wWiaHa 6. JOHOCH aKTe€ O YHYTpPAaIllkboj OpTaHU3alMjH W
CHCTEMaTH3allju pagHuX MecTa y TyxmmamTBy (y3 caraacHOCT MHUHHCTpa HAAJIEKHOT 3a mpaBocyhe).

83



CpeicTaBa) paad IoOjadyama JbYJCKUX pecypca, ajld U 3a Ha0aBKy TEXHHUYKE OIpeMe
notpebHe 3a paa TyKuIamTsa, MTOo je KJbyYHHU YCJIOB 3a paj KOjH Jaje pe3yJiTare.

VY morieny ocTanux pemiema y 3aKoHY, MPOoOJIeM IMPelCTaBba YWE-ECHHIIA J1a OJ
pedopme mpaBocyha 2009. rogune He moctoju y Bumewm cyny y beorpany moce6Ho
0JIeJbCHHE HAJIEKAHO 32 TIOCTYIAkE Y IPeAMETUMA BUCOKOTEXHOJIOMIKOT KpUMUHAIA, 113
noctynajy cyaudje Bumer cyna y beorpagy 6e3 morpeGHOr MHPOPMATHUKOT 3Hamba,
KOJU HE pa3yMme]y MaTrepujy M KOJ KOjUX TMOCTOjU OAOOJHOCT MIpema yhylmTamy y
pasyMeBame Crenu(GUIHOCTH JOKa3HMBama Jella BUCOKOTEXHOJIOMKOT KpuMuHana. 13
TOT pa3jiora je KOPMCHO MCKOPUCTHTU 3aKOHCKY MOTYhHOCT 3a ¢opmupame [locebHOr
0JIeJbCHha 32 BHUCOKOTEXHOJIOIIKA KPUMHHAJ, Y OKBHPY KOI' OM TOCTOjajo JOBOJHHO
cyauja ca NoTpeOHMM HMH(OPMATHYKAM 3HAKHEM, U TO KaKO CyAHja 3a MPETXOIHH
MOCTYMAaK, TaKO U CyAuja Koje Ou Ouie (GyHKIIMOHATHO HaJUIeKHE 32 BOheHme TIIaBHOT
nperpeca’.

. 2
Ha cnuune npo6ieme yka3zao je u med Ojceka 3a eIeKTPOHCKH KPUMUHAT %

. [Ipema
IErOBOM  MHIUBEHY  ,,HAUIEKHOCT JApXKAaBHUX oOpraHa 3a OopOy mpoTuB
BUCOKOTEXHOJIOIKOr KpuMuHana y Peny6nunu CpOuju perynucana je oaronapajyhu
HAYWH, U HE TOCTOjU MoTpeda 3a MPOUIMpPUBAKEM Kpyra KPHBHYHHX JIea 3a Koja je
HamexHo Onepeme. Mnak, moctoju motpeba 3a yHampehemeMm periema y Morieay
opranm3anuje, y cmuciy 1a Onesbeme He Oyne cactaBHu aeo CiyxOe 3a 60pOy mpoTuB
OpPraHM30BaHOI KpuUMHHanma (jep 300r Tora mocToju obaBe3a IMOCTyHama Ipema
3axTeBMMa M TyXwmiamTBa 3a OpraHM30BaHM KpUMHMHal1 U TyxXuiamrea 3a
BHCOKOTEXHOJIOMIKKM KpumuHai). Ctora Om Tpebayno mpensunetu na Opesbeme Oyae
noce0Ha jeIMHULIA Y OKBUPY YTIpaBe KPUMHUHAIMCTUYKE MOJUIMja KOje OM MOoCTymasuo
camo 1o 3axTeBuMa Ty>KUIIalITBa 32 BUCOKOTEXHOJIOUIKH KPUMHUHAI.

[Tocrojame Opebewma Koje je HAJIKHO 3a Teputopujy 1ene PemyOnuke je
aJIEeKBaTHO peliewke, atu OM OWiIo nenucxonHo ga nopen Onesbema, Kao IEHTpallHe
JEIVHUIIE TOJIMLKje, TOCTOJU M BHIIE MOAPYYHUX JEIMHULA YHUJUM pagoM Ou ce
koopauHupano u3 Opesbewa. Ilocrojame jenuHHMIa/OfCceKa Yy OKBHUPY I0jeIHUX

HOJHMIM]CKUX yIpaBa oMoryhmio 6u Opke M aJeKBaTHHjE€ pearoBame, jep Ou ce THUMe

2% Mapra 2015. roguue 110 0106pery MHHECTPCTBA YHYTPAIIEBUX M0cI0Ba Pery6iuke Cpouje 06aBiber
j€é CTpY4YHM MHTEpBjy y BE3M ca HCKyCTBMMa y OOpOM IpOTHB KPMBHYHHUX J€la M3 HaJICKHOCTH
Onespema ca rocioguHoM p Biagumupom Ypomesuhem, [lepom Onceka 3a eneKTpOHCKH KPUMHUHAI Y
okBupy Opnerpema 3a 00pOy TpOTHB BHCOKOTeXHONMOmKOr kpumuHaia. Omrosopu Illeda Opncexa
HaBEJICHU Cy Yy pajy II0 1eroBOM 000pemy.
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IpeBa3uIIa0 MpodJieM MPOCTOPHE YAAJbeHOCTH W HEMO3HaBama TEPEHA M JIOKATHUX
npuinka (CIMYHO pemeke moctoju y Yemkoj u CioBeHujn).

VY mornexy opraHu3aimje mocioBa, y okBupy Opesbema mocroje aa onceka: Onacex
3a Ccy30Wjame KpUMHHAJIUTETa Yy O00JIacTH HHTENeKTyasHe cBojuHe W Ojcek 3a
cy30ujame eJeKTPOHCKOI KpUMHHaja. AHanM3a MojaTaka W uH(pOpMaluja BpIIA Yy
OKBHUpY ONEpaTHBHE AHAIUTUKE YTpaBe KPUMHUHAIMCTUYKE IOJIMIHjE, a padyyHapcKa
(dopeHs3uka, OJJHOCHO OIlEpaTHBHA BelITauyewa ce rmoBepaBajy CiyxOu 3a crenujaiHe
ucrpaxkae meroje (y okBupy CbOK-a).

[ITo ce TM4Ye MHTEPHUX MPaBUIIAa TIOCTYNAka Y BE3U ca Mpeay3uMambeM OlepaTuBHUX
U TIPOIIECHUX paliibi, MOcTOju OnepaTuBHA HHCTPYKIIM]jA 32 MPUKYIIJbAkhe U MOCTYIAbhe
ca eJIEKTPOHCKUM JIOKa3uMa, yckial)eHa ca JoOpoM IpakcoM Yy YIIOPEIHHM pelllehruMa.
Y Be3u ca HMHCTpyKIHjoM je u3pahen [IpupydHHK O METOIOJOTHjH TPUKYIbamba
CJIEKTPOHCKUX JIOKa3a, KOjU je JUCTpHOyHpaH KPUMHUHAIMCTHYKO] TOJHIHjU
MOJPYYHUX MOJHUIIHM]CKUX YIIPaBa.

Y ¢dynkunonucamy Opnebema Moctoje ofpeheHr OopraHu3alliOHd HEIOCTalld, Y
CMHCIy OrpaHHuYCHa pecypca MITO je MOoCeauIla HE0CTaTKa MOCeOHOT ONepaTHBHOT
Oyuera ca cnenujayiHe nmotpede Oxesberma. HanMe, HEJOBOJLHO CpeICTaBa ce HaMEmbYje
3a KYyNOBHHY XapJBEpCKe OIpeMe, MNpOAYKEHke JHIECHIM 3a codTepe, Iiahame
nojeaunux online yciyra u cim4HO, MWITO je MOTPEOHO Y KOHKpEeTHUM HcTparama. Kao
npobjeM ce jaBjba M HEJIOCTaTaK MpOCTOpa 3a ojjarame €JeKTPOHCKHX JO0Kaza U
HEMOCTOjama CTaHIapJHOT popMaTa y KOM ce JOKa3u uyBajy.

[TpoGuiem nocToju U y nornieny JbyICKUX pecypca. KBaHTUTaTUBHM cacTaB je ajeKo
011 3asi0BoJbaBajyher jep je y Onerbemy cuctemaTusanujoM MuHucTapcTBa ojpeheHo
cera 19 mecra, mro je Manu O6poj, a ¢ 003upoM Ha 00UM 3ajaTaka U3 JIENIOKpyra pajaa
6uno Ou mMmOTpeOHO MHHMMYM joml TOJMKO Juia. CTpyKTypa 3amociieHuX
(KBaJIMTAaTHBHHU cacTaB) HMj€ y MOTIYHOCTH ojaroBapajyha. ¥ moryeny 3Hama, BEIITHHA
¥ HMCKYCTBa 3a 3amociieme/ pacrnopeheme y okBupy Ojneibema, 3aXTEBaHO je, TOpen
OMIITHX YCJOBA 3a pajl y Ap>KaBHUM OpraHuMa, HCIymeme cieehnx ycaoBa: 3aBplleH
dakynTer M3 oOOJACTH JPYIITBEHUX HayKa, MCKYCTBO Yy OIEepaTuBHOM panay (3-5
TOJINHA), 3HaE CTPAHOT je3MKa, MO3HABamke paja Ha padyHapy. Ctora je HEOMXOIHO Y

pan Opnesbewa YKJbYUMTH BUIIE JIMLIA HH(DOpPMATHYKE CTPYKE, M TO Pa3IUUUTUX
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npodmia (OAHOCHO 3HaMka U BEIITHHA), HO MPBEHCTBEHO ca 3HamHMa U3 06e30eqHoCTH
UH(POPMALIMOHUX CUCTEMA.

Nmak, ocTBapyje ce TmepMaHEHTHa o0OyKa 3alOCIIeHHX Kpo3 Iporpame Yy
MelyHapoqHO Tpemo3HaTUM IIGHTpUMa 3a JUTUTAIHY (QOPEH3UKYy. 3amlocieHH Yy
Opnesbemy Cy cepTU(UKOBAHH TPEHEPH, a Y YIIpaBH 3a 00pa3zoBame Mpu MUHHCTApCTBY
YHYTpAaIIlbUX TIOCJIOBa je chpoBeaeHa oOyka 3a 250 mnpumagHuka Yripase
KPUMUHAJIMCTHYKE MOJMIKje U YIpaBe IpaHUYHE MOJHUINjE KOJUM CY CTEKJIM OCHOBHA
3Hama O TIOCTYIAY Ca EIEKTPOHCKUM JIOKa3uMa“ .

Opn ocHuBama, Ofesbebe je MOIHENO0 BUILE CTOTUHA KPUBUYHHX MPHjaBa HAAJIE)KHOM
TYKWIAIITBY 3a O0opOy NpPOTHB BUCOKOTEXHOJOMIKOI KpUMHHaia y beorpamy 3a
KpHBHMYHA JieJla M3 OBe OOJAacTH, a 3a pa3sinuuTe OOJHMKE KPUBHUYHUX Jeia Koja Cy
U3BpIICHAa y3 mNoMoh padyHapa, pauyyHapCKUX CHCTEMa W padyyHapCKUX Mpexa
KpUBUYHE TIpHjaBe Cy HAJIS)KHUM TYKHJIAIITBHMA Ha TepuTopuju Penybnmke CpoOwuje
MoJHOCWIIE W Apyre opranuzanuone jenunuiie MVYII-a PemyOmuke CpOuje, Aok je
Onesmeme 3a 600pOy NMPOTHB BHUCOKOTEXHOJOMIKOT KPUMHHAJA MPYXKalOo U CTPYYHY
noMoh Npu BpIIEHY HUCTpara BE3aHHX 3a WIETAIHY TPTOBHHY APOTOM, HEO3BOJBEHY
TPrOBHHY, Tepopu3aM, youctBa © Apyr0> . Oje/bele 3a BHCOKOTEXHONOLIKH
KpUMHHAI ,capaljyje ca JApyruM JHHHjaMa pajga KPUMHHAIMCTUYKE MOJHIIN]jEe
(Cnyxxbom 3a cy30ujame kpumuHana, Ciyx0OoMm 3a cy30ujame OpraHu30BaHOT
kpumuHana, CiayxOoM 3a chenujajHe HCTpaxkHe MeToje, nocebHo Ojncexom 3a
NPUKYIJbakbe U 00pay TUTUTATHUX J0Ka3a) U OCTAIUM OPTaHH3alMOHUM jeTUHHIIAMa

TTOJIHIIH] e 2%

, Mehytum, ,,MuHUCTapcTBO yHyTpalmux nocioBa Peny6nuke CpOuje
takohe wMa u moTpedy 3a TPHUCHUJOM U e(PHUKACHHUJOM CcapambOM ca Jp>KaBHUM
MHCTUTYIIMjaMa KoOje ce y CBOM pajy cycpehy ca BHCOKOTEXHOJOLIKUM KPUMHHAIOM
win ce 0aBe HCTpakMBameM OBe MojaBe. [lopen ApKaBHUX HHCTUTYIHjA ca KOjUMa
MUHHCTApCTBO YHYTPAIIBUX IIOCIOBA MMa capajmby, NOTPEOHO jeé U YKJbyUHBarmbe
JOJIAaTHUX HWHCTUTYIMja KOJ€ CBOJUM aHTaKOBAaHkEM MOIYy 3HATHO Jia JIOIpPHUHECY
UCTPaXHBaky OBE I[10jaB€ U YCIOCTaBJbalkby €(PHUKACHHUjEI CHCTeMa CIpedyaBama
KpUBUYHHX Jena u3 oBe oOmactu. lloceban mpobnem je mTo Hemocraje edukacaH

CHCTEM HaArJcaama I/IHTepHCTa Yy LoUJbYy OTKpHMBamka KPHBUYHHX J[CJIa U3 obnacth

BHCOKOTEXHOJIOIIKOT KpUMHUHAA, Kao U edukacHa mardopma 3a npujaBbUBambe OBUX

297 Ypormresuh, MBanosuh, Yipanos, op.cit, 88.

28 1hidem, 84.
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«299

KPUBUYHUX Jeia y online OKpyxemy " . Y TOM CMHCIy 3HauajHO Ou Ouio na ce y

Peny6umim  Cpbuju QgopMupa HAIMOHATHM THUM 3a HHPOpPMaLUOHYy Oe30eaHoCT

(Computer Emergency Response Team: CERT )*®

yije O YCIIOCTaBJhahE Y BEIIHMKO]
MEpHU JIOTPUHENI0 ePUKACHU]EM CIIpeyaBamy Jiella BUCOKOTEXHOJIOIIKOT KpUMHHAJA,
OpXeM W OJATOBOPHHUjEM TMPHUCTYNYy Y HCTPAKMBAKY OBE IOjaBe U 00jeTUEHEHOM
OIrOBOPY HA H3a30BE H IPETHE KOje 0Ba [0jaBa JOHOCH ..

Crienjanu3anyja HaUIKHAX JIP)KaBHUX OpraHa, IPBEHCTBCHO TOJHIHUjE U

TY>KHJIAIITBA, jeCTe 100pO pemeH,e?’O2

. MelhyTim, Ha OCHOBY CBera M3HETOT, CMaTPaMo
Jla je OMpaBAaHO MOCTOjamkbE CICIHjaIM30BaHe OPTaHU3AIMOHE JSMHHIIC Y TIOTUIH]H Ha
[EHTPAJIHOM HUBOY KOja Ou Omiia Ha/jIe’KHa caMo 3a TeXe 00JIMKe BUCOKOTEXHOJIOIIKOT
KpUMHHaIA (HIOp. ¢ O03UPOM Ha CTENEH OPTraHW30BAHOCTU WIIM 3HA4aj MOCICIHIIA
KOHKPETHOT' Jielia), JOK O OTKPHUBame APYTrUX KPUBUYHHX Jeja YYHECHUX TPOTUB
0e30eIHOCTH padyHapCKUX T[OJaTaka/CHCTeMa M Jiela YYUECHUX IOCPEICTBOM
uH(pOpMaIMOHE TEXHOJOTHje Tpebamo nma Oyme y ,,peHOBHO] HAIIC)KHOCTH
KPUMHHAIMCTUYKE TMOJUIMje Y TMOJUIUJCKAM yIpaBaMa, a 4YHjUM paJoM Ha
CJlyuajeBUMa BHCOKOTEXHOJIOIIKOT KpUMHUHAIa OW Ce KOOPIUHHPAIO M3 IICHTPATHE
jenuHUIE (HAPOYUTO Y CMUCTY TEXHUYKE M CTpY4YHE ToMohw u mojpiike). OcuMm Tora,
Io0po je pememe Ja Yy OKBUPY TaKBE ILEHTPAIHE jeAWHHMIIC, WM Ka0 CaMOCTallHA
CTpyKTypa, Oyne dopmupana (opeH3uuka nadoparopuja Koja Ou mpykajla TEXHUYKY
MOJPIIKY, KaKO IICHTPAJTHO] jEAMHUIM 3a BHCOKOTEXHOJIOIIKM KPUMHHAJI, TaKO H

noApy4YHHUM OACJbCHUMAa KPUMHHAJINCTHYKE HOJ'II/II_II/Ijegog.

Mebhytum, ¢dopmupame
CIEIMjaJIM30BAaHNX OpraHa, OJHOCHO OpPraHU3alMOHUX JEIMHHUIIA CaMO MO ceOu HHje
e(UKacHO pelIekhe YKOJIUKO TO HHUje YUYUILEHO Y OKBHPY CBEOOYXBAaTHE CTpaTervje 3a
CYNPOTCTaB/balhe BHCOKOTEXHOJIOMIKOM KpuMuHany. Crernujann3oBaHa jeJUHHUIIA HE
OCTBapyje CMHCa0 YKOJHUKO JIeTyje M30J0BAHO BaH PEJOBHOT OPTaHU3AIMOHOT OKBHpPA

4 .
HAJUIEKHIX OpraHa " . 3aTo jecte 100po pelIerse 1a ce Ha HAIMOHATHOM HHBOY CTBOPH

jenuHuIla Koja Ou Omia HaaJjie)Ha 32 TEPUTOPHU]Y JApIKaBe, aau Koja Ou, ¢ 003upoM Ha

2 |bidem, 106.

3% Haxanocr, y PenryGmuiu CpGuju jour yBex He HOCTOjH.

01 Ypomesuh, MBanosuh, YisaHos, op.cit, 107.

%92 A. Hoey, ,,Techno-Cops: Information Technology and Law Enforcement®, International Journal of
Law and Information Technology, 1/1998, 72.

%03 D, Schmitknecht, ,,Building FBI computer forensics capacity: one lab at a time*, Digital Investigation
1/2004, 179.

%4 D. Wall, ,,Catching cybercriminals: Policing the Internet, International Review of Law Computers &
Technology 2/1998, 209.
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moryhe yrnore jemuHuie (oOaBibame 3agaTaka HE caMO Yy TMOTJeny jesa
BHUCOKOTEXHOJIOLIKOT ~ KpUMHHala) capahuBana ca JpyruM  OpraHU3alMOHUM
jenHMIAMa (HOp. 32 TPUBPEIHU KPUMHHAI, 3a 3allTUTy Jele, 3a 3alliTUTy
UHTEJICKTYaJIHE CBOJUHE M CIMYHO) y CMUCIY NpYXamba TEXHUYKE MOJAPIIKE, Kao U ca
JIPYTUM MHCTUTYIIH]aMa.

Munubsema ¢cMO Ja epHKAacCHOCT paja CIelUjaTn30BaHUX jeJAMHUNA Y MHOTOME
3aBUCM HE camMo o oBinamhema yTBphHEHUX TpomHCMMa HEro H  Of
KBaJIMTETa/KBATH(PUKOBAHOCTH 0CO0Jba, Capajlbe Ca TYXKHIANITBOM/CYJIOBUMAa U
JpYrUM OpraHMMa M MHCTUTYIMjaMa Ha AP>KaBHOM HHBOY Kao U Mel)yHapomHe capanme
ca HaJUIeKHUM OpraHuma Jpyrux apxasa. [lomazehw o HanmMoHATHMX MpOMHUCa
(3aKOHCKOT OCHOBa 3a (hopMHUpame jeIMHUIIE U OArOoBapajyhHux IMOA3aKOHCKHX akara
Koju ypehyjy MecTo jeauHUIle Yy OKBHpE IMOJNUIIMje/Ty)KUJIAIlTBa), JAa Ou
CICIMjaJIM30BaHa jEMHHIIA OCTBAapHWJia MyHH CMHCA0 IIOCTOjama, MOTPEOHO je Ja
MOCTOje MHTEepPHA MpaBmiia Koja ypehyjy opranmuzaiujy u o0aBibame MOCIOBa U 3a1aTaka
y OKBUpY jeaunHuie. Ha ocHOBy aHamam3e mocrojehux THIIOBa CIEIHjaTu30BaHUX
JeIuHUIIA Kao 100po pellene ce MoKa3yje MoCTojamke TPH CEKIHMje Y OKBUPY jeIUHULIE
(a koje Om wummane cienehe 3amarke: HWCTpara, aHaiaW3a IoJaTaka W JUTUTAIHA
dopensuka) kao u nma Oyzae obe3dehene oxaromapajyhe ocoOsbe (KBATH(PHUKOBAHO 32
obaBJpame 3ajJaTaka W3 JEJIOKpyra paga jenuHunie) u uHppacTpykrypa (moTpedan
npocTop, Te XapaBep M codTBep ajekBaTaH 3a morpebe QopeHznuke obpane
padyyHapCKHX CHCTEMa, OJHOCHO NPHUKYIUbamka, O0paje W aHalIHM3e EeIEeKTPOHCKUX

JI0Ka3a).
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Tpehu geo
JTOKA3BUBAIBE JIEJIA BUCOKOTEXHOJIOHIKOI'
KPUMMHUHAJIA

CympoTcTraBibamke BUCOKOTEXHOIOIKOM KPUMUHATY IIPUMEHOM TIPOIICa KPUBUYHOT
MaTepHjalTHOT M MPOLECHOT MpaBa OCTBAPYje C€ TAaKO IITO C€ y KPUBHYHOM IOCTYIIKY
IPUMEHOM PabH NMpeiBul)eHuX y 3aKOHY KOjU ypelyyje KpuBUYHY Mpoueaypy yrephyje
Jla je oApeheHo Jmie M3BPIIWIO KPUBHYHO €TI0 MPEeIBUNECHO KPUBUYHUM 3aKOHOM.
3Hayaj [0Ka3a y KPUBUYHOM ITOCTYIIKY MTPOM3JIA3M U3 TOTa IITO C€ IyTEeM JIOKAa3MBambha
YTBphyjy U pazjalimaBajy YNHBCHHLE KOje YUHE CAAPKUHY KPUBUYHE CTBApU M OCHOB
CBHIX CYJICKHX OLYJIyKa y KPHBHYHOM MOCTYIKY >. Jla GM KPUBHYHO MPABO OCTBAPHIIO
CBOjy 3alITUTHY (YHKIHU]Y, JaKie, MOTPeOHO je Yy KPUBUYHOM MOCTYIKY YIMOTPEOUTH
JI0Kase.

VY Teopuju KPUBUYHOT MPOIIECHOT MpaBa ce MpodaeMy nojmosnoz oopelerwa ookaza
OpUCTyNa ca pa3MYUTUX CcTaHoBuINTa. Behwuna nepurmMunmja ce 3acHMBa Ha
onpehuBamy mojMa Jokaza y MaTepujaTHOM CMHCIY, HO, IOCTOj€ U MPOLIECHU ITOjMOBHU
nokasza. /lokas y mamepujarHom cMUCy je CBaku JTOKa3HU OCHOB WIIM Pa3JIioT Caap)kKaH y
onpel)eHOM JI0Ka3HOM CPEJICTBY KOjU TOBOPH O UCTHHUTOCTH HEKE YMIHEHUIIC BaXKHE 32
noctymak . Jlakie, TOKasHH OCHOB je CajpiKaH y JOKA3HOM CPEICTBY M CIyKH 3a
yIBphUBame UHIEHHUIIE KOja je TMpeaMeT JOKa3uBama, a JOKa3suBaTH 3HAuyu
NPUKYIJbATU J0Ka3HE OCHOBE. Jl0OKa3HU OCHOBM Cy MHOTOOPOjHH, JIOK je Opoj TOKa3HUX
cpencraBa oxapehen 3akoHoM. [lpwnmmkom oxapehuBama mojMa dokaza y npoyecHom
cmucty TIONA3W C€ O]l KPUBHYHOIPOIIECHUX ofipenada y KOjuMa ce YOIIITEHO WIIH

307

MojeIMHaYHO HaBOJIE JIOKa3W , Ma ce IMOJ MOjMOM J0Ka3a MOApa3yMeBajy MpolecHe

paame YIIpaBJbCHE HAa TO Aa €€ YTBPAU UCTUHUTOCT YUEHLCHULIA KOje Cy O Ba’)KHOCTH 3a

05, bajosuh, O uurvenuyama u ucmunu y kpusuurnom nocmynky, beorpan 2015, 70.

306 VYnopenu: T. BacwbeBuh, Cucmem xpusuunoe npoyecnoe npaéa C®PPJ, beorpan 1981, 294; b.
MapxkoBuh, Yubenux xpusuunoe cyockoe nocmynxa Kpawesune Jyeocnasuje, beorpam 1937, 282,
V.Bayer, Jugoslovensko krivicno procesno pravo, knjiga druga, Pravo o cinjenicama i njihovom
utvrdivanju u krivicnom postupku, Zagreb 1989, 16;. I'py6au, op.cCit, 234. [Ipema ToMe, mpeaMeT A0Ka3a
Cy MpaBHOPEJCBAHTHE YHILCHHUIIC KOje YMHE Caap)KUHYy KPUBHYHE CTBapu U Koje ce YTBphyjy vy
KpuBHYHOM moctynky (thema probandi), mokasHu ocHoBu (argumentum probatio) cy unmeHune Kojuma
ce IpaBHOpEJIEeBaHTHE YMmbeHHIE YTBphyjy (KojuMma ce yTBplhyje mpeamer nokasa), a J0Ka3Ha CpeJCcTBa
(media probandi) cy u3Bopu u3 Kojux ce noOuja nokasuu ocHoB (BacusieeBuh, op.cit, 301), oqHocHO
O0JIMIIM Y KOjuMa Cy ToKa3Hu o0 caapxkanu (['py0Oay, op.cit, 235).

3073 Jexuh, Kpusuuno npoyecro npaso, 0cMo H3MEHBEHO H IOMYHEHO u3aambe, beorpax 2003, 235.
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CyAcKy ojuiyKy. M3 oBora mpousiasu la je mojaM JokKa3a y IMPOLECHOM CMUCITY

: 308
H3JCAHAYCH Ca JOKA3HUM IIOCTYIakbEM

. Jloka3uBame je ClokKeHa aKTUBHOCT Y KOjOj
YUYECTBYje BHIIE KPUBUYHONIPOIIECHUX CyOjekara, a ca LWJbEM pacBeT/baBama U
pelaBamba KpUBHYHE CTBApH, OJJHOCHO YTBphHBamba MpPaBHO PEICBAHTHUX YHEHCHUIIA Y
KOHKPETHOM KPHBHYHOM IOCTYIIKY ",

VY3umajyhu y 003up 3Ha4aj A0Ka3a y OJHOCY Ha YHILEHUIIE KOje ce YTBphYjy, Kao u
cy0jexTe Koje ux yTBphyjy, m0Ka3 Ou ce MOrao OJIpEeAWTH Kao YHHCHUIIA ToMohy Koje
cy0jeKT Koju yTBplyje UMmeHuIe, yTBphyje mocrojame UM HEIMOCTOjakbe PEICBAaHTHUX
U IPYTUX YMIbEHUIA HA KOjUMa TEMEJbU OJUIYKY Y KPUBHYHOM MOCTYNKY. CaMu OKa3u
MPENICTaBIbajy pe3ysTaT u3Bohema onpeheHuX paamu peryaucaHuX 3aKOHOM KOjH
ypehyje kpuBuuHy npoueaypy. JApyrum pednma, npeny3uMameM JOKa3HUX paliiba ce
MPUKYILJba]y ¥ U3BOJIE JOKA3U pajau yTBphuBama unmbeHnIIa Koje uMajy onpehen crenen
KPHBHYHONPABHE PEICBAHTHOCTH .

VY Be3u ca JenuMa BUCOKOTEXHOJIOUIKOT KpUMHHAJA JPKABHH OPTaHU HAJICKHU J1a
npey3uMajy TPOIECHE Pakhe y MUJbY JIO0Ka3MBamka Jia je JEeJI0 U3BPIICHO (OJHOCHO,
panme MpUKYIUbakha U W3Bohema T0Kaza) CyodaBajy ce crnenudpuyHuM npobdiemMuma y
BE3HW ca JIOKa3uMa. Y OBOM JIeNTy pajia Maxmka je mocBeheHa ,,elIeKTpOHCKUM ™ JoKa3uMa,
NOCeOHOCTHMA JIOKA3HUX PaJibi KOJUMa C€ OHH NPUKYH/bA]Y U u3800e (KpO3 MPUMEHY

onrosapajyher meroma wWiM TEeXHHMKE NpuOaBJbama Jl0Ka3za) M MOTPeOU HHXOBOT

npnnaroljaBa}La CHCI_II/I(I)I/I‘{HOCTI/IMB. AcJIa BUCOKOTECXHOJOIIKOT KpUMHHAJIA.

308 Bejarosuh, op.cit, 274.
%9 Moryhe je pasTMkoBaTH JOKa3MBame y JOTHYHOM CMHUCIY (OIBHja Ce y CKJIady Ca 3aKOHHTOCTHMA
JIOTUKE) M JOKa3WBamke y MPOLIECHOM CMHCIY (OJBHja Ce y CKJaly ca NpaBWiINMa HpeABU)ECHHM Yy
MPOLIECHOM 3aKOHY). JlOKa3WBame y MPOIECHOM CMHCIY cacToju ce u3 Buule MeljycoOHO moBe3aHmx
AKTHBHOCTH: OTKPHBambe (AKTUBHOCT KPUBUYHOIIPOLIECHUX Cy0jeKkaTa ycMepeHy Ka MpOHANaXehy H3BOpa
JIOKa3a), U3BOheme -NpUXBaTalbe OTKPUBEHUX H3BOpA JI0Ka3a M MPOLECHO YOOIIMuaBame Ha 3aKOHOM
olpeljeH HauuH, MPOBEPABAE - UCIIUTHBAE BEPOAOCTOJHOCTH JIOKA3HOT CPEJICTBA U CAMOT JI0Ka3a, IITO
ce BpILIM Yy Clly4ajy CyMibe, a U3BOhEHmEM JAPYruX JoKa3a, U OlieHa JIoKa3a - ojapeljuBambe BPEIHOCTH
OTKPHMBEHHMX W M3BEJCHUX JI0Ka3a Yy OJHOCY Ha MpEeIMeT UYUIbEHHIA KOje Cy MpeIMeT JI0Ka3HBamba.
(Bejatosuhi, op.cit, 280). [/loka3He paime ce CTOra MOTY OAPEAWTH Kao palmbe IPHKYIIbamba WU
n3Bohema J0Kaza Koje ce Ipeay3uMajy ca IMJbEM Jia KOJ OpraHa MocTynka (opMHpajy YBEpeme O
NOCTOjarby MJIM HEMOCTOjalby YHbEHHIA KOje cy mpeaAMeT aokasuBama (bpkuh, op.cit, 285). Kox cBakor
JIOKa3a MOTY C€ YOUMTH aKTUBHOCT KOja je MPaBHO peryiucaHa oJpeadaMa KpHBUYHOT MTPOIIECHOT NpaBa,
3aTHM II0CTOj€ NpaBHiia KPUMUHAJIMCTHYKE TaKTHKE, Ka0 M aKTHBHOCT KOja CE CacTOjU Yy OLEHH JI0Ka3a
KOja je y caBpeMeHUM IpaBuMa ociioboljeHa cBux GopmanHux noka3HUx mpauia (Jexuh, op.cit, 235).
Panme nokasuBama cy palme Koje cya npeay3uma aa ou gopmupao cBoje yoeheme o mocTojamy Win
HETIOCTOjarby YHEEHHIA KOje MOT'Y OMTH O] yTHIAja Ha meroBy oanyky (Mapkosuh, op.cit, 281).
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1. EJJEKTPOHCKH IOKA3H1

CaBpeMeHO APYIITBO CE CBE BHIIE OCIama Ha JAWTHTAIHE W3Bope MH(popMmanuja u
padyHapcKe CHCTEME W MpeXe Yy KojuMma ce ckiaaumre, oOpalyjy m mpeHoce
padyyHapcKH TOJald, MITO 3a MOCIEAWIly MMa Jajbi Pa3BOj JPYIITBA y TMPaBIly
yHampehema kopuimmheHnx TexHonorja W mnosehama oOuma mnonaraka. Pa3Boj
WNuTepHera M cKopo HeorpaHndeHe MOryhHOCTH meroBe ymoTpebe ca coboMm Hoce
NOTCHLMjaJl MpOHAJTAacKa TparoBa O aKTUBHOCTMMAa KOpHCHMKAa Ha HTepHer
CTpaHHIIaMa, COLMjaTHUM MpekaMa U OpOjHUM KaHaJIMMa KOMYHUKAIUje, a Taj CKYII ce
KBAJIMTAaTUBHO M KBAaHTHTATUBHO moBehaBa ca pa3BojeM KOHIENTA ,,pauyHapCTBO Y
obsaky* (cloud computing) y okBupy KOT Cy aluMKaluje ¥ MOAAIM YCKIAJUIITCHA Y
cepBeprMa KOjU ce Hajla3e Ha TEPUTOPHUjHU BUIlE JpkaBa. ExcrioHeHIMjanHo noBehame
yrmorpede TEXHOJIOTH]je Y CBAaKOAHCBHOM JKUBOTY j€ UCTOPH]CKU TpeceqaH y pa3Bojy
npymTBa. MehytuMm, MacoBHa ymoTtpeba murutanHux ypehaja m caBpemeHux oOimKa
MH(QOpPMAIIMOHE TEXHOJIOTHje Kao IOCIEIUIly je CTBOpPHIA MOIU(HKOBaKHE HAuUH
U3BpIICHA PAbU ,,TPAJUIMOHAIHUX ® KPUBHYHHUX Jeia, a ca noehanum ydenthem
U3MCHCHUX  ,,TPAIUIMOHAIHUX ¥ 10 KapakTepy MOTIYHO HOBUX OOJHKa
HE/03BOJCHUX AKTHBHOCTH, Ka0 HEONXOJHOCT HacTayia je morpeba 3a KopumhemeM
HOBHMX Ha4yMHA 32 JOKa3MBal€ OBHUX OOJMKAa KPUBHYHHX Jeia. Y BE3W ca JeIuMa
BHUCOKOTEXHOJIOMIKOT KPUMHHANIA y TEOPHjU C€ TOMUBY ,,e1eKMPOHCKU 00Ka3u“ Kao
CBOjEBPCHH pE3yJITaT MPUMEHE THX HOBHX Ha4yMHA 3a JJOKAa3WBame. Y OBOM IOTJIaBIbY
HacTojaheMo Ja Kpo3 pPa3OoTKPUBAKE CYIITHHE M CHEIU(PUIHOCTH ,,eJIEKTPOHCKOT
JI0Ka3a“ yTBPIUMO Ja JIU C€ pajy 0 MOCeOHOj BPCTH JI0Ka3a U Y YEMY Ce OrJie/ia HeroB

3HaYaj.

1.1. [Tojam 1 KapaKTEpUCTUKE EIEKTPOHCKUX JI0Ka3a

VY nocneamux HEKOJIMKO JElIEHUja CYAOBU CY MPEnO3HANU eleKmpOHCKe 3anuce
reHepHcaHe y pauyyHapuMa M JIpyruM ypehajuma 3a eJIeKTpOHCKY oOpaiy mojaTaka (y
0o0JMKYy TOpyKa eNeKTPOHCKE TOlITe, JWUTHTaTHUX Qororpaduja, H3BOAA U3
¢buHaHCHjCKUX TpaHcakiuja Ha ATM amapatuma, TEKCTOBa y IporpaMmmma 3a oopany

TCKCTYAJTHUX AOKYMCHATa, HHCTAHT IMopyka, Ta6ena, I/ICTOPI/Ij v I/IHTepHCT
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npeTpakuBaua, 0a3a mojaraka, cajpikaja MEMOpHje padyHapa, paduyHapcKux Oekama
(back up), pauyHapckux mMcnmca, JUTHTATHUX BHUICO U ayJHO TATOTEKa M CIMYHO) KdO
KOpuche Ookaze O W3BPIICHY KPUBHYHHX Jeja YYHEEHUX 3JI0YIOTpeOOM
nHpopManoHuX TexHojoruja. PauyHapu m npyru ypehaju 3a €JIEKTPOHCKY 0Opanty
nojiataka mpoHaheHu Ha JIMIY MECTa, a 3a KOje TIOCTOju BepoBaTHOhA /1a Cy MOBE3aHH 3a
U3BpPIICHEM KPUBUYHOT Jena, 00e30elyjy ce u 4yBajy Kao U CBakd APYTH MPEAMET KOjU
je marepujaiHu A0ka3. MicToBpeMeHo, TparoBu O M3BPIICHOM KPHUBHYHOM JIETY CY CBE
BUIIIC TIPUCYTHH y BUPTYCITHHM OKpPYKEHHMa, a IMOCTyName ca HBbUMa Pa3luKyje y
OJTHOCY Ha TparoBe y ¢u3uukoMm cBeTy. Hanme, y pauyHapuma ce cTBapa, Hoxpamyje u
MPEHOCU BEIIMKH Opoj mojaTtaka y OOJMKY €NEKTPOHCKHX 3alica W CBAaKH O] HbHUX
NpeCTaBIba Queumantu mpae o onpeheHuM aymomamcexkum npoyecuma y pavyHapy im
0 AKMUBHOCMUMA KOPUCHUKA. JIATUTAITHU Tpar ce MOKE O3HAYMTH Kao HU3 OMTOBA KOjU
HACTajy Kao MPOM3BOJ] W3BpIlaBama HapeaOu y padyHapy: oapehenu input (Hapemba)
MPOW3BOJM Yy JUTHTATHOM cHUCTeMy ojapeherm output (pesynraT) u MpOy3pOKyje
NPOMEHE y MPETXOJHOM CTamy, TaKo ITO OUtPUt MPOW3BOAM TOXpPACHE W/UIIH
HOBOHACTaJle HM30BE OMTOBAa M OCTaBJhba Tpar o HHU3Y norahaja Koju cy JOBEIU [0
PUXOBOT HacTaHKa . IIpi Tome, Hapenba MOXe 1a MOTHYE O KOPHCHHKA ald H 1a
Oyzne pe3ynTar ayTOMaTCKHX Iporeca y padyHapy. [lpuiaukoM aHammse yoO4yeHOT
JUTUTATHOT Tpara HCOPaBHO € TpaTHTH (a3e y Mpolecy eIeKTPOHCKe o0paje
nojnataka (o7 HapemOe 10 pesynrara), Kako OM ce JOILIO0 JO J0Ka3a Kao Kpajmer
pesyarara Tor mporeca> 2. OCHM TOra, KPO3 HEKOIMKO CYIITHHCKAX HpHMenaba ce
MO’KE JIOBECTH Y MUTakE MOJJOOHOCT ,,CHPOBUX“ €IEKTPOHCKHUX 3arrca Jia 0y1y JoKa3 y
KPUBHUYHOM TIOCTYNKy. Hamme, MoXke ce JecHTH Ja eNeKTPOHCKH 3aluch Oymy
HETOTITYHH, OJTHOCHO Jla HE CaJpKe MOBOJFHO TOJAaTaKa 3a pa3yMeBame BPEMEHCKOT
okBUpa onpeheHor aurutaigHor norahaja uiam na xapiasep/copTBep KOjU ayTOMAaTCKH
CTBapa €JIEKTPOHCKE 3aluce NPOIMYyCTH Ja peructpyje mnojenune. OcuMm Tora,
€JICKTPOHCKH 3aIlliCU HE MOTY jJa Oyay J0Ka3 O UIACHTUTETY JIMIa Koja je Tpery3eso

onpehene paame.

311 ). Barbara, Handbook of Digital and Multimedia Forensic Evidence, Springer, Heidelberg-Dordrecht
2008, 128.

312 ). Roberts, ,,A Practitioner's Primer on Computer-Generated Evidence®, The University of Chicago
Law Review 2 /1974, 263.
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Hakie, cam 1o cedbu odpeheHu payyHapcku nooamax Kao c60jespcaH OUSUMaiHu
mpae Huje cam no cebu 0080bax HUMU nodoban da Oyde dokas onpeheHe dnmbEeHUIIE.
Pauynapcku nopamy 3a ganke Hemajy Behy, OTHOCHO HHKAaKBY Ca3HajHY BPEAHOCT, He2o
Jje ananusa pavyyHapcku 2eHepucanoz eneKmpoHCcKo2 3anucd, a Kojy ou uzepuuio auye
ca cmpyyHuM 3HArbeM, HYJXCHA, Ja OU Ce OueumanHu mpaz Mo2ao KOPUCMumu Kao
ookaz y kpusuunom nocmynky. IlorpebHO je, HauMe, Ja JIMIE KOoja Moceayje CTpydHa
3Hama U3 001acT MH(GOPMAIIMOHE TEXHOJIOTH]E MPYKHU O0jallmkbemha 0 TOME ITa Ce
JIECHJIO yHYTap padyyHapCKOr CHUCTEMa M MpEXe Ha OCHOBY 3alNaKCHHX 3alHca o
onpehenum nurutannuM forahajuma (Hp. pauyHap ca IP anpecom“xxx.yyy.zzz.1234”
je mokymao ga ycrnoctaBu Besy ca noptom 80 unm xopuchuk “littlejoe” je mpuctynuo
mmpexropujymy 3/3/15 y 01.50°%).

VYecnen Tora, HaUIS)KHU OpraHu Cy MOpaiy poHahH HA4MH J1a Ce HOCE Ca M3a30BUMa
JUTUTATHUX TParoBa, Kao CKyIa eJeKTPOHCKUX KOMYHHKAIHja, TaTOTEKa Ha pauyHapy
WIH Yy JpYrHM OOIMIMMA  eneKTpoHCKHMX  ypehajy>'!, koju mory Guté y
HajPa3IMYUTHjUM OOIUIIMMa, OJ1 3allkca y pauyHapy 0 OHHX KOju ce Mory npoHahu y
MOOUITHUM TenedoHUMa, KOjU Cy caMu IO cebu Malu paquapI/I315, a peleme je
npoHal)eHo y aHTra)XoBamy Juia nHpopMaTuike cTpyke. Ta Iuia noMaxy HaJIeKHUM
opranmmMa Jila Cce [0 Ca3Halky Ja j€ KPUBUYHO JIEINO YYHIEHO YIOTpeOOM
UHPOPMALIMOHUX TEeXHOJOorHuja, mpoHal)ly oaroBopm Ha cneneha mwurama: Illta ce
necuno? Kakpa je mpupoja Hamaga Ha payyHapcku cuctem/mpexy? [la nu je yommre
Jouuto 1o Hanana? Ha Koju HauMH je M3BpIIEH Hamaj Ha payyHapCKU CHUCTEM KOjH je
o6jext Hamaxa? Jla nu je 6uno Bume Hanaga? Illta ce Tpaxu? Koje 6e30eqH0CHE Mepe
cy Oumie akTUBHE y cucTteMy y MoMmeHTy Hamana? Koje mure je Ouso y mo3umuju na
y3pokyje/omoryhu wu3Bpiiewme Hamana? OAroBop Ha cBa OBe IHUTamka MOTY JaTH
oopehenu pauynapcku nooayu Koju €y NOXpAareHu Ul ce NpeHoce ) DPAYyHAPCKOM
cucmemy U/Unu pavyHapcKoj Mpedxicu, d KOju mume Moy UMamu 3Hauaj 0okasda y
KpusuuHom nocmynky. TakBH padyHapCKd TIOJAlli C€ MOTY O3HA4UTH Kao

e1eKMPOHCKU OOKA3U.

313 . Brown, Computer Evidence: Collection and Preservation, Charles River Media, Boston 2009, 20.
31 R. Moore, Search and seizure of digital evidence, LFB Scholarly Pub., New York 2005, 66.

815 O CHeIII/I(i)I/I‘IHOCTI/IMa NpUuKyIlJbaba 1noJgaTaka U3 IMaMETHUX MOOWIIHHX TCJ'IG(I)OH&, BUIIIC O TOMCE, D.
Bennett, ,,The Challenges Facing Computer Forensics Investigators in Obtaining Information from
Mobile Devices for Use in Criminal Investigations®, Information Security Journal: A Global Perspective
1/2012, 162-165.
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[Tocroje paznuuute ASPUHUIH]E SIEKTPOHCKOT, OJHOCHO AUTUTAIHOT JT0Kaza. Ocum
onpehuBama €NEeKTPOHCKOT J0Ka3a Kao ur@gopmayuje Koja ce 4yBa WIH TPEHOCH Yy
OuHapHOM OOJIMKY a Koja C€ MOXKE€ KOPHCTHTH Kao J0Ka3 Ha cyny316, MoCcToje |
Jpyravyrja MHIUbCHA. MaKko je JUTHTaIHH JO0Ka3 Mamke ONMUIJBHB O]l IPYTUX OOJIHMKa
MaTepHjalTHUX JI0Ka3a, UIIAaK Ce Paju O MamepujaiHom 0okasy, ¢ 003UpOM Ha TO 1A je
cacTaBJbEH OJ] MATHETHUX I10JbA U EJIEKTPOHCKUX UMITYJICA KOJU C€ MOTY NMPHUKYIIJbAaTH U
AHAIIM3HUPATH y3 oMol CIICLHjaiHUX anaTa M TeXHWKa . VICTOPHjCKM MOCMATpaHo,
JIOKa3Ha CPEeJICTBA Kao IITO Cy JOKYMEHTH, (oTorpaduje u Ipyru 3amucH, 06e3 o03mpa
Ha TO Y KOM cy (PM3HYKOM OOJIMKY, IMaJIM Cy CTaTyc ucmpasa. Mcrnpase npeacraBibajy
O0JIMK JbyJCKE MHUCIIH KOja je MUCAaHUM, rpaUyIKuM, 3BYYHUM WJIHM APYTUM 3HAIUMa
3a0eNeKeH Ha aIeKBATHO] MOAIO3H° . ENEKTPOHCKU 3alUCH Yy AMTHTAIHOM OOIUKY y
ypehajuma u orpemu 3a eJIEKTPOHCKY 00paay MPEHOC mojaTaka (Kao MITOo Cy pauyHapu
u nepudepHn padyHapcku ypehaju, padyHapcke Mpeke, MOOWIHH TenedoHH,
JTUTHTATHE KaMmepe, W JPYrd MPpeHOCHBH ypehaju, ykibydyjyhum NMpPEeHOCHBE HOCHOIIC
memopuje (USB cTukoBu) kao u moxaim ca MHTepHeTa) crora OM ce MOTJIM CMaTpaTH
ucnpagama. Y TEOpHjU TOCTOje pa3IMYUTa CTAHOBHINTA y TIOMIEAY oApehuBama mojma
UCTIpaBe, BUXOBE CAAPKUHE U KBanudukanuje. Moryhe je ucrpaBy OApeanTH Y YKeM
u y mmpeMm cmuciy. [lox ucnpaBoMm y yxkeMm cMHUCIy OU ce TOoApa3yMeBaje IMHCaHEe
Oererike Koje caapike oapeleHe moaarke, pasHe MUCAHE W3jaBe U CAOMIITEHha y KOjuMa
Cy caapKaHe YHICHHIIE KOje ce€ yTBphYjy Y KpUBHUHOM MOCTYIKY, Ka0 M IPTEKU U
CKHLIE M3 KOJUX CE TAaKBE UMICHHLE MOTY pasabparu®’. OCHM OBAKBOI CXBaTamba,
MOCTOjJU U IIHPE CXBaTamke II0 KOM C€ HCIOPAaBOM UIACHTHPHKYje ca I0jMOM

2 . .
30y Teopmji Cy IOje/beHA MHILBEHA W O TOME Ja JH je

MaTepujaTHUX JI0Ka3a
HCIIpaBa MO CBOjOj Caap>KWHU MMoceOHa BpcTa JOKA3HOT CpeACTBa (a HE caMo ,,[TUCMEHH
OGIHK® JPYror JOKA3HOT CPEACTBA 2Y) WIM MPOCTO CPEACTBO 33 M3PAKABAME IPYTHX
JIOKa3HUX CpejacTaBa (MCIpaBe Cy caMO OOJIMK y KOM C€ jaBJhajy Jpyra JoKa3Ha

22
CpeicTBa U camMo Cy 1mo GopMH JOKA3HO cpeJJCTBo?’ ). 3ampaBo, ucIpaBa MOXe OUTH

318 International Organisation on Computer Evidence http://www.ioce.org.

317 Casey, Digital evidence and computer crime: forensic science, computers and the Internet, 10.

318 M. IlIxymuh, T. Byrapcku, Kpusuuno npoyecno npaso, Hosu Caz 2015, 299.

319 Bayer, op.cit, 215.

820 Panynosuh, op.cit, 204.

%21 Bayer, op.cit, 211.

%22Mapkosuh, op.Cit, 365; Bacumbesuh op.Cit, 368. McmpaBe Cy CaMOCTanHO HOKA3HO CPEACTBO
WCKJBYYHMBO TIO (OPMH, JIOK IO CaApKUHU OHE MPOCTO CaApxkKe y ceOW HEKO IPYro JOKa3HO CPEICTBO
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,MaTepHjaaHu J0Ka3 caMm 1o cebu, corpus delicti, 6e3 063upa Ha caapKuHy, a MOXKE Ce
JaBUTH Kao JIOKa3 U CBOJUM cajpikajeM, OWII0 Kao caMOCTalHH JoKa3 (yBepeme,
NOTBp/Ja) WM Kao HM3pa3 HEKOr JPYror MOKa3HOT CPEICTBA KOje CE jaBjba CaMo y

323
00Ky wucmpaBe*“~".

[locroju e6uwe e6pcma ucnpasa, ¢ 003UPOM Ha CPEACTBO
u3pakaBamba UYUILCHHIA, 1A ce Jelie Ha Tpaduuke, (GUTypaTUBHE (CIHMKE, LPTEKH,
pepedn), poHorpadcke (caapxe 3BYYHO PETUCTPOBAHE YHEHLEHUIIE) U AYJHOBH3YCTHE
(campke 4YMICHHUIIE KOj€ C€ Cca3Hajy 4yiauMa ciayxa W Buaa). Kako ce, makie, mopg
UCIIPABOM IIOJIPa3yMEBajy Pa3IMUUTH MPEIAMETH u3paljeHu 00 uoeeKka, Ca3HABAHE
caZpkaja BpIIM CE€ YHTAbEM, TJIEAabeM, CIYyHIalkeM WM Ha Jpyr'd HauuH. 3a
Ca3HaBame CajpiKaja UCIpaBe MOHEKA HHjE TOBOJHHO 3HAK-E OPraHa MOCTYIKA, HETO je
norpeOHa TOMOh CTpy4YHOT JIMIIA, YKOJHMKO j€ 3a OlNaXame YHICHUIIA HEOIXO/HA
NpUMEHa CTPYYHOT 3Hamka W TEXHUKA, Y KOM CIIydajy TakBe UcHpaBe (IpeIMeTdH U
CTBapH) MOTY J1a Oy1y IpeIMET BeIlITaueha.

CxomHO TOME, payyHapCKH MOJAIM Kao ,,eJIEKTPOHCKU™ TOKa3u ce HE Pa3NIuKYjy O
,»TPaJIMIIMOHATHUX * TI0Ka3a y 00JMKYy ucrnpaBa. Mehyrum, nako O6u ce ,,elIeKTPOHCKHU
JOKa3M MOIJIM CMaTpTaTd HCOpaBama, TIOTPEOHO je yka3aTh Ha ojapeheHe
cneyugpuuHocmu pauyynapckux nooamaxa (1ITo Cy y OCHOBH):

1. Pauynapcku momauu y ypehajuma M ompeMu 3a €JIeKTPOHCKY oOpazy IpeHoC
1oJaTaKa HUCY YBEK MPOM3BOJI JbYJCKE MHICIH HUTH Cy IPeaMeTH n3pal)eHn o yoBeka,
HETro Cy YeCTO pe3yaTaT ayTOMaTCKUX Ipoleca y ypehajuma;

2. Mory O6uTH U3MEHEHHU Tpe, 332 BpeMe HIIM HaKOH MPHUKYIJbaka, OJHOCHO MOTY
OUTH M3MEHEHU WM YHUIITEHW W KPO3 PEIOBHE IMPOIECe y padyHapy, Tj. yoOudajeH
pax padyHapa: y €IEeKTpOHCKMM ypehajuma ce cTame MeMOpHje KOHCTaHTHO Mema,
O6us0 Mo HapenOM KOpPHCHUKA (HIp. “‘cadyBaj OBaj JTOKYMEHT‘) WJIM ayTOMATCKH, KpPO3
(GyHKLIMOHHCAkE ONEpaTHUBHOI cHUCTeMa (HIp. ,,ajoKaluja mpocrtopa 3a onapehenn
nporpam®), ma je 300T OBE€ KapaKTEPUCTHUKE TMOTPEOHO EIEeKTPOHCKHM ypehajem
pYKOBaTH Ha oAroBapajyhu HauMH OJ] TPEHYTKA yO4aBama MUCTOT Kao PEJIEBAaHTHOT 3a
KPUBHYHU MOCTYIIAK;

3. Beoma cy HemocTojaHH: MOHEKaJl payyHapCKHU MOJAIM MOTY OMTH y MEMOpHjH

ypehaja y kojoj momanu Oymay m30OpHcaHU, OJHOCHO TPEKO HUX CE€ MPECHUME HEKH

(yBubaj, ucka3 cBemoka win Berutaka) wiu corpus delicti (pancudukoBanu HoBan u ciuyno). Buaun C.
Kuexesuh, Kpusuuno npoyecrno npaso, Onwmu oeo, Hum 2015, 313.
323 7. Bacusbesuh, M. T'py6au, KomenTap 3akoHHKa 0 KpHBHIHOM MOCTYIIKY, beorpag 2011, 299.
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JIpYTH MO/l CBAaKU MYT KaJ ce oapehenu morahaj mecu, a To MOKe OWTH: MPECTaHAK
CJIGKTPUYHOT Halajama WM ayTOMAaTCKO MpEeCHUMaBame cTapux MHGopmanuja (na ou
ce€ CTBOPHO MPOCTOP Y MEMOPH]H 3a UyBamke HOBHX MH(OpMaIrja), 1a je 3aTo MoTpeOHO
ypehaje y kojuma ce Hajlaze TOTCHIMjaTHU EJICKTPOHCKM JIOKAa3d cadyBaTH Ha
onrosapajyhu HaumH mro je mpe moryhe;

4. HeBuIJbMBH Cy 3a HECTpPYYHA JIMIa: MOTY ce IpoHahu Ha MecTUMa Ha Kojuma Ou
caMo CTPYYHO JIMIE TPKWIO WU KOja Cy JOCTYIIHAa CaMO YIMOTPeOOM CIIEIHjaTHIX
ajlaTa — Kao IITO EJEKTPOHCKM MHUKPOCKOI ca CKEHepoM oMoryhaBa eHTOMOJOTY Ja
yOuH KJbY4HE MOP(]OJIOIIKE OJJIUKE JapBe, TAKO MOCTOje M CHeHH(PUIHN alaTh KOjoM
CTPYYHO JIMLIE TIpETyie/ia ¥ aHAIM3Kpa MoIaTKe Ha padyHapy;

5. 3Haueme EJCKTPOHCKHX JIOKa3a MOXE O0jaCHUTH CaMO CTPYYHO JIMIIE:
padyHacpKH IoJany rnpoHal)eHu y padyHapy MOry OMTH O] Majie, OJIHOCHO FOTOBO HH
0J1 KaKBe KOPHCTH 3a JIauKa KOju HUje Y MOTYhHOCTH Ja U3/IBOjU MOJATKE HA HAYMH Ja
peneBaHTHa WHQpOpMaIMja Oye IeJIOBUTA U J1a ’bOM HHje MAHHITYJIMCAHO HUTH Ja je
H3MEHCHA

6. Mory ce ymHO>XkaBaTu (OMTH KOMHMpaHu) 0e3 UKAKBUX OrpaHHuYeHa: HH(popMalinja
y OUTUTATHOM OOJHMKY Ce MOKEe YMHOXKaBaTH HEOTPAaHUYEHO W CBaka KOIHja je y
MOTIIYHOCTH HWJCHTHYHA opuruHay. Ha oBaj HaumH je mMoryhe CTBOpUTH BHIIE Yy
NOTIYHOCTH MICHTUYHHUX KOIHja KOjeé MOTY aHAIM3HpaTH BUILIE CTPYyYmaka Yy HCTO
BpeMe, a KOMHja ce MOXKEe IMPEJICTaBUTH Ha CyAy Kao OpUTHHAN MPHIMKOM H3HOIICHA
HaJa3a U MUIJbEHha BEIlTaKa;

7. KonmumHa nmojaraka Koje ce IpUKyIJba ¥ aHAJIM3HMPA jeé HEMEPJbHBA y OJHOCY Ha
OMII0 KOjy APYTY CHTyalHjy y (U3HMUKOM CBETY, Ma Ce TPAKEHE EIEKTPOHCKOT J0Ka3a
MO>Ke IIOCMATPATH Ka0 TPAXKEHe UIJIE Y ILIACTy CeHa ~,

Kako ron na ce pauyHapcku Mmojaly KOjU c€ MPEHOCE WU 4YyBajy Y pauyHapCKOM
CHCTeMy O3HauaBajy M CXBaTajy, cama TMpHUpOJa padyyHApCKUX TOJaTaka y
€JIEKTPOHCKOM OOJIUKY j€ Y3pOK INTO j€ HhUMa JajeKo JIaKile MaHUIYJIUCaTh |
M3MEHUTH UX Y OJTHOCY Ha TpaaullMoHaiHe ¢pu3nyke Tparose. V3 HaBegeHOT Mpou3ia3u

Ja JUTATAIHU Tpar MOKC IMOCTATH JUIMTAJIHU JOKa3 CaMO aKO Ca BbHMC IMOCTYyIla Ha

24 ymopenn  R. Rockwood, ,,Shifting burdens and concealing electronic evidence: discovery in the
digital era®, Richmond Journal of Law & Technology 16/2005, 1-19; Bryant, Bryan, op.cit, 13-21.

325 E. Kenneally, C.Brown, ,,Risk sensitive digital evidence collection, Digital Investigation 2/ 2005,
105.
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onroeapajyhu HauwH, Tj. Kpo3 ynorpedy MOCeOHMX METO/Ja M TEXHHKA, KOje W3BOPHO
NOTUYY W3 padyHapcKuxX Hayka. Mmak, Kao W 3a Jpyre TUIIOBE HAYYHUX OOKA3d,
NPUKYIUbAEkE H PYKOBAKE CIEKTPOHCKUM J0Ka3MMa je BeOMa OCETJbUBO MUTAME, 1A je
Ha yMy noTpeOHO umatu cienehe:

A. CBaku enekTpoHCKH ypehaj mMa cBoje crneuupuyHe KapaKTepUCTHUKE, Ma ce
onpehHe mporeaype Mopajy mpaTUTH Aa OW Ce TPHUCTYIHIO HErOBO] MEMOPHU Yy
OKBHPY KOj€ CE€ UyBajy MOTEHIIMjaJTHU €JIEKTPOHCKU J0Ka3u. Jeman o HajBehux pusnka
y BE3HU Ca CIIEKTPOHCKUM JIOKa3MMa je F/hUXOBO HEHAMEpHA, OJTHOCHO ClTyyajHa W3MEHa,
0 4era Moke Aohu YKOIHKO ypehajeMm pyKyje JHIle Kojeé He TOoceqayje aJeKBaTHO
3Hame. Y TaKBOj CUTYyallju MOXXE C€ IOCTaBUTH NHTalkE y Be3u ca onapehenum
U3MEHaMa EJICKTPOHCKOT J0Ka3a M JOBECTH Y CYMIbY, OJTHOCHO Jia JIM je y JIoKa3uma
KOjH U]y Y KOPUCT WJIH HA IITETY OKPUBJHEHOT HEIITO JOJATO WU OIY3ETO;

b. HoBe TexHomoruje ce pa3Bujajy Beoma Op30, Ima ce TUME jaBJba]y HOBH H3BOPH
€JIEKTPOHCKHUX JI0Ka3a M IMOCTOjH MOTpeda 3a KOHCTAHTHUM ycarianlaBameM MpoIeaypa
U TEXHHKAa KOje je MOTpeOHO MPUMEHUTH Kako OW ce caapxkajy U3 eNeKTPOHCKUX
ypehaja mpucTymyinuo u Kako OU ce UCTH aHAIU3HUPAO;

B. Jla 6u cTpyumak O6uo y moryhHOCTH 12 Ha 3370BoJbaBajyhu HaumH mponahe u
aHaJM3Mpa EIEKTPOHCKE JI0Ka3e, OCUM OJroBapajyher 3Hama U BEIITHHA, IIOTPEOHO je U
Ja pacmojiake aJeKBaTHUM allaTMMa W Ja TpUMe’yje onrorapajyhe TeXHUKE H
npolenype Koje Mopajy OWTH NpOBEpJbMBE U IOHOBJBMBE, OJIHOCHO Ja HHUXOBOM
OPUMEHOM M JPYrH CTpy4malld Mory Johu 1o UCTHUX pe3yiTaTa, jep ce caMO Ha Taj
Ha4YMH MOke 00e30eIUTH J1a OTKpUBEHA HH(pOpMallKja UMa TI0Ka3HY BPEIHOCT;

I C oO3upoM Ha TO 1@ je Kpajlbl LWb Ja C€ OTKPUBEHH M aHAIU3UPAHU
€JIEKTPOHCKH 3alUC YHOTpeOr Kao JoKa3 y KpUBUUYHOM IOCTYIKY, HEOIIXOAHO j€ Jia ce
NPWIMKOM TPUKYIJbakha JUTUTATHUX TparoBa IMOCTyNa y CKJIaQy Ca HalMOHAIHUM
IponrcuMa U T00pOM KPIMHHAITHCTHYKOM MPAKCOM, KaKO OM OHU OWMIIM MPHUXBATJHHBU
Kao J0Ka3 Ha cynay. lIpuxBaTjpMBOCT TMO/Apa3yMeBa HajMamke TpPU OCOOWHE:
aymeHmuyHocm — MOpa TOCTOjaTH MOTYNHOCT Ja ce y HEeNocpelHy Be3y J0Beje
JIOKa3HM MaTepujaj ca KOHKPETHUM JorahajeM KOoju ce UCTPaxKyje; nomnyHocm — Mopa
Jla Ka3yje Leny Mmpu4yy a He camo ojapeheHy mepcrnekTuBy; nOy3oarocm — HE CMeE Jia
MIOCTOjH HUINITA Y BE3W Ca HAYMHOM TPHUKYIIJbarha H PYKOBamkha €JICKTPOHCKUM JOKa3HMa

ITO OM U3a3BalIo CYMBY Y aYTCHTUYHOCT U UCTUHUTOCT.

97



Jlakiie, €JNEKTPOHCKM 3allMCH, KOjU MOTY HMaTH 3Hayaj Jo0Ka3a y KPUBUYHOM
MOCTYIIKY, HETIOCTOjaHH CYy M JIaKO C€ MOTY U3MEHHUTH WJIM U3TYOWUTH, YKOJIHMKO ce ca
npeaMeTiMa KOju Cy BHXOBH HOCHOIIM HE MOCTYIIA HA aJleKBaTaH Ha4WH, OJJHOCHO aKo
ce onpeheHe Mepe MpenocTpOKHOCTH He nomTyjy. [Ipumepa panu, yKOIUKO HeoOydYeH
CIIy’)KOCHHMK TONUIMje MPHIMKOM yBHDaja M oly3uMama MpeaMeTa YKJbYyYeH padyHap
UCKJbYYH TIPE HETO IITO Ta MOoIIajbe Yy TabopaTopHjy Ha GOpEeH3HUKY 00paLy, yMECTO aa
je MoCTyNuo y CKJIay ca MPUHIMIIIMA J00pe IpaKce, TAKBO HErOBO IMOCTYIIAkhe MOXKE
TPajHO YrpO3UTH MOTEHIIMjaJTHE SJIEKTPOHCKE J0Ka3e cajpaHe y pauyHapy. M3 Tora
pasjora je OWIO HyxcHo cmeopumu oopelena npasuna Kojux je TOTPeOHO
OpUapXKaBaTh Cce€ TMPHIMKOM pyKOBama TakKBUM I[OJAllIMa HAa HAYMH Ja ce
KOHTUHYHWPAHU MHTETPUTET (HEMPEKUIHA IIEIOBUTOCT) HH(POPMAIIHja MOXKE OJPIKATH U
nokazatu. VcTpakuBame KOHKPETHOT Cllydaja je BeoMa KOMIUIGKCHO M jJa Ou Owiio
W3BPIIEHO HA WCIpaBaH HAYWH, NOTPEOHO je Ja Ce mpumene cheyuduunu anamu,
mexHuKe u memode, KOju Ce PA3HKYjy OJ OHHX KOje c€ KOpUCTE Yy (PU3HUKOM CBETY
NPUIMKOM HCTPOKUBAKhA TPATUIIMOHATHUX KPUBUYHHX Jienia. OKpyKEmhe je TeXHHUKO,
aJIaTH ¥ METOJIM KOjU CE KOPUCTE Cy TEXHUYKH M 3aXTEBa C€ MPUMCHA TEXHUUKUX 3HAMbA
Kako OM ce pemuo Cciydaj y3 MOIITOBamkE OAroBapajyhux MNpoOBEpeHHMX HAaydYHUX
NPUHIUIIA ¥ TpaBHja KPUMHHAJIMCTUYKE TEXHUKE W TAKTHKE, KOjH C€ W3ydaBajy y
OKBHPY ITOCEOHE HaydHe INCUHILINHE (Ouzumanne opensuxe)’. 3aro je myscno na
ce JMIa Koja Mpeay3uMajy Mepe TpBOT 3axBaTa NPHUAPKaBajy MpaBWiIa JUTHTAITHE
dopeH3uke, KopucHo je na MPUIMKOM Npeay3uMama THX PaJlkbu U Mepa Ha JIMIly MecTa
OyJle MPUCYTHO CTPYYHO JIUIIE, & HEONXOOHO j€ Jla eKCTPaxOoBambe, Mperiie]] U aHaIu3y
padyHapCKHUX MOAaTaka BPIIM CaMO OHO JIMIIE KOje MMa MoTpeOHa CTpy4YHa 3Hama U TO
NPUMEHOM TPOBEPEHUX HAYYHHX METO/a M TeXHHKA.

C 003upoM Ha TO Cy €JIEKTPOHCKHU 3alliCH BEOMa CKJIOHM U3MEHaMa W/WIU T'YOUTKY,
ycien HaMepHE aKTHBHOCTH KOPWCHHMKA WM (YHKIIMOHHCAMma PadyyHapCKOT CHCTEMA,
cMaTpaMo Jla He MOT'y caMH 1o ceOu OUTH JoKa3, Beh mpoCTO Tpar K0joj BaJUJHOCT U
JIOKa3HM 3Ha4ya] MOXKE JaTH CaMO CHMPY4YHO Juye Koje aHaIu3upa npoyec
eleKmpoHCKe 00pade nooamaxka a Kojom aHaau3zom ce 001a3u 00 el1eKmpPOHCKO?2
3anuca 00 eneKmpoHcKoZ O0oKaza. 3ampaBoO EIEKTPOHCKU 3allUCH M EIEKTPOHCKH

JIOKa3H Cy MPOCTO YHELEHUIIE O KOjMa CTPYYHO JIUIIE Jaje Hajla3 U MUILJbEHE a KOjU ce

2 .
%20 Nururansa popemnsuka je npeamer CeaMor nenma paja.
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KOpUCTE Kao JO0Ka3 y KpUBHYHOM MocTynky. CMaTpamMo Ja je HacTojame Ja ce
€JIGKTPOHCKH JI0Ka3 oJpeNu Kao rmoceOHa BpCTa JI0Ka3a camMo MOCeIuIla HeJJOBOJBHOT
pasymeBama. ENeKTpoHCKM JJ0Ka3 HUje MPOCTH €JIEKTPOHCKU 3alHC HUTH PadvyHapCKH
HOJaTaK, Ma ¢ He MOXKE TPETUPATH HU Kao MpPEAMET HU Kao HCIpaBa, HUTH j€ TO MaK
Hexu SUi generis mokas.*”’ JeamHO MmTO ce KA0 J0KA3 O M3BPLICHOM KPHBUYHOM ACITY
ynoTpebomM HH(OPMAIOHE TEXHOJIOTHj€ YHOCH Y KPUBHUYHU IOCTYIAK jECTE W3BEIITA]
CTPYYHOT JIMIa KOje je TMperyieflaio pauyHap M aHAIU3UPAIO EJIEKTPOHCKE 3aIuce
NPUMEHOM TEXHMKAa W METOJa IWTHTanHe (OpEeH3WKe, M pe3yiaTare TOI mpoleca
NPUKa3a0 y U3BEIITajy (KOjH MOXKE CaAp KaTh Halla3 W/WIM MULUbEHE). To JIuie moToM
y KpUBUYHOM TOCTYIKY CBOjUM CTPYYHUM 3HAIHEM IOMaXKE CYAY Y CBOjCTBY BEITaKa y
yTBphHUBamy W/HMIM OLIEHH YMI-CHUIA KOje Cy MpeIMeT JOKa3uBama. Y TOM CMHCIY,
MOXeMO yropenutu enektponcke 3amuce ca JIHK, xoju je cam mo ceOu HEBUIIBHB,
HEONUIUUBKB, CagpXKaH y oapeheHoOM Marepujany OHOJOMIKOT TIOpeKia, a TeK
eKCTPaxOBamkEeM M3 MaTepHjajia U CTPYYHOM aHAIM30M, OJIHOCHO BEUITAYCHEM IOCTaje
JoKa3 ozpeleHe YnmbEeHUIIe Y KPUBUYHOM HOCTYIKY — & HA Y KOM CMHUCITY C€ HE Pajd O
noce0HOj BPCTH JI0Ka3a.

[lpumena TexHuWKa AWTHTAIHE (HOPEH3WKE HE MOJpa3syMeBa MPOCTO KONMHPAmE U
nperiieame YCKIAIUIITeHUX padyHapCKUX NojaTka. Pesynratu npeny3eTux paami He
Mory u Hehe yBek OMTH JOKa3 Ha CyAay — HEKaga MMajy caMoO 3Hayaj ONepaTHBHUX
cazHamba KOju he yCMEepUTH Jajbu TOK IOCTyNama HaJIe)KHUX OpraHa, a MOry ce
yIOTpeOUTH Kao J0Ka3 caMO ako Cy NMPHUKYIJbEHU Ha HAUMH y CKJIAJy ca ojapendama
KPHBHYHOT TIPOLIECHOT 3aKOHOIABCTBA 2>, aKo je TEeXHWYKH M3BOUBHBO MHOTO TOT,
caMO OHO /IO Yera ca JOILIO IO YCJIOBMMA, HA HAUYUH U y OOJIMKY KOJU TPOIHUCY]e
3aKOHOJIaBCTBO Mohu he fa Oyje 1oka3 y KpMBUYHOM HOCTYIIKY.

Haxie, na Ou ce pauyHapCKd MOJAld MOIJIM KOPUCTUTH Kao J0Ka3 y KPUBUYHOM
MIOCTYTIKY, TOTPEOHO je YTBPAWTHU Aa Cy MPUKYIJBEHH U 00pal)eHn y CKIIaay ca 3aKOHOM

(vcnos 3axkonumocmu), na HUje OWIO HAMEpPHE WIM CllydajHe H3MEHe/TyOuTKa

327 [pumMepa pai, MUIIUBCHA 0 MOCEOHO] BPCTH J0Ka3a Mory ce Hahu kox cienehnx ayropa: O. Leroux,

“Legal Admissibility of Electronic Evidence”, International journal of Law, Computers and Technology
2/2004, 205; O. Kerr, ,,Digital Evidence and the New Criminal Procedure”, Columbia Law Review
1/2005, 300; b. banosuh, ,,EnekrpoHcku nokasu“, Pesuja 3a kpumunonoaujy u kpusuuro npaso 3/2006,
224; X. Xamunosuh, ,,OCHOBHE KapaKTEPUCTHKE IUTHUTAIHUX JI0Ka3a“, Kpumunanucmuuxo gopensuuxa
ucmpasicusarwa 1/ 2011, 362-372; T. Jlykuh, ,Jlurutamau pokasu“, 36oprux paodoea IIpasHoe
@arxyimema y Hosom Caoy 2/2012, 180.

%28 A. Wolfson, "Electronic fingerprints: doing away with conception of computer-generated records as
hearsay*, Michigan Law review 1/2005, 156.
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€JIGKTPOHCKHUX 3aIMCa, OJHOCHO J1a Cy 3allMCH NPEACTAaBIbEHH Kao J0Ka3 MPeJ CyI0M HU
Malke HU BHIIE Yy OJHOCY Ha TPEHyTaK Kaxa cy OwiM npukymsbeHu (ycios
aymenmuyHocmu) M Aa Cy monoOHW 3a yTBphHBame IOCTOjakba M HCTUHUTOCTH
onpeheHe YMIbEHHIIC Y KPUBHUYHOM IOCTYINKY (ycrnoe penesawmuocmu). Jla 6u Omo
3aJI0BOJBEH YCIIOB 3aKOHUTOCTH, Pl KOj€ CITyKe MPUKYIJbalby €IEKTPOHCKUX JT0Ka3a
MoOpajy OWTH TIpeay3eTe y CKJIaay ca 3aKOHOM Koju ypehyje KpuBHYHY TpoIeaypy,
NPWIMKOM 4Yera Mopajy OWTH IOIITOBaHA IMpaBWa JUTHTATHE (DOPEH3UKE Yy IUIbY
UCITYHCHhA YCIIOBA ayTEHTUYHOCTH, JIOK CE€ YCJIOB PEIEBAaHTHOCTH Be3yje 32 OKOJIHOCTH
KOHKPETHOT CITy4aja.

Ha ocHOBy cBera HaBeIEHOT, e1eKMPOHCKe 00Ka3e OUCMO MOTIH OJPEIUTH Kao
padyHapcKe MOJATKe KOjU Cy MOXPamCeHU HIIM CE MPEHOCE Y PauyHapCKOM CHUCTEMY,
padyHapcKOj MPEKHU WM JApyroM ypehajy U ompeMu 3a eleKTPOHCKY o0pay, MpeHoC
W/ CKJIAIUINTEHhEe TOAaTaka, a KOjH, HAKOH INTO Cy MPHUKYIUbeHH, oOpahenn u
AaHAJM3UPAHU Yy CKJIAQy Ca MpaBWIMMa TUTHUTAIHE (OPEH3UKE a Y 3aKOHCKOM OKBHPY
Koju ypehyje nmpaBuiia KpuBUYHE MpoLEeAype, MOTY UMATH 3HAuaj JoKa3a y KPUBHYHOM

HOCTYIIKY.

2. VI3BopH €NeKTPOHCKHX JI0Ka3a

JlBa OCHOBHa LMJbAa OTKpUBAMKa M PACBETJbaBaba CBAKOT KPUBHUYHOI JieNa jecy
UJCHTU(PHUKOBATH YUYMHHOLA U NPHUKYNUTH pEJIeBaHTHE IMOJATKe M Jl0Ka3e Ja Cy ce
paamboM OCYMIUYEHOI JIMIIA CTEKJIM OWTHM eleMeHTH Ouha KpuBHYHOr Jena. Y
norsieny yTBphuBama HACHTUTETa JIMLA OCYMIHYEHOT Ja je paalmy HU3BplLIeHA
npeayseno ynorpeOoM HMH(OPMAIMOHMX TEXHOJOIMja, MOCTaB/ba CE IMUTAKBE KaKo
JIOBECTH Y BE€3y pauyHAapCKH MOJaTak (AUTMTAIHU Tpar) ca BUPTYEITHUM HACHTUTETOM
JUIa Ha KOje ce MOoJaTak OJHOCH (10 KOT BOAM JWUTHTAIHU Tpar) U Kako MOBE3aTH
BUPTYEJIHHU Ca CTBAPHUM HJEHTHUTETOM OCYyMI-MYEHOr juna. PauyHapcku mopauu ce
Mory npoHahy MOXpameH! Y pauyHapCKOj MPEXH WM Y HEKOM pauyHapCKOM CHUCTEMY
y Toceny ocyMmHueHor, omrteheHor wmu Tpeher nmma (Hmp. mpyxkajama yciayra
€JIeKTPOHCKUX KOMYHHUKAIlMja), WIM C€ MOTy TPEeCpecTd y TOKY TpEeHOoca Kpo3

padyyHapcKy MpeXy, a yCIIOBM M HAuMH Ha KOjU OpPraHd MOCTymka Mory nohu no
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pENeBaHTHUX PadyyHApCKUX MOJaTaka KOju MOTY OMTH JJOKa3 O U3BPIICHOM KPUBUYHOM
neny, ypehenu cy npaBuiarMa KpUBHYHE MPOLEAYPE.

Pauynapcku nojgauu Koju Mory OMTH €JIEKTPOHCKM JJOKa3, Jlakje, Haja3e ce WU
YCKJIQAMINTEHN Y €JNEeKTPOHCKUM Yypehajuma (pauyyHapcKMM CHCTEMUMa) WU ce
npeHoce MyTeM padyHapcke Mpexe. CBaKo JIMIE 3a0CiIeHO Y APKABHOM OpraHy Koju
npeny3uMa pajimbe OTKpuBama Tpeda ma Oyae CBECHO Ja Kao MOTCHIIMjalHEe H3BOpPE
JI0Ka3a pa3MOTpH cBe ypehaje u onpemy Koju Mory J1a (yHKIIMOHUIIY CAMOCTAIHO WIIH
3ajeJHO Ca WIM BE3aHO 3a TPaJMLMOHAJIHE payyHapcKe cucreMe (KopHucre ce 3a
no0oJblIakbe MPHUCTYNIa KOPUCHHKA WM 32 [POIIUpene (PYHKIHMOHATHOCTH
KOMITjYTEPCKOT CUCTEMA) a KOju MOTY OWTH NPUCYTHH Ha Uiy Mecta. [Ipu Tome Tpeda
UMaTl y BHJY Ja HamnpeAak y HMH(POPMALMOHO] TEXHOJIOTHJU YCloBJbaBa IoBehame
Opoja u TumoBa ypehaja, koju MOry Jna caapkKe EIEKTPOHCKE JO0Ka3e, CKOpO
cBakogHeBHO. Kama ce ypehajuma u lBUXOBUM cajpikajeM MPaBUITHO PyKyje U OJIprKaBa
Ce MHTETPHUTET pauyHApCKUX IMMO/IaTaKa, pe3yaTupajyhu eIeKTpOHCKU JOKa3H MOTy OUTH
HajyBEepJbUBUJU JI0KA3 U y oJipel)eHuM OKOIHOCTUMA MPYKUTU HH(OpMaLHje KOje MOTy
oMOryhUTH pPEKOHCTPYKIH]Yy creuuduyHor Huza gorahaja, OIHOCHO TOTIYHO H
UCTHHUTO yTBPH)ECHO YNHEHIUYHO CTamE.

Pauynapcku momanu cy yCKJIAQIWIITEHH Ha PA3IUYUTAM MEAHMjYMHMa, KOJH Ce
pa3iMKyjy 1O BEJIMYMHM M HAYMHY yNoTpede, HaYMHY CKIQJAMIITEeHa IMojaaraka (Ha
(U3MYKOM U JIOTMYKOM HUBOY) U MEMOPHUJCKUM KaranuTeTuMma, IITO MMa YTHIaja Ha
HAYHMH TIPHKYIUbAba MOJATAKA W aHATH3Y MPHKYIUBEHHX mogaTka 2. Cnenehn crmcax
MOTEHIM]jaTHUX M3BOpPA €JIEKTPOHCKUX JOKa3a He Ou Tpedaso cMaTpaTh KOHAYHUM —
HaBEJEHM Cy MpUMEpH Hajuelmrhux U3BOpa KOJU C€ MOTY CpEeCTH y npakcu. PauyHapcku
HoJalM ce, CIIpaM U3BOpa y KOjUMa Cy CaJpKaHH, MOTY OJEIUTH Ha ciiefehr HauuH:

1. Enexmponcku 0oxka3zu Koju ce mo2y npuKynumu u3 pauyyHapckoz cucmema

Pauynapcku cucremu Mory OUTH MOTEHIMjaIHU JIOKa3HM, caMH IO ceOu, a MOry
calp>kaTH BpelnHe J0Ka3e 3a MCTpary OWIo KOr KpHUBHYHOT Jiena (a He camo jera
BHUCOKOTEXHOJIOLIKOT KPUMHUHAJIA) Y BUAY MOXPamEeHUX pauyHapCKUX MOJaTaka, Koje
ayTOMAaTCKU TE€HEepHIlle padyHap WJIM MX CTBapa KOPHUCHHUK, Ko HITO Cy: TEKCTYaJIHU
JOKYMEHTH, (poTorpaduje, CIMKOBHU NMPUKa3H, €EKTPOHCKA MOIITA ca Jojanuma, 6ase

nojaraka, ¢puHaHcujcke uHMOpPMaIUje 0 KOPUCHUKY KOju mpuctyna online ycimyrama,

329 | Walden, Computer forensics and the presentation of evidence in criminal cases, Jewkes, Yar, op.cit.,
608.
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ucroprja nocehennx MHTepHET cTpaHWIa, pa3roBOpH ca APYIHMM KOPHCHUIIMMA,
nojany o ypehajuma ca Kojuma je padyyHap MOBE3aH U CIUYHO. PauyHapcku cucTeMu
MOTY OMTH y Pa3IMYUTUM OOJIUIMMA (KA0 JECKTON padyHapH, JIANTOI padyyHapH, TOPaH
padyHapu, TaGleT pauyHapH, MHHApadyHapy MM mainframe padynapu™-"), cacroje ce
oI xapaBepa U codTBepa, Koju (QYHKIHMOHUIIY 3ajeHO pamu oOpajae mojaraka, a
NOTEHIIMjaJTHE €JIEKTPOHCKE JI0Ka3e caJipiKe:

a) OCHo6He KomnoHenme (KyhHITe, y KOM Cy MaTUYHA TUI0Ya, MHKPOIIPOLIECOD, Xap/
JIMCK, MEMOPH]ja U BE3€ ca IPYruM ypehajI/IMa331);

0) nepugepru ypehaju — nako HUCY MHTETPATHU JICO padyyHapa, ca BHUME MOBE3Y]y
Kako Ou mobosblnane meroBy (hyHKIIMOHAIHOCT (IpUMepa paau: CKEHEepH, IITaMIIadH,
MUKpO(QOHHU, BeO-KaMmepe, 3BYYHHIIM, YATAYH MEMOPHUJCKHX KapTHlla MTH), a Takohe
UMajy COIICTBEHE KalallUTEeTe 3a CKIAHMINTCHE MOoJaTaka KOju MOTY OUTH pelIeBaHTHU
3a ucTpary (HIp. MPHCYCTBO 4YHMTaya KapTHIIA MOXKe OWTH WHAWIMjA y HCTpa3u

2.
KJIOHUPamba KPEAUTHUX KapTI/IIIa)33 ;

%0 Bume o TumoBma pauymapa, J. Hennessy, D. Patterson, Computer Architecture: A Quantitative
Approach, Elsevier, Waltham 2011, 11-23.

3! Bumre 0 ocHOBHEM KOMITOHeHTaMa, M. Xajayxosuh, XK. )KusaHoB, Apxumexmypa pauynapa (npezieo
npunyuna u esonyyuje), ®TH M3naBamreo, HoBu Cax 2013, 284-294.

%2 Vpehaju 3a mpHjeM IIACOBHEX MOpYKa Caipyke MPHMIbEHE TOPYKE, TMOJATKE 32 HMACHTH(DUKALIL]Y
no3uBa, n30pHcane nopyke. JluruTanHe kamepe 3a CHUMambe GpoTorpaduja U BUACO 3amica y JUTHTATHOM
O0JIMKY ca y COIICTBEHOj MEMODPHjH MOTY HMAaTH yCKJIaAWIITEHe CHHUMJbCHE 3amuce. Ypehaju 3a ciname
(hakcoBa ckeHupajy (ortorpaduje W TEKCTyalHE JOKYMEHTE M IIaby MX KOpPHUITNCHEM TeaeOoHCKE
JUHUjE W Cap)Ke MOJaTke O MEMOpPHCAaHMM W II03WBaHUM OpojeBuMa apyrux ypehaja ca kojuma je
OCTBapeHa KOMYHHKallMja, UCTOPHjy IOCIATUX W NPUMJbEHHMX JIOKYMEHaTa, BpeMe cllakba W IpHujeMa
JoKyMeHara M ciauyHo. llltammaum y cB0jOj MEMOpHjH CaJip)Ke IOJATKe O KOPHCHHIMMA, NaTyMy H
BpPEMEHY LITaMIamkba, Ha3UBY JOKYMEHTa KOjU Cy OMIIM IITaMIIaHH, JIOK C€ Y MEMOPHjU CKeHepa 4yBajy
JIOKyMEHTHU Y AMTHTAIHOj (POPMH KOjU Cy HACTaJIM Kao PE3yJITaT CKeHHpama TeKCTyaJHUX U TpadUuKuX
npukaza. MoJepHH KONHUp-amapaTd CajpKe MOoAaTKe O KONUPaHUM JOKYMEHTHMa, a TMOCToje
MynTHQYHKIIHOHAHE ypehaju koju koMOuHyjy pa3He (yHKuHWje, HOp. (yHKIMja KONHpama, CKeHUpamka
U ciama (akcoBa (a OCHM TOTa BHIIEC OBHX (DYHKIIHja MOXE OWTH HMHTETPHCAHO y PAaYYHAPCKUA CHCTEM).
[ejuepn kao ypehaju 3a ciame M NPUMame ENCKTPOHCKHX IOPYKa y HYMEPHYKOM H TEKCTYaJHOM
(dopmary Mory OMTH KOpHCTaH M3BOp Jokas3a. Ypehaju ca cucteMom 3a reorpad)cko MO3UIMOHHPAE
(GPS) campxe wuHpOpMalMje O NPETXOAHWMM JeCTHHAIMjaMa, MoHyheHuM u mnpahenum pyrama,
reorpadckuM KoopauHatama... Buau, b. Musojkosuh, ,,JleioBame MouIMje y CipedaBamy 30yHoTpede
CaBpEMEHHX CHCTEMa 3a TO3UIMOHUpame U reorpadckux MHPOPMaIMOHUX cucteMa™ y: Mecmo u ynoea
nonuyuje y npeeeHyuju KpUMUHAIUmema - cmaree, MOSyAHOCMU U nepchekmuse, 300PHUK paooea,
beorpan: Tlomumujcka akamemuja 2002, 501-518; b. Munojkosuhi, JI. Mapunkosuh, ,,Cuctemu 3a
rI00agTHO TO3UIIMOHUpAkhe M IHUXOB 3Hauaj y OTKpUBAaWY M JI0Ka3MBamby KPUBHUHUX Aena”, Hayka,
be3zbeonocm, noamuyuja 212007, 41-59. Y MeMOpHjU AUTUTATHHUX CaTOBa, KOjH MMajy (YHKLH]jY Hejuepa,
YyyBajy c€ JWIMTaJIHE TOpYyKe, MOTY CaJIp’KaTh M JOJaTHE IOJATKe: MMEHUK, KaJleHJape, eJIeKTPOHCKY
MOIITY W OelellKe, a I0jeJUHN MOJIENN MMajy MOoryhHOCT cHHXpOHHM3aIMje nHdopManuja ca padyHapoM.
Yuraun MarHetHuX Tpaka (ogHocHo credit card skimmers) kopucre ce 3a ountaBame HHDOpPMALHja KOje
Cy cauyBaHe Ha MarHETHO] Tpaly IUIACTUYHHUX KapTHIA, 11a HOTEHIMjaTHO MOTY caJipXaTH HH(pOpMaIHje
0 MMaolly KapTHle Koje cy oBMM ypehajeM ouuraHe (IaTyMm 1O KOTI' KapTHLa Baxku, Opoj KapTuie,
6e36enHoCHM KOxI KapTuile U ci1.).Bumie o tome, Buan: COE Electronic evidence guide: A basic guide for
police officers, prosecutors and judges, 2013,
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B) ypehaju 3a ckiaduwmerbe nodamaka - TOCTOj€ Y pasHUM OOJHIIMMA W
BEJIMYMHAMA, a PA3JUKYjy C€ 10 HAYMHY HAa KOjU CE MOJAlU y HbHMa CKIAJUIITE H
yyBajy. Ctora je moTpeOHO /1a JuIa Koja pa3MaTpajy JOKa3HH IMOTEHIHjall To1aTaka y
BUMa OyJy CBEeCHa HUXOBOT IOCTOjakba M KalaluTeTa CKiaauinTema. Hajuenthe cy
sactymsenn hard duckosu u solid state ouckosu (SSD)**, koju cy Tpaamumonanso
OCHOBHHM ypehaju 3a CKIQAMIITe’e NojaTaka yrpaeHu y padyHapCKH CHCTEM,

334 . 335.
, T€ mpeHocusu ypehaju 3a ckiaouwmerbe nooamaka .

eKCmepHU Xapo OUCKOBU
kommakt auck (Compact Disk:CD), nururanau Bugeo auck (Digital Video Disk: DVD)
u Onypej auck (Blu-ray Disks: BD). Mako wusriemajy Beoma CIMYHO, HHHXOBH
KalalnuTeTH 33 CKIAIUINTCHE W HAYMH CKIAJUINTCHA CE Y BEJIHMKOj MEPU Pas3lIUKY]y.
Takohe, nmomanu ce ckaagumre y memopujckum (flash) xkapmuyama (xopucre ce y
MHOTMM EJIGKTPOHCKUM ypehajuma, Kao IITO Cy JUTHTAIHE Kamepe, MOOWIHHU
TeneOHM, JIANTOI padyyHapy, KOH3YJIE 3a BUJICO MIPHUIC... a KAKO 3a YyBame Mojaraka
HUje MOTPEOHO EJIEKTPUYHO Halajame, jaBibajy ce€ y pa3HUM OOJUIIMMa U BeJTMYMHAMA U
jako ce mMory cakputu) u USB ypehaju 3a cknaouwumere nooamaxa (Universal Serial
Bus:USB, koju ce 3acHuBajy Ha CcTaHIapay Koju jAeduHHIIE MPOTOKONI 3a
KOMYHHKAIH]y, KOHCKIMjy W H3BOp Hamajama 3a ypehaje Koju ce IMoBe3yjy ca
padyHapoM, a jaBibajy C€ y BEIMKOM Opojy OOJMKa, BeTMYMHA W KaramuTeTa 3a
CKJIA/IMIITE e TOaTaKa - 0).

2. Enekmponcku 0oKa3u Koju ce Moy RpuKynumu u3 Opy2ux eaeKmpoHCKUx
ypehaja 3a aymomamcky 00pady, npeHoc u cKkiaouuimerse NOOAMaxka

Benuku je 06poj ypehaja koju Mory caapxaTu IUTUTalIHE JJOKa3e, a HoMeHyheMo oHe

KOju ce Hajuenthe Kopucre.

http://www.coe.int/t/dghl/cooperation/economiccrime/cybercrime/Documents/Electronic%20Evidence%2
0Guide/2467_EEG v18 short.pdf (y massem texcry: COE Boauu), 16-26.
33 35D 4yBajy MOJATKE HAa APYradMju HAuWMH y OJHOCY Ha NPBONOMeHyTe (YHOTpeOOM MHMKPOYMIIOBA
KOjH HeMajy TIOKpETHE JIeJIOBe Kao Xapj JMCKOBH M 300T Tora IOCTOju Mama BepoBaTHoha 3a omreheme
ycieq yapla a npy»xajy u Op Ky IpUCTyH MMoJanuma).

EKCTCpHI/I Xapa AUCKOBU IpeMa mnoJanmvMa AJOCTYIIHUM Yy BpPEME IHCamkba pajja, MOTy HMaTu
MEMOPH]jCKH KallalluTeT U 110 HEKOJIMKO TepadajToBa.
3% Moryhu n3a30BH y Be3M ca KCTEPHHM [HCKOBHMA Cy cieaehm: oCHOBHA (YHKIHja CKIaIMIITEHA
MoJIaTaKa je y IOojeIMHUM CIIy4ajeBUMa HEeONXo/1Ha 3a ()yHKIHOHHCAbE, 11a Ce Kao Mpo0iIeMaTnaHO MOXe
MOKa3aTH IHUXOBO OJIHOLICH:E Ca JIMIAa MECTa, a ¢ Jpyre cTpaHe, oOpaja Ha JIMIy MecTa Mo)ke OuTh
oTexaHa, yak Hemoryha ¢ 063MpoM Ha BUXOB BEJTMKH MEMOPH]CKH KaIlallUTeT.

%% Hapeneno npema: M. Cross, D. L. Shinder, Scene of the Cybercrime, Syngress, Burlington 2008, 125-
135.
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http://www.coe.int/t/dghl/cooperation/economiccrime/cybercrime/Documents/Electronic%20Evidence%20Guide/2467_EEG_v18_short.pdf
http://www.coe.int/t/dghl/cooperation/economiccrime/cybercrime/Documents/Electronic%20Evidence%20Guide/2467_EEG_v18_short.pdf

a) Moounnu menegonu: Bpeme kana je MoOUITHU TenedoH jeqHOCTaBHO Ono ypehaj
3a o00aBipame TENE(POHCKUX pasroBopa je MPOIUIOCT, jep C€ JaHac KOpucre 3a
o0aBJpambe MHOTHX JIPYTUX 3ajaTaka, Kao IITO Cy CIAkE U NMPUMAabe TEKCTYyaTHUX WIIH
MYJITHMEAMjaTHUX TOpYyKa, MPHUCTyNl WHTEpHETY W Tperyie]] eIEKTPOHCKE IMOIITe,
KOMYHHKaIH]y nmocpenctsom bluetooth ¢yukiuje u 00aBbame MOCIOBHUX aKTHBHOCTH
U JIpyro. 3ampaBo, MOJAEPHU MOOHWIHH TenedoHH Cy MpaBU Malld padyHapu. BaxHo je
UMaTi Ha yMy Ja pa3iuduTH Tejae(GOoHH MMajy pa3iuuuTe MOTYNHOCTH M OTepaTHBHE
CHUCTEME KOJU YECTO 3aXTEeBajy CICIHjaTM30BaHy OIpPeMYy 3a €(PUKACHO H3JIBajarbe
uH(opMalrja, y3 oJpKaBambe HHTETPUTETA J0Ka3a,

0) Vpehaju 3a cnumare ayouo u ayouo-eudeo 3anuca: Kopucre ce 3a IpaBIbCHE
aynuo 3amuca, (ororpaduja maM BUIEO 3amuca KOjU MOTY OUTH MOXpameHH Yy
UHTETPUCAHUM MEMOPH]CKMM KapTHIIaMa WM XapjA-JuckoBuMa a caiapxe u USB
MIOPTOBE MPEKO KOJUX CE capikaj MOKE MPEHOCUTH Ha padyHap;

B) CCTV kamepe (Closed Circuit Television): kopucte ux KOMIaHHje, IPKABHU
Oprasu, MojeAuHIu 3a o0e30eherne u HaArlIeJamke AKTUBHOCTH Y 0JIpel)eHOM MpoCTopY;

r) Ilpenocusu ypehaju 3a penpodykosarwe ayouo u ayouosusyennux zanuca (Moving
Picture Expert Group Audio Layer 3: MP3 players): Ciuyxe 3a CKIQAMIITCHE U
pEeNpoIyKOBakEe MY3UKE U APYrHX ayaro U BUJACO 3alHca y Pa3InduTUM (Popmaruma,
ka0 u (dotorpaduja, NOKyMEHTa W JAPYrHX TOJaTaka KOjU CE€ MOTy 4YyBaTH Yy
JUTUTATHOM OOJMKY y HHTETPUCAHO] MEMOPHJU WM Cy IOBE3aHM ca MPEHOCHUBUM
ypehajuma 3a CKIaauITeHhe MoJaTaKa,;

n) Kowuzone 3a eudeo uepuye: BeoMa Cy TEXHUYKH y3HAIpeIOBaje y OTHOCY Ha
Mozene u3 paHux 1970-ux um He Tpeba MX UTHOPUCATH jep MOTY CaJp)KaTu 3HadyajHe
uHpopMalyje, WIM y HHTETPUCAHO] MEMOPUJU WJIM Cy IOBE3aHH ca INPEHOCHBHUM
ypehajuma 3a CKIagUINTEHE MOAaTaka MITO oMoryhaBa KOpHUCHHUIIMMAa HE caMmo Ja
UTPajy BHUJICO UTPHIIC HETO W Jia MPHUCTYIAj)y WHTEPHET CTpaHUIaMa, J1a Mpey3uMajy,
CKJIQJIMILTE U TJIeJ1ajy BUJIEO 3anuce, poTtorpaduje, My3m<y337.

3. Enekmponcku 00Ka3u Koju ce Mo2y RpUKynumu u3 pauyHapcKux mpeica

Pauynapcke mpexe MpelcTaB/bajy KOHEKIM]y JIBa WJIM BHUIIE payyHapa KOjU Cy
MOBE3aHM KaOJIOBMMa 3a MPEHOC ToJaTaka WiH OSKUYHO, TAaKO Jla OBAaKO YMPEKECHH

padyHapu pasMemyjy ToJaTke u JApyre pecypce usmelhy mux. OcuMm y camoj

%7 S Wang, ,Measures of retaining digital evidence to prosecute computer-based cyber-crimes,
Computer Standards & Interfaces 29/2007, 218.
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pauyyHapcKOj MpEXH, MOTEHIHWjaIHM JOKa3W Haja3e ce M y APYTUM XapABEPCKUM
KOMIIOHEHTaMa, Koje omoryhaBajy ocCTBapuBame€ aKTHMBHOCTH MOTpeOHUX 3a
(GYHKIIMOHUCAE Mpe>I<e338. PauyHapcke Mpeke ce jaBibajy y pa3HUM o6muumma*>®, a oz
U3y3eTHE BAKHOCTH je MaXmy NOocBeTUTH VHTEepHETY Kao rio0alHOj pavdyHapCKj
MpEeXH, KOja oBe3yje pauyyHape UIMPOM CBeTa IMyTeM ofpel)eHux ypehaja u mpoTokoa.

Hanme, cBakoM padyHapy ce fofesbyje oapehena IP (Internet Protocol) agpeca® mro

je OCHOBHA ,,llyTama‘ 3a Clame Makera uHopmanuja AocTynHuX Ha MHTEepHeTy, npu

338 . . . .
HOTpe6HO J€ Ha OBOM MECTY OaTu 06_]aIHH)eH>e NOojJeAUHUX TIOJMOBA y BE€3U Ca pavyHApCKOM MPEIKOM:

Port je kpajwa Tauka y KaHamy MpeXHE KOMYHHKalMje ¥ HBHXOBU OpojeBu omoryhaBajy na BHIIE
arlyIMKaldja Ha jeJHOM padyyHapy KOpHCTE MpEXHE HW3BOpe; NPU TOME IHOPTOBH HHUCY YTHUHHUIE Yy
padyHapy Hero cy To BHpTyeiHe Tadke; Bandwidth je komwunua mHpOpManmja koja ce MOXKe MPEHETH
npeko TeneoHCKe NuHHje, KabnoBcke nuauje u ci.; Media Access Control (MAC) address je kBa3su-
JeIMHCTBEHH WACHTU(UKAIIMOHU Opoj KOjU ce Nojesbyje BehmHn MpexHHUX agantepa, y BUAY CEPHjCKOT
Opoja, omHOocHO Kaprtuile 3a Mpexnu uHTepdejc (network interface cards:NIC); Network Attached
Storage (NAS) ciiMuHO €KCTEpHOM XapA OHUCKY, C TUM LITO ce IpYXka yClIyra CKJIAIUIITeHha MOoAaTaka
[eN0j Mpexa a He IOjeqHHAYHOM paudyHapy (Kao cBOjeBpcHH WeDbserver); koHTposiop MpekHOr
unrepdejca (Network Interface Controller:NIC) je mariuna mmova WM KapTHIA KOja c€ HHCTaNUpa y
pauyHap u omoryhaBa My ga ce moBesyje Ha mpexy; Network Hub je ypebhaj koju mosesyje Bume
MpexxHHX ypehaja Tako ma DYHKIIMOHHINY KAo jefaH CerMEeHT y Mpexu; mpexxau npekugad (Network
Switch) je ypehaj xoju ce xopucTH na ce MeljycoOHO MoBexe Tpymna MpexHuX ypehaja (caapike HHTEPHY
0a3y momataka o Tome koje MAC aapece KOpUCTE HETOBU MOPTOBU U HA T4j HAYMH MOTY IHJbAHO J1a
npocielyyjy makere mojataka y caobpahajy Tauno oapehiernom mopty); pyrep (Router) je ypehaj koju
onpelyje Tauky y Mpexu mpema Kojoj ce MmakeTH Hojaraka y caodpahajy masee ynyhyjy (pyTepu koju ce
KopucTe y gfomaliiHCTBUMA y ceOu MMajy BHIe (YHKIHMja: CIOyKe Kao MPEXKHHU Npekuaad, access point,
firewall); cepsep (Server) je pauyHap y Mpexu Koju je Tako KOH(pUrypucaH jia Oyjae CTaaHO JOCTYIaH U
na mpyxa uabopmanuje mnu yciayre (web server, email server, file server, print server) apyrum
pauyHapuMa y mpexwu; Firewall je xapasepcku ypehaj unm codrBepcka yciayra koja ce KOPUCTH JAa Ce
noBeha 0e30eMHOCT padyHapCKe Mpexe OJOKHMpameM WM mpomyiiTameMm onapehenor caobpahaja y
mpesxu; Access Point je ypehaj koju ynpasssa MpeskauM caoOpahajem y 6exuunum (WLAN) Ha Taj HauuH
mro crBapa Mpexy 3a WLAN ypehaje u melycoOHo nx moBesyje. @yHkiujy oBor ypehaja Mory Bpiuutu
Kako y Ty CBpXY Ipou3BelleHH ypelhaju, Tako W pauyHap onpelieHHX KOH(GUrypauuju na U MaMeTHH
MoOuiHu Tenedonn. Buine o Tome, COE Boauy, 27-31.

%39 Tako, npuMepa paju, MOTY Ce pasjukoBaTH cienehe pauyHapcke mpexke: 1) Local Area Network
(LAN) — pauyHapcka Mpexa Koja MoKpuBa mMainy reorpadcky o01acT, Kao MmTO je CTaH, KaHIeIapuja, Hin
rpyna oOjexara Hup. mkoia. OBy Mpexy KapakTepuiie MHoro Beha Op3uHa mpeHoca mogaTaka,
HOKPUBEHOCT Mamse JIOKAIMje U HEAOCTAaTaK NoTpede 3a N3HAjMIBUBAKBEM TEICKOMYHHKAIIMOHUX YCIIYTa;
2) Wide Area Network (WAN) —padyHapcka Mpexa Koja MOKpHBa Hiupe reorpadcko noapydje, 0JJHOCHO
TO je MpeXa Ydje KOMyHHKalMOHe Be3e MpeBa3mia3e IpaHUIe jeJHOT IPpaja, peruje Wi Ipxkase, a Koja
KOPHCTH pyTepe M jaBHO JOCTYITHE KOMYHHMKAIIMOHE Be3e; 3a PA3NIUKy OJ Mpexa Koje IMOKPHBAjy Marba
reorpadcka NoApy4ja U He KOPUCTE jaBHO JOCTYIIHE KOMYHHKAIIMOHE Be3e, Kao LITO Cy: Mpexa Kojy je
Kpeupao WHIuBHAyanHH KopucHHK (personal area networks:PAN), mpexe koje mocroje y OKBHPY
YHHUBEP3UTETCKOT Kamiryca (campus area networks (CANS)) wim Mpeska Koje okpuBajy oaphene rpamgose
(metropolitan area networks:MAN). WAN wmpexa koja um Hajehu reorpadceku obyxsat je MHTEpHeT.
Hagseneno npema: Cross, Shinder, op.cit, 191-194. Bumie o Bpcrama paduyHapckux mpeska, Kipper, op.cit,
4-10.

30 Anpece nomesmyje Internet Assigned Numbers Authority (IANA) mpeko permoHaTHMX EHTHTETa W
npyxanana VHreprer ycinyra y okBupy mux (RIPE 3a Epony u onpehene nenose Asmje, APNIC 3a
Asujy u [Manuduuku peruon, ARIN 3a Cesepry Amepuky, LACNIC 3a Jyxxny Amepuky u AfriNIC 3a
Adpuky), Ha taj HaunH mTo IANA oOaBemraBa pernoHanHe opraHu3ainmje o Tome koje IP anpece cy
JOCTYIIHE Y BUXOBO] ,,HAJJICKHOCTU, a O BUX Hpyxkanan VHTepHeT yciayra 3axTeBa oapeljeHn pacrioH
IP ampeca, a motom mx nauctpuOympa mel)y KopucHuIMMa, mpaBehu CBOjy Mpexy 3a KOjy CHOCH
OJITOBOPHOCT.
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yeMmy He MmocToje ABe uaeHTtudHe |IP anpece moBezane Ha MHTEpHET y HCTO Bpeme, jep
CBakM YBOp y MpEeXH Mopa na Oyne yHHKAaTaH Kako OM Morao Ja majbe W Ipuma
nogarke>. Jlakie, ypehaj ce moBe3yje y TiobasiHy padyHapcKy Mpexy mpeko IP
azpece, any je moTpeOHO 3HaTH na ypehaj Hema jedaHy, 3ayBeK NOACIBEHY aapecy
(cratmuke IP aapece ce monmesbyjy oapeheHum ypehajuma/KOpuUCHHUIIMA 3a KOje je
notpebHo ma IP amgpeca Oyae cramHo mo3HaTa), HEroO ce ypehajy cBaku MyT Kaja ce
MOBEXE Ha Mpexy nonaesbyje apyra IP aapeca (munamuuka IP ampeca). Ipyxkanaig
yciIyra eJIGKTPOHCKMX KOMYHHUKaIllja Moke na uicHTudukyje koja IP ampeca je y
onpehenom TpeHyTKy Omiia jpojaesbeHa KoM ypehajy, anu je moTpeOHO je UMaTH Ha yMy
cnenehe: 1. [lonessuBame |IP ampeca He Bpimm mpemMa JuIly, Tj. KOPUCHUKY, HETO IIpemMa
ypehajy, 2. IloTpeGHO je 3HaTHM Ta4yHO W NPELUU3HO BpeMe 3a KOje Ce TpaxH
uaeHtudukaimja kopucHuka unjem ypehajy je noaesbena IP agpeca. Ocum IP agpece,
cBakn uBop y Mpexku nma u coje ume (Fully Qualified Domain Name: FQDN)**, a
Domain Name System:DNS je cuctem koju moBesyje kojoj IP ampecu, omHOCHO

aapecama je nonesbeHno koje FQDN ume, u 06pHyT0343

. Ynotrpebom IP agpeca pauynap
ce noBesyje ca MurepueTom u kopuchunu npuctynajy World Wide Web (WWW) koju

IpeJCTaB/ba CUCTEM JIOKYMEHaTa, OJIHOCHO BeO cTpaHmia (Koje Cy XHIEPTEeKCTOBAaHE,

1 On 1982. 6mo je sactymben cuctem IPV4 anpeca xoju ce cactoje ox 4 Hu3a GpojeBa KOjH Cy
pa3aBOjEHH TAYyKOM, IPU YEMy CBaKM HH3 MOXKe jJa uma BpeaHocT ox 0 mo 255 (amp. 192.168.1.252.
IIpocToM MaTeMaTHYKOM OIEPAIjOM MOXKE Ce YTBPAWTH Aa moctoju cBera 4.294.967.296 pasnuuutux
KOMOUWHAIMja, OMHOCHO jemuHCTBeHHX |IP ajpeca Hacmpam BHIlle MWIMOHA padyHapa, ypehaja u
KOPHCHHMKA KOjU Cce ToBe3yjy Ha MHrepHeT Mpexy. Yomiire, 0poj moaesbenux IP aapeca koje cy
JIOCTYIHE jeqHOM Ipyxaoiy MHTepHeT yciyra je Jajeko MamH 0ol Opoja KOPUCHHMKA HErOBUX YCIIyra.
Hakne, IPv4 anpece cy ucuprubene ycnen nosehama Opoja KOpUCHUKA padyyHapa KOjU Ce YKIbY4Yyjy Y
rnobamHy Mpexy. Kako ce He Oum orpaHmymo mnpuctyn noctynHuM |IP anpecama, pasBujeHe Cy
TEXHOJIOTHj¢ W MPOTOKOIH 3a MpeBasmiakeme mpodiieMa orpaHmdeHor Opoja moctymHux |IP ampeca, ox
KOjux je motpedHo momeHyTtH aBa Mutepuer mporokona: DHCP u IPV6. TIporokon DHCP (Dynamic
Host Configuration Protocol) moapasymesa cienehe: kana ce ypehaj mosesyje Ha UHTepHeT, 3aXTeB ce
ynyhyje npyxaony UHTepHeT yciyra Koju My ayroMarcku poneipyje IP anpecy u3 6azena IP ampeca xoje
CY y TOM TPEHYTKY IOCTYIHE (OJHOCHO HHCY JOJIeJbeHE OPYroM ypehajy y TOM TPeHYTKY) H MOMEHTOM
HCKJbyYCHa ca Mpexe, Ta IP ampeca je moHOBHO mocTymHa U 1o1esbyje ce aApyrom ypehajy Koju 3axteBa
noBe3uBame Ha Mpexy. MHtepHer nporokon IPV6 je HOBM cucTem, Koju ce cacToju ox 8 HHM30Ba
XEKCaCIIMMATHUX OpojeBa u ciioBa Koja cy pa3aBojeHr JIBOTAYKOM (arp.
2001:0db8:85a3:0042:0000:8a2e:0370:7334), qrMe 6u ce omoryhwuno MOCTOjarbe
340,000,000,000,000,000,000,000,000,000,000,000,000 IP anpeca. Jemma ox NPEOHOCTH OBAKBOT
KoHIenTa je npa Ou cBaku ypehaj mmao yHukatHy |P azpecy umme Om ce oJsakmao mocao
uneHtndukanyje. Mehyrum, He NOCTOje HAUMH Ja perHOHaIHE opraHu3anyje 3a goxaeny IP agpeca yunne
NPUTHCAK Ha JIOKaJIHE Ipyxaoue MHTepHeT yciyra na npel)y Ha HOBH CHCTEM KOjU IPH TOME jOII YBEK
HHje TecTUpaH y mnorjeny Oe3OemHocHux pusuka. HaeeneHo mpema: E. Casey, Handbook of Digital
Forensics and Investigation, Academic, Amsterdam-Boston 2010, 441-442.

342 Ha npumep: http://www.ius.bg.ac.rs/.

3 YImena nomena JI0JIeJbYjy HAIIMOHAIHM PETUCTPH, aKpeaIUuTOBaHu oJ ctpane Internet Corporation for
Assigned Names and Numbers: ICANN, http://www.icann.org
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nucane HTML xomom u rpynucane y BeO cajtoBe). BeO crTpaHuie ce uyBajy Ha
pauyHapuMa- cepBepUMa KOjU Ce MOTy Halla3uTH OWJIO I/Ie y CBeTy, a Jna Oum ce
onpeheHoj BeO CTpaHMIIM MOIJIO TPHUCTYNUTH, TOTpeOHO je 3Hatu |IP amgpecy Tor
padyHapa (uBopa y Mpexu), ogHocHO eroBo FQDN ume (3a BeO cTpaHuIle ce Ha3uBa
Uniform Resource Locator:URL%*** u caapku mpoTokon Koji ce KOPHCTH 3a TIPHCTYII
onpeheroM u3Bopy u Gimke oxpeljyje deMy TauHO ce IPHUCTYIA Ha TOM H3BOpy) .
Ocum IP agpeca xoja je 3Ha4yajHa 3a yTBphHUBame Be3e n3Mel)y KopucHuKa u ypehaja,
NOJaTKe KOjU MOTY OWTH eNeKTPOHCKM JOKa3W caapke u ciuenehu wu3Bopu:
BeGCAjTOBH > ° YOIIIITE, a HAPOUATO KOPHCHH Cy BEOCAJTOBH COLMjaIHHX Mpeka
Webmail mrardopme®?, mardopme 3a online ckmagmmremse moxaraka (¢ 063upoM Ha

349

TO 1a ce cBe Behu Opoj armumrkanuja 3acuuBa Ha cloud computing kounenty” ), Peer-to-

Peer (P2P) mpesxe 3a pa3MeHy caapikaj a®° u cimuno.

3% Ha mpumep: http://www.ius.bg.ac.rs/biblioteka/Default_cir.htm.

%% C. Easttom, J. Taylor, Computer Crime, Investigation, and the Law, Course Technology, Boston 2010,
302-303.

346 OcuM BUIIBMBOT cazpKaja BeGCajTa, KOPUCTAH M3BOP HH(OPMALH]A je U HEroB ,,HeBUAbUBH 1¢0. Y
CYIITHHH, Pajii ce 0 MPOrpPaMCKOM je3HKy KojH je kopumihen 3a kpeupare cajra (HTML, CSS, Javascript
U JIp.) M O CapXkajy KOjH cepBep INajbe NpeTpakMBady KOjH ra HHTEPIPETHpa M 1e0 INpuKasyje y
»~BHIUBMBOM™ Jleny. Y OBOM Jeny ce Kao IOTCHIMjaIHH JOKAa3W MOTry NPHKYNUTH IOJald o
KOPHCHHUKY/KpeaTtopy cajta (Jo3uHKe, pedepeHne O HICHTHTETY M CJ.), O CKPHBEHHM IOJbUMA,
pedepeHIie 0 CIOJBHUM CajTOBHMa KOjH MOTY OMTH HE3aBHCHH HM3BOp Iokasa. Ocum Ttora momohy T3B.
“source code” ¢opeHsnuap Moke npoHal noka3z ga je ca onpeheHOr padyHapa NPUCTYIIBEHO
onpeheHOM cajTy Yak W y CiIydajy Ja je KOPHCHHK padyHapa Yy MOTIYHOCTH H30pHCao MOJaTKe O
nocelieanm cajrouma (Internet History) npexo nperpaxuBada Ha ToM padyHapy. O aHanM3u U3BOPHOT
kona, Buau C. Li, Handbook of research on computational forensics, digital crime, and investigation :
methods and solutions, Information Science Reference, New York 2010, 470-496.

%7 Beoma KOpHCHH mojamd Mory ce mpoHalim oGpahameM MNaXime HA HHTGPHH CHCTEM 34
UIeHTU(HUKALM]Y aKTHBHOCTH KOPHCHHKA COLIMjATHUX Mpeka (OCHOBHH MOJAAIM O KOPUCHHUKY, YWIAHCTBO
y rpynama, ¢ororpaduje, likes/dislikes u ci.) xoju ce y Hajsehem Gpojy ciaydajeBa mokiarna ca CHCTEMOM
3a uaeHTHUKANKjy npyxanana VHTepHET ycnyra, Ha KOjH HAQuuH ce yTBphyje Ja Cy aKTUBHOCTH Ha
cajTy comujaliHe Mpexe Tnpeny3umane ca ojpehenor pauymapa. Hmp. Facebook wopuctu “fbid”
(Facebook ID) cee Bpeme (ump. URL 3a FB crpanumy Ha ko0joj je oxapeljena dotorpaduja je
http://www.facebook.com/photo.php?fbid=389359417758298.). Tlpema ToMe, CBakako Ja je KOPHCHO
MMaTH CIHKY ekpaHa (Screenshot) Ha kojoj je mpukazana oapehen Facebook mpodwmim, amu je mMHOro
NOy3/IaHKje HHTEPHU HACHTH(PUKAIIMOHH Opoj ToT mpodua y Facebook 6a3u mogaraka.

348 Behuna capsku y 0aTHOM 3arasiby |P agpecy Mommmspaona Mejia mociaTor peKo TOT CepBHCa, HO
Gmail, ¢ apyre crpane, u3berapa OTKpHBame OB MH(POPMAIHje, Y MUY 3aIITHTE TPHBATHOCTH CBOjUX
CBOjUX KOPHCHHKA, aJIM 3aTO TPajHO YyBa KOIHUje MPUIIora eJeKTPOHCKO] MOLITH. Buille o npukymbamwy 1
aHaJIM3H TI0/1aTaKa U3 eJleKTpoHcke momre. Easttom, Taylor, op,cit, 307-308.

%9 0 npoGrnevMuMa NpHKYILUbaEka EIEKTPOHCKHX [OKa3a Koju Cy moxpamenu y cloud computing
cucremuma Buan M. Taylor et al., ,,Digital evidence in cloud computing systems®, Computer Law&
security review 26/2010, 306; S. Mason, E. George, “Digital evidence and ‘cloud’ computing”, Computer
law & security review 27/2011, 525.

30 Panu ce 0 cucTEMy Y KOM Cy MHIMBHIYaTHH padyHAPH [OBE3aHH TAKO Ja CBAKH MOYXE HCTOBPEMEHO
na Oyze W cepBep M KJIMjeHT, a oMoryhaBa KOpUCHHLMMA J1a IPETPaxXyjy | Jee JaTOTeKe MOXPambeHe Y
MOBE3aHMM padyHapUMa, IPH YeEMY Ce TapaHTyje aHOHHMHOCT KopucHHMKa. HaBemeno npema: M. Britz,
Computer Forensics and Cyber Crime: An Introduction, Prentice Hall, New Jersey 2008, 407. O
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Jla 6u 3Hao koje mH(popmanuje 3a morpede wWcTpare Ja 3aTpakd OJ] MpyKaiaia
ycnyra (Koju Ha pacnonaramy uma 06aseH IP ampeca a koje moaesbyje KOPUCHUIIMA Y
onpeheHOM BPEMEHCKOM OKBHUPY), MOTPEOHO je Ja HaajieXXKHW opraH 3Ha mTa cy IP
ajZipece U Kako ce Ao0j1esbyjy, mra ¢y DNS u kako ce perucrpyjy, Kao u ITa cBe y Be3H
ca payyHapCKOM MpPEXOM MOXKE IPEICTaB/baTH MOTCHIUJATHU H3BOP EJIEKTPOHCKUX
JI0Ka3a.

4. Enekmpoucku O00Kazu Koju ce Mo2y HPUKYRUMU 00 RpyyHcaiaua yciyza
€1eKMPOHCKUX KOMYHUKauuja

Naxo je y OnmToj jaBHOCTH HIMPOKO 3aCTYIJBEHO MHUILJBEHE J1a Cy aKTUBHOCTH Ha
WutepHery aHOHUMHE (KopulIhemeM IMCeyI0HUMHUX U TICEYI0aHOHUMHHUX MoJlaTaKa y
KOMYHHKAIIMjH) U Ja UM ce He MOke yhul y Tpar, mpaBHa JiMIla Koja Cy perucTpoBaHa 3a
NpYXKamke YCIIyra CIIEKTPOHCKUX KOMYHHKAIMja IOCEoyjy O KOPHUCHHIIMMA YCIIyra
BeJIMKH OpOj MojiaTaka Koju c€ MOTY YIIOTpeOHUTH 3a WACHTU(UKAIN]Y JIUIIAa U TUME Kao
CJIEKTPOHCKM JOKa3. TH Tojanu Cy pa3sHOBPCHH: OJ TI0OJIaTaka O CHOJbAIEbUM
KapaKTepCHUTHKaMa KOMYHHKanuje (HIOp. Jy)KWHH pa3roBopa) [0 cajapikaja
KOMYHHKAIIMj€ KOja je OCTBapeHa MOCPEICTBOM IpyKajala yciyra; IMOjeJIMHU TOoaiu
Cy YCKIQJIMIITEHU y 6a3ama mojaTaka rnpyxanaia yciyra Ha OCHOBY YTOBOPHOT OJIHOCA
ca KOPHCHUKOM (HIIp. MOJAI O KOPHUCHHUKY ycCiyra), JOK c€ JIPYrH IpeHoce Kpo3
padyHapcKe MpEXe 3a BpeMe OCTBapHBama KOMYHHKaimje . Paam ce HamMe o
nojalrMa 0 KOMyHHKaiju (communication data), koju ce Mory ce MOICITUTH y TPU
rpyne: 1. IMoganu o xopucuuky (Subscriber data): momamu koje je cam KOPHCHHK
OTKpPHO, Kao HIp. JIMUHE TpedepeHIrje, moJanu O aJApecu eIEeKTPOHCKE IOIITe 3a
notpede WHCTaJIMpama WM W3JaBambe padyHa 3a KOopHIIheHe yciyre, JIO3WHKE 3a
npuctyn u ci. 2. [loganu o ocTBapeHOM KOMYyHHKAMOHOM caobOpahajy (traffic data):
Opoj TenedoHa OqTa3HUX W JoNa3uX To3uBa, |P aapece mommspaola W MpPUMAOIE
MIOPYKE eJIEKTPOHCKE IOIITE, MOJAIM O WHCTATMPAHO] pauyHApCKOj MPEKU KOPHCHUKA

(ump. IP anmpeca pyrepa) m cn. 3. Ilogaum o kopumnihewy yciayre elIeKTPOHCKE

(bopeH3nukoj obpamy OBOT THIA pauyyHapCKUX Mpexa, Bumie o Tome, Li, op.cit, 355-379; Taylor et al,
op.cit, 647-652.

1 [Ipy»xaomu yciyra eneKTpOHCKEX KOMYHHKAIHja J0Mase y MOCe] MojaTaka u3 Tpu u3sopa: 1. [logamu
KOje KOPHMCHMIIM YCiIyra Npenajy NpWIMKOM 3acHUBAamka yYrOBOPHOT OJHOCA y BE3HM ca KopuinhemeM
ycayra; 2. Ilopanu koje renepuiny MH(GOpMannOHO-KOMYHUKAIIMOHN CHCTEMH M PECypcH Koje KOpHCTe
NPWIMKOM TpyxXama yciyra; 3. Ilogamm koju ce no0ujajy o Ipyrux npaBHHX cyOjekara, Kao INTO Cy
JIPYTH TIPYXKaoIM yciIyra YKJbYYeHH y MpoIleC KOMYHHKAIMje WIN CyOjeKTH IpPEeKO KOjuX ce BpIIn
iahamse 3a kopuinheme yciayra o crpane kopucauka. Walden, op.cit, 612.
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KoMyHHKalije (usage data): Bpeme u JayKuHa Tpajamba Kopuinhewma yciyre (HIp.
OyXHHA Tpajama oapeheHe KOMyHHKalMje), MoJalmd O KOJIMYMHM TOAaTaka KOoju Cy
Npey3eTH WIM TOCTaB/bCHH y MPEeXy (IayHJIOJOBaHU WIIM aIljIoOJ0BaHH), TOJAIU O
MIOBE3MBAKY M MPEKUY BE3€ ca pauyHapPCKOM MPEKOM, MOJAIH O MPeycMepaBamy WK
npociehuBamy yciayra, nogamu o kKopumhemy crneunuyHHX yciayra (Kao HIIp.
xopuihierse yeayra CKIaAMINTeHha MOJaTaka y o6IaKy) W cimdaHo 2. OchuMm Tora
OpyXKaolM yciiyra CKIQmuINTe W caapikaj came KomyHuKaigje (content data).
[Ipukyrnibamke HaBEJICHUX PA3HOBPCHHX IOJaTaka 3a MoTpede KPUBUYHOT MOCTYIKA je
OpeMET peryiucama pa3IMdyUTHX NpPONHCa, y 3aBHCHOCTH O NPHUPOJE IOJaTaka.
Ocum ToOra, jemHa OJf KapaKTepUCTUKA MOJECPHOI KOMYHUKAIIM]CKOT OKpYXKema je Ja
NPYKAOIX YCIIyTa eJIEKTPOHCKE KOMYHUKAIUje KOPUCTE AITEPHATUBHE TEXHOJIOTHjE 3
NPHUCTYI U ofip’kaBame Mpexe (wireline u wireless) a mocienuiia Tora je na ce moaamu
IpeHOCEe MYyTEeM Pa3IMYUTHX MPEKa Yy BIACHUIITBY WJIHM MOJ KOHTPOJIOM Pa3IHYUTHX
MPABHHX JIHIA . YCile| Tora, HEpeTKO MIOCTOjH MOTpeba 1a ce MOJAIH MPHKYIUbajy Ol
BUIIIC TpYXalalla KOju Cy YK/bYYEHH Y OCTBapUBamE PEICBAHTHE CICKTPOHCKE

KOMYHUKAIIHje.

M3 HaBeseHOT ce MOXKE YOUHTH Jia TOCTOjU BEIMKH Opoj MOTCHLHjATHUX H3BOpa
CJIEKTPOHCKUX f0Ka3a. Jla O ce JOonuio A0 €JIeKTPOHCKHX JI0Ka3a, MpeMa HHUXOBUM
U3BOpUMa ce Ipeay3uMajy oapehene cnenuduuHe paime 10Ka3uBamba, MPUINKOM dera
je moTpebHOo nocTynaru y3uMmajyhu y o03up crerupuuHOCTH HaYMHA Ha KOJU c€ oJalu

y BbUMa [oXpamy]y/IpeHoce, Kao U IpUpoJly TUX MoAaTaKa.

2. CIIEHMOUYHE PAIBE 3A TTIPUKYIIUBABE EJIEKTPOHCKUX IOKA3A

[lojenuna kpuBHYHA Jela HM3BpIIEHA 3JI0yNMOTpeOboM maocturayha wHOpMaIroHe
TEXHOJIOTH]€ JIOHEKJIE Cy CIIMYHA, YCJIOBHO PEUYEHO, TPATUIIMOHATHHUM KPUBUYHUM

nenuma. Kpaha, npeBapa, Banpanuszam, HeoBialmheH MPHCTYN IPHUBATHO] cdepH

%2 Y mornemy OBHX IOJATaKa BaXKHO je Y3eTH y OO3Hp PasiMKy y BPEMEHCKHM 30HaMa, a Koja je
pesieBaHTHA 300r TOra INTO TIOj€JMHE KOMIIOHEHTE padyHapcKe MpEKe MOry OWTH JIONMpaHe y
reorpa)CKu yJIaJbeHUM MecTuMa u Taaa ce kopuctu merox Co-ordinated Universal Time (Greenwich
Mean Time).

%53 |, Walden, ,,Communication service providers: Forensic source and investigatory tool*, Information
security technical report 11/ 2006, 15.
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MojeIMHIA, UCKOpUIThaBamke JIele Y MopHOrpadcKe CBpXE U KPIICHE ayTOPCKUX IpaBa
Cy HEJI03BOJbEHE aKTHBHOCTHU KOj€ Cy MOCTOjalie U Ipe IojaBe pauyHapa u VHTepHeTa.
Crora mocrojehu M3BOpH KPUBUYHOI IpaBa MOTY IPEACTaBJbATH COJIHMIHY OCHOBY 32
OTKPHBAIGE M XBATAE JIMIA KOja Cy U3BPLIMIA KPUBUYHA JIeNIa CIMYHA HABEACHUM aJH
y Kubep MmpocTopy, OJHOCHO JTOKa3UBamke Jeja BUCOKOTEXHOJOWKT KpuMmuHaia. OHO
HITO, UIAK, Tpeba UMaTH Ha yMy je Ja MpoOJIeMH y BE3H Ca OTKPUBAKHEM KPHUBHUHHUX
Je7la ¥ TOBEHEeM YYMHHIAA HAcTajy, HE TOJHMKO YyCJe[ HpUpoJie HET03BOJHCHUX
aKTHUBHOCTH, Beh 3002 ceojcmasa ungopmayuonux mexuonocuja xoje cy omoryhmie
bMXOBO M3BPILCHC HA HAYWH, Y KBAHTUTATUBHOM M KBaJIUTATUBHOM CMOCIIY, JPYyrauuju
y OJHOCY Ha TpaJulMOHaTHA KpUBHWYHA jAena. Hamme, rimobanHa paduyHapcka mMpexa
NOBE3aHUX padyyHapCKUX CHUCTEMa, Koja o0yxBaTa LieNly 3eMasbCKy Kyriy, omoryhasa
MOjeIMHIly Ja YHoTpeOoM padyHapa y jelHOj Ap>KaBH MpeAy3Me ojpeheHe mreTHe
paame ca mocleaAniiaMa y padyyHapy y OWUiio Kojoj Apyroj Ap>KaBH, JOKJIE T'OJl TOCTOjU
onroeapajyhu enekrponcku ypehaj u MHTepHeT KoHEKIHja Ha oba mecra. Orpoman
JIOMET W TOTOBO ITOTITYHa aHOHUMHOCT KOPHCHMKa Ha VHTepHeTy oTekaBa 3alaTak
opraHa romema J1a yhy y Tpar ydMHUOLIMMA U OTKPH]y U3BOp KPUMHUHAIHE aKTHBHOCTH,
a 'y ciy4ajy Ja TO ycIiejy, TpPaHUIle TEPUTOPHjaTHE HAIUIKHOCTA MOTY JIa X CIpede y
NPUKYIUbaKkY J0Ka3a MOTPEOHHNX 3a U3HOILICHE onTyXO0e mnpen cya. Morio Ou ce pehun
Ja TOjeMHE KapaKTePUCTUKE CaBPEeMEHUX padyHAPCKUX CHUCTEMa U Mpexa
IpeJCcTaBbajy 030MIbHY NpenpeKy 3a 006e30ehnBame 10Ka3a NOTPEOHHX 32 ONTYXKEHE U
Boljerbe KPHBHYHOT IOCTYIIKA 3a Jea BHCOKOTEXHONOWIKOr KpuMmuHama . Ha
CTPYKTYpHOM HHBOY, C OO3MpOM Ha TO Ja C€ paaul O CBOJEBPCHOj IJI0OAIHO]
padyHapCKOj MPEXH, cama Kougueypayuja Mnmepnema npesasunasu epanuye opaicasd,
JIOK TIpeMa TPaJAWIIHOHATHUM MPUHIMITNMA Mel)yHapoTHOT jaBHOT mpaBa ApKaBe UMajy
HaJUIE)KHOCT CaMO y OKBHPY CBOjUX CYBEPEHHX IpaHHIa, Ma jé CaMUM THM H MECTO
npeay3uMama paalkbyd U Mepa HaUIeKHHX OpraHa 3a OTKPUBAmE, TOHBECHE U Boheme
KPUBUYHOT TIOCTYIKAa 3a JeJla BHUCOKOTEXHOJIOUIKOT KpPUMHHAJa OrpaHWYEHO Ha
TEpUTOPHjy ApkaBe. Ha TEXHMYKOM HHBOY, OTepaluje Y OKBUPY pauyHapCKUX CUCTEMa
U Mpeka KapakTepulle opeheHa renocmojanocm u 6p3 npomox nooamaka KOju MOTy

OUTH M3MEHEHHU, NPEMEUITeHH, NMPUKPUBEHU WIM M30pHUCAaHU 3a HEKOJIIMKO CEKYHIH,

%% B. Maier, ,,How Has the Law Attempted to Tackle the Borderless Nature of the Internet?*,

International Journal of Law and Information Technology 2/2010, 153.
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IITO y TPUHIMITY 3HA4YHM Ja NpeAay3uMarbe paambi paau MpoHalaxema u ode3dehema
JUTHTATHUX TPAaroBa U JUTUTAITHUX JI0Ka3a MOXKE OUTH, HajOJIaXKe pEYeHO, OTEKAHO.

OBU acleKTH YWHE BHUCOKOTEXHOJIOIIKA KPUMHUHAI CHEHNU(PUIHEM OOJIUKOM
KpUMHHAJIA, 11a MOpajy OWUTH y3eTH y 003up, Kako OW ce€ IITO MOTIYHH]E€ pa3symelie U
IpeBa3uIlie TEIKohe y OTKpuBamy M JIO0Ka3WBaly KPUBHYHHX [ela U cyhemy
yuuHHonuMa wuctux. Mmajyhm y Buay HaBeneHo, a ga OM ce OArOBOPWIO Ha
cnenuUYHy TNPUPONY KPUMHHAIHMX AaKTUBHOCTH  YYHIEHUX  KopuIIhemeM
pauyyHapCKHX MpEkKa U CUCTEMa, PA3VM/bUBO je HACMOjare O0paicasa 0a Npuiacooe,
00HOCHO ynomnyhe nocmojehe KpusuuHo 3aKOHOOABCMBO CEPCUCXOOHUM 00pedbama.
3a cTBapame oAroBapajyher mpaBHOT OKBHpa 3a CyIPOTaBJbahE OBOj BPCTH KPUMHUHANA,
OCHM IITO C€ Yy NPONHCUMAa KPUBUYHOT MaTEepHjasHOr IpaBa ojapeheHa moHamiama
npensuhajy ka0 KpUBUYHA Jielia MPOTUB TTOBEPJHHUBOCTH, IEIIOBUTOCTH U JIOCTYITHOCTH
padyHapCKUX MOJaTaKa, pauyHapCKUX CHUCTEMa M MpPEKa, HEONXOTHO je J1a MPOIUCH
KPUBUYHOT TPOIIECHOT TMpaBa Cajip>ke oBiamhema Ha/UIKHUX OpraHa aJeKBaTHA 3a
OTKpHUBaHC U3BOPA HEI03BOJBCHE PAJIEHE, OTHOCHO MPHUKYIJbAKkE MOIaTaKa O YIUHECHOM
KPUBUYHOM JICJTY M YYHHHOILY, KOJH MOTY OMTH HCKOpPHUIThEHH Kao JI0Ka3 y KPUBHYHOM
MOCTYIIKY, a Bojehn pauyHa o cienu(pUIHOCTHMA BUCOKOTEXHOJIOMIKOT KPUMHHAIA H
OKpYXema Y OKBHPY KOT' C€ HEI03BOJbEHE aKTUBHOCTH Mpeny3nmajy. CXomHo Tome,
00pedbama KpusuuHoz npoyechoz npasa ou mpebano omocyhumu oa ce npesaszuby
oopehenu uzazoeu y OmKpuearsy u 00KA3UBarw)y 0eid 8UCOKOMEXHOIOUKOS KPUMUHAIA,
a KOjH ce OJHOCE Ha: pelllaBamke CUTYyalllje y KOjOj BUIIE JIp)KaBa UMa HaJUIEKHOCT Hall
TOBCHEM, JlaBamkhe 0AroBapajyhux opnanihema HAJUICKHUM OpraHuMa, 3ajpKaBame U
OouyBam€ I0JlaTaka KOJU MOry OWTH YHNOTpeO/b€HHM Kao [0Ka3, IPOHATIAKEHE
ojrosapajyher MexanusMma 3a MpHjaB/bUBakbe KPUBUYHUX JI€J1a, KOOPJUHUPAKE PAJJOM
U pa3MeHOM HuHGopMaluja M Mojaraka u3Mel)ly HaaJIe)XHUX OpraHa, JEKOAUpambe
CHKPHIIIHje ¥ yTBphHBAEbe HACHTHTETa yIHHHOLA W CIIHIHO ",

[Tponucu koju ypehyjy kpuBuuHy mpouenypy Ou, gaxie, Tpebano ga caipike
opnamihema OpraHa Tombelmha y LUJbY NPUKYIUbalkba EJNEKTPOHCKHX JloKas3a, alld je
OpUIMKOM oJipehBama CBpXe M OKOJIHOCTH O] KOjUMa ce MpoliecHa oBiamhema Mory
NPUMEHHUTH, HEOTTXOTHO BOJUTH padyHa O MPAaBHUM MPUHIHMIKMA JoMaher KpUBUIHOT

MIPOIIECHOT TIpaBa, KOj€ TMpeACcTaB/ba HEOMXOJHY CIIOHY u3Mel)y KpuWBHYHOT jaena u

%5 1. Brown, ,,Communications Data Retention in an Evolving Internet“, International Journal of Law
and Information Technology 2/2010, 100.
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u3pHLama ojpel)eHe KpUBUUHE CaHKIUje O] CTpaHe CyAa. Y TOM CMHCIY MPONUCYjy ce
onpehena ommamhema HAAICKHUM OpraHMMAa paad OCTBApEHA KPUBHYHOIIPABHOT
3aXT€Ba, HO Y MCTO BPEME LIWJb j€ CIpeyaBame MPUMEHE KPUBHUYHOI 3aKOHA Ipema
JUIMMa 32 KOje ce YTBPAU Jla HUCY YYMHHIIN MPETIOCTaB/bEHO KPUBUYHO IEIN0, Y3
OUyBAmbE MPETIIOCTABKE HEBHHOCTH . M3 moe pasioza Rpunukom npORUCUBArsA
osrauhera HAONEHCHUM OP2AHUMA ) B8e3U €A OMKPUBAreM U OOKA3UBAFEeM Oeld
BUCOKOMEXHOJIOWKO2 KPUMUHALA mpebano bu oa nocmoje oopehena oepanuuerba, yuju
je cmucao cnpeuasare camogome y NOCMYNAwy 00 CmpaHe Mux opeaHa ail u
cpasmepHa npumeHa paoru HpoyecHe NpuHyoe npema Jauyumda 3a Koje nocmoju
oopehenu cmenen cymre 0a Cy VHUHULA KPUBUYHO 0el0 U npedmemuma (odoyxeamajyhu
u padynapcke nodamie) 3a Koje nocmoju geposamuoha 0a mMo2y umamu 3Hauaj 0oKasa
(Hapouumo enekmpouckoz 0okasza), umajyhu y 6udy HOMEHYUjaiHo BUCOK CMmeneH
UHMPY3UBHOCIU NOJEOUHUX padtbl U Mepa Kojuma ce dokazu npukynsajy. Kako ou ce
MIOCTHUTJIA HEOIIXOJHA PaBHOTEXKa m3Mel)y mHTepeca KpUBHYHOT MOCTYIIKA U MHTEpeca (U
IpaBa) OKPUBIHEHOT M APYTUX JHIA y MOCTYIKY, PEJIEBAHTHU CY HE CaMO BpPCTa Palibu
KOje Cy OpraHu oOBJIalmIheHd Ja TMpeAy3My, HEro M OrpaHHyaBame obuma y
NpONKCHBaky oBlahema 1 HAYMH OCTBAPHBAba THX OBIAIINemka.

[Tomanm koju ce ckimaauinTe, oOpal)yjy W mpeHoce y padyyHApCKUM MpeKama H
CHCTEMHUMa Cy HETOCTOjaHH M MOJI0KHHA U3MEHaMa, a Kako OM ce CTBOPHO OCHOB Ja ce
3aXTeBa OYyBaWk€ OBUX MOJIaTaKa, Yy HAIIMOHAIHOM 3aKOHOJABCTBY OM OWJIIO KOPHUCHO
NOPEeIBUICTH MocyhHOCm — eKcneoumuHoe 4yearba YCKAAOUUMEHUX PadyHAPCKUX
nooamaxa. CMUCao OBe MPHUBPEMEHE MEpPE je€ CBOjEBPCHO '"3amp3aBame mojaraka" y
WY CIIpeYyaBama IyOMTKa WM M3MEHA mocTtojehux mojaaraka Koju OM MOTJIM WMaTu
3Hayaj JI0Ka3a y KpUBUYHOM IIOCTYIIKY, 0 100H]jama CyACKe OJJyKe Ha OCHOBY Koje Ou
ce jJeAMHO MOTao ocmeapumu yeuod y caopdxcaj nooamaxa. Y CUTyallMju Kaaa je
noTpeOHO padyHap KOM Ce MPHUCTYMWIO TMPETJieaTH, OJHOCHO OCTBAPUTH YBUJI y TO
KOJU C€ TOoJaly y HEeMy Hajase, MOCTaB/ba CE MUTamke Ja JU je Moryhe aHajJorHO
NPUMEHHUTU TpaBuia Koja ypelyjy TpaaullMOHATHE Mepe MpoIllecHe MPUHYIE Mpema
cTBapuMa y popMH MpeTpecama U MPUBPEMEHOT oJy3uMama Gu3nukux npeamera. Jla
OM ce TpeTpakno pauyHapCKHA CHUCTEM, T€ Ja OW ce YTBPAMIO MPHCYCTBO TOJaTaKa

HEOIXOJIHUX 33 KPUBUYHH TOCTYIAK, HEOMIXOHO j€ YTBPAUTHU KO, O]l KOJUM YCJIOBHMA

%% S, Brenner, ,,Cybercrime Investigation and Prosecution: The Role of Penal and Procedural Law*,
Murdoch University Electronic Journal of Law 2/2001, 40.
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U 110 KOM OCHOBY je oByamtheH Jia MPUCTYNH PavyyHApCKOM CHUCTEMY, T€ Ja JIn Moryhe
OCTBAPHTH TIPUCTYI Y oapeljeHNM XHTHHM CTydajeBMMa MAMO YTBPHCHHX MpaBHma’ .
[Tomazehn ox mpermocraBke 1a je HEOMXOAHO IOCEOHO peryiHcaTH Ipery3uMambe
paame ImpeTpecama pauyHapa U MPUKYIUbAkhE M0JIaTaKa KOjU Ce y BUMa MOXPAbCHH,
NaXmky je TOTpeOHO TIOCBeTUTH HauumHy ypehema cienehux mnuTama: jacHOM
yTBphuBamy pasznuke u3Mmely mperpare ayromarcku odpal)eHHX mojaraka u mojaraka
KOj€ je KOPHCHHUK CTBOpHO; 00aBe3n o0aBellITaBama JUIla KOje je aprkaall padyHapa o
TOME Jla je cucTeM OO mpeaMeT MpeTpecama M KOjHu TOoJalM Cy NPUOaB/bEHU Y
onrosapajyhem MoMeHTy; oOMMY W yCJIOBMMa 3a IpETpecame pavyyHapCKOI CHUCTeMa
KOjH je ca pauyyHapoM KOjH je IMPeaMET MpeTpecama MoBe3aH MPEeKO padyyHapCKe MpPEexKe.
OcuM mTO Cy HaJUIe)KHU OpraHu OBIAIINEHHU Jla MpeTpaxke, OMHOCHO Ha oAroBapajyhu
HA4YMH TPHUCTYIE PadvyHAPCKOM CHUCTEMY, OJHOCHO JIeJy pauyyHapCKOT CHCTEMa Kao U
ypehajuma 3a CKIaauIITeHhe MoAaTaka Koju ce Hajla3e Ha TEPUTOPUjU APKABE, YKOIHKO
je BEpOBaTHO J1a Ce MOJAIM CKIAJAUIITCHU y APYrOM PadyyHAPCKOM CHCTEMY WJIH JEITy
CUCTEMa, a KOjH ce Takole Hayla3e Ha TEPUTOPHUJU IpKaBe U Moryhe UM je MPUCTYIUTH,
OJHOCHO KOjU CY JIOCTYITHH IPEKO pauyHapCKOT CHCTEMa KOjH Ce MPEeaMET IpeTpecama,
Ouno OM KOPHUCHO pPa3sMOTPUTH oOBiIamheme HAIISKHUX OpraHa nga y ojapeheHum
CJIydajeBUMa MHUIM]aTHO IIPETpecame MPOIINPE U Ha Taj IPYTH PavyyHAPCKH CUCTEM.

3a KpUBUYHU IOCTYNAK OJ 3Ha4aja Cy HE caMO MOJAIM YCKJIAQAWIITCHU Yy jETHOM
pauyyHapCKOM CHUCTEMY, HErO M MOJalM KOjU C€ IeHEpHIly y PealHOM BpEMEHY, JOK
CUTHAJI KPO3 pavyyHapCKy MpPEXy MpoJia3y O] U3BOpa IO OJPEHILITa KOMyHHUKaIuje. Y
TOTJIEZly TPUKYIJbarhba TAaKBUX IMOJIaTaKa, OMPABIAHO je Pa3IMKOBAaTH NMPUKYIIbAKE Y
peaJiHOM BpeMeHy Mojaraka 0 KOMYHUKAIlMOHOM caoOpahajy U mpecperame y pealHoM
BpEMEHY cajJpkaja KOMYHHKaIMja, T€ CXOJHO TOME HA/UIeKHMM OpraHuMa JaTH
onrosapajyha ommamhema Aa NPUKYIUba)y WIM CHHMMAJy TPUMEHOM TEXHHUYKHX
CpeicTaBa Ha CBOjOj TEPUTOPH]H, OJHOCHO Jila Hapeae NpyxaoluMma yciayra
€JIEKTPOHCKUX KOMYHHKaIMja Ja Y OKBUPY CBOJUX TEXHUYKUX MOT'YNHOCTH MPUKYIIbajy
oBe nojarke. [Ipu Tome je Hy)KHO MOCTOjare Pa3IMYUTOr MPABHOT peXHUMa Y MOTJery
OBHX BpCTa 10/1aTaKa.

[lto ce nmpaBHOT ypehema npecperama caapixaja KOMyHUKalMja THYE, HEOIIXOTHO j€

y mpomnucuMa Ha oodeosapajyhu nauun npesazuhu nexoauxo ounema: 1) Kako je AOULIO0

%7 3. Trepel, "Digital Searches, General Warrants, And The Case For The Courts," Yale Journal of Law
and Technology 10/2008, 138.

113



70 KOHBEpreHIHje MH(POPMAIMOHUX M TEIEKOMYHHKAIIMOHUX TEXHOJIOTHja, TOCTaBJba
ce mHuTame 1a JM ce nocrojeha opnamhema TEXHUYKOT HaA30pa KOMYHHUKAIMja MOTY
€KBUBAJICHTHO TNPUMCHUTH Ha CIIy4aj IMpecpeTama pPa3IMYUTUX OO0JIMKAa TEXHUYKHX
KOMYHUKaIIHja, Kao IITO Cy KOMyHHKalnje uamely paquapagss; 2) a au je ompaBaaHo,
¢ 003upoM Ha MPHUHLUI MPOMOPIUOHAIHOCTH, €BEHTYATHO HPOIIUpPEe MOryhHOCTH
onpehuBama T€ paamke y 0OJJHOCY Ha CBa KPUBUYHA JIeNa KOja Cy Y KpUBUYHHUM 3aKOHUMA
onpeheHa kKao Jena MPOTUB PavyyHAPCKHUX CHCTEMa, Ha JIeNla Yhje pambe Cy Mpeay3ere
37I0yMoTpeObOM padyHapa, WJIM YaK Ha Jielia 3a Koja je Y KOHKPETHOM CiIy4ajy moTpeOHO
00e36eIUTH J0Ka3 Yy ENEKTPOHCKOM OONHKY>>; 3) 1a 1M je HOTPeGHO OIpeIHTH
pa3IMYMTEe YCIOBE 3a MPEAYy3UMambe OBE Palibe Y 3aBUCHOCTH O] BPCTE KOMYHHKAIIH]eE
(xomyHuKanuja usmel)y padynapa wid u3Mmel)y mojeauHana M padyyHapa) U NPUPOAE
Mpeke (jaBHa WM MPUBATHA) y MOTJIeNy KOJUX ce mpecperame oapehyje; 4) koje cy To
TEXHUYKE MEpe KOje HMCTPAXHH OPraHM MOpajy JAa KOPUCTe KAaKO OM MPHUKYIJBCHH
nonan Owimm o0e30ehenn Ha oxaroBapajyhum HauwH; 5) Kako MOCTaBHTH YCIIOBE U
OJIPETUTH TapaHIMje O KojuMa Tpeba BOAMUTH padyyHa MPHIMKOM IpecpeTama Kako Ou
ce mocTtumia oaroeapajyha paBHoTexka u3Mmel)y mpaBa nuna, moroheHux paamoM, Ha
MPUBATHOCT M HHTEpPEcCa KPUBUYHOT TIOCTYIKa; 6) KOJ IMpecpeTama IMojaraka o
cazpkajy KOMYHUKaIja, Ja I TPEABHICTH Ja Ce Mepa IpuMemyje Yy OOHOCY Ha
onpeheHy KOMyHHKaNMjy KOja C€ Ha TEPUTOPUjU Te JpkaBe o00aBha MyTeM
pauyyHapcKor cucTemMa WM o0aBe3aTH IpyXaole eJeKTPOHCKUX yciayra Ja
HECEJIeKTUBHO 33/1p)KaBajy MoJaTKe O CBUM KOMYHHMKalWjama 3a ojapel)eHu BpeMeHCKU
HIEpHO/I.

VYV Be3u ca ocTBapHBamEeM MOMEHYTHX OBJamihema HaJIeKHUX OopraHa, MoTpeOHO je
obaBe3atn ojpeheHe cybjekre Ha capaamy. Hajmpe ce mocraBiba NMUTame, Ha KOJU
HauuH o0aBe3aTH JIMLA KOja MMajy MPHUCTYI, OJAHOCHO KOHTPOJY Haj payyHapCKUM
CHCTEMOM M MpeXama y KOjuMa Cy YCKIQJHUIITeHH, oOpal)eHr Wi ce mpeHoce moamm
KOjU MOTY OMTH JI0Ka3 y KPHUBHYHOM IIOCTYNKY Ja HaJJIe)KHUM OpraHuMa omoryhe
IOPUCTYH, OAHOCHO HpeTpakuBame TOr cuctema uian Mmpexe? Kako obasesy mpexaaje

onpeheHux mpeamera, a Koja je mpenBul)eHa TpaJuIMOHAIHUM MPaBUIMMa KpUBUYHE

%8 W. Murdoch, “Regulation of State Surveillance of the Internet human rights infringement or e-security
mechanism?“, International Journal of Electronic Security and Digital Forensics, 1/ 2007, 44.

%9 J. Cannatacia, J. Mifsud, ,,The end of the purpose-specification principle in data protection?*,
International Review of Law, Computers & Technology 1/ 2010, 108.
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nporenype MNPWIATOAUTH BUPTYETHOM OKpPYXKEHhY W HEMaTepujaliHOj MpPUPOAU
€JIGKTPOHCKUX JI0Ka3a (IIpuMepa paau, 00aBe3UBambEM Jla Ce IITaMIIajy oA WiH Ja
OyIly mpelcTaB/beH! y BUAJBMBO] U Pa3ymsbuBOj (opmu, a y ciaydajy Aa Cy IMojaiu
€HKPUNITOBAHU, OTKPHUBAKEM JIO3WHKE M ciau4HO). OcuM Tora, Ja Ju je HoTpeOHO
npeaBUIeTH MOTYhHOCT M3/1aBamba CBOjEBpCHE Hapeale 3a IMpegaBame MoJaTaka, Kao
noCceOHOT MPAaBHOT OCHOBA 3a OMOryhaBame MPHUCTyNa MOJAlMMa YCKIAIUIITCHUM Yy
padyHapcKoM cucteMy win ypehajy 3a ckimaaumreme nogaraka. [loctaBipa ce nmuTame
Koju Ou opraH OO HaJJIeXKaH 3a JIOHOIICHE TaKBe Hapea0e U KOju OU ce Mmoaar MOTJIN
TPaXUTH, HAPOUYUTO Yy BE3H ca INOLITOBAKEM IIpaBa IMOjeWHI]A Ha TajHOCT
KOMYHHKaIMja, OJHOCHO WHTEpeca 3allTHTE MOCIOBHE TajHE. Y Be3W ca 00aBe30M
Ip>Kaolla pauyHapa, OJJHOCHO PauyyHAapCKOT CUCTEMa M MpeXe, MOCTaBJba Ce U MUTAE
Jla JIM je OIlpaBAaHO oOaBe3aTH JIHIIE KOje Moceayje 3Hama 0 GyHKIIMOHUCAKY CUCTEMA
KOjH ce TpeTpaxyje Ja ca HaUIeKHUM opraHuma capalyyje, npyxajyhu uMm HeonmxomHe
uH(popMaIje, HAPOYUTO aKO CE€ pagd O OCYMILMYCHOM JUIly, WMajyhui y BUIY
MPUBWIETH]Y O]l CAMOONTYXHBamka WU Ce Mak Ta o0aBe3a MOXE OJHOCUTH CaMO Ha
aJMUHHCTpATOpEe CHCTeMa U Jpyra cTpydHa muna. Mcro tako, koje To crneuuduyHe
obaBe3e MOry OMTH HaMETHYTE OlepaTepuMa jaBHUX M MPUBATHUX MPEKA Y CMHCITY
ymorpebe  HEONMXOJHMX TEXHUYKHMX Mepa paaud omMoryhaBama Ipecperarma
€JIEKTPOHCKUX KOMYHHUKAIlMja O]l CTpaHEe MCTPAXKHHUX OpraHa, OJHOCHO Ha KOjH HAYHH
o0aBe3aTH IpY’Kaolle yciIyra eJIeKTPOHCKUX KOMYHHUKAIlMja JOCTYITHUX JaBHOCTH Ja IO
HapeAOM MCTpPaXHMX OpraHa y4yuHe JOCTYIHUM [OJaTKe MOTpeOHe paau
UICHTU(PUKOBAaka KOPUCHHUKA YCIyre a y MOrjeny KOjuX MpyKajal uMa TMPHUCTYII,
0JTHOCHO KOHTpouy. C IOCIIeAlbUM y BE3HM CE MOCTaBJba MUTAE, KOJH CYy TO MOJAIn?
HeonxoaHo u ompaBaaHO je HampaBUTH pa3ivky u3Mehy WACHTUPUKAIMOHUX
nojaTaka, JApyrux Mnojaraka M oceT/bMBUX Nojaraka. CTora HapouuTy Haxmwy Tpeda
MOCBETUTH TpaBWIMMa 4YHja j€ CBpXa 3allTHTa I[OJaTaka O JIMYHOCTH, Te
CTaHJApAM30BATH TPOIEAYpE U 00aBe3aTH ONepaTope Ja MoJaTKe yIYHHE JOCTYITHUM Ha
OCHOBY (opMaiHMX NHUCAaHUX HapeaOu, Te wu3deraBaTd HeHOPMAIHO U YCMEHO
NpUKYIUbalkbe Kako OM ce ToJalM MOTJM KOPUCTHUTH Kao jaoka3. Kako ce He Ou
KOMIIPOMHUTOBAJIA UCTpara, UCTH C€ MOTY 00aBe3aTH Jla Kao TajHy 4yBa]y YHEHCHUILY Ja
U3BpIIIaBajy T palibe M0 HAIOTY HAJIS)KHUX OparaHa Kao W cBe MH(opMaluje y Be3n

ca tuM. Takohe, OUTHO je MpeaBUAETH MPABO JHIA HAa KOje ce paama OJHOCU Ja y
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onrosapajyhem TpeHyTKy Oy/e 00aBemTeHO Y KOje CBpXe U 10 KOM IPaBHOM OCHOBY CY
ce MoJIaI| O HeMY NMPHUKYIIIbAIH.

Kao mona3zHa oCHOBY 3a pa3marpame MPaBHOT PEryiiHucama OBJIamhemha HaIeHKHIX
OpraHa HEOITXOJHHUX 33 UCTPary KpUBUYHUX JIeJIa YYMICHUX Y BE3M Ca PauyHAPCKUM
cUCTeMUMa M Mpexama y3era je Koneenyuja o 6ucoxomexmonioutkom KpumMuHamy,
Koja y wiaHoBuma 16-21. ypebhyje crmenehe paame: XUTHO UYyBame NOXPAHEHUX
padyHapcKux nojaraka (wiad 16), XUTHO 4yBambe U JEIIMMUYHO OTKPUBAE TTOAaTaKa O
caobpahajy ocTtBapeHux KomyHukamuja (wian 17), W3gaBame Hajora 3a Ipenajy
paduyHapckux Iojaaraka (wiaH 18), mperpec pauyHapa U padyyHapCcKe Mpexe u
ony3uMama moaaraka (wiaH 19), mpukymbame moaaraka o caoOpahajy y peamHoMm
BpeMmeHy (wian 20) u npecpetame kKomyHukanuja (wian 21). M3y3etHo 6utHa oapenda
caapxana je y wiany 14. Kousenuuje koju oapehyje odyxsar nporecHux oapenada Ha
Taj HAUMH IITO CE HABOJM JIa ce OBJamhema 1 Mporeaype NpuMemyjy Ha OTKPHBAKE U
JIOKa3WBamke KaKO KPUBUYHHX Jelia HaBelAeHUX y wiaHoBuMma 2. mo 11. Konsenmuje
(KpUBMYHA JieNla TPOTHUB MOBEPJFUBOCTH, IIEJIOBUTOCTH M JIOCTYITHOCTH PadyyHapCKHX
1oJlaTaka, pauyHapCKUX CUCTEMa U MPEkKa), TAKO U CBUX JPYIMX KPUBUYHHUX JIeja KOja
Cy M3BpIICHA YIOTPEOOM pauyHAPCKOT CUCTEMa, Ka0 U Ha MPHUKYIJbamkhe eNEKTPOHCKIX
JI0Ka3a yomiire (3a cBa KpMBHYHA Jena). Ha Taj HauMH je mocTaBibeH MHUPOK 00yXBaT
nporecHux opiamhema mnpenasulenux y oxapeadama Konenmuje. Opnamhema
npensuhena y KoHBeHLMjH, Ol KOjUX Cy HEKa MOCeOHO HMHOBAaTHBHA, OATOBapajy
Pa3IMYUTUM IIMJbEBHUMA (KaO0 IITO CY JOLUUPAkE U3BOpa U UIACHTU(UKOBAKE YUNHUIIALA
KPUBUYHHUX JIeja, T€ TNPUKYIUbAalkE JI0Ka3a) ald Cy CBa yCMEpEHa Ka IMPHKYIJbamby
nojaTtaka 3a morpede KOHKpPETHE KPUBHYHE CTBAPH, T€ HUCY MPOAKTHBHA y TOTIICAY
cBor edexkra wiM oOuMa M He CIyXe CTBapamy ,,0pBEIHjaHCKOr™ cucreMa
EIIEKTPOHCKOT HA/30pa y TENEKOMYHHKAIHOHOM OKpyxkermy . Konpenmuja npensuha
MOTYNHOCT Jja ce Mojalny MPHUKYIJbajy, Te 00aBe3yje OHE KOjH TMOCEay]y PeJIeBaHTHE
MoJaTKe Ja WX YYMHE JOCTYITHHUM, OJTHOCHO Ja WX cauyBajy 3a morpede Bohema
UcTpare, ajlM He CaJp)KU 3aXTE€B HUTU ONpaBIaBa CBEOOyXBaTaH M HECEJNEKTHUBaH
HA/30p KOMYHHKAIMja MOjeMHala OJ CTpaHe IMpyKajalla YCIyra eJeKTPOHCKUX
KOMYHUKaIMja HUTH JIpKaBHUX OpraHa, Beh ma ce paame mpeay3uMajy camo paiau

OTKpHUBamka KOHKPETHOT KPUBUYHOT J1€JIa U YUMHHUOLA.

%0 M. Singh, ,,Cybercrime Convention and transborder Criminality“, Masaryk University Journal of Law
and Technology 1/2007, 58.
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Y nmornaBjbuMa Koja ciene, aHanmm3upane cy oxapeadbe Konenmuje o
BHCOKOTEXHOJIOIIKOM KpUMHUHAIY Koje ypehyjy cnenmududne paame 3a MPUKYIIbAkE
€JIEKTPOHCKHUX JI0Ka3a, ¥ TO: 1. XUTHO YyBame MOXPAkEHUX pauyyHapCKHX IMojaTaka, 2.
OcTtBapuBame PUCTYIA U YBUJIA Y CAAPKA] TOXPABECHUX pauyHApPCKHX IMO/IaTaKa, u 3.

Hanzop enekTpoHCKHX KOMYHHKAIIH]ja.

2.1. XuTHO uyBame MOXpamkbEHUX pauyHapCKHUX MoJaTaKa

WNnentudukanyja OCyMHBHUYCHOT Yy BEIMKOM OpoOjy CiIydajeBa 3axTeBa aHAIU3Y
nojaraka o caobpahajy, mehy kojuma IP ampeca moxe OUTH 01 HAPOUUTE KOPHUCTH 3a
Ha/JIeKHE opraHe. Mehytum, mpoOieM MOCTOjU YKOJIUKO C€ PEJICBAHTHU MOJAIM O
caoOpahajy y wuHGpOpMAIIMOHMM CHCTEMHMa IMIpyKajala yclyra eJIeKTPOHCKUX
KOMYHHUKAI[Mja ayTOMaTCKH OpHUIIly HAKOH KPaTKOI BPEMEHCKOT Meprojaa (HIIp. HAKOH
Cllamba eJIEKTPOHCKE TOUITE WM OCTBapHBama npuctyna Uurtepuery). [loganm xoju cy
HaCTaJIM TOKOM ojipelyeHor mpoiieca U KOju Cy OMOTYhniIn OCTBapUBakh¢ KOMYHHKAIIH]E
BUIIIC HUCY MOTPEOHU U YKIIamkhajy Cce U3 KalaluTeTa 3a CKIIMIITeHhe noaaraka. [la ou
ce HaJIKHUM OpraHMMa OMOTYhmiIo a ocTBape MPHUCTYN MOJAlMa MOTPEOHUM 3a
UICHTU(PHUKAIN]Y OCYMIUYCHOT, HEONXOAHO je Ha oaroBapajyhu HaumH oOaBe3aTH
npyXkaole yciyra naa IMoTpeOHe MoJaTkKe cadyBajy. Y TOM CMHUCIY IIOCTOje JIBa
NPUCTYIA: EKCIEAUTHBHO YyBame IMOXPABEHUX DPAYyHAPCKHX IOJaTaka Yy CMUCITY
KoHBeHIIM]je 0 BUCOKOTEXHOJIOIKOM KpUMHHAITY U 3aJipyKaBam-e 1mojiaTaka o caoopahajy
(anp. y cmuciy Jupektuse EY 2006/24 o 3anpxaBamy mojaraka).

Uman 16. KonBenmuje npensuha ga je cBaka cTpaHa YroBOpHHUIIA y o0aBe3W J1a
YCBOjH 3aKOHOJIaBHE M Jpyre Mepe MOTpeOHe /Ja ce HEHMM HaIICKHHM OpraHuMa
oMmoryhu oa mapede unu na Oopyeu ciauuan nauun obeszdede eKCneOumuHo 4Yyearbe
oopehenux pauwynapckux nodamaxa, ykJbydyjyhu momatke o caoOpahajy ocTBapeHHX
KOMYHHKAIHja, KOjU Cy HOXparbeHu Y OKBHPY PadyHApPCKUX CHCTEMA, HAPOUUmo )
cumyayujama Kaoa nocmoju oOnacHocm 0a cy pavyyHapcku nooayu Koju 6u Morinu OuTH
€JIEKTPOHCKHU JI0Ka3 Y KOHKPETHO] KPUBUYHO] CTBAPH NOCEOHO OCEMUBU, Y CMUCTY
2youmka unu usmene. YKOJIHKO je mpensuheHo na ce ode3deheme momaraka ocTBapyje
U3JaBakbeM Hapeade JMIy paad dyBama OJpeheHUX YCKIATUIITESHHX pavyHapCKUX

rnogaTraka KOjI/I Cy y noceny ujiu moJ KOHTPOJIOM TOr JIMId, IOTIIMCHHUIA je AYyKHa Ja
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yCBOjH TIOTPEOHE 3aKOHOJIaBHE U JIpyre Mepe Kako Ou ce To nuie obaBe3ao Ja cadyBa
U OJP)XKM HMHTETPUTET PAdyyHAPCKOT IMOJaTaka 3a TMOTPEOHH BPEMEHCKH IEpHoa, a
Hajay)Ke 10 JeBeneceT naHa (ca Moryhnomrhy mpomyxkema TOr mnepuoia 3a joml
neBenecer aana). Haume, cepxa nponucusarva o6aBese dyBama mojaraka 3a oapeheHu
BPEMCHCKHU TMEpPHOJ] je Ja ce oMoryhum HaIe:)KHUM OpraHuma Ja y oaroapajyhoj
pOLEAYPH 3aXTeBajy W A00HUjy J03BONY, OJHOCHO OJ00pEeHE Ja MM C€ TH IOAAlH
YYUHE JOCTYITHUM M JIa C€ YIO3Hajy ca BUXOBOM caapxuHoM. [Ipu Tome, HapenOa ce
Modice uz0amu c8aKom auyy Koje y nocedy, 0OHOCHO NOO KOHMPOJIOM WMa TOTpeOHe
padyHapcKe MmojaTke, Jakie, OMmio KoM (GU3MYKOM U OWIIO KOM MpaBHOM jauiy. Ocum
HITO je MOTPeOHO HAJUICKHUM OpraHMMa JaTh OBJamheme Ja 3aXTeBajy O JMIa Ja
XUTHO M y HajkpaheMm poky oOe30eau Ha onrorapajyhu HauuH Off TyOUTKa, OJHOCHO
U3MEHE TIOTPEOHE pauyHapCKe MOJATKE U Ja MX 4yBa oJpeheHn BpeMEHCKH Nepuo/, 1a
OM TakBO TOCTyName HWMAJIO CMHCIA W Ja ce He OM Yrpo3WwiId WHTEPECH HCTpare
KOHKPETHOT KPUBUYHE CTBAapH, JApXKaBa NOTIHCHUIA Tpeba 1a yCBOjU M TaKBe
3aKOHOJIaBHE M JpPYyre Mepe Koje cy MoTpeOHe na Ou ce jquye mozno obasesamu 0a
nocmynare no Mmaxkeom HAN02y 4yed Kao Noeep/bus nooamax oapeheHr BpEeMEHCKH
nepuo npeaBul)eH 3aKOHOM.

Wran 16. 3ampaBo ce OAHOCH Ha npuspemeny mepy Koja Tpeba na omoryhwm
HA/IJISKHUM JIP’)KaBHUM OpraHMMa Jia Hapele TPEHYTHO YyBame Mmojaraka Koju ce Beh
Hala3e YCKJIAIUIITEHH Yy padyHapCKOM CHCTEMY, Kao CBOJEBPCHO ,,3amMp3aBame’ y

Hem3MermeHoM 00Ky (quick freeze procedure®*

). OBa Mepa ce MOXe OJHOCHTH KaKoO
Ha nooamke o caobpahajy, TaKO U HA caopicaj ocmeapene KOMYyHuKayuje, U MOXe
o0yxBaTaTy MOJATKe y MOCey MpyKajalma yciyra eIeKTPOHCKUX KOMYHHUKaIMja, allid ’
OMIJI0 KOT APYror GU3WYKOT WK MPaBHOT JUla. Mepa XUTHOT UyBama yCKIaIUIITEHUX
pauyHapCKHX TOJaTaka ce He OJHOCH Ha HeKe HeoapeheHe, Heco Ha mauno odpelene
padyHapcke nooamke KOJU MOTYy OUTH O] KOPHUCTH 3a KOHKpPETaH Ciy4aj, OJTHOCHO
ynoTpeO/beHU 3a MPOHATAXKEHEe U HIACHTHPUKALH]Y OCYMIHHYEHOT, OJHOCHO Kao
EIEeKTPOHCKU JO0Ka3 Y KPUBUYHOM TMOCTYNKYy. MHTErpuTeT mMOTpeOHUX padyyHApCKUX
noJlaTaka nHa4Ye MoXke OuTH 00e30ehen u npeay3uMameM HEKUX APYTUX paambi U Mepa,

Mpe CBera M3JaBalkbeM Hajlora 3a Mpefajy mojaTaka (Ha Koje ce omgHocu uiaH 18.

KonBeHuyje) wim nperpecama pauyHapa U Oly3UMama IojaTaka (Ha Koje ce OJHOCU

%L |TU, Understanding cybercrime: phenomena , challenges and legal response, 2012,

http://www.itu.int/ITU-D/cyb/cybersecurity/docs/Cybercrime%20leqgislation%20EV6.pdf, 346.
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ynan 19. KonBeHmuje), anmu mpoueaypa 3a mpeay3uMame TUX pajmbh 4eCTO 3aXTeBa
BUIIE BpEeMEHa U CIIOKEHHja je (3axTeBa ce IICTOjalbeé YWIbCHHIA KOje YHHE
npeay3uMamke pajaibe ONpaBIaHOM, 0l00peme Cyla, 00aBelTaBalkbe OCYMEHYCHOT U
BEroBa oAronapajyha mpaBa) y 0JJHOCY Ha €KCIEIUTHUBHO YyBame IOJaTaka Koje uma
KapakTep xutHe Mmepe. [lakie, umruieMenTanyja wiana 16. Konsenuuje nMa 3a ub aa
HA/IJISKHU OpPraHH 3aXTEBajy ,,3aMp3aBambe’ MmojaTaka U THME HBUX0BO 00e30eheme on
ryOuTKa W/WIM W3MEHA 3a eépeme Koje je nompebHo 00K ce 000uje 0000pere 3a
ocmeapusarbe NPUCMYna caopiicajy mux nooamaxa, peay3uMameM Pajibi U3 WIAHOBA
18. u 19. KonBenije, oMHOCHO ojaroBapajyhux paamu U Mepa KojuMa ce OCTBapyje
YBH]I y pauyyHapcKe MOJaTKe y CKIIaay ca IponucuMa JIp>KaBa MOTIHCHUIIA.

Ha onpendy unana 16. KonBeniuje HamoBe3yje ce wiaH 17. KOjUM c€ J10JIaTHO
ypelyje eKCHeIUTHBHO uyBame W JCTMMHYHO OTKpHBame IMojaTaka o caoOpahajy
OCTBapeHUX KOMyHHKanuja. [Ipema ToMm wimaHy, IpkaBe MOTIHCHUIE Cy AY)XHE Ja Y
BE3W ca ToJlaluMa O 0cTBapeHoM caoOpahajy, Koju ce 110 XMTHOM TIOCTYIIKY 4yBajy (a
IPUMEHOM Mepe Ha OCHOBY wiaHa 16. KoHBeHIMja), yCBOje 3aKOHOJIABHE H JIpyTre Mepe
HEONXOJHE Jia Ce OCTBape JBa IMJba: a) Ja ce o0e30emu excneoumueHo uysarve
nojaraka 0e3 003upa Ha TO J1a JIM je jeJaH WM BUIIIE MpY)Kajama yciayra elIeKTPOHCKIX
KOMYHHKaIHja YKJbYUCHO y MPEHOC KOMYHHUKalHWje, Te 0) Ja ce HaIeKHOM OpraHy
omxpuje 0060/6H0 nooamaxa o caodpahajy ocTBapeHUX KOMYHHUKAIHja MMOTPEOHUX 3a
ymephusarbe udenmumema Cceux npyJcaiaya yciyed, Kao W Nymare KojoM ce
komyHukayuja ocmeapyje. llpensuhame obaBe3a y cmucny unana 17. KonBenuuje je
noTpeOHO M3 pasjiora IITO YECTO y OCTBAPEHY €IEKTPOHCKUX KOMYHHKAIIMja YIeCTBYje
BUIIIE O] jEJHOT OIlepaTopa, Na je HEeOIXOHO JaTH OBJAIheme HaUICKHIM OpraHuMa
Ja CBUM IMpY>KaollMMa, 3a KOje Ce YTBpAM JAa je KOpUIINeHmeM HHUXOBHUX YCIyra
OCTBapeHa KOMYHUKallWja, H37ajy Hapeady 3a OTKpUBaWme JAOBOJFHO I0JaTaka o
caoOpahajy Ha OCHOBY KOJUX C€ Ta4HO MOXK€ YTBPJIUTA U3BOP H OAPEIUIITE
KOMYHUKaIlMje, a Kako Ou, MOTOM, CBMUMa HHMa W3Jald Hapea0y 3a XUTHO YyBamkbe
padyHapCKHX MoJlaTaka y ckiaay ca wianoM 16. Konsenmuje.

VY 3akoHO/aBCTBY BehuHe eBpONCKHX JIp)KaBa MOCTOj€ MPOMUCH HA OCHOBY KOJUX CYy
NpyXKaoly yciayra eJleKTPOHCKUMX KOMYHHKalUja AYy)XHM Ja oapeheHe nodamke o
caobpahajy 3adpoicasajy 3a TPONHMCAHW TIEPUOJI BpPEMEHA W Jla T€ MOJATKE YJIHHE

AOCTYIIHUM HAJIC’)KHUM OpTraHHUMa paJii OTKPpUBAka U JOKa3WBakba TCIIKUX KPUBUYHUX
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362 - :
nema . 3aapikaBame Tonataka o caoOpahajy omHocu ce Ha QopmanHa obenexja
€JIGKTPOHCKE KOMYHHKaluje (OIHOCHO MoJaTke o caoOpahajy) a He M Ha HUXOB
caapxaj, 1 00aBe3yjy ce caMo MpaBHa JIMIa KOja Cy PErHCTPOBaHa 3a MpYyKambe yciayra

363 : .
. KOHBCHHI/I_]a O BHCOKOTCXHOJOHIKOM KpHMHHAITY HEC II03HQJC

y OBOj oOsactu
3a[prKaBambe 10/1aTaka y HaBEJACHOM CMUCILY M CTOTa Ce He Mojpa3yMeBa Ja je wia 16.
UMIUIEMEHTHPAaH Ha OJroBapajyhu HauWH YKOJUKO y AP)KAaBHU IOCTOj€ CaMO MIPOMHCH
KOjU YCTaHOBJbaBajy oOaBe3y 3aJp)KaBama I0JaTaka, a He W OBIAmheme HaJUIeKHUX
opraHa Ja 3axTeBajy 4yBame OJpeheHHX pauyHapCKUX IO/aTaka Ha EKCIIEeIUTHBAH
HauWH, jep 3aJp)KaBame MM0JiaTaka HUje UCTO LITO U HHXOBO XHTHO YyBAHE Y CMHUCIY
onpenaba Konsenuuje. Hamme, Mepa XWTHOT dYyBama IOJaTaka je y OJHOCY Ha
3aJp)kaBambe IojaTaKa yKer oOyxBara, jep ce OJHOCH Ha 4YyBame TayHO ojpehennx
padyHapCKHUX TOjAaTaKa MOTPeOHHX Y KOHKPETHOj KPUBUYHO] CTBapH KOjU Cy Y BpeMe
HOJIHOIIICHHA 3aXTEBA 32 IbUXOBO UyBamke Beh YCKIIQAUIITEHH y PAYyHAPCKOM CUCTEMY, a
HE Ha 4YyBame HEKMX HeoapeheHuX mmojmaTaka KOju OW MOTJIM HMMaTH 3Hayaja 3a
CrpeyaBame WM OTKPUBAkhe KPUBHUYHKX JIeja YOIIITe, HUTH IaK, Ha YyBame I0/1aTaKa
koju he Tek Hacratu. cToBpeMeHO, Mepa XHUTHOT YyBama IOJaTKa je y OJHOCY Ha
3a[pKaBambe MMOAaTKa MIUper 00yxBara, 0 TOME IITO C€ HE OJHOCH CaMO Ha IMOAATKE O
NPETIUIATHUKY/KOPUCHUKY yCIyra W moJaTke o caoOpahajy, Hero odyxBara M 1moaarke
KOjU Ce OJHOCE Ha canpkaj koMmyHmKamuje. OcuMm Tora, Mepa oOaBesyje HE camo
Npy’Kaolle yciIyra, Hero ce W3JaBambeM Hapende MOoXe HapeauTH OWIo KoM (PU3NIKOM
WIM TIPaBHOM IIMILy, KOje Yy Iocemy/ MoJ KOHTPOJOM HMa TOTpeOHEe padyHapcKe
nojiaTke, Jla Te TOjAaTKe W cadyBa. Takole, Mepa XUTHOr 4YyBama padyyHapPCKUX
noJaTaka ce MOXe OJIPEIUTH y OJJHOCY Ha OWMJIO KOje KpUBHYHO Je70, jep KonBennuja
U3pu4InuTO y WwiaHy 14. ctaBy 2. mpeaBuha ga je eKCHEIUTHBHO YyBame IOJAaTaKa
Moryhe 3axTeBaTH He caMoO y BE3H Ca KpUBHUYHHM Jienuma y cmucity KoHBeHImje, Hero
pamu o6e30ehema eIeKTPOHCKOT J1I0Ka3a y KPUBUYHOM MOCTYIIKY 3a CBa KPUBUYHA JIelia,

HEBE3aHO 32 BUXOBY TEXHUHY, JIOK je Y JIUpeKTUBH O 3a/ip)KaBamy MojaTaka 3acTyIJbeH

362 JpxaBe unanuiie EBporicke yHuje cy Omiie qy>KHe Ja TaKBe MPOITUCE YCBOj€ y CKiIamy ca JupeKTHBOM
EY 2006/24 o 3anpxaBamy mogaraka (Directive 2006/24/EC of the European Parliament and of the
Council of 15 March 2006 on the retention of data generated or processed in connection with the
provision of publicly available electronic communications services or of public communications networks
and amending Directive 2002/58/EC, http://eur-
lex.europa.eu/LexUriServ/LexUriServ.do?uri=0J:L:2006:105:0054:0063:EN:PDF).

%3 Bumre o 3anpkaBamy noparaka, T. Jlykuh, ,JIpucnynikuBame 1 3a1pKaBame TEICKOMYHHKAIMOHUX
noxaraka®, Ipasnu osicusom 912011, 840; T. byrapcku, JJokasne paowe y KpueuuHom nOCMynKy, Apyro
n3Memeno m3name, Hosu Canx 2014, 50-56.
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MIPUHIIUII TPOMTOPIHUOHATHOCTH (Y BE3H Ca UCTPAKUBAKBEM TEIIKMX KPUBUYHUX Jiena). Y
MorJiely TpyXkallalla YCIyra eJIeKTPOHCKHX KOMYHHUKAIlMja, Mepa XUTHOT YyBamba
MOXPakEHUX I0JIaTaKa je EKOHOMCKHM IOBOJbHHja, jep ce O] BHX HE OueKyje ja
3apKaBajy ¥ 4yBajy Heoapehenu Opoj momaraka HeonpeheHor O6poja nuiia 3a oapehenun
BPEMEHCKH Mepuo]l (ITO ca coOOM HOCH BENHMKE (PMHAHCH]CKE TPOIIKOBE Y TOTIICTY
CKIIQIMIITEHa U 00e30ehema MHTerpuTeTa mMojaTaka) HEro ce obaBe3yjy camo jaa
00e30e1e ma ce mojany 3a MoTpede KOHKPETHOI Ciiy4yaja He OOpHINY ayTOMAaTCKU Y
KpPaTKOM BPEMEHCKOM TIEPUO/TY.

AHaM30M Mporuca MojeluHuX Ap:kaBa nornucHuna KoHBenuuje, a y3umajyhu y
0o03up onpeheHe kpurepujyme, ™Moryhe je JOHETH 3aK/bydak O CTEIEHY
MMIUIeMeHTaIuje wiana 16. u 17. KoHBeHIMje y BUX0BUM 3aKoHOaBcTBUMa . [1IT0
Ce TUYE OCHOBA 3a Npedy3umarbe Mepe XUTHOT YyBarba YCKIAIUIITCHUX PauyHApCKUX
MoJIaTaka, OKO IMOJIOBMHE JIp)KaBa IMOTHHCHHIIA Cy Y CBOJHM IPOIHMCHMA IPEIBUICIIC
oapende Koje ce M3PHYNTO OHOCE Ha OBY Mepy r>. Y oCTamnM apikaBaMa He MOCTOje
cnenuduyHe oapende y cMHCITy oBianthema HaJISKHUX OpraHa Ja u3aajy Hapealy aa
ce MOJaly XMTHO 4YyBajy, jep je 3aKOHOJaBal] BEPOBATHO IOIIA0 O] TOra Jia Ce CBpXa
Mepe (a TO je TPEHYTHO M €KCIICIUTUBHO YyBamke MOTPEOHUX padyyHApPCKUX IOJaTaKa)
MO’K€ OCTBAPHUTH IMPeay3UMameM TocTojehux paamu U Mepa, HO, OBAKBO ONPEICIHEHE
3aKOHOJABIIa HE 3HAYM AyTOMATCKU Ja JAPXKaBe KOjy Cy MOCTYIHIE Ha TakaB HaYWH
HUCy uMIUieMeHTupane unaH 16. Konsenmuje. Haume, HaBenenu winan obaBesyje
Ip>KaBy TOTIHCHUILY J1a Yy 3aKOHOJABCTBY IMpeABHAM oOBJIamheme Koje Tpeba aa

omoryhu HaJJIe)KHUM OpraHMMa Ja Hapele WU Ha ,,0pyeu Ciuvyan Hauuu obezbede

%4 TIpu Tome, Mory ce ysern y o63up cieneh KpHTEPHjyMH: Ja JIH ce eKCIeIMTHBHO oOesbeherbe
MOTPEOHMX padyHAPCKHX I0/1aTaKa OCTBapyje KpPO3 MEpy XUTHOT UyBama yCKIAJUIITEHUX PauyHapCKUX
NojilaTaKa WM Ha JpYTH OJroBapajyhu HauWH, OJHOCHO NpEAy3HMameM HEKe ApYre paame; Aa JIH Cy
HAJIJISKHU OPTaHU OBJAIINeHU Ja W3Najy HapenOy Omio KoM (U3NYKOM WM MPaBHOM JIAIYy KOje UMa y
HOCeRy/TI0J KOHTPOJIOM IOTpeOHe padyHapcKe MOAATKe; Aa JIU je Mepy Moryhe oJpeuTH y Be3u ca 0o
KOJUM KPUBHYHHM JIEJIOM M y OJJTHOCY Ha OHMJIO KOjU pauyHapCKH MojjaTax.

%5 Cnepehe Jp>KaBe MOTIHCHUIIE CY Y CBOjUM 3aKOHOJAaBCTBUMA MPeBU/ICIe crieluduuHa opnanihicma y
by UMILIeMHTanuje wiana 16. Konseniuje: Anbanuja y wiany 299/a 3akoHa 0 KpUBUYHOM IIOCTYIIKY;
Byrapcka y unany 159. 3akoHa 0 KpuBHYHOM HOCTYNKY; PUHCKa y mOTIaBiby 4. ofespak 40 u 11 3aK0Ha 0
panmama rnpornecHe npunyzae; @panmycka y wiany 60-2. 3akoHa 0 KpUBUYHOM IOCTYIIKYy; Mabapcka y
wiany 158/A 3akoHa 0 KpHMBMYHOM MoOCTynKy; Mramnja y Hekonmko onpenaba 3akona 0p.92/2008;
Jleronuja y wiany 191. 3akoHa 0 KpUBHYHOM NOCTYNKY; MoiaBuja y wiany 7. 3aKoHa O CIpedaBamy H
60pOM TPOTHB BHCOKOTEXHOJOIIKOT KpUMHHala; XolaHavja y wiaHy 126. 3akoHa O KPUBHYHOM
noctynky; Hopsemka y unany 215a 3akoHa 0 KpHBUYHOM NOCTYTKY; [lopTyranuja y wiany 12. 3akoHa o
BHCOKOTEXHOJIOIIKOM KpUMHHATy; PymyHuja y unany 54. 3akona 161/2003; CroBauka y wiany 90.
3akona o kpusuuHOM noctynky; CAJl y HacnoBy 18.oxespak 2703(¢h) CaBesaHor 3aKoHa 0 KPHBHYHOM
MOCTYIIKY.
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CKCIICJJATUBHO  4YyBame ojapeheHHX padyyHapCKUX I[ojaraka. YIpaBO TakBa
dopmynanuja (,,Ha APYru CIMYaH HAYMH) Jaje OCHOB 3a 3aKJby4YaK Ja C€ y CMHUCIY
KonBeHnuje He Tpaku NponucUBame crequpuyHuX opiamhema 32 XUTHO YyBambE
nojaTtaka YKOJIMKO C€ LWJb MOXKE OCTBAapUTH HIIP. MPETPEcameM padyHapa WIH
MPUBPEMEHUM OJIy3UMAHEM TPEIMETa WU TMPEAy3UMakbeM IPYTHX Palibu KOoje uMajy
3a IUJb Ja ce 0be30eze eneKTpOHCKH 1oKa3u. Mnak, moTpedHo je aa je Taj nuusb Moryhe
ocTBapuTH: 1.y Be3H ca GHIO KOJUM KPHBHUHHM JEIOM CC; 2. y OZHOCY Ha OHIIO KOje
DUBHUKO MM MpPaBHO JMIE "'; 3. y NMOIIELy CBUX padyHAPCKHX MOJaTaKa ', 4. Ha
eKCIeIMTUBAH HAYMH.YKOJIHMKO y JpXKaBH HUj€ M3PUYMUTO MPOMUCAHA KA0 MPHUBPEMEHA
Mepa MOTYhHOCT HaJUIe)KHOT OpraHa Jia Hapeayd XWUTHO 4YyBame YCKIAJUIITCHHX
padyHapCKHX IMOJIaTaKa, MOXKE Ce CMaTpaTH Ja je ApkKaBa UCITyHWIAa 00aBe3y U3 diaHa

16. KoHBeHLIMje YKOJIMKO C€ pauyHApCKU MOJAIM KOJU MOTY OMTH YHOTpeOJbeHH Kao

%6V normexy BpcTe KPUBHUHHX [eja Y OJHOCY HA KOje ce Mepa MOXKe OAPe’HTH, OGUTHO je ucrahu na
KonBeHuuja He npensuha orpannueme, y CMHCIY Ja ce€ OJHOCH Ha ojapeheHy KaTeropujy KpHMBUYHHUX
Jielia, HIIp. caMo Ha TelllKa KpUBUYHA JIeNla WM CaMO KPUBHYHA JieJia MPOTUB 0e30€IHOCTH, IIETIOBUTOCTH
WM JIOCTYITHOCTH padyyHapCKHX TojaTaka, Beh je mpuimkoM nMIuieMeHTanyje NoTpeOHO MpeABUAeTH /1
Ce XUTHO YyBame MOIaTaka MOXe 00e30eIUTH y Be3H ca OMJIO KOJUM KPUBUYHUM JIEJIOM (Kao YOIIIITE CBE
nporiecHe oapende y cmuciy wiad 14. cras.2. Konsennuje). OBaj 3aXTeB je HCNymHeH Y BehuHM IpkaBa
NOTIIMCHULA, y3 IOCTOjake OApeeHuX MOMYHCKHX ycioBa 3a onpehuBame Mepe y cilydajy TEIIKHX
KpUBHYHUX Jena. MehyTum, 3a apkaBe Koje ce y MMIUIEMEeHTalMj1 WwiaHa 16. ocliamajy caMo Ha IPOIHCe
0 3apKaBamwy nojaraka y cmuciy Jupektuse EY y k0joj je 3acTyIUbEH MPUHLMIT IPOIOPLIMOHATHOCTH,
He OW ce MOTJIO KOHCTATOBAaTH Jia Cy Ha OAroBapajyhu HauuH ucmyHwie obaBe3y npensuleHy y wiaHy 16.
Konsennwuje.

37 PauyHapcku MOJALM KOjH CE MOTY KOPHCTHTH K40 €IeKTPOHCKH I0Ka3 MOTy GHTH y MOCeTy KaKo
(u3MUKOT, TAKO ¥ MPABHOT JIMIIA, 114 je MOTPEOHO Ja ce eKCIEAUTHBHO YyBambe THX MojaTaka ol IryouTka/
omrehema MOXKe HapeITH NIPpeMa CBUM JHIUMa. EJNeKTPOHCKH 3amucy 3a oTpede KpUBHYHOT MOCTYIIKA
y HajBeheM Opojy ciiydajeBa Cy y Ioceay npysKkajana yciayra eJeKTPOHCKHX KOMYHUKanuja, u 'y BehuHu
JpkaBa Cy mnpeaBuljeHa 3akoHCKa oBamihicsha, MOHEKaa JONYHeHA apaH)KMaHUMa O CapalibH, KOjU
omoryhaBajy HaJUIe)KHUM OpraHUMa Jia Hapeae Ipy)KaoluMma yciyra eleKTPOHCKMX KOMYHHKaluja Ja
cadyBajy HOJATKe MM Ja IPUCTYIIE MoJalMa y noceny npyxanaima ycayra. Jlok je obaBesa 3aapkaBarma
HojIaTaka OrpaHUYeHa Ha MPYXKaolle yCIIyra, XUTHO OYyBame MOJAaTaKa ce MOXKE HAPESAUTH M IPYrHM
NpaBHUM a Tako M (pu3mukuM nuuuMma. [lojenHe apkaBe cTora HUCY HCIyHWIIE 00aBe3y mpeaBuheHy y
uynany 16. KoHBeHnuje jep u3naBame Hapende 3a H3BpLICHE OBE Mepe OrPAaHUYCHO caMO Ha MPOBajIepe.
Ocuwm Ttora, y BehuHu apxaBa y ckiamy ca wianoM 16. craB 3. KonBeHumje je npensuljeHo aa GU3HIKO
WM TIPaBHO JIMIE KOME je M3[ata Hapeada 3a O4yBambe IMojJaraka uMa JY)KHOCT Ja Mpely3uMame TaKBe
Mepe 4yBa kao TajHy. Tako y HopBselkoj, nmojeanHai Ha Kora ce OJHOCE MOAAIM KOjU Cy O4yBaHH MOpa
OuTH O mpeay3uMamy Mepe 00aBelITeHO HajKacHUje 10 TPEHYTKa KaJia HaJUIeXKHU OPTaHH CTEKHY MpPaBo
MPUCTYIIA MOJJAIIMMa, OCHM YKOJIUKO CY/ HE OJUTy4H Jpyraduje.

%8 Y normemy BpcTe YCKIAIMINTEHHX padyHAPCKHX IOJATaka uYdje XWTHO dyBame ce oGesbeljyje
NpeJIMETHOM MepoM, y BehWHHM [p)kaBa MOTHHCHHIA MEpa Ce OJHOCH Ha CBe Mojarke (Mojaunu o
NPEeTIUIaTHUKY, Te mojanud o caobpahajy u cazapkajy OCTBapeHMX KOMYHHKalWja), ca H3y3eTKOM
Jepmenuje n YkpajuHe y KojuMa ce Mepa MOXeE OJPEAWTH camo y MOorjexny Iojaraka o caoOpahajy
OCTBapeHMX KOMYHHKaIMja, J0K ce y Hemaukoj mraBuine MoceOHO peryiuiie oay3uMarme Mojaraka o
caoOpahajy a moceOHO O cajpkajy OCTBapeHHMX KOMyHHKaiuja. OcHMM TOra roToBO CBE IOTIHCHUIIE
(ocum Jepmenuje, Hemauke, Hopsenike u CA/Jl) ce takohe y mmmiemeHTanuju wiana 16. Konsennuje
ociamajy Ha o0aBe3y 3ajprkaBama I10/1aTaka, C THM IITO ce 00aBe3a OJHOCH caMo IojaTke o caobpahajy
any He TIOKPHBA IOJIaTKE O caapiKajy KOMyHHKaIMje Ha Koje ce Takohe oxHocu uiaH 16. Konennyje, ma
ce 3a Te Jp)KaBe He MOKE CMaTpaTy Jia Cy y LEeJIOCTH UMIUIEMEHTHpAJIe 0Baj 4JIaH.
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EJICKTPOHCKHU J0Ka3u MOTry 00e30eIUTH TMOJ HaBEISCHUM YCIOBHMAa M HEKOM JPYroM
MEpOM HIM pammBoM . Y IpkaBaMa y KOjHMa IOCTOje IOceOHE 3aKOHCKe oipenoe,
3aXTEB Jia TIOCTOjU MOTYhHOCT 3a mpeay3uMame OBE XHUTHE MEpE je MCIOUITOBaH, jep y
TUM cucteMuma jaeuwu myowcunay (y BehuHm 3emarpa) wim noauyuja (y TOjeIUHUM
3emMsbaMa) WM OUII0 KOju JIp>kaBHH opraH (mro je ciy4daj y CAJl), Moxke HapenuTu na
CE€ XMTHO CavyBajy YCKIAIUINTEHU PAauyHAPCKHU MOJAIN Y BE3H Ca HCTPAKUBAKBEM OUIIO0
Kor KpuBHU4HOT jaena. OBakBO pelIeHke je CMHCICHO jep ce Ha Taj HauuH 00e30ehyje
XUTHOCT TIIOCTYIIaka, a 3allTHTa IpaBa OCYMIUYCHOT C€ HAaKHAJHO OCHTypaBa
NOTPEOHOM OJJTYKOM CyJa paad OCTBapuBama MPUCTYIA CaapiKajy CcadyBaHUX
noxaraka® . MehyTuM, To He 3HauM Ja y Ap)KaBaMa y KOjUMa He HOCTOje MOCceGHe
onpende kKojuMa OHM ce peryiucala OBa XHTHa Mepa HHje HCIOLITOBaHa oOaBe3a U3
ynana 16. KonBennuje. Haume, y apxkaBama y KojuMa ce JApPYyre paimbe KOPHCTE,
nporenypa ce OOMYHO CBOJM Ha MPETXOAHO JO0HMjame CYACKOT oJ00pema 3a
npeay3uMame MpeTpeca padyHapceKor cucTeMa (3a Imra je moTpeOdHo Hekan 24 daca, a
HEKaJ/Ia U HEKOJHMKO J]aHa), Ma je 3aTO MOTPeOHO YCIOBE 3a MPEay3uMame THX APYTHX
palmu y IUJbY OYyBama IOJaTaka HE TOCTAaBHTU CYBHIIEC PECTPUKTUBHO. Tako Ow,
npuUMepa paju, y opacasama y Kojuma ce obezoelerve e1eKmpoHcKux 0okaza ocmsapyje
npeoyumarbeM npempeca padyHapda, mpeoano npeosudemu 0a y u3y3emHo Xumuum
cryyajeguma, npe 000ujarba cyockoz 0000pera 3a Npucmyn nooayumd, 4yearbe mux

nO0amaka modice Hapeoumu U jagHu myxHcuiay, na u NoaIuyuja.
2.2. OcTBapuBame NPUCTYIIA U YBUA Y CapKaj MOXPambEeHUX PAauyHApPCKUX MoAaTaKa

[IpeTxo/1HO MOMEHYTE Mepe MPUBPEMEHOT KapaKkTepa uMajy 3a IuJb Ja ce nocrojehu
MOJIally TOXPamkeHH Y pauyHapCKUM CHCTeMUMa 00e30e1e o1 ryOuTKa U/Uiu U3MEHa 3a
BpeMe Koje je OTpeOHO JOK HAIJIeKHU OpraHu JA00H]y OA00peme 3a YIO3HaBame ca
caZip>kajeM THUX ToJlaTaka, OJHOCHO 3a MpeAy3uMame oJroBapajyhux paamu KojuMma ce
OCTBapyje MPUCTYI U YBUJ Y CaJpiKaj pauyHApCKUX MOJaTaka, y CKJIaay ca Ipomucuma

KOju ypehyje KpuBHUHY TMpoueaypy, a To cy ciuenche paame: 1) mnpenaBame

%% Ynak, y Tauku 160. M3Bemraja, xoju je Komuter munmcrapa Casera Esporte ycBojuo y3 Konseniujy,
Jlata je mpernopyka HOTIHCHHIAMa Ja pa3MOTpe MOTYNHOCT M3pHYMTOr NpONHCHBama oBiamhema U
npoueaypa KOjUM ce JIMIly y Ioceay Inojaraka Hapeljyje eKCIEeIMTHBHO 4YyBarbe IOoJaTaka y CMHCIY
ynana 16. Kousenmyje. http://conventions.coe.int/Treaty/en/Reports/Html/185.htm.

$01TU, op.cit. 246.
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NOXPambEeHUX PAavuyHapCKUX MOJATaka, U 2) MpeTpecame padyyHapa pajd MpoHajacka u

oAy3ruMamba MMOoXpambCHUX PAYYHAPCKUX MMOAAaTaKa.

2.2.1. llpenaBame MOXpambeHUX pauyHAPCKUX IO/IaTaKa

Unan 18. KonBeHnuje obaBesyje npkaBe Ja MPEIBUIC y CBOJUM MPOIUCUMA MeEpe
KOjUMa C€ HaJIJIS)KHU OpraHH OBJIAlINY]y Aa Hapene:

1. Jlunty na npena onpehene pauynapcke nooamke Koju cy y nocedy uiu noo
KOHMPOI0M TOT JIUIA & KOJH CY NOXpAarbeHu Yy padyHapCcKOM CHCTeMY Wiu ypehajy 3a
CKJIaIUILITEH-E M0/1aTaKa;

2. [Ipyxaoiy yciyra eleKTpOHCKMX KOMYHUKaIMja Ja IMpelna nooamke O
KOPUCHUKY YCIIYTa, a KOJH Cy Y MOCEIy WIH IMOJl KOHTPOJIOM TpyKaola (IoJamy o
KOPUCHHKY Cy MOJaI y 00JIMKY padyyHapCKOT MoJIaTaKa Wik y APyroM o0JIUKY Koje
npyXxanal yciayre 4yBa O KOPHUCHHKY, a HE mojanud o caoOpahajy/campixkajy
KOMYHHKAIH]ja, Kao HIIP. TUI KOMYHUKAIIMOHUX YCIIyTa KOj€ j& KOPUCTHO, TEXHUYKU
yCIOBH M Bpeme Kopuiihema yciyre; WICHTH(PHUKAIIMOHH IOJAIM KOPHCHHUKA,
MOIITAaHCKAa WM Teorpadcka aapeca, Opoj TenedoHa, Tomaly Be3aHH 3a
HarahvBame yciayre JOCTYHMHH Ha OCHOBY yroBOpa O IpYXamy yCIyre; Kao U
Jpyrd MOJAIl O MECTY Ha KOM j€ WHCTaJHpaHa OmpeMa 3a MpYyXame YCIyre u
CJIMYHO).

Ha ocHOBY oBor 4naHa, HaJUIe)KHU OpraHu Ou Tpebanmo ga Oyny osnamtheHu naa
n3/ajy Hapenly 3a npefaBame MmocTojehux, y pauyyHapCKUM CHUCTEMHUMa MOXPamEeHUX
nojaraka (He mojaraka Koju he Hacrtatu ycieq HeKux Oyayhux KOMyHHKaluja WiId
omepainyja). Tako ce nuila koja cy Ouia obaBe3aHa Ha XUTHO YyBam€ IMOJaTaKka, OBOM
HapenOoM o0aBe3yjy Aa cauyBaHe MMOJATKE MpeAajy HaJIe)KHUM opraHuma. Mehyrum,
Hapen0a 3a mpenajy mojaraka HUje caMo Be3aHa 3a wiaH 16. Konsenmuje. Pagu o
ommTeM oBiamhemy HAAJISKHUX OpraHa Jia 3aXTeBajy OJ1 JIHIA, Koja y MOCeIy WIIH MO
KOHTPOJIOM JpKe MOXpameHe pauyHapcKe MoJaTKe MOTpeOHe 3a KPUBUYHU TOCTYIIAK,
Ia oMoryhe ocTBapuBame yBHAA y caapkaj TUX mojaaraka. OBa pajma je OCMUIIbEHA
Ka0 Mame WHTPY3MBHO CPEICTBO 3a MoOHWjame TOAaTaka y OJHOCY Ha IpeTpec U
oay3uMame padyHapa. Hamme, ykonmko Ou jHIle MOCTYNHWJIO IO TakKBO] Hapemou,

Ha/IJISKHU OpraHd He OM mMmanu moTpede Ja oqy3MMajy XapjABep Ha KOM Cy Moalu
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noxpameHu (y CMHUCITY IIpeTpeca U OJy3UMarba pauyHapa), IITO jé HApOUYUTO 3HAYajHO Y
JMTHTATHAM HCTparaMa y KojuMa Hije IToTpeGaH MPUCTYII XapaBepy  — HuTH je Moryhe
OJly3MMam¢ BEIMKUX WHPOPMAIMOHHX cUcTeMa (HIp. y OaHkama). OcuM mpenaBamba
nmojaraka, paama u3 wiaHa 18. KoHBeHIMje je peneBaHTHA y CUTyalldju Kaja je
HA/IJISKHUM OpraHrnMa noTtpeOHO Ja Ha OCHOBY yTBpheHe Texnuuke aapece (ump. IP
aapece) WACHTU(UKY]y JIMIE KOje je Ty aapecy KOPUCTWIO Y BpEeMe H3BPIICHA
KPUBHUYHOT JIeJIa, jep Ce HapeaO0OM MpYKaoly yciyra o0aBe3yjy Jia mpenajy mojaTke o
KOPUCHHKY yCITyTa.

Hapenba ce moxe wH3maTu JMIly KOjeé WMa NOTPEOHE MOJMATKE Yy TOCeAY/TION
KOHTPOJIOM, a TIOJT TUM C€ TMOoJIpa3yMeBa KaKo CHTYyalHja y K0joj Cy mojanu Gu3nIKu
NPUCYTHU y padyHapy, TAKO W CHTYyallHja y KOjOj CE MojaluMa MOXKe MPHUCTYIUTH Ha
HAYWH JIa TO JIMIC KOHTPOJIMILIE MPHUCTYN Nojaruma. Tako Ou, mpuMepa paju, JIHIe
OWJIO JY)KHO Jla Mpeja mojarke Koje dyBa online mocpeacTBoM ynajbeHOT cepBHca ca
CKJIaIUIITEHE TI0aTaKa, a KOjuMa MOXe IPUCTYIUTH IIyTeM padyHapcKe Mpexe (HIp.
y Hajory Ha Gmail.com). JIp»xaBaMa je NpEmyIiTeHO Aa MPEABHIE KOjH HaJICHKHH
opranu cy opiaiheHt 3a U3JlaBambe Hapeaoe y Morieay MojeIMHUX BPCTa pauyyHapCKUX
nojaraka. Ilpumep pamu, moiumMja MOXe HApEOWTH NpPEAaBame MOoAaTaka KOju Cy
JaBHO JOCTYITHH, JTIOK OW cyjcka Hapenba Owina morpeOHa y Torieny APYrux BpCTa
nojataka, a y CKJIagy ca MPUHIUAIOM MPONOPIHOHATHOCTH W Pagdl 3allTHTE
rapaHTOBaHMUX JbYJACKUX NpaBa. MelyTum, Hapenda ce HU y KOM ClIydyajy HE MOXe

HU3J1aTu IpeMa OKPUBJbCHOM JIMIY, Jep BCTra ITUTH HpI/IBPIJ'ICFI/Ija Ol CaMOOIITYKUBamba.

2.2.2. llperpecame pauyHapa paad TpoHAJTACKa H OAy3UMama IOXPamEeHUX

pavyHapCKUX ImogaTaka

[Ipetpecame padyHapa u JApyrux ypehaja 3a €JIEKTpPOHCKY oOpagy U TPEeHOC
MoJaTaka joul yBEK 3ay3uMa IEHTPAITHO MecTo Mel)y paamaMa Koje HaJJIe)KHU OpraHu
npeay3uMajy paau MpoHaNacka MOXpameHUX pauyyHApCKUX I0jaTaka Kao TparoBa o
U3BPIIEHOM KPHUBUYHOM JIENTy MPOTHB/IOCPEICTBOM pauyHapCKUX CHCTEMa U Mpexa a
KOJU MOT'Y OUTH JI0OKa3 y KpUBUYHOM NMOCTYNKY. CTora je y npouecHOM 3aKOHOJaBTCBY

noTpebHO Ja ce oAromapajyhum ojpendama CTBOPU OCHOB 3a mpeTpec ypehaja koju

1 1TU, op.cit, 248.
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caJip>ke eJIEKTPOHCKE JI0Ka3e 3a MoTpede KOHKPETHOT KpUBUYHOT TocTynka. [Iperpec ce
OJTHOCH Ha IpeTpary pajau NpoHajacka MOXpameHUX MoAaTaka y MEMOPHUjU padyyHapa u
npyrux ypehaja, anu He U mojaTaka o caoopahajy uimum caapikajy KOMyHHKaIHja Koje ce
0CTBapyjy NOCPEACTBOM MH(POPMAIIMOHUX TEXHOJIOTH]A.

Unan 19. KonBeHmwmje caapxu o0aBe3y JapkaBa IOTHHCHHWIIA Ja Y CBOJHM
3aKOHOJIAaBCTBMMA PETYJIHINY MPETpPeC U OTy3MMame padyHapa U Apyrux ypehaja xoju
MOTY Caap>kKaTH €JIEeKTPOHCKE AoKase, peryiauuryhu cieneha opnamhema HaluteKHUX
oprasa:

1. [la Bpiue npeTpec Ui cIuyaH MPUCTYIL:

- padyHApPCKOM CHUCTEMY HJIH JIeJly PauyHapCKOT CHCTeMa M PauyHApCKUM
NoJallMa IOXPAbCHUM Y BhUMa;

- ypebajy 3a ckmamuIITeme Mojaraka y KOM Cy IMOXPameHH padyHapCKu
MOJTAITH.

2. Jla WHHIUjaTHU TpPETpec NPOIIUpe, VYKOJIMKO TPHIMKOM BpLICHA
npeTpeca WM APYror CIWYHOT IPHUCTYyNAa padyHapy IOCTOju BepoBaTHoha na ce
HOJAlM KOjH Ce Tpake Hajla3e MOXPAmEHU y APYTOM PAadyyHApCKOM CHCTEMY WM
Jielly CHCTeMa Ha TePUTOPHUjU JpXKaBe a TaKBUM MOAalnuMa je Moryhe Ha 3aKOHHT
HAYMH IPUCTYITATH U3 padyHapa MK Cy TOM padyHapy JOCTYIHH %;

3. Ja oxgy3my wnu Ha Apyru HauuH oOe30eze pauyHapcKe MojaTKe Kojuma
ce MPHUCTYNUIO TOKOM BpIIEHa MpeTpeca UK CIMYHOT MPUCTYIIA, TAKO ILITO:

- 0oAy3My WIM Ha JpPyrd HauuH o0e30ene (pagu ouyBama HHTETPUTETA
€JIEKTPOHCKUX JI0Ka3a) pauyHapCKU CUCTEM WJIM JIE0 pauyHapCKOI CUCTEMa WM
ypebhaj 3a cxiauiTene noaaTaka;

- HampaBe M 3aJipKe KOIH]jy pauyHapCKHUX MOJaTaKa;

- O/Ip)Ke MHTETPUTET PEJIeBaHTHUX PauyyHApCKUX M0/1aTaKa;

- [PUBPEMEHO YUYMHE HEAOCTYMHUM (HOpP. TPUMEHOM TEXHOJOIHje

EHKPHUIIIHUje) WK OOPHUIILY MTOAATKE Yy pauyyHapy KOM j€ MPUCTYIIbEHO.

2 TIpu ToMy ce HAYMH Ha KOjH Ce BpIIM MPOLIMPEH-¢ MpeTpeca MpemylTa apxkapama. Y mnpartehem
n3BemTajy y3 KoHBeHIMjy ce Kao NMpHMepu HaBoje: a) Cyl KOjU je omo0pHo MHHUIMjAHH TPeTpec
KOHKPETHOT padyHapCcKOTI CHCTeMa IpoIInpyje Hapea0y/o1o0peme 1 Ha APYTH CHCTEM YKOJIMKO IPOLCHN
Jla y CKJIaay ca HalMOHAIHMM 3aKOHOJABCTBOM IIOCTOjH JIOBOJBHO BepoBaTHohe J1a ce y IOBE3aHOM
pauyHapy Hanase oxpeljeHH Mmojanm Koju ce Tpaxe, WM 0) HaJIOr 3a MPETpec ce M3BpIIaBa Ha obe
JIOKaluje HCTOBPEMEHO Ha KOOPHU/INCAH u eKCIeIUTUBAH HauuH.
http://conventions.coe.int/Treaty/EN/Reports/HtmI/185.htm.
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4. Ja nHapene nuiy, Koje MMa ca3Hama O (YHKIMOHHCAKY pavuyHapCKOT
cUcTeMa MM MepaMa MPUMEHEHUM 32 3aIITHTY MMOXPambeHUX MOoJaTaKa, 1a IpyKu
norpeOHa obaBeNITeka y 1HJby oMoryhaBama BpIliekha IpeTpeca padyHapa.

Ha ocHOBY HaBeJeHOT, cMaTpamo Ja MpOIeCHa 3aKOHOJABCTBA Koja npeaBubhajy aa
ce ozipentOe o MpeTpecy U oAy3uMamy MpeMeTa MPUMEYjy Ha padyHape U padyHapcke
nojnatke Hucy y cxknady ca uianom 19. Kounsenyuje, jep He omoryhasajy obezbeheme
padyHapCKHX IoJaTaka HM Ha KOJU HAa4YMH OCUM 00e30ehema ypehaja Koju je u3BOp
CJIEKTPOHCKUX JI0Ka3a, ITO HHUje JTOBOJbHO. AKO OHMCMO TMOKYIIaly Jia HalpaBUMO
aHayorujy u3Mel)y mperpeca paau TpoHajacka W OIy3MMame HCIpaBe M IpeTpeca
padyHapa paad NpoHajlacka EJIeKTPOHCKHX J0Ka3a (YKOJIMKO OHCMO eJIEKTPOHCKE
JI0Ka3e MOCMAaTpaikd caMo Kao BPCTY UCIPaBe), YOUMIM OMCMO Jia CE OBE J[BE CUTYaIlH]je
paziukyjy. “TpaIuiMoHaIHU IPETPeC U OJy3UMae UCIIPaBa Mopa3yMeBa MmoTpary 3a
noJarMa KOju Cy PETMCTPOBAHU Y MPONUIOCTH y HEKOM ONMIJBUBOM OOJHKY (HIIp.
3alyCU Ha MANMpy), T€ MpPEryie] caapikaja UCTIpaBE M OJy3UMambe ca JIMIA MECTa, MPH
YeMy ce MPHUKYIUbajy MOJAall KOjU TMOCTOoje y BpeMe mpeTpeca. Melytum, 3a mperpec
padyHapa paau MpOHAJacKa EIEKTPOHCKUX Jo0Ka3a nompebOHe cy dooamHe o00pedde
Kako Ou ce 00e30ennio Ja ce pauyyHapCcKH IMOAAlM TPHUKYIE Ha jeHAKO eQeKTHBAaH
HAYMH Kao MPHIMKOM MPHUKYIJbamkha UCIPaBE Kao MOKPETHOT MPEAMETa, U TO U3 ulle
pasnoeza: MONAM Cy Y HEONUIJBUBOM OOJIMKY M MOTY OMTH YWTaHH CaMmo y3 YIOTpeOy
pauyHapckor ypehaja; ycnmen HemocTojaHe MpPHPOJAE IMOAaTaka, a paad OuyBama
WHTETPUTETA €JIEKTPOHCKUX JI0Ka3a, CTBapa ce KIOH ypehaja, OAHOCHO KOMUja MmoaaTaka
jom Ha JIMIly MecTa TMped oay3uMama ypehaja; momamu Mory ycien moBehaHe
YMPEXKEHOCTH PadyyHApCKHUX CHCTEMa OUTH MOXPAmEeHH Ha HEKOM JIPYTOM padyHapy a
KOM ce Moke Oe3 Temrkoha MpUCTYNMTH MPEKO padyHapa Koju ce mperpeca. M3 moe
pasnoza je nompeoHo Cmeopumu Mexamu3am 0d ce PAYyHAPCKU nooayu Npuiukom
npempeca padyHapa obesdede y ckaady ca ceojom npupooom. Wako ce Taj 1usb
OCTBapyje IPUMEHOM IpaBWJIa JAUTUTAIHE (OpPEH3UKE, MOjeANHA IpaBUJIa j€ HYXKHO

UHKOpHopucatu Mel)y oapenode koje ypelhyjy KpUBHUHY MPOLIETYPY.
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2.3. TajHu HA/30p ENEKTPOHCKUX KOMYHUKAIMja

KoHBeHIIMja y TIETOM TOIIaBJby CaIpKW J(Ba 4iaHa KOjU ce OJHOce Ha o0aBe3y
JpXKaBa Jla y HallMOHAJIHWUM 3aKOHOJABCTBHMA MpeABHIE olpende koje omoryhaBajy
NPUKYIUbAke PAadyyHApCKUX I0JIaTaKa y peayHOM BpeMeHy, Hpu udemy ce wiaH 20.
OJTHOCHM Ha NPUKYIUbalkE MojaTaka o caoOpahajy komyHukanuje a wman 21. Ha
NPUKYIUbAKkE TOJaTaka O caJpXkajy KOMYHHKAIMje, OIHOCHO Ha IIpecpeTame
KOMyHHKaluja. Pagum wmmnemenranuje wiana 20, ox IpkaBa ce OdYeKyje Ja Ha
onrorapajyhm HauumH OBJacTe HAUICKHE OpraHe Ja MPHUKYIJbajy WIM CHUMA]Yy Y
peasHOM BpeMeHY NPUMEHOM TEXHHUYKUX CpeNCTaBa nodamke o caobpahajy onpehene
KOMYHHKAIIMje KOja Ce OCTBapyje ynorpeOOM pauyHapCKHUX CHCTEMa U Mpexa, 0K ce
yiad 21. omHOCHM Ha 00aBe3y JApKaBe Ja y BE3U Ca mewKuM KPUBUYHUM JIeIHMa y
CKJIaIy Ca HAlMOHAJIHHM 3aKOHOJABCTBOM TPEABHIM OBIAIIherme HaJJICKHUX OpraHa
Jla TPHUKYIJbAjy WIH CHUMA]y Y PEaTHOM BpPEMEHY NMPUMEHOM TEXHHYKHX CPEICTaBa
caopoicaj oapeheHe KOMyHHKaIMje Koja ce OCTBapyje yrnoTpedoM pauyHapCKUX CUCTEMa
u Mpexa. Paam ce, nmakie, o NMpHUKyIUbamkby JBE BpPCTE IMOJATaKka KOjU C€ MPEHOCE
MIOCPEJICTBOM padyHAPCKUX CHCTEMa M Mpexa: mojaraka o caobpahajy m momartaka o
cazipkajy KOMyHUKaIHje, a yciel IMBEepreHnnje NHPOPMauOHUX 1 KOMYHUKAIIMOHUX
TEXHOJIOTHja, OBE paJkhe OJHOCE CE Ha CBE BHUIOBE EIEKTPOHCKE KOMYHHKAIIH]je
(bukcHa u MmoOMITHA TenedoHuja, enekTpoHcka momira, VOiP u ap). ok KonseHnimja He
neduHUIIEe MOAATKE O caJpiKajy KOMYHHUKalMje, mojaanu o caodpahajy cy onpehenu y
yladHy |. Kao payyHapCKu TOJalld y BE3U ca KOMYHHUKAIIMjJOM KoOja C€ OCTBapyje
yIOTpeOOM padyHapCKOT CHUCTeMa a KOje CHUCTeM TeHepuile (M3BOp, OJIPEIUINTE H
nyTamba KOMyHHKalldje, BpeMe, AaTyM, BeJIMYUHa U Tpajare KOMYHUKAllMje Kao U THII
ycIyre KOjoM jeé KOMYHHKAIija OCTBApEeHa).

Wnan 14. KonBenmuje koju oxapelyje oOyxBaT HmpoleCHUX ofpenada caapku JBa
U3y3eTKa, y norieay paamu u3 wiad 20. u wian 21. Haume, ¢ 063upom Ha TO na ce
npecperambe KOMyHMKallMja cMaTpa HajUHTPY3UBHHJOM MEpOM, OJ JIp)KaBa ce OYeKyje
Jla IPUMEHY Mepe OTpaHHuye y CKJIQAy ca MPUHIUIIOM MPOIMOPIHOHAIIHOCTH Ha HajTexa
KpUBHYHA Jeia. Y MHOTHM Jp)kaBama c€ Tmojamu o caoOpahajy KOMyHHKaluja |
MOJIAIM O Caapkajy KOMyHHUKAIMja Pa3IuIuTO TPETHPA]y, MehyTUM, Ap’KaBe y Kojuma

C€ OBa JBa TUIIA IIOJaTaKa TpeTI/Ipajy Ha UCTU HAYWH MOTY IIPECABUICTU J1a CC palhba U3
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ynana 20. npuMemyje Ha opeleHa Temka KpUBUYHA JIeja, JOKJE TOJ TO OTPaHUYCHE
HUje yXe TOCTaB/beHO y OJHOCY Ha OrpaHHuema U3 wiaHa 21. JeqHa o HEMOTHYHOCTH
OJIHOCH Cc€ Ha MOTYhHOCT orpaHuyema opiaihema HaAJCKHHUX OpraHa y MOIJIeny
npecpeTamba KOMyHHKAalMja caMo Ha Tellka KpuBU4Ha jena. [IpuHIun cpasmepHoCcTH
OJIHOCH C€ Ha KpHUBHYHA Jielia 3a Koje je mpenBul)eHa Ka3zHa 3aTBOpa OJ HajMamkbe
HEKOJIMKO TOJMHA 3aTBOpa, a IITO Ce€ YyTBphyje y CKIaxy ca HaUOHATHUM
3aKOHOJIaBCTBOM. 3a KpuBHUYHA Jiena u3 wianoBu 2-11. KBK He npensubha Benuky mepy
Ka3He 3aTBopa, Ma MX MOTEHIUjalHO MCKJbydyje U3 oOyXBara IpOIECHE palibe
npecperama KOMYHHUKaIFja, HO, OBAKBO PEIICHE je HEONMXOJHO M ONpaBJaHO, jep ce
UNaK pagy O UHTPY3UBHUM pabaMa, KOje y 3Ha4ajHOj MEpU MOTY YIPO3UTH TajHOCT
KOMYHUKaIIHja.

Panme u3 unana 20. u 21. ce ogHOCe HAa MPUKYILJbAE€ OBE JIBE BPCTE MOJaTaKa )
epemeny y Kom ce komynukayuje ocmeapyje (real time), a He u Ha momarke o Beh
OCTBapeHO] KOMYHHUKAIIMjU KOjU Cy TIOXpPAmEeHE y padyyHApCKOM CHCTEMY MpyKaiana
ycllyra eneKTPOHCKHX KOMYHHKaluja (Ha BUX ce OAHOCe paame u3 wiana 18. u 19).
Jame, pagme ce Ipeay3uMajy camo y 6e3u ca KOHKpemHUM KOMYyHuKayujama Koje ce
ocTBapyjy (He W Ha 3ajJpKaBamke HeoJapeheHuX TojaTaka) W TO camMoO 3a IMOTpede
KPUBUYHOT IOCTYNKa 3a oapeheHa KpuBHYHA Jena (a HE 3a HeoapeheHa KpuBHYHA
nena).

Osnamhema HaJJIeKHUX OpraHa y CMHUCTY OBa JIBa 4iaHa o0yxBaTajy U MoryhHocT
Jla ce TpYyXKaolUu Yyciayra eJeKTPOHCKUX KOMYHMKalMja o00aBexy Ja y OKBHpPY
TEXHUYKUX MOryhHOCTH OMoryhe MNpHKyIJbame WIM CHHMamke THUX IMoJaTaka WIH
MIOMOTHY HaJIJISKHUM OpraHMMa y MPUKYIUbalkhy WM CHUMAamy I0/IaTaka, U Ja 4yBajy

Ka0 TajHy YHECHHILY Ja Ce IPUMErbYje OBa pama .

33y toM cMmuciy, moctoju GuTHO orpaHumueme onamhera ga ce mpykaowu obaBexy a omoryhe
OJJHOCHO MOMOTHY Y TpecpeTamy KOMYHHKAIHje a OJHOCH C€ Ha HHXOBY TPEHYTHY DPAaclOJOKHBOCT
pecypca — HE MOXE €€ OUYeKMBATH OJ MpyXajaua Ia Npuiarohapajy TEXHHUYKY HIH KaIpOBCKY
OINPEeMJBCHOCT 3a MoTpede M3BplIaBama 0bOaBe3e mpecpeTama KoMyHHKaluja. Moxe ce pehu na oBaksa
TEeXHUYKAa W OpraHu3alioHa HeyTpatHOCT KoHBeHUHMje NMpeacTaBiba CIa0OCT jep HHUje jacHO U3 KOr
paziora OW MpoBajJeH CAMOMHHILIM]aTHBHO yJarajid y cKyma u coucTHLHpaHa CpelcTBa MoTpebHa 3a
npecpeTame KOMYHHKAIMja, YKOJIMKO MX peleme He obaBexxe Ha To. Cangemi D., ,,Procedural Law
Provisions of the Council of Europe Convention on Cybercrime, International review of law computers
& technology 2/ 2004, 170.
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YeTBpTH €0
JTOKA3BUBAIBE BUCOKOTEXHOJIOIIKOI' KPUMHMHAJIA
Y IOMAREM IIPABY

Jloka3uBame y KPUBHYHOM IIOCTYNKY C€ OJIBUja TNpeay3uMmameM onapehenux
IIPOLIECHUX Pa/ilbU y CKJIaJy Ca OCHOBHUM JOKAa3HUM MpaBUIMMA U JOKa3HUM HauelIuma
yTBpheHUM y IpOnuCy KOju ypehyje kpuBuuny npoueaypy. Jlokazupame y KpUBUUHOM

nocTynky je y Penmy6muiu Cpouju ypeheno 3akonukom o kpusuunom nocmynlcy374 (

y
nasbem tekcty: 3KII).

Jloka3uBame Kao nocmynHa oeiamnocm Cy/ia i CTpaHaka o0yxBaTa HEKOJIMKO ¢haza:
npeiarame J0Kas3a, OJUyduBame 0 U3BohewmYy J0Ka3a, H3Boheme JoKa3a, OLeHy 0Ka3a
u oOpasnarame OIleHe J0Kas3a, JOK cy HeobOaBe3He (ha3e MOCTymama ca J0Ka3uma

375 376
NPUKYIJbAKE JI0Ka3a  ~ U MPOBEpPaBambE JI0Kaza . Y MOTJeNy npeonazarbd 00Kasd, y

7
3 KOj€ je BaXWJIo y JoMaheM KpUBHYHOM

CKJIQJly Ca Ha4elIOM MaTepHjalHe UCTUHE
npouecHoM npaBy a0 3KII u3 2011, cyn je 6uo qykaH Ja UCTHHHUTO U MOTIIYHO YTBPIU
YUIHCHUIIA KOj€ CY OJ1 BaYKHOCTH 3a JIOHOIICHE 3aKOHUTE OJUTYKE, Ia j€ CXOJHO TOME
M3BOJIMO JIOKa3e KaKo I10 MPEIJIory CTpaHaka Tako M Mo CIIy:kOeHoj ayxHocTu. Kako je
3KII yrBpamo na je TepeT MOKa3WBama Ha TYXKHOIYy, Cya IO TpaBwiy ojapehyje

378
. Unak, ¢ oG3upom na

U3BOheme caMO OHMX Jl0Ka3a KOje Cy CTpaHKe IMpeasioxkuiie
er3ucTupa ,,JUMUTUPAHO HAueJI0 MaTepHjajiHe UCTHHE™, CyJ] MOXKe M3Yy3€THO Ja ,,u3ahe

7
W3 OKBHUpaA JIOKa3HUX TpeJiora CTpaHaKa“3 °, Oonyuusarwe 0 u38ohery 0okaza 3aBUCU

7% 3aKOHMK O KPMBHYHOM IOCTYIKY, ,,Ciyx6enn riaceuk PC*, 6p. 72/2011, 101/2011, 121/2012,
32/2013, 45/2013 u 55/2014. Y namem tekcty: 3KIL.

5 Ocum WTO TMOCTOjE IOKA3HE PaIEbe KOJHM Ce JOKA3M M3BOJE, MOCTOje M JOKAa3HE PAAbe KOjHM Ce
JIOKa3M caMo npukynmajy (Kpo3 mpuMeHy oAaroBapajyher Merona Wik TeXHUKE MprOaBbamba I0Ka3a) ma
ce HaKOH Tora IpHCTyIa U3Bohewy oka3a (y OBe pame Claaajy: nmpeTpecame, NPUBPEMEHO Oly3UMambe
npeaMera u nocebGHe Joka3He paame). bpkuh, op.cit, 305.

378 Bpkuh, op.cit, 298.

3" Bumme o tome, Ilxymuh, Byrapcku, op.cit, 131-138.

8 Cyx MMa PECTPHKTHBHY M CyNCHAHMjapHy MOryHOCT Hpeiarama J0Kaza aid caMo y (YHKIHjH
OTKJIamarma MPOTUBPEYHOCTH WM HejacHoha y Be3M ca JoKa3uma Koju cy Beh m3BeneHm mo mpeiory
cTpaHaka (He W y norjiieqy yrBphuBama YmbeHHIA y MOTJIey KOjUX HHUCY NPETXOIHO U3BEICHH JJOKA3M).
[Ipu Tome, cyq Hajupe Aaje HAJIOT CTPAHIM Ja MPEAJI0XKH JOIYHCKE JIOKa3e, a TeK YKOJHMKO CTpaHKa He
MOCTYIH MO TOM HAaJIOTy, a CyJ NpPOLEHH JIa je paju CBECTPaHOT paclpaBbaiba MpeaMeTa JOKa3HBamba
HEOIIXOJIHO M3BECTH JIOMYHCKE JJ0Ka3e, oapelyje ce m3Boheme TakBUX JoKa3a.

379 Bpxkuh, op.cit, 299.
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o (ase mocrymka>’. Useohere dokaza je dasa y K0joj ce ZOKa3HA CPEICTBA KOPHCTE
Ha HAYMH MPOIKCAH 3aKOHUKOM Ca IIMJbEM Ja C€ YTBPJAE YMILCHUIIE KOje Cy MpeaMET
nokasuBama ., 11ITo ce THYE oyene 0okasd, MAKO je BPIIE U APYTH IPOLECHH Cy6jeKTH,
OHa ce Be3yje 3a Ccyll, KOju Ce PYKOBOJIU HAYEIOM CI000IHOT CYIHjCKOT yBepermha TOKOM
MOCTYIKA KaJa TOJA yTBphyje UMIbeHHIIE, Ka0 M MPHUIMKOM JOHOIICHA OMIyKEe KOjoM
pellaBa KpUBUYHY CTBap382.

Jloka3uBambe Yy KpPUBUYHOM IIOCTYIIKY C€ OJIBUMja MpeAy3UMameM onpeleHux
IPOLIECHUX PAbH y CKJIaAy ca OCHOBHHM JIOKa3HUM IPaBHIIMMa U JOKAa3HUM HaueluMa
yrBphieHNM y 3aKOHHKY >, KOjH pasiiKyje IBE BPCTE NPOLECHHX Pajibd Koje Cy
JIOKAa3HO peNieBaHTHE: onwime O0o0Ka3He paore (HAYEIHO TPUMEHHBE Y CBAaKOM
KPUBUYHOM TIOCTYNKYy 0e3 003upa Ha BpCTy KPHUBUYHOT Jiefla KOje je MpeaMer

384 385
HOCTYNKA ') M nocebHe OokasHe padrwe’  (HaMCHEHE 32 OTKPHBAILE U JIOKA3HBALE

30y wcrpasu ommyky o m3Boljemy 0Kasa JOHOCH jaBHH TY)KHIAL M TPELy3HMa JOKA3HE pajibe 110
COIICTBEHOj MHUIM]aTHBH, & OKPHBJbEHH U OpaHMIAll MOTY IOJAHETH MPEAJIOT 3a Mpeay3umMame oapehene
JTIOKa3HEe Pajiibe KOPHUCT OJ10paHe. YKOJIHMKO jaBHHU TYKWJIAI[ Ta] MPEJIOT 0I0M]je WA HE OJIYYH Y POKY O
8 nmaHa, OKpHBJbEHHM M OpaHHIAIl MOTY MPEUIOT MOJAHETH CYAWjH 3a MPETXOJHU MOCTYMAaK KOjU MOXKeE,
YKOJIMKO YCBOjH MPEJIOT, [a HAJIOXKH JaBHOM TYXKHOILY MPeIy3uMame J0Ka3He pajmbe Y oapeljeHom poky
(melhyTum, HECY MpeaBHl)eHE MOCIEANIE HETIOCTYNamba M0 TAKBOM HAIIOTY). 3aKOHUK TpeaBul)a yCTaHOBY
MPUIPEMHOT pouHIiTa (Koje ce 00aBe3HO OJpiKaBa YKOJIHMKO CE MOCTYIAK BOJIH 32 KPHUBHUYHA JIeNa 3a Koja
je mporicaHa Ka3Ha 3aTBOpa MpeKo 12 roauHa, JOK je y OCTAUM CJIy4YajeBHMa HEroBO OJpPIKaBambe
(akyiTaTMBHO) Ha KOM C€ IUIaHMUpa TOK JOKa3HOT MOCTYIKa Ha IJIABHOM IpETpecy, Y CMHCIY lia Cy
cTpaHke, OpaHuial u omreheHn o0Opasnaxy Jl0Ka3e Koje Hamepasajy Jia U3Belly Ha IJIAaBHOM HpETpeny.
Ha rmaBHOM mpeTpecy cyn (npeacennuk Beha) noHocH oAyKy 0 U3BOhemY T0Ka3a Ha MPeasior CTpaHaka,
Opanwuola u omreheHor, 1 Moke y opeljeHIM ciIy4ajeBuMa JTOKa3HH MPEIOT OBHX JIKIIA OIOUTH.

¥y (hasu ucTpare aokaze M3BOJE KAaKO jaBHH TY)KHJAll, TAaKO M mosuikja . Ha rimaBHOM mperpecy je
n3Boheme Jj0Ka3a MOBEPEHO CTPaHKaMa, JIOK je Cy[l 3aJp»Kao KOHTPOJHY QyHKIH]Y.

%2 Kako 6M ce NpeIympemwIo apoUTPepHO M BONYHTAPHCTHYKO MOCTYIAME yCIeH CIOOOIHE OIeHe
JIOKa3a, Cy/ je OyXaH Ja CBOje OJUIyKe apryMmeHrtyje. Mako ce Mo)Ke rOBOPUTH O OrpaHHuCHY Hauena
HCTHHE, 3Haya] [I0Ka3uBama je yTBpheH y 3aKOHMKY MPOMUCHBABEM Ja MPECyly, WIH pelieihe Koje
0JIroBapa Mpecy/u, CyJ MOXXE 3aCHOBATH CaMO Ha YHILCHHUIIAMA Y YH]y je U3BECHOCT yBepeH (wiaH 16.
craB 4).

383 3aKOHMK O KPHBHYHOM IMOCTYIKY HE CaJpiKH CHCTEM JOKAa3HHX CPEJICTaBa, HEro CaapiKi Openoe o
n3Bohemy J10Kasa MojeIMHIM JIOKa3HUM CPEJICTBMMA, ajli CE U3 TOra He MOXKEe U3BECTH 3aKJby4aK Jia ce,
OCHM JI0Ka3a 0 uijeM u3Bohewy 3aKOHMK MOCceOHO TOBOPH, HE MOTY KOPUCTUTH ApYra JOKa3Ha CpeJCcTBa
(I'py6au, op.cit, 239). Unak, 3akoHOAaBaIl je y wiaHy Koju ypehyje olieHy JoKa3a MpeaBHIeO jeaHO
OrpaHHYeHe, Y CMHUCIY JIa Ce CYJCKE OJUIyKe Ce He MOT'Yy 3aCHHMBaTH Ha JIOKa3UMa KOjU Cy, HEMOCPEIHO
WIIM TIOCPEITHO, CaMU 110 ceOu WITM TpeMa Ha4uuHy NMprudaBibarba y CyIPOTHOCTH ca Y CTaBOM, 3aKOHUKOM,
JIPYTEM 3aKOHOM wWid ommTenpuxBalienuMm mnpaBmimMma MehyHapomHor mnpaBa W moTBpheHHM
MeljyHapoHUM yroBOpHMa, OCHM Y TIOCTYIIKY KOjH C€ BOIM 300T mpruOaBibaka TAaKBUX JOKa3a (wiaH 16.
craB 1).

%4 To cy cuenche pamme: caciymame OKPHBIBGHOT, HCIMTHBAEE CBEIOKA, BelTaueme, yBuhaj,
pekoHCTpyKImja norahaja, xopuinheme HCIpaBa, y3WMame y30paka, MpoBepa payyHa U CYMEbHUBHUX
TpaHCaKIja, IPUBPEMEHO OTy3MMarbe MPEIMETa U IpeTpecame.

% To cy cnenche pamme: TajHH Hag30p KOMYHHKAIHja, TajHO mpalicle M CHEMAmbE, CHMYIOBAHH
MOCJIOBH, PaYyHAPCKO MPETPaxKuBarbe M01aTaka, KOHTPOJIKUCAaHa UCIIOPYKA U PUKPUBEHH UCIIEIHHK.
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onpeheHnx MoceOHUX KPUBUYHUX JeJia, KOja c€ MHAYe TEUIKO WJIM OTE)KaHO OTKPUBAjY
¥ JIOKa3yjy TIPEIy3HMAEeM CaMO OIIIITHX JOKA3HHX PaImbu- 0).,

VY oBoM mornaBjby Hajupe he OMTH mHpuKa3zaHe OKAa3HE PaJbe PEJICBaHTHE 3a
JIOKa3MBambe JleJla BHCOKOTEXHOJIOIIKOT KPUMHUHANA, a MOTOM he OuTH aHanu3mpuHa
yckinaheHoer onapenaba 3akonuka ca oapendama KoHBEHIIMje O BUCOKOTEXHOJIOIIKOM

KpPUMMHAILY.

1. JOKA3HE PAAILE PEJIEBAHTHE 3A JIOKA3UBAIBE JIEJIA
BUCOKOTEXHOJIOILIKOI' KPUMHWHAIJIA

3a NpHUKYIJbake ENeKTPOHCKUX [J0Ka3a pEJIeBAaHTHU CYy HPBEHCTBEHO YyBHDaj,
IIPETPECABE U IPUBPEMEHO OAY3UMambe IPEAMETA, TOKA3UBAKE UCIIPABOM, BEIITAYCHE,

TE TajHU HAI30p KOMYHHKAIMja U Pa4yHAPCKO MPETPAKUBALE MT0IaTaKa.
1.1. Onmre nokasHe paame
1.1.1. VBubaj

Kon onpehusama mojma yBubhaja y Teopuju ce YIJIaBHOM II0OJIa3U O] 3aKOHCKOT
onpehema oBor nojma. Tako 3akoHuk mpensuha na ce yBuhaj mpenysuma kaja je 3a
ymephusare WIH paszjauirberbe HEKE YHIHCHUIE Y IMOCTYNKY MOTPEOHO HEMOCPEHO
omakamke OpraHa IMOCTyNKa. Y TEOpHjU CE€ akleHaT CTaBjha HAa TEPMHUH ,,UyJTHO
onaxkame, 1MoJ TUM HCTHUyhu 51a ce Ha paju camMoO O ONa)xamwy YyJOM BUAA HEro U
ocranux wyma>'. Veubaj, nakie, npejacTaBiba yTBPhHBAIGE PENCBAHTHHX UHE-CHHIA

388 Pamm ce o XUTHOJ

IIyTeM HenocpeoHo2 YyIHO2 ONAXCara OpraHa KOju BOJIH MOCTYIaK
pammH KOoja HE TPHHM OJAJarame, Ma yKOJIMKO ce He Mpeay3Me OAMax, OJHOCHO Y
Hajkpahem MoryheMm poky o ca3Hamy Jla jeé U3BPILIEHO KPUBUYHO /€10, Hehe Mohu na

ce mpeay3Me unu he To OUTH 3HATHO OTEXKAHO.

386 M. Hixynuh, I'. Unuh, Boouu 3a npumeny nogsoe 3axonuka o kpusuunom nocmynky, beorpan 2013, 27.
s Mapxkosuh, op.cit, 347.
388 'py6au, op.cit, 289.
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[Tpenmer yBubhaja Moke OUTH JUIlEe, CTBAp WM MeCTO. Mako je HapoyuTO 3Ha4ajaH
yBuhaj Mecta M3BpIICHA KPUBUYHOT Je€Ja, jep Ce Ha IeMy MOry mpoHahH TparoBw
U3BpIICHA KPUBUYHOT Jiella U IPEAMETH KOjUMa je KPUBHYHO JIEJIO W3BPIICHO WIH CY
HaCTaJll M3BPIICHEM KPUBUYHOT Jena (Kao M3BOPH MaTepHjalHUX J[0Ka3a), MpeaMET
yBulaja MOke OUTH M CBAKO JAPYro MECTO Ha KOM CE€ MOTY OIa3UTH YMEHCHUIIE BaXKHE 32
KpHBHYHE mocTymak . Ipeamer yeubaja mory GuTH U ctBapw, Mely Kojuma cy u
IpeIMETH 32 U3BPLICHE KPUBUYHOT JIefIa, Ha KOjUMa je JIeJI0 U3BPILIECHO WIH Cy HACTaJIH
M3BPILEHeM KpuBHUHOT fena (corpora delictorum)®®.

YBubaj Bpmu opraH MmocTyIka, a TO je, Y 3aBHCHOCTH O] (ha3e MOCTyIKa yBuhaj
jaBHH Tyxwunan y (asu ucrpare, cyn y ¢asu IIaBHOT TOCTYNKAa WX MOJHUIHUja Y
NpeANCTPaKHOM MOCTYNKYy. OpraH mocTynka ynpaBiba yBuhajeM, DOK ra (akTH4KH
CIIpoOBOJIe CTpy4Ha Juna (opeHsudke, caoopahajHe, MEITUIIMHCKE WIN JIpYyre CTPYyKe, Yy
3aBHCHOCTH OJ1 KOHKPETHE MOTpede U caMoT KPUBUYHOT JIeNIa, KOjH 3ajeTHO ca OPraHOM
MOCTYNKa TIpeACTaBbajy yBuhajHy ekumy. 300r Tora oOpraH IOCTyIIKa Mopa Ja
pacnonaxe MOTPEOHMM 3HAKLEM M3 KPUMHHAIMCTHKE Koje he My omoryhutu na
yIIpaBJba PaJIoM CTPYYHUX JIMLA U J]a OM MOTao Jia MoCTaBH MOTpeOHEe 3aXTeBE y BE3U ca
yeuhajem".

On cBUX JOKa3HUX pPaibH, 3aKOHOABAIl j€ HajMame MPOCTOpA TMOCBETHO yBHUDHajy.
3akoHOMaBall HUje HHM Morao wuhu pasee, jep ce Bpuekhe yBHhaja BpmM 1O
3aKOHHTOCTHMA APYrHX Hayka® 2. Ho, 3akoHHK cajpku oapeljeHa npaBHa mpasmia Koja
ypelyjy crnospaiimky CTpaHy HU3BOheHma OBE TMPOIECHE paz[H,e?’%, OJIHOCHO ofpende
KOjUMa C€ pEryJHIIe PErucTpoBame pe3yiaTara yBuhaja, T€ NpaBO NPUCYCTBHBAHA
onpehenux nuna Bpuewmy yBubhaja. 3a Bpuewme yBuhaja HHje MOTpeOHA HHUKaKBa
dopmanHa o/ulyka cyja, HUTH HEKOT Jpyror opraHa, Beh ce yBubaj mpeny3uma 1o
ca3HamYy J1a je U3BPILIEHO KPUBUYHO JEJI0, C 003MpoM Ha OpojHe (GakTope KOjU yTHUy Ha

4 . . . .
W3rIes T Mecta® . YBuhjaj ce 360r CBoje HEMOCPEAHOCTH Y3UMa Kao HajIOy3IaH ] i

%89 panynosul, op.cit, 226.

3% py6au, op.cit, 290.

3 [[Ikymnuh, Byrapckwu, op.cit, 297.

92 0 ommTHM KPHMHHAIHCTHUKO-TAKTHYKEM IPABIIMMA 33 BpiIeme yBuhaja umm: XK. Amexcuh, M.
HIkynuh, Kpumunanucruka, beorpan 2011, 43-53.

3% I'py6au, op.cit , 291.

O wmzBpumieHOM yBuhajy ce cacraBiba 3alIMCHHK y3 KOjU ce€ NMpHiIaXe JOKyMEHTallMja Koja je HacTrajia
BpuieweM yBuhaja. Y 3amucHUK ce MOpajy yHETH CBH IOJAIM NPONMCaHNW 3aKOHUKOM, a TO Cy: Ha3MB
opraHa IIOCTYIIKa, MECTO, JaH M 4Yac KajJa je Ipelny3eTa paima M Kaja je OHa 3aBplieHa, UMEHa U
npe3uMeHa MPUCYTHHUX JIMIA U Y KOM CBOjCTBY IPUCYCTBY]Y, Ka0 U Ha3HAYCHEC KPUBUYHOT MpeaMeTa 110
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HAuWH yTBphUBama 4YMIEHUIIA M HAjOOJBM JI0Ka3, MTO OM OWUJIO0 Ta4HO YKOJHMKO CE
yBulaj mpeay3uMa ¥ YHEHCHHUIIE HETIOCPEIHO OMa)kajy Ha TJIAaBHOM MPETPECy O CBUX
CynMja KOJjU OJUIy4yjy y KPUBHYHO] CTBapH. YKOJHMKO ce, Mak, yBuhaj BpImu BaH
TJIABHOT TIpeTpeca, IITO je Hajuenihu cay4aj, lEeroB pe3yiTar je mocpeaH U KOPUCUTH
ce y ¢oMpH HCIIpaBe — 3alMCHUKA O pe3yjaraTiMa U TOKY yBHlaja — Kao CBOjEeBPCHO
cBemodaHcTBO o Tyhem onaxkamy. Kao TakBo, pesynrar yBubaja Moke HMaTH
HEJIOCTAaTKE Kao M CBaKO JPYro JIOKAa3HO CPEJICTBO, YMja OllEHA 3aBHCH O] CIO0OIHE
OlleHEe 10Ka3a KOjy CyJ BpuIH . 3G0r TOra je oX M3y3eTHe BaXKHOCTH [a OIaKAHe
YUIbeHUIa 00aBJba IJIAHCKA YCMEPEHO O] CTPaHEe HEMPHUCTPACHOT JIP>KAaBHOT OpraHa, a
HETOCPEIHO O] CTpaHe KBAIM(UKOBAHMXHU CTPYYHHX JIMIA Ca MOTPEOHUM 3HAmBUMa U
BCIITHHAMA, a CBE y3 BOlCHC 3allMCHHKA W Jpyre IMPOIECHE TapaHIUje 3a HErOBY

MMOTIIYHOCT U TAYHOCT.

1.1.2. IlpeTpecame U MPUBPEMEHO OIy3UMambE IpeaMeTa

[Iperpecame je MaTepujalHO MCTPAXKHBAKE HAJ JHIIMMA U CTBApHMa KOje ce
npeay3uMa ca MUJbeM MPOHAIAKEHha TPAaroBa KPUBUYHOT JeJIa MIIM TPEAMETa BaKHHUX
3a KPMBMYHM MOCTYIKA MIIH Ca LIJEM XBaTama OKPUBILEHOr . [IpeaMeT mpeTpecama
MOXXE€ OWTH JHIE WU CTaH U Jpyre HpOCTOpI/Ije397, Kao ¥ TOjeJUHHN TMPEIMETH.
[ToTpeGHO je pa3nmuKoBaTH MpeTpecame CTaHa U IPYruxX NpoCcToprja oJf IMperiena MecTa
yBubajeMm, jep ce yBuhajeM yTBphyjy UYMIbEHHUIIE a MpeTpecame HuMa 3a Wb
NPOHATIAKEHE W Oy3UMamke MpeaMeTa KOju MOTY Ja IMociyke Kao Joka3. C Tum y

BE3H, TMpeTpeca ce cTaH (Kao MpOCTOpHje Y KOjOj C€ TPajHO WM MPUBPEMEHO, CTATHO

HJIM IMOBPEMCHO 60paBI/I NN MOXKE JJa CC 60paBI/I) h Ca CTAaHOM ITOBC3aHC HpOCTOpI/Ije,

KoM ce yBubaj mpeny3uma. Y 3amKMCHHK je MOTPeOHO YHETH TOK W CaJpKHHY camor yBubaja, a y3
3alMMCHUK TMPUIIAXXUTU TPEAMETH, CKHUIE, LHPTCKH, IJIaHOBU, q)HHMCKI/I Wi ApYru TEXHUYKHW CHUMIH,
($hoTO TOKYMEHTAIMja U CaB JPYrd MaTepujal KOjH je HacTao BpiickheM yBuhaja.

% py6au, op.cit 294.

Kon mpetpecama, Wb je mpoHahu mpenMeT KOjHu Cy Kao CPEACTBO MOCTYKHIM 33 H3BPLICHE
KPUBUYHOT Jlefla WM OWIM HaMEHEHH TOM LHJbY; KOjH CY IPOHM3AILIA M3 KPUBHYHOT JeEJa;KOjU Cy
nprOaBILCHH KPUBUYHKUM JIEJIOM; Ha KOjUMa ce MOTY IpoHahu TparoBu M3BpLICHa KPUBHYHOT [eJ1a, KOjH
NOMa)XKy OCBETJbaBambha JMYHOCTH YYHHHOLA, HETOBHX Be3a Yy MPUIPEMarmy W H3BPIICEHY KPHUBUYHOT
JeJa, Kao U Ipyrd NPeIMeTH KOjU MOTY M3 M3BECHHX pa3jiora OMTH Ba)KHH 3a OTPKHBakbe M3BpIIHOLA. B.
Byphuh, Ocnosu kpumunarucmuxe, Hum 2012, 145.

%7 Cranosu 1 JIpyTe IPOCTOPHje MOTY MPHUITAAATH OKPHBJHEHOM U APYTHM JIMIUMA (TIa U JIUIIMa
ocii060heHnuM OJ1 Ty’ KHOCTH CBEI0YCHA).
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JIOK Cce OocTaJie TIPOCTOpHje Mperiieaajy 1o MpaBwiinMa Koja Baxe 3a yBubaj, jep Ycras
Tpy’ka CaMo TapaHIHjy HEITOBPEAMBOCTH CTaHA" .

3akoHCKO ypeheme nmpeTpecama oOyxBaTa: a) ocHOBHE ojipende (wi. 152. no 154), 6)
npeTpecame Ha OCHOBY Hapenoe (wi. 155. mo 157) u B) mpetpecame 0e3 Hapemoe (4.
158. no 160).

[Iperpecame ce Moxke BpmHMTH y OWino Kojoj ¢asum moctynka. Ho, ocHOB 3a
nperpecame je BepoBaTHoha (HE NMyHO YBEpEHE WM OCHOBAHA CyMiba), Tj. HEIITO
BUILIE O] IPOCTOT, HUYUM HEMOTKPEIJBEHOT OuYeKHBama Aa he ce moctuhu nubeBH
HaBeleHN y 3akoHMKY. BepoBarHoha je cTemeH yBEpEeHOCTH O MOCTOjamby YME-CHHIA
KOjH je jaud OJI CTENeHa yBeperba MOTPEGHOr 3a OTBApaEe HCTpare . - Kaja MocToje
OCHOBHU CyMIb€, jaBHHU TYXKHJIAIl IOHOCH Hapealy o cupoBohemy ucrpare, mehyrum, He
MOXe ce TPey3eTH MpeTpecame 1a Ou ce MPOHAILIH OCHOBH CYMHbE - BEpOBaTHONH Ja
he ce mperpecamem noctuhu onpeheHn pe3yiaratu Mopa J1a IPETXOAH OCHOB CyMIbE - Y
CYIIPOTHOM O C€ MOTJIO TIPETPECcaT CBAKO JIMIIE U CBAKO MECTO.

[TocTojame oBakBe BepoBaTHONE Npe/ICTaBIba MaTEpUjaIHH YCIIOB, IOK ce ()OpMaTHU
yCJIOB Orjiefa y morpedu MocTojama OJUTyKe cyAa (MpaBHJIO je Aa Ce HpeTpecame
npeay3uMa Ha OCHOBY Hapende cyma, ¢ THM Jla Cce Yy 3aKOHOM TpeaBuleHUM
CIIy4ajeBMMa MOKE M3Y3eTHO Tpeay3eTH W 0e3 Hapemde, HO Te m3y3eTke Ou Tpedaso
YCKO TYMa4HWTH, 3aKOHUK HW3Y3€THO J03BOJbaBa OJICTYNAame OJ OBOT YCJIOBA).
[Tperpecame Hapehyje cyn Ha 0Opa3inokeH npeyior jaBHor Tyxuoua. [lonunuja, nakie,
HUje oBinamheHa a ce HemocpeaHo obOpaha cyay ca 3axTeBOM, INTO 3HA4u jaa Ou
CBaKaKo O MOTPeOH BpIIeHa MpeTpecama Mopasia ga 006aBecT jaBHoT Tyxxuoma. [lopen
HCIYHEHOCTH OBOI' MaTEpHjaJIHOT YCJIOBa, HEONXOHO j€ Ja jJaBHU TY)KHJIALl MOJHECE
Cyly 00pa3loXeHU HpeaJior 3a MpeTpecame, Y KoM Ou Tpebaslo O3HAYMTH MpeaMeT
nperpecamba U HABECTH pas3iior IpeTpecama, IITO Y OCHOBHU IOjpa3yMeBa M3HOLICHE
YUILEHUIIA KOj€ yKa3y]y Ha IocTojame BepoBaTHOhe. Y TOKy ucTpare moj oapeheHum
yCIOBMMa MOXE Ja Aohe J0 mpeTpecama M Ha TMPEAor OCYMIbHUEHOT W HerOBOT
Opanuona (wian 302). AKO jaBHU TYXWJall NPUXBaTH MNpeanor ondpane, noaHehe

npeuior Cyay, a y CiIy4ajy JAa ox0uje Mpemior Wik He OMIy4Yd O HheMy, cyauja 3a

%% I'py6au, op.cit, 319-320.
%9 Bacmwenuh, Ipy6ad, op.cit, 192.
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NPEeTXOJHU TIOCTyMaK he, ako ce camiacu ¢ MPeajioroM, JOHETH Hapeady o
nperpecamy” ..

C 003upoM Ha TO J1a IPeTpecame MOXKE Ja Mpeay3Me OpraH MOCTYIKa, OBY JIOKa3HY
pammy MOXKE TpeAy3eTH M IOJIMIHUja, Y CKIAAy C OBJamhemeM IOoNHIuje aa y
NPEJAUCTPAKHOM IMOCTYNKY MO HAJOTy jaBHOT TY)KHOLA MJIHM CaMOCTAIIHO TpPEIy3Me
onpehene nokasue panme (wiaH 285. craB 3. u uwinad 287) uiam Aa y TOKY HCTpare
npeay3Me J0Ka3He pajiibe Koje joj MoBepH jaBHM Tyxuiall (wiaH 299. craB 4). JaBHU
TY)KHUJIAI] MOXeE O] TIOJIUIU]jE JIa IPey3Me BPIICHE Palli-e KOjy je OHA Ha OCHOBY 3aKOHA
CaMOCTAaJTHO TIpeay3ena, oK y IPYIHM CUTyallijamMa jaBHHU TYXKHJIAIl MOYKE OLICHUTH Ja
je ¥ CAMO BEeroBO MPHUCYCTBO MPETPEcamy J0BOJBHO, a J1a TIOJHIHja Tpeda 1a HaCTaBH C
nperpecambeM. OKOIHOCT J1a jJaBHU TY)KUJIAIl HUje TIPEIy3€e0 MPeTpecame U 1a My, Y3 TO,
HUje HU MPHCYCTBOBAO CTBapa 00aBe3y 3a OpraH KOjU je WU3BPIIMO NIpETpecarme Ja O
TOME 0IMax 06ABECTH jaBHOT TyKHOIA .

3akoHHK ozpeljyje NpeTIoCcTaBKe 3a MpeTpecame’ ., HO, MPEeTpecamy ce MOXKe
OPUCTYIIUTH W 0€3 HCIymhaBamkba OBHX NPETIOCTABKH, YKOJHMKO CE€ IPETIIOCTaBIba
OpYXaHH OTIIOp WJIM JIpyra BpCTa HAaCcWUJba WJIM aKO CE€ OYMIVICTHO TpUIpeMa WM je
OTIOYEJIO YHHINTABAKEC TPAroBa KPUBUYHOT Jefia WM MpEJMETa BaXKHUX 33 MOCTYIIAK
(v y ¢a3u mpunpemMama WIM H3BpLICHA, C THM Ja NpUlpeMame Tpedba na Oyne
OYMIJICJHO, IITO 3HAYM JIa MOCTOjU Pa3yMHO YBEPCH-E Ja CE MPUIPEMa YHUIITABAHE
TparoBa KpUBUYHOT JieJia MIIM NPeMEeTa BKHUX 3a TIOCTYIAK) WU je JApKajall CTaHa u

Ipyrux mnpocropuja HenocTynaH. Kako 3akoHonmaBany y wiany 152. u3pu4uTo

400 Canpxaj Hapez0e O mperpecamy je JeTabHO ypeljeH. Peu je 0 HOBHHU y HAllleM KPUBUIHOM
NOCTYIKY 4Mju je ratio legis mocrapibame jacCHHX IpaHMIA y OKBHPY KOjUX CE€ OpraH IOCTYIKa MOXe
KpeTaTH NPHIMKOM. Y Hapeabu O NpeTpecamy je NOTpeOHO HABECTH HA3WB CyAa KOjH je OAPEAno
nperpecame (Taduka 1). OYHKIIMOHATHO HAUIe)KaH 3a JOHOUICHE HapeaOe Mo MpaBmily Ou 0o cyamja 3a
NPETXOJHHU TTOCTYNAK OCHOBHOT HJIM BHLIET CyJa, C TUM Jia He OU TpeOano UCKIbYYHTH HU MOTYhHOCT na
ce TpeTpecame Hapean y KacHHjuM (a3ama noctynka. Hapenda o mperpecamy Ou Tpedao jacHO 1a O3HAYH
HpeaMET TpeTpecarma, OJJHOCHO Ja MPELU3HO OJPEAUTH CTaH, IPOCTOPH]Y WK JIHLE Koje Tpeda mpeTpecTy,
Kao M TpakeHa Juia u npeamere. Kao o0aBe3Hn eneMeHT HapenOe npensuljeH je pasiior nperpecama, Koju
ce ofHOCH Ha obpa3narame BepoBaTHOhe na he ce mpoHahu OKpPHBIEEHU, TPArOBU KPUBUYHOT JeNla WU
NpeIMETH BaKHU 3a KpUBHYHHM mocTtymak. [lope Ha3uBa cyna Koju je Hapeauo npeTpecame, y Hapeaou
ce HaBOIYW M Ha3MB opraHa koju he mpeny3eTH Nperpecame, IITO je, 0 NpaBHiIy OMTH MONMIMja WA
jaBHM TYXXWJal, a HaKOH TOTBphHBama ONTYXHUIE TO OM Morao ga Oyme um cyn. Y Hapenadbu o
npeTpecamy Ce MOTY HaBECTH M JPYrH IMOJald KOjU Cy OJ 3Hauaja 3a NpeTpecame, LITO 3aBUCH O]
OKOJIHOCTH KOHKPETHOT Clly4aja.

b [11kynuh, Byrapcku, op.cit, 310.

%02 Kao npernocraske 3KII npeasuba: npenajy Hapeabe Apkaolly CTaHA U APYTHX IPOCTOPH]A HITH JIHITY
Ha KoMe he ce nperpecame npeay3eTy, Mo3uBame JINIa Aa J00pOBOJBHO IIPEAa JIUIE, OTHOCHO MpeaMeTe
KOJH Ce Tpake; Te, Hoy4YaBame JHIa Jja UMa IIpaBo Jia y3Me aJ[BOKaTa, OJHOCHO OpaHuoIa KOju MOXe
MPUCYCTBOBATH MpeTpecamy (YKOIMKO JpiKanal] Wi JIMIE 3aXTeBa IPUCYCTBO a/IBOKATA, OJJHOCHO
OpaHuo11a, MoYeTaK MpeTpecama he ce 0/I0KUTH 10 BETOBOT J0J1acKa, a HajayXKe 3a TPU Jaca).
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paswiIKyje CTaH | Jpyre MPOCTOPHje U JIMIIC KAo MPEeAMET mpeTpecama u ypehaje 3a
ayTOMaTcKy oOpady mojaartaka, a y ofpeabu wiana 156. To mpomymra na ypaau
(M3MpPUYUTO Ce IOMHUIbY CaMO CTaH W JIpyra MpocTOpuja WU JIUIE), a He npeaBuha Hu
CXOJIHy IpUMEHY OBUX IIpaBWJIa Ha TpeTpecame ypehaja u ompeme, cMaTtpamo aa Ou
Tpebasio U3PUUUTO YPEIUTH MPETIIOCTABKE 38 IbUXOBO MIPETPECAIHE.

Jpxanai cTana u Ipyrux mpocTopuja moszahe ce ma mpHCYCTByje TpeTpecamy, a
aKo je oH ojcyraH, mo3Bahe ce a y HBEroBo MMe IpeTpecamy MPHUCYCTBYje HEKO O]
MYHOJICTHUX WIAHOBA KEroBOr qoMahMHCTBA WK Jpyro juie. Takohe, motpedHo je na
nperpecamy MPUCYCTBY]Y ABa MMyHOJEeTHA Ipal)aHiHA Kao CBEIOIHM KOjU Ce Mpe MOYeTKa
nperpecama yIno3opaBajy JAa Ma3e Ha TOK IpeTpecara, Kao U Ja MMajy IpaBo Jia mpe
NOTIUCHBAKa 3alMCHUKA O IMPETpecamy CTaBe CBOjE MPUTOBOPE HA BEPOJOCTOJHOCT
CaJIp>)KUHE 3aUCHUKA. MOXE Ce MOCTABUTH MUTAKE HA KOjU HAYH CBEIIOIHU, KA JIAUIIH,
MOTYy TIPaTHTH TOK TpeTpecama ypehaja 3a ayromarcky oOpaay mogaraka ¢ 003upom
OHO oOyxBaTa aKTHBHOCTMMa 3a Koje je moTpedaH ojpeleH cTeneH MO3HaBamba
uHpOpMalMOHe TexHosoruje. M3 Tor pasiora cmarpamo jga OuW OHIIO IIETHCXOHO
npeaBuIeTH 00aBe3HO (oTorpaducame U CHUMAkE MPETpecama YKOJIUKO Cy MpeaMeT
nperpecama ypehaju m ompema 152. u3 craB 3 (kakBa o0aBe3a IOCTOjU aKoO ce
npeTpecame BpIIX 0e3 MPUCYCTBA CBEI0KA).

VY morneny mocTyrnka mperpecama, 3aKOHUK IMpeaBuha aa ce MmpeTpecame ce BPIIH
00a3pHBO, y3 MOILITOBAaKkE JOCTOJaHCTBA JIMYHOCTH M TpaBa HAa HMHTHUMHOCT M 0e3
HernoTpeOHor pemehewa kyhHor pema, W TO, MO MpaBUiIy Jamy, a Hohy (0JHOCHO
u3melyy 22 u 6 yacoBa) caMo M3y3€THO, aKo je Jamy 3aMo4eTo Ma HUje JOBPIICHO WU je
To onpeheno Hapenbom 3a mperpecame. O cBakOM TpeTpecamy he ce CauyuHUTH
3alMCHUK y KoMe he ce TauHO OmHcaTH MpeAMEeTH U UCIpaBe KOjU ce OIy3UMajy H
MECTO Ha KoMe cy npoHaleHu, a mocebHo he ce 006pa3nokuT 300T yera ce mpeTpecame
BpLIN Hohy403.

3akoHO/ABAIl je TIPENBUICO 3aKOHCKM OCHOB 3a TNpeay3MMame JBa IpOIecHa

oprnamhema kojuMa ce omoryhasa yiasak y CTaH M IpeTpecame 6e3 Hapenoe cyia U MUMO

%03 |V 3anmcHuK ce yHOCE ¥ IpHMe0e IPUCYTHHX JTHI[A, a IPIIaXy My ce hoTorpaduje 1 CHIMIM
YKOJIMKO j€ TIpeTpecame CHUIMaHO  oTorpaducano. 3alMCHUK O MpeTpecarmy MOTIUCY]Y NPUCYTHA
JMIa, a y CiIydajy Ja Juie oa0uje 1a MOTIHIIE 3aHCHIK, To he ce moceObHo HaBecTH. O oxyzeTnM
npeameruMa he ce cauMHNUTH MOTBpAA Koja he ce oaMax W3/1aTH JIMILY O] KOTa Cy MPeIMETH, OJHOCHO
UCIIpaBe OAy3€eTe.
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yrBpheHux mpernocraBku’ .. Yak M Ja 3aKHOIABALl NO3BOJNM Iperpecame ypehaja 3a
ayToMaTcKy oOpaay mojaraka, IOMEHYTH OCHOBH 3a MpeTpecame 0e3 Hapende cyna He
O6u Oum npuMmerwuBH. Jla 6u ce 00e30eauia cyacka KOHTpoia IpeTpecama Ipeay3eTor
0e3 HapenOe, nmpeaBuleHa je obOaBe3a IMOTHOIICHA W3BEIITaja CYAHMJH 3a MPETXOTHU
MOCTYIAK, KOjU IIEH! Ja JIU Cy OWIM UCIYEHEeHU YCIOBH 3a npeTpecame. OBy AyKHOCT
UMajy jaBHU TY)KHJIAll WM oBJamhena ciry>x0eHa Juia Mmojiuiuje, a oHa o0yxBara Kako
nperpecame CTaHa M JPYTruX NPOCTOpHja, TAKO W IpeTpecame Jnia. 3axTeB Ja ce
U3BEIITa] TOJHECE 00Max TO TPEIy3eTOM MpeTpecamy MNpelcTaBlba CTaHIApi uuja
UCITYECHOCT ITpeCcTaBba questio facti.

Ocum ToOra, mpenBul)eHO je na ce 3aKjbyyaHe NPOCTOpHje, HAMEIITa] WIH JIpyre
CTBapu OTBOpAjy CHJIOM CaMO aKO HUXOB Jp)Kaliall HHje MNPUCYTaH wiu Hehe
JOOPOBOJEHO Jla WX OTBOPU WJIM TO OAOMj€ Ja YYMHU HPUCYTHO JIMIIE, Ka0 M Ja ce
NPUIMKOM OTBapama n3deraBa HenorpeOHO omreheme. Moxe ce TOCTaBUTH NMUTAkE Ja
mu Ou ce oBa oapeada MOrJia aHaJOTHO IPUMEHHBATH U y OJTHOCY Ha ypehaje u onpeMmy
u3 uinaHa 152. craB 3, YKOJIHMKO Cy UCTH ,,3aKJby4aHHU‘, OJIHOCHO YKOJHKO j€ MPUTYII
oHeMOryheH EHKPHIIIUjOM WM MPUMEHOM JPYTMX TEXHUYKHX CPEICTaBa. 3aKOHHK,
mehytum, cagpxu obaBe3y Jpkaola MpeaMeTra WM NPUCYTHOT JHUIa Ja oMoryhu
OPUCTYN W Ja TPYKU 00aBemTema MoTpeOHa 3a HBHUXOBY ynorpedy. On momenyte
JTY)KHOCTH j€ M3y3€T OKPUBJBCHH (TO je TOCienuiia 3a0paHe CaMOOITYXKEHka O KO0joj
ropopu wiaH 68. ctaB 1. Tauka 2), ka0 U JHIE KOje je UCKIbYdeHO (uwiaH 93) umm
ocnoboheHo ox My>XKHOCTH cBenouewma (wiaH 94. craB 1) unu on JaBama OJIroBOpa Ha
nojeMHa nuTama (ujaad 95. cras 2).

Oodpeodbom unana 155. cmas 3. 3KII nponucano je oa he npempecarve uz cmasa
1. 0602 unana 3anouemu HajracHuje y poky 00 ocam 0aHa 00 O0aHa U30a8arod
Hapeobe. Oopedbom unana 152. cmae 3. 3KII nponucano je oa ce npempecarbe

ypehaja 3a aymomamcky obpady nooamaxa u onpeme Ha Kojoj ce 4yeajy uiu ce

404 . . .
% Hamme, npomuicano je xa jaBHH Ty)<uar win oiamheHo cIyxGeHo JTHIle TONMIMje MOXKe 063 CycKe

omtyke yhu y cTan u apyre mpoctopuje u 0e3 MPHCYCTBa CBEIOKa 00aBUTH MPETPECAhe CTaHA U APYTUX
MPOCTOPHja MK JIKIA KOja ce Ty 3aTeKHy, 1 TO: 1) y3 cariacHOCT Jpyaolia CTaHa U JAPyre MpocTopuje; 2)
aK0 HEKO 30Be y momohi; 3) paau HemocpeTHOT Xalliekha YIHHAONA KPUBHYHOT Jiefa; 4) paau H3BpLICHa
OJUTYKE CyJia O MPUTBapamy WIH JOBO)EHY OKPUBIHEHOT; 5) paaul OTKIamamka HEIOCPEeIHEe W 030MIbHE
OIMTACHOCTH 3a JbYJIC WU MMOBHHY. AKO HaKOH yjacka y CTaH M Jpyre MpOCTOpHUje HHjE IMPEIy3eTO
npeTpecame, IpKaolly MPOCTOpHja WM MPUCYTHOM JIMIy onMmax he ce m3matw moTBpAa y kojoj he ce
HA3HAYUTH PA3JOT yIaXKeHka W YHETH IMPUMeN0e APiKaola WU MPUCYTHOT JHUIa. AKO je HAKOH yiacKa y
CTaH U JAPYTe MPOCTOPHje MPEay3eTO MpeTpecame, O YIACKy Y IPOCTOPHje U U3BPIICHOM IpeTpecamy 0e3
HapenOe cyJa ¥ IpHUCYCTBa CBeqoka Ouhe caunmbeH 3anmiCcHUK y KoMe he ce Ha3HaunTH Pas3iiosn yiacka u
npeTpecama.
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Mo2y Yyeamu eneKmpoHCKU 3anucu npeody3uma Ha OCHO8Y Hapedbe cyoa u no
nompebu y3 nomoh cmpyunoe nuya. Kaxo je oopeoba wnana 155. 3KII (na u
cmasa 3) 00pedba onwmee Kapakmepa, uUcma ce 0OHOCU U HA Npempecarse
ypehaja 3a aymomamcky o6pady nooamaka u onpeme, a YKOJIUKO Npempecaroe
He omnouHe y poky 00 0cam 0ana, Mopa ce npubasumu Hoéa Hapedsa™ .
CrnenuduyHoct nperpecama ypehaja 3a ayromarcky oOpaay mojaraka U ornpemMe Ha
KOjOj Ce UyBajy WJIH CE MOTY 4yBaTH €JICKTPOHCKH 3aITUCH jeCTe y TOME Ja CE MOXKE
npey3eTH caMo Ha OCHOBY HapenoOe cyna. [Ipuimukom mperpecama HaBEJICHUX CTBapH
OpraH TMOCTYIKa MOXE€ UMaTh NoMoh crpyunor nuna. Jlo mperpecama MOXe Ja Johe
HAKOH IPHBPEMEHOT ojay3uMama ypehaja wnm ompeme (wiaH 147. ctaB 3), amu OHO
MOYE U JIa TPETXOAH lUXOBOM IIPUBPEMEHOM OJly3uMamy (wiaH 153).
Y npumenu unanosa 152. u 155. y ée3u ca unanom 147. 3KII, xoju ce oonoce
Ha uzoasare Hapedbe 3a npempec ypehaja 3a aymomamcky obpady nooamaxa
(mobunHu menegon), y cyockoj mpakcu je Ouno CHOpHO je 0a U MOOUTHU
meneonu cnaoajy ypehaje 3a aymomamcky obpady nodamaka, Kao u oa Jju
cyouja 3a npemxooHu nocmynax mpeba O0a uzoa Hapeoby 3a npempec Ulu
mysxcunauwmeo mpeba o0a uzoda Hapedby 3a Gewimaderve, y CAy4ajy Kaoa je
ucmpaea omeoperna Hapedbom mydcurawmea’ Bpxoenu racayuoumu cyo je
3ayzeo cmae 0a ce MOOUIHU mene@oHu ce mozy cmampamu ypehajuma 3a
aymomamcky obpady nooamaxa, y cmucny ynana 152. cmae 3. 3KII, umajyhu y
8UOY ONPEMbEHOCH MOOUTHUX meNedhoHa, MocyhHocmu npucmyna uHmepHemy
U pazmene Mejlosa U OpYeux eieKmpOHCKUX noO0amaka a npu yemy ce
€IeKMPOHCKU  3aNUCU  MO2Y UY8AMU Y PpAIUYUMUM ajroeuma y camom
meneony me no npeonocy jagHoz MYHCUOUA CY0 MOxCe Hapeoumu rUX080
npempecarve y cmucity oopeoode unana 155. 3KI1 anu ucmospemero, ykoauxo ce
CNpoBOOU ucmpaza, Modce ce HapedboM jasHoe Myx#cuoya oopeoumu
seuimaverbe MOOUIHO2 mene)oHa u he20802 cadpofcajame.
[TpunukoM mpeTpecama npuspemeno ce 00y3umajy npeomemu KOju Cy y Be3U ca

CBpXOM IIpe€TpeCakba, OAJHOCHO Yy BC3U C KPUBHUYHUM OCIIOM I(Oje npeacraBjba OCHOB 3a

405 OHFOBOpI/I KpI/IBI/I‘IHOF OJICJbCHha BpXOBHOl" KacalluOHOI' CyJla Ha CIIOpHa IIpaBHa IHUTamkba

HIDKECTETIEHUX CYJI0Ba ca cefHule oapxane 27.10.2014. ronune.
4

% OroBop KPHBHUHOT 0J1EJHCHHa BPXOBHOT KACAIMOHOT CY/Ia HA CIIOPHA MPABHA MHTAFA HIDKECTETICHHX
cynosa ca ceguutie oapxane 04.04.2014. rogune.
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Npey3uMarbe OBE JO0KasHe pamme . VISpHUHTO je HABEIGHO 1a y IpeaMeTe KOju ce
MPUBPEMEHO Oy3MMajy criajajy u ypehaju 3a ayromaTcky oOpaiy njaaTaka u ypehaju u
orpeMa Ha K0joj ce 4yBajy WJIM Ce MOTY UyBaTH €JEeKTPOHCKH 3anucu (uwiad 147. cras
3). Omtyky 0 oay3uMamy IpeaMeTa JOHOCH OpraH IOCTYIKa (Y 3aBUCHOCTH O (pase IoCTynKa
- MIOJIMITH]ja, JABHO TYKHJIAIIITBO HJIU CY).

3akOHUK TpeaBuha AY)KHOCT JUIA KOja Cy JpKaolM TUX IpeaMeTa Jla OpraHy
NOCTYNKa OMOryhH HpUCTYN MpeaIMeTHMa, MPYXKH O0aBelTemha MOTpeOHa 32 BUXOBY
ynotpeOy U Ja UX Ha 3aXTEB OpraHa IMpeja, Kao ¥ CaHKIH]y 332 HEMOCTYIName M0 TOj
obaBe3u (wian 148). [Ipu Tome, o1 qy’kHOCTH J1a OMOTyhu MpHUCTYyN mpeaIMeTuMa UM aa
npyxu o0aBemTema MOTpedHa 3a HBUXOBY YNOTpeOy HHUje HCKJbYYEH OKPHBJHEHU
(ocmoboheH je camo y moriiey odaBe3e mpeaBama MpeaMeTa), MTo je Yy CYIPOTHOCTH
ca MPUBUJIETH]OM O] CAMOOTTY)KUBAmbha.

Wnak, 3akoHO/1aBall y WIaHOBMMA O MPUBPEMEHOM Oy3MMamy MpeAMETa y Be3H ca
MpeTpecameM, Pa3IMKyje MPEJAMETe U UCTIPaBe KOjU CE Oy3MMajy YKOJIHUKO Cy Y BE3H ca
CBPXOM TIpeTpecama. YKOJIHMKO ce MPUWINKOM IpeTpecama Hal)y IpeaMeTu Koju HUCY Y
HEMOCPEIHO] BE3U Ca CBPXOM OBE JIOKa3HE Pajibe, OJHOCHO C KPUBHUYHUM JIEJIOM 300T
KOjer je oHa mpey3eta (ped je o mpeaMeTHMa KOju MpeACTaBibajy CIy4yajHu Haja3z), TU
MpEeIMETH CE€ MPUBPEMEHO Oy3MMajy, TOJ| YCIOBOM Jia yKa3yjy Ha JPYyro KPHUBHYHO
JIEJIO KOje ce TOHU 10 CiIyk0eH0j myxHocTH (wian 153. craB 3). Tpeba mpuMeTUTH Ta ce
OBaKBOM ofipeiOoM He mpeBuha MoryhHOCT f1a ce pauyHapCcKH MOJAIM TPETHPajy Kao
cly4ajHu Hana3 (jep 3aKOHHMK HE HABOAM MOTYhHOCT Oay3WMama HCIpaBa y OBUM
OKOJIHOCTHUMA), T1a C€ He O MOTJIM OJY3€TH €JIEKTPOHCKHU JTIOKa3W KOJU Ce HE OJHOCE Ha
KPUBHUYHO JIEJIO TTIOBOJIOM KOT j€ pajiha mpeTpecama npeaysera. C 003upoM Ha MpUpoay
eNEeKTPOHCKUX JOKa3a, Ouno Ou ompaBIaHO TpeaBUAETH MOTyhHOCT ony3uMmama M
ucnpaBa y oBoM uiaHy.Ocum Tora, 3akOHHMK TMpeABUha aa TpeaMeTH, KOju Cy
NPUJIMKOM TIpeTpecama MPUBPEMEHO OAY3eTH, MOTY OuTH BpaheHH JHUIy O KOjer cy
OJly3€TH, YKOJHMKO jaBHHM TYXWiall Hal)e Ja HeMa OCHOBa 3a TOKPETame KPUBUYHOT
MOCTYIKA MJTM aKO MPECTaHy pa3jio3u 300T KOjUX Cy MPEIMETH NMPUBPEMEHO OIY3€TH, a

HE TOCTOje Pa3io3u 3a BUXOBO TPajHO oxy3uMame (wiaH 153. craB 4). MehyruMm, oBa

7 Pako ciyke HCTOM IIPOLIECHOM IIHJBY, a TO je 00e30eljere 10Ka3a 3a KPUBHYHH MOCTYIIAK, TOTPEGHO
j€ pa3IMKOBaTH M3/aBamke o y3amhema cTBapu. 3naBame je J0OpoBOJbHA IPUBPEMEHA MIpe/iaja CTBApU
KOje Ce€ Oy3MMa]jy IO KpUBUIHOM 3aKOHY HJIW KOje Tpeba Ja mocimyke Kao J0Ka3 y MOCTYIKY, O/ CTpaHe
JprKajala CTBapy a Ha MMO3MB HAJUISKHOT JP)KaBHOT OpraHa.
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onpenda ce He OJHOCH M Ha MCIIpaBe, CaMMM TUM HHU Ha padyyHapCKe MojaTke, ma ou
Tpebasto nmpeaBuaeTy Bpahame ucrpasa.

Pannje Baxehm 3KII caapkao je kopekTHy onapeady y uiany 85, mo ko0joj je
ucmpadchu cyouja, caM WIH Ha TIPEIOT jaBHOT TYXKHOLA, MOTao Hapeoumu JIa
NOILITaHCKa, Tenerpadcka M JApyra mpeayseha, IpymiTBa M JMIa PErHCTPOBaHa 3a
npeHoc uHpoOpMaNMja 3adpoice U Femy, Y3 Nnomepoy npujema, npeoajy THCMAa,
TeJIerpaMe M JIpyre MOIIUJbKE Koje Cy yryheHe OKpUBJHEHOM WIIM KOj€ OH IIajbe, aKo
MIOCTOj€ OKOJTHOCTH 300T' KOjUX CE€ Ca OCHOBOM MOJKE OUYCKHBATH Jla he OBe TOIIMIBKE

408
MOCITY’KUTH Kao JI0Ka3 y MOCTYIIKY .

[To BaxxeheM 3aKOHCKOM pelIewy 3aruieHa
nycaMa M JPYrux MOIIMJBKU pealiu3yje ce y OKBHPY MoceOHEe JOKa3He pajmhe TajHOT
HaJ30pa KOMYHHKAI[H]je, LITO 3HAYHM CaMO y HOTrJeay oApeeHHX KPUBUYHKX JeIa U M0]]

YCIIOBMMA M MOCTYIIKY TIpeJBUl)eHOM 3a OBY IMOCEOHY JIOKa3HY paliiby.
1.1.3. /loka3uBame UCIIPABOM

[Tojam wucmpaBe oxapehyje KpuBuunu 3akonuk (wian 112. craB 26) kao cBaku
npeaMeT KOju je of00aH nim oapeheH a ciryku Kao J0Ka3 KakBe YN-EHHIIE KOja MMa
3Ha4aj 3a MpaBHE OJHOCE, Ka0 M pavuyHApCKU MmojaTak. Ha cimvaH Ha4MH TO YMHU U
3aKOHHMK O KPHUBHUYHOM IOCTYIKY (wiaH 2. cTaB 1. Tauka 26) oapelyyjyhu ucnpaBy kao
CBaKu MpeaMeT WM payyHapCKH MoJaTak KojH je moJo0aH wiu ojapeheH na ciyxu Kao
JIOKa3 YUH-CHHUIIE KOja ce yTBphyje y nmoctynky (uiaH 83. cras 1. u 2).

[TocTymak noKa3uBama UCIPABOM IMOJpPa3yMeBa NMPUKYIJbAKE U YyIOTpeOy HCIpaBe
U OIICHY JIOKa3HE CHAare MCIpaBe. 3aKOHWK TpenBubha /1a ce IOKa3uBambe HCIPABOM

BPIIM YHUTabEM, TJIEamkeM, CIyIIAamkeM WIM YBUIOM Y cajpikaj UCIpaBe Ha JIPYru

%8 Bacusbesuh, [py6au, op.cit, 208. [Tommbke je 0TBAPa0 MCTPAXKHH CY/IHja y IPHCYCTBY JBA CBEIOKA, a
NocTojana je JAY)KHOCT Jla ce NpH OTBapamy Ia3H Ja ce He IMOBpeJle Me4aTH, O YeMy C€ CacTaBibao
3alUCHUK. AKO MHTEpECH NOCTYIKa J103BOJbaBajy, CaJipKaj MOIIMIBKE MOTrao Ce CAOMIITUTH y LETHHU
WU ISTAMUYHO OKPUBJHEHOM, OJIHOCHO JIMILy KOMe je ynyheHa, a Moke My ce MOIIMJbKa U IpeaaTH. AKo
j€ OKpHUBJBCHHU OJICYTaH, IOIIWJbKa he ce BpaTHTH NOIIMJBAOIY aKO Ce TO HE MPOTHUBH HHTEpecuMa
MOCTyNKa. Mepe ce NMpeucluTHBaj a Ha CBaka TPH Mecella, a MOrJia je TpajaTh Hajayke JEeBeT MecelH,
IIPU YeMy ce cIIpoBoljermhe Mepa UMallo IPEKHHYTH YUM IIPECTaHy pa3iio3u 3a lUXOoBy npumeny. Onpenda
OBOT WiIaHa HHje CE OJHOCWIA Ha NPHCIYIIKHBaKbE€ M TOHCKO CHUMAambe TeNeQOHCKHX W JIPYTHX
pas3roBopa, HEro ce TakBO y3anheme MOIJIO OJPEAWTH 32 CBAKO KPUBHYHO JIEJIO 33 KOje Ce TOHH MO
ciry’kO€HOj AY)KHOCTH. JaBHM TyXwial HHje Ono oBnamheH na Hapenu 3ajpakaBarbe€ HHUTH Cy Ce
3aJp)kaHe IOIIMJBKE MOTJIE HeMy IPEeAaTH, Hero je camo 0mo oBanamheH Ja yrmyTH HpPEAsior CyaujH.
ButHo je ucrahm na ce Mepa Moryia oJpeANTH caMo y MOTJIey MOIIMJBKU KOje MLy O/ OKPHBJEEHOT WIIN
Ka OKpHBJBEHOM, IITO j€ MPETHOCTaBJhajio Jia je TOoCTymak Beh modeo a He Ja ce Ha OCHOBY OJY3€THX
cruca Tek Tpeda HOKPEeHYTH KPUBUYHH MOCTYMAK.
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HaunH. Kako je pauyHapCKu Mojarak W3jeHAaueH 3a UCIPABOM, JOKA3WBAaHE OBAKBOM
HCIIPABOM TIOJIPAa3yMeBa VeuUo )y caopiicaj Ha opyeu Ha4uH, a mo ou ouno mocyhe camo
geuimaderbem.

Jlo ucrpasa ce j071a3u WIKM TaKko IITO UX CYIy Mpefajy cTpaHke win ce Beh Hanaze y
CyJICKUM crnucuMa (Kao pe3ysiTaT MPETXOJHO MPEAy3eTHUX IMPOIECHUX pa;[}bn)4og. v
CIIy4ajy Jia je U3 HEeKOT pa3Jiora HCrpaBy HeMoryhe MpUIoKUTH CYIACKOM CIHUCY, OUTaH
ca/ipaj UCIpaBe ce YHOCH Y 3aIHCHHK .

[Ipe Hero mwTo MPHUCTYNM OLEHU HCIIPaBE, a U pavyyHAPCKOr MOAaTKa, Kao J10Kasa,
Tpeba YTBPIWUTH Jla JU CE€ YOIIITE MOXE YHNOTPEOWTH Kao JIOKa3, Ma je MPETXOIHO
nOTPEOHO YTBPIUTH: a) KO je ayTop UCIpaBe; 0) oJakie Cy ayTopy MO3HATE YHHHCHUIIC
VHETE€ Yy HUCIIpaBy; B) KOjU Cy CYyOjeKTH, MOpEe] ayTopa, YYeCTBOBAIH Yy CTBapamy
ucmapeB; I') MECTO UM BpeMe HacTaHKa ucrpaBe (monazehu o YME-CHHIIE Ja BpeMe U
MECTO HAaCTaHKa HMCIpPaBe MOTY OMTH BaXKHH €JIEMEHTHU 3a yTBphUBame YMI-EHUIIA Ha
OCHOBY I/IcnpaBe)411. HcTunuTocT momaraka caipikaHUX y jaBHO] MCIIPaBU CE MPETIOCTaBIba,
jep BEPOJOCTOJHOCT jaBHE WCIpaBe IpencTaBjba OOOPUBY IMPETIIOCTABKY, 33 Pa3iHKy O]
BEPOJIOCTOJHOCTH MPHUBATHUX HCIpaBa 3a KOjy je Hajupe MOTPeOHO YTBPIWUTH ayTEHTHYHOCT
ucrpase (mpyrum aokasamM cpeacteuma)’’’. Ilpu Tome, ¢ 0O3MpPOM Ha TO 1a IOCTOjHU
MPETIIOCTaBKa ayTeHTUYHOCTH 3a jaBHE HUCIpaBe, OHA CE UCIUTYyje caMO y CIy4ajy
CyMme, JOK C€ YTBphHUBaWme ayTCHTUYHCTH NPHBATHE HCIPABE BPIIH y CBAaKOM
cnyqajy“?’. Cyn, nmakie, Mopa Ja YTBPAM ayTEHTHMYHOCT PadyHApCKOT IMOJaTKa Kao
UCIpaBe W3BOhemEeM JPYrux Joka3a (HMOp. CBEOJIMMA, MPU3HAKEM HU3JaBaola WU
BemTaueweM). 11ITo ce Tuye oleHe UcHpaBe Kao M0Kaza, Cy[ je€ BPIIM MO CI000THOM
CyJIUJCKOM YBEpEeHY, a MEpPOJIaBaH j€ HEH Caapikaj] — KaKo MCIpaBa CaJAp>KU MOJaTaK O

O6uhy kpuBHYHOTI Jiesia Koju je yTBpheH yBubajeM, NMpu3HamHeM OKPUBJHEHOT, UCKa30M

409 py6au, op.cit, 293. McnpaBy 1o ciayx0eHOj Ay>KHOCTH KM Ha MPEMJIOr CTpaHaka npubaBiba OpraH
MOCTYIKA WIIK TIOJIHOCE CTPaHKe, 0 MPaBHIly, Y OPUTHHATY. AKO jé OpPUI'MHAIl HCIIPaBe YHHUIITEH, HECTA0
WM ra Huje Moryhe npubaBuTH, MOXe ce nMpubaBuTH Komuja uctpase. OpraH nocrynka he y 3amucHuk
YHETH CaJIp)kaj HCIpaBe M HampaBuhe HeHy KOIHjy, a y ciydajy mnorpede opuruHan he BpartuTu
MOZHOCHOILY. Y KOJIUKO JIMIIE WM Jp)KaBHU OpraH oj0Mje Jia Ha 3aXTeB OpraHa IOCTYNKa JJ0OPOBOJHHO
mpea UcrpaBy, MocTynuhe ce y cKiiaay ca oapendama 3akoHUKa Koje ypehyjy omy3nmame npeameTa.

10 Bejarosuh, op.cit, 274.

“1 Bayer, op.cit, 218

2 Pcnipasa Kojy je y IpomucaHoM O6IHKY M31a0 AP:KAaBHH OPraH y TPAHHUIAMA CBOje HaUIeKHOCTH, Kao
U HCIpaBa KOjy je Yy TaKBOM OOJIMKY M3aJio JIMIE Y BpIICHY jaBHOT OBjiamhema Koje My je IOBEpPEHO
3aKOHOM, JIOKa3yje BEpOJOCTOJHOCT OHOTa WLITO je y HOj CaJp’KaHO, HO JJO3BOJHEHO j€ JIOKa3MBaTH /1
caJlpXkaj OBaKBe MCIIpaBe HHje BEpOJOCTOjaH WM Ja HCIpaBa HHUje NPAaBWIHO cacTaBibeHa. Kuexxesuh,
op.cit, 314,

3 'py6au, op.cit, 294.
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CBEJIOKAa WJI BEINTakKa, CyJ WCIPaBy IIEHU MO HMCTUM MPaBUIMMa KOja Baxe 3a OIEHY
yBuljaja, MpU3HAKHA OKPUBJHCHOT, HWCKa3a CBEJOKAa WJIM BEIITaKa, HO, YBEK IIO
CI1000THOM CY/IH]CKOM yBepeH>y414.

Kako wmcmpaBa mpencraBiba MO CBOjOj MPUPOAHM OOjEKTHBHHU]E W HENMPHCTPACHH]E
JIOKa3HO CPEACTBO Yy OJHOCY Ha OCTajie, Ka0 CBOJEBPCHU ,,HEMH CBEIOK™ KPHUBHYHOT
nokaraba, ,,toTpeOHO je Aa ce Hal)y Jinlia Koju MO3Hajy BUXOB je3UK, KaKo OM OHE Kpo3
OBa JIMIIa TPOTOBOPHJIA®, MITO 3a IMOCIEAUIly MaK UMa Ja cy ,,0BU HEMHU CBEIOLHU
00jeKTHBHH, Y OHO] MEPH y KOjOj Cy OOjeKTHBHA JIMIIa KOja PYKY]y wuma“’®, mro
HAapOYMTO BaXH 3a padyHapcke moxatke. Crora je 3a JOKa3uBame YIOTpeOOM

pavdyHapCKUX IoJaTaka Kao HMCIpaBe IIOTPEOHO OCTBAPHMBAE YBHIA y Calapxkaj, MpU

quyje O U3Y3CTHC BA’)KHOCTHU BCHITAUCHC.

1.1.4. Benrraueme

[TojaBa BemTayewma Kao JOKA3HE pajlbeé y KPUBUYHOM IMOCTYIIKY je Hocieauna
pa3Boja HayKe W TEXHHUKE M HMXOBE IPUMEHE Yy H3BpLICHY KPUBUYHOI Jena, Te
noTpedu J1a ce JHIa ca CTPYYHHUM 3HambHMa YKJby4e y Mpolec yTBplyBama YnbeHHALA y
KpuuBYHOM mocTynKy. C 003MpoM Ha TO Ja Cya He IMocelnyje 3Hama HEONXOJHa 3a
pacBeT/baBamkE M PellaBambe KPUBUYHE CTBAPH, y MOjeIMHUM CIy4ajeBUMaM MOTPEOHO
je aHraxoBame JIMLA ca CTPYYHUM 3HamHUMa y oapeheHuM obiacTuMa Hayke, CTpyKe
WIN 3aHaTa Jia IOMOTHE y y YTBphHUBamky YNH-EHULIA KOje ce 0e3 TOr MOCeOHOT 3Hama He
Mory yTBpauTu. Kana ce y KpMBHYHOM IMOCTYIIKY MOCTaBe MUTama O]l KOJUX 3aBHCH
JIOHOIIICHE OJITyKE O KPUBHUYHO] CTBApH a Ha KOja Cy/aHja HE MOXKE Ja OJATOBOPH jep
u3nase u3 cdepe HEroBor OMIUTET W MOCEOHOr MPAaBHOI 0Opa3oBama M 3a KOje He
nocezyje noTpedHO CTPYUHO 3HAaWHE U BEIITHHY, aHTaXY]y C€ BEeITAallH.

Bemradyeme je mocTymak y KOMe BEHITaK W3BOAM CBOje 3aKJbydyke y OJHOCY Ha
YUILEHUIIE U3 CAJAIIBOCTH KOje j€ YYyJHO OMNa3uo, OJHOCHO OTKpUO 3axBasbyjyhu
HayYHUM MeETOjaMa KOjuMa BJIa/la, Ka0 U CTPYYHUM CpEICTBUMA, NpUMEmYjyhu cBoje
CTpy4YHO 3Hame U3 oapeheHe yxe HayuHe obnactu. Cyn ce He MOXKE 3aJl0BOJBUTH
CTPYYHHUM HCIHUTHBAHEM CTBAapH KOj€ je M3BPILIECHO BaH KPUBHUYHOT MOCTYIIKA 3a JApyre

IUJbEBE U THME 3aMEHUTH BEILTAauYeHE jep je TaKBO MCIHUTHBAKE BpIIEHO Oe3

4 I'py6au, op.cit, 294.

M3y Crepanosuh. B. Byphuh, Kpusiano npouecto npaso (Ommru aeo), Humr 2006, 259.
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MOCTyMamka Mo MpaBUJIMMa KPUBHYHOT MOCTYIKa. Takole, BemTaueme U3BPIICHO BaH
KPUBUYHOT IOCTYIKA Y HEKOM JPYroM MOCTYIKY (Tpal)aHckoM MM ypaBHOM, OJTHOCHO
aIMUHHUCTPAaTHBHO-Ka3HEHOM) HE MOXXE€ C€ KOPUCTUTH Kao J0Ka3 y KPHUBHYHOM
nocrynky”°.

Bemraueme je 3alaxXamC YNIbCHUIA BA)KHUX 34 MMOCTYIIAK WJIK JaBakhCe MUILJBCH:A O
3arnaXeHUM YHibeHUIIaMa (OAHOCHO M jeHO U APYro) y3 momMoh CTPy4YHOT 3Hama WU
BEILTHHA OJpeh)eHNX JNIa y OHUM CITydajeBUMa KaJa OMIITE 3HAbE CyIHje WIH HEeroBa
CTpydHA IPAaBHMA CIPEMa HHCY J0BOJGHH . J[pyrHM pednmMa, Hajlas je KOHCTATAIH]a O
MOCTOjalby MM HENOCTOjalby YHIbEHHUIA, JIOK j€ MHIUBEHE CTPYYHH 3aKIJbydaKo
KOHCTaTOBaHUM YHWHCHHUIIaMaA.

3aKOHUK O KPUBUYHOM IIOCTYIKY j€ JETa/bHO PEryjucao BelITauemhe Kao J0Ka3HYy

2*% Bemwraueme ce onpehyje kama je 3a

panwmy y oapendama umanoBa 113. mo 13
yIBphUBame WM OIEHY HEKE YHICHUIE Yy TIOCTYNKY MOTPEOHO CTPYYHO 3HAMHE
(MaTepujalHU yCIIOB) MPH YEMY j€ M3PUYHMTO HABEJCHO Ja MpEJAMET BElITayera He
Mory OUTH mpaBHa nuTama. CTora YnmkeHUIa Ja Cyuja pacroiaxe MoceOHUM 3HAmbEeM
NOTPEOHMM 3a pellaBambe MOjeIMHUX TEXHMYKUX IMUTamka y MpolLecy He HMCKIbydyje
norpedy BemTauema’ .
bpanunay je ynoowcuo scanby na npecyody y uujem oopasnodtcery cyo Kao 00Ka3
oa je oxpusmenu Ha [[B/] chumky nasoou oa, uaxo je cHumak Huje baus Hajoomee
K6anumema, OKpUB/wbEeHU NPenosHam 00 Cmpaue cyoa U 3aCMynHuxa onmyoicoe.
bpanunay je npema muwimersy opysocmenenoe cyoa OCHO8AHO YKaA3ao 0a je
3aKBYYUaK NPBOCMeNneHo2 cy0d Henpuxeam.bue jep cyouja He MOodce CEOjuM
Mutl/berveM 0a 3aMeHU MUuiberbe CyocKoe eeulmaka oozoeapajyhe cmpyke, ¢
003upom 0a He pacnonadce NOMpeOHUM CMPYUHUM 3HAIbeM, me 0a je cyo Oe3
jacHux paznoeza o06uo npeonoe jagnoe myscuoya 0a ce y OOKA3HOM HOCHYNK)

obasu eewmaverbe 00 cmpane sewmaxa oocoeapajyhe cmpyke. Cmoea, kada je

cnopHo 0a au ce na B/ chumky unu pomoepaguju éuou oopehero nuye uiu He,

18 Bacumesuh, [py6au, op.cit, 266.

7 Bacumesuh, [py6au, op.cit, 265.

18y npBom ey y ocHOBHEM ozpenbama cy npenBuljeHn pasIosy 3a BelTaueke, oapeuBambe BeITaKa,
Jy>XHOCT M u3y3ehe o1 Iy»KHOCTH BellTayeka, OipeliBambe BelTauewka, Hapeada o BelTauehy,
3aKJIeTBA BEILTAKA, Hajla3 U MUIJbCHE BEIITaKa, a IOTOM ciefe oapeade kojuMa ce ypelyjy noceOHu
CIIy4ajeBH BellTaueHha.

"9 Bacuspesuh, op.cit,.328.
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cy0 nema osnautherve da ce ynywma y ymephusarse uurbenuye oa iu je Ha CHUMKY
Gaw mo uye un Heko Opy2o, 6eh Mo ModIce OYeHUMI Camo CyOCKuU 6eumar ..
Cy0jeKT mocTynka KOju MOXE Ja OApPEIH BEIITAa4YCHhE je€ OpraH MOCTyIKa, IITO je
3aBHCHOCTH OJI CTaJMjyMa jJaBHU TYXWIAll y HMCTpa3d WKW cya Koju ojapehyje
BEIITAUYCHE Y CYJICKUM (a3zama TOCTYIKaA, a Mpe CBEra Ha IJIaBHOM IpETpecy, AOK Y

. 421
IPEIUCTPAKHOM IIOCTYIIKY BELITAYEHE MOXKE OJpeauTd u noiaunuja . Opran

*0 Pememe Anenmarnmonor cyaa y Beorpamy Kx. 1 6p. 3201/13 ox 23. 01. 2014. romuse u peuieme

Bumer cyna y beorpany K. bp. 61/11 ox 19.12.2012. roause.

#21 y Besu ca oapeljuBameM BeIITAUCH-A O CTPAHE HOIIHIHjE, HA OBOM MECTY GHCMO OMEHHIIH CTABOBE
CyJICKe TIpaKce y Be3M ca BellTauemeM Koje Huje onpeano opiamheHu opraH (y CKIAAy ca paHUjUM
3aKOHCKHM pelLICHeM). Bewmauerse usgpuieHo no Haiozy npunaouuka noiuyuje, a He cyod, ¢ o03upom
Ha 3anpefieny Ka3ny npedcmasnsa seumaierse Koje je uzgpuieno cynpommuo oopedbama unana 238. cmas
3. 3KII, anu mo npedcmassa peramusHy bumny nogpedy Kpusuunoz nocmynka. Taxeo nocmynaree nuje y
CYNpOMHOCMU HU €A jeOHOM HAYenHOM 00pedbom 3aKoHuxka O KpUGUYHOM NOCMYNKY O NOCMYRarby
OPIICABHUX OP2aHA Y KPUBUUHOM NOCHMYNKY KAda nocmoje OCHO8aHe CyMive 0d je HeKO Juye U3BPUIUIO
KPUBUYHO 0€l10, NA je HANOJCEHO Geuimauerve, ca yumem eqpukachocmu u 61aco8pemenoz npuKynbared
00Kasa y kpusuuHom nocmynky. Umajyhu y eudy oopeoby unana 18. cmas 2. 3KII xoja nponucyje oa ce
cyocke 00nyKe He MO2y 3ACHUBAMU HA OOKAUMA KOju CY Camu nO cebu Uiy npema Havuny npubassarea y
cynpomuocmu ca oopedbama osoe 3akonuxa, opyzoe sakona, Ycmasa Cpouje uiu mehynapoonoe npasa,
Bpxoenu cyo je oyenuo 0a nocmynax opzana YHYmpauirux nocCli06d He Npeocmassa 310ynompedy
damux osrauthera npema oopedbama 3KII, xoja bu 6ura Ha wmemy onmyn#ceHo2 u KPUSUUHO NPAGHUX
Hayena ykwyuyjyhiu u o8y 3akoucky o0ped6y. Hmajyhiu y eudy nanaza u muuwiwerna MYII-a koju je
U3BpUILO Bewmaierse, cnpogedeHo be3 Hapedbe UCMPAdCHO2 CyOuje, anu C8aKaKo y yusy obezbelerva
00oKa3a, makag O00KA3 MOJce NOCMAbAMU CAMO pelamugHy Oummuy nospedy oopedbe KpugUUHO?2
nocmynka nponucare y ynany 368. cmas 2. 3KII, koja He 00600u be3ycio6HO 00 yKudarba npgocmeneHe
npecyoe, gehi ce y c6aKOM NOjeOUHAYHOM CAYYA]y UChUMYje 0a U je maxkea nogpeoa ouna o0 ymuyaja Ha
3aKOHUMOCM U NPAGUIHOCM npeocmenene npecyoe. Cmoza nocmynarbem NpunaoHuka noauyuje Huje
yuurbeHa nogpeoa oopedada KpusuuHoz NOCmynka xKoja je nponucauna y ynany 89. cmas 10. 3KI1, y unany
205. cmag 3. 3KI1, y unana 337. cmas 3. 3KII unu nax 116. cmas 1. 3KII, na xojum doxazuma ce Hu noo
KOjuM Ycaosuma He Ou MO2na 3AcHO8AmMU CYOCKA 00NYKA, d WMo je O0eyuoupaHo nponucamo 3aKOHOM
(ITpecyna Bpxosuor cyaa Cpb6uje K. 1309/06 ox 11. centembpa 2006. u npecyna Okpy»KHOT cyaa y
Jaromuuu K. 185/05 ox 27. janyapa 2006. roaune). [lobujena npecyoa donema je y3 bumuy nospeoy
odpedaba KpusuuHoz NOCMYNKA, jep je 3acHO8aHa HA O00KA3Y HA KOMe ce He MOdce 3ACHUSAMU.
Ilpsocmenena npecyoa 3acnoeana je Ha 3aANUCHUKY O 6euimauersy KpumuHanucmuyko-mexHuyKoz
yeumpa Ynpaee xpumunanucmuuke noauyuje MYIIl-a Cpoéuje roje je obasmweno na 3axmes MYII-a.
Melymum, npema o00peobu unana 238. cmae 3. 3KII opean ymympawrsux nociosa He Mmodice CAM
o00pedumu ewmauerse Koje He Mphuu 00aaz2arbe ako ce padu 0 KPUSUHHOM Oeny 3a Koje je nponucaua
kazua 3ameopa 0o 10 2o0una, mako oa je y 06om ciyyajy ¢ o63upom na eucuny sanpehene xasme 3a
npeomMemHno KPUBUYHO 0el0 GeUMAauerbe je Mo2d0o HAN0NCUMU camMo cy0, d He U OpP2aH YHYMPAulrbux
nociosa (Pemiebe BpxosHor cyma Cp6uje Kx. 1060/05 ox 19. cenrembpa 2005. u mpecyma Okpyx)HOT
cyma y Kpymesuy K. 153/04 ox 14. anpuma 2005. rogune). MHTepecaHTHO je 00pa3iokebe pelicha
JIPYTOCTENICHOT CyAa IMOBOJOM JKaibe Ha pEIICHE KOjUM H3[BOjeHa Cy W3 CIHCa JBa BelITaucHha
HanmoHamHoOr KpUMHHAIMCTHYKO-TEXHHYKOT LIEHTPa W3 pasjora LITO BelITauekha HUCY 00aBJbeHA IO
Hapenou UCTpaXHOT cyauje. Haume, kako sewmauer»e Huje mpneno 00aazarbe u 00peheHo je uckbyuueo
¥ €8pxy ymephusarsa oKOIHOCMU, KOje €y 00 3Hauaja 3a nocmojare camoz ouha kpusuunoe dena Koje ce
OKPUB/LEHUMA CMABHA HA MEpen, 084 Beulimaiersa ce Mo2y KOPUCMUmu Kao 00KA3 Yy KPUSUUHOM
HOCMYNKY Uaxo cy npubasmena Oes napedbe ucmpasxicrnoz cyouje. Y npunoz osaxeom cxeamary uoe u
cmasg Esponckoe cyda 3a myocka npasa, npema kome paore Koje y MOMeHmy oopefusara Hucy mpnene
00n1azarbe U 8puleHe Cy y npemKpuguyYHOM NOCMYNKy mo2y bumu oopefjusane u 6e3 Hapeobe UCmpadcHoz
cyouje, jep je cywmuHa npemKpusuuHOz2 NOCMYNKA )y mome 0a ce Ha 21aeHoM npempecy omozyhu
pacnpasmare 0 OKOTHOCMUMA Koje Cy 00 3Hauaja 3a nocmojare camoz buha Kpusuunoz dena Koje ce
OKpUBHEHUMA CMAas/ba Ha mepem. Jakie, npema Haxaxcery Anenayuonoe cyoa y beoepady, npeomemna
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NOCTyNKa je cyOjekT oBnamheH Aa OApel BeUITayewmhe, W TO WIM 1O TPEAJory
423

CTpaHaKa U GpaHKONa > WIH II0 CITYKOCHO] LY)KHOCTH

VYKOJIIMKO je UCITyH-E€H MaTepHjaTHH YCIIOB, OpTaH MOCTYIKA IOHOCH MHCaHy Hapealy
o Bemrayewy (dhopmanHu ycioB). Mehyrtum, 3akonwk mnpenuha wmoryhHocT
onpehuBama BemrTauema Oe3 mTHcaHe Hapende, YKOJIMKO TIOCTOJU OMacHOCT Off

424 Hapenba ce

oJJIarama, ajli TaJia OoCTOju o0aBe3a cacTaBlbama ClIy)kOeHe Oererike
MOJKE TIOHETH Y CBaKOj a3y KpUBHYHOT MOCTYIIKA, 11a U y TIPEIUCTPAKHOM MOCTYIIKY, a
YKOJIUKO IOCTOjH TMOTpeda, BEITaYeHhEe Ce MOXKE IMOHOBUTH WM nonyHuTH. O naHa
JI0CTaBJbarba Hapen0e BEHITaKy MOYMILE J]a TeUe POK 3a BEIITadyeme Koju je oapeheH y

425
Hapea0u, a BEIITaK MMa HEKOJIMKO MpaBa U JTy>KHOCTH Y CKJIaTy ca 3aKOHUKOM .

sewimauerba umajy nompebue gopmanne yciose 3a Kopuutherse y KpusuuHom nocmynky, a oa au he
umMamu U CyWMUHCKy OOKA3HY CHA2Y 3A8UCU 00 KOHMPAOUKMOPHO2 KPUBUYHOZ2 NOCMYNKA, OOHOCHO
pesyimama 00Ka3Ho2 NOCMYNKA Y Kojem Moy oumu ocnopena unu nomephena (Pememe AnenanpuoHor
cyna y Beorpamy Kx2. 3000/11 ox 13. cenrem6pa 2011. u permewe Bumer cyna y beorpany K. 1875/10
on 7.jyna 2011 ronune).
#22 Kaia BeIITAuEHHE NPE/IOKH OKPUBIHEHH W HErOB OpaHmMIIaL], omTeheHH Kao TyKU/IALl HIH IPHBATHH
TYXHJIall, O]l OBUX JIUIIa OPraH MOCTYIKa MOXKE Jla TPaXKU J1a Ce YHAITPE MOJI0KH HOBYaHU M3HOC 32
TpOIIKOBE BelTauema. Kana ce Bemraueme oapel)yje Ha npeior ctpaHaka uid OpaHuoLa, oprad
MOCTYNKA MOXKE O Ipejsiaradya Jja Tpaky Jia MPeAioxku | JIMIE, OAHOCHO CTPYYHY YCTaHOBY WU
JpKaBHHU OpTaH KoOMe Tpeba IMOBEPUTH BEINTAUCHE, K0 U []a IOCTaBU NMUTamka Ha Koja BEIITaK Tpeda 1a
0JITOBOPH.
423 Crora ce ne modice ce npuxeamumu kao 0OKA3 euwmayerse Koje je npouumano a npempecy, d Koje je
€Yoy 00cmasuo OpaHUIAY ONMYHCEHO2, jep seutmayu HUcy oopelienu Hapedobom cyda, HUmu cy Yyno3opeHu
Ha c6oje OYICHOCIU, HUMuU cy noaodcuiu 3axiemey. Haume, 6panunay onmyscenoe docmasuo je cyoy
excnepmu3sy Uncmumyma, Kojy je cyo uzeeo kao 00kas u 'y o6paznodicery npecyoe Hageo 0d je Ha OCHOGY
ucmoe, y3 ocmaie 0okaze ymepouo YurbeHuuHo cmarve. 3aKoHoM npedsufeHu ycaosu 0a exchepmusd
Hncmumyma npedcmaéma Hanas u Muli/berbe 6ewimaxa HUCYy UCHYIbeHU, jep cy0 Huje NucMeHoM
Hapeobom eewimauerse nogepuo 060M Hucmumymy, a camum mum Huje 00peduo Hu y noznedy Kojux
yurmbeHuya eewmaverne mpeda obasumu (unan 114. 3KII), aymopu excnepmusze uucy pazeneoanu
npeomem eewmaiersd, HUmu cy UChyrweHu ocmaiu yciosu npeodsuhenu unawom 117. 3KII, oonocno
seuimayu HUCY Yno3opeHu Ha ceoje OyicHocmu, Humu ¢y nonocunu 3axkiemgy ( Pememe BpxoBHor cyna
Cpobuje Kx. 2253/05 ox 30. janyapa 2006. u npecyna OxpyxHor cyna y 3pemanuny K. 89/05 ox 19.
cenrremOpa 2005. roauue).
424 CanpxwHa HapenOe yrBpheHa je y wiany 118. 3KII u eKCIITUITHO Cy HaBeIeHH cireaehn eneMeHTH:
1) Ha3WB opraHa Koju je HapeAnuo BEIITadcke;, 2) UME H Mpe3uMe JUIa Koje je oapelheHo 3a BemTaka,
OJTHOCHO HA3WB CTPYYHE YCTAHOBE MJIM JPXKaBHOT OpraHa KOME je IOBEPEHO BEIITauyeHe; 3) O3HaueHme
nmpeJMeTa BellTauea; 4) MUTama Ha Koja Tpeba oaroBoputd; 5) obaBesa 1a m3y3ere U 00e30eheHe
Y30pKe, TparoBe M CYMIHMBE MaTepuje Mpeaa OpraHy MOCTyNKa; 6) pPOK 3a MOJHOUIeHhe Hajlaza M
MHUIIBEHHA; 7) 00aBe3y /la HaJla3 U MUILBEHC JOCTABH Y JOBOJHGHOM OpOjy MpHMEpaka 3a CyJ U CTPaHKE;
8) yrno3opeme a YMiBeHHUIIE KOje je ca3Hao MPUIMKOM BellTayea MPeACTaBibajy TajHy; 9) yrno3opeme Ha
TOCTIETUIIE JaBarba JIAXKHOT Hallaza M MHIUbeHa. [lopen oBux enemeHarta, npenBul)eH U jejaH yCIOBHU
o0aBe3aH €JIEMEHT a TO je Jla ce y HapeJOu HaBele MMe U aJipeca CTPYYHOI' CaBETHHKA, MOJ| YCIIOBOM J1a
ra crpaHka nma. [lorpebHo je ncrahm na ce Hapenda o BelITauewmy JOCTaB/ba M CTPaHKaMa YKOJIMKO
Hapen0y JOHOCH CyJ, Kako OM MM ce oMoryhwio na ymyre cBoje mpuMmende WM IUTamba y BE3W ca
IpeZIMETOM BeIlTauyerma, Kao U Jla UM ce eBEeHTyasHo oMoryhu na mojHecy 3axTeB 3a usysehe BemTaka
KOjH je onpeheH y HapeOo1 YKOJIMKO cMaTpajy Jia OCTOjH HEKH o] pa3iiora 3a uzysehe.

Bemrak nma cneneha nmpaBa: mpaBo s1a ce ynmo3Ha ca IPEAMETOM BeIITadyera; NpaBo Jia pa3Marpa
CIHCe U pasriiesia MpeMeTe; MpaBo Ja MPeiokKH NPUKYIIbabe 10Ka3a WK NpUOaBbatbe MpeMeTa Koju
Cy O/ BXXHOCTH 3a J[aBalbe Hajla3a M MHUILbEHA; MPaBO Ja TPaXKd Ja MPEIUIOKHU Ja Ce MPUIUKOM
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C o03upoM Ha (yHKIHMjy BemTadewma (a TO je Ja CTpydyHa JIMIAa TMOMOTHY
yTpBhuBamy oapeheHHX 4MIbeHHIIA Y KPUBHUYHOM MOCTYIIKY) MOTPEOHO je Ja oprax
MIOCTYIIKa YCMEpHW BelTaka Ha ojapeheHM mpaBall W ofpead OKBUpPE BelITaucwma. Y
TEXHUYKY CTpPaHy BEIITa4CHa OpraH IOCTYIKa Ce He YIYIITa, ajd Ce BEIITaKy Mopa
OJIPEIUTH TayaH CaJpKaj HEroBOI paja M WHHIUjaTUBA CE€ HE CME INPEIMyCTUTH
BEIITaKy. ¥ TOM CMHIy, CMAaTpamo Ja Cy OJf M3Yy3eTHOT 3Hadaja ojpende Koje Kao
obaBe3He eneMeHTe HapeaOe mpeaBrha o3HAUYCHE NMpeMeTa BEIITaueHha U MUTamka Ha
Koje Tpeba J1a 1a 0JroBop.

M3Bohemwe Bemirauema ce BPIIM y CKIAy ca ojpeadaMa 3aKOHUKA O KPUBHYHOM
HOCTYIIKY U OHO 00yxBaTa HpPUIIPEMy BEITa4YeHa, CaMo BEIITauYCHhe (KOje ce BPIIH Y
CcKiajy ca cTaHaapauMa oxpeljeHe CTpyKe) M JaBame McKasa Bemraka . CTpaHKe,
omreheHn u OpaHWIIal] MOTY TIPUCYCTBOBATH UCIIMTHUBAKY BEIITAKA, U3 Yera MpOoH3Jia3u
Jla HE MOTy MpPUCYCTBOBaTH CaMOM BellTauyewhy. MelhyTuMm, MUCIMMO Jla HE IOCTOje
IpaBHE CMETHE J1a Ce, KaJl IpeMa OLIEHU OpraHa IMOCTYIKa MPUJIMKE TO J03BOJbABAjy H
OILICHU Ka0 KOPUCHO, MOTJIO JIOIYCTHTH OKPUBJHEHOM Jia TIPUCYCTBYjE pajy BEITaKa y

. 427
OuJjpy HNOTIYHUJECT U 6p>1<er yTBpl’_)I/IBaH)a CTakba CTBApM , a4 HC CaMO IIPHIIMKOM

mpefy3uMama Ipyre IoKa3sHe pamme (Hmp. yBubaja, peKoHCTpyKmuje morahaja wm nmpuro) pasjacHe
TOjeJMHE OKOJIHOCTH WM J1a ce JUIY KOje Nlaje M3jaBy IMOCTaBe MOje[iHa IiTamka; MPaBO HA HAKHATY
TPOILIKOBa; MpaBo Ha Harpany (onapehyje opran mocrynka). OCHOBHE AY)KHOCTH BELITaka Cy Ja ce
0]1a30Be Ha MO3MB OPraHa MOCTYNKA > ¥ Ja Ja CBOj HANA3 M MHILBEHE Y POKY KOjH OAPEIM Opra
MOCTYIIKA, a KOjU C€ MOXE W3 ONPaBIaHUX pa3jiora Ha 3aXTeB CaMOr' BeLITaKa U MPOXyKHUTH. Berraueme
KOje Mopa Ja U3BPIIM [0 OJJIYId OpraHa MOCTymka oOyxBaTa o00OaBe3y OpMXKJBHBOI pa3Marpama
npeaMeTa BellTayera, TAYHOr HaBoljema CBera 3alma)KeHOT U J1aBalbe MHUIIBEHA HENPHUCTPACHO U Y
CKJaJy ca TNpaBWiIMMa HayKe M BellTHHe. Bemrak oaroBapa 3a CBOj paj, a JaXHO BelITaueHe
npejcTaBiba KpUBHYHO Aeo JaBame nakHor uckasza (wiaH 335. K3), Ha Koje ce ymo3opaBa o]l CTpaHe
cyna. Bunu, llkynuh, Byrapcku, op.cit, 286.

%2 [To npaBuiTy, BelTauemHeM PyKOBOIH OPraH KOjH je HAapeIHo BEIITAYCHe i OHO CE H3BOIH Y HEroBOM
NPUCYCTBY, a CaMO M3y3eTHO he ce BemTaueme 00aBUTH y HETOBOM OJICYCTBY, Kaja OHO 3axTeBa
HCIINTHBAaba KOja AYro TPajy, YKOJIHWKO Ce BpIe y Ap>KaBHUM OpraHMMa WM yCTaHOBaMa, Kao M Kaja To
3aXTeBajy MOpaJHM pasio3u. PykoBoleme oOyxBara 00aBe3y opraHa IOCTYIKa Jla C€ BEIUTAKY MOKAXY
npeaMere koje hie pa3MoTpHTH, ITPaBo Ja BEIITaKy I0CTaBJba MUTaha U 110 MOTPEOU TPpaxu 00ajuImbemha y
NOrJiely AaTOr Hajla3a M MHUIUbEHa. [Ipe Hero mTo MpUCTYM caMOM BellTauelby, BEHITaK Mopa Jia ce
yIIO3HA ca MPEeIMETOM BelliTauera. YKOJIMKO je NoTpeOHO Tpaxkuhe oJ] CyAa Ja My ce JOCTaBH IMOTpeOHa
JIOKyMEHTal1ja u Jia My ce oMoryhu yBua y cruce, a cBe paay cBeoOyXBaTHOT carjeaBama NpeIMeTHe
nmpo0yieMaTHKe | JIaBamka MOTPEOHOT Halla3a U MUIIIJbEHa. Y KOJIMKO je 3a MoTpede BemTauemka moTpeOHo
Jla ce aHaIM3Mpa HeKa MaTepuja, BEITaKy he ce CTaBUTH Ha pacliojaramke camo JIeo Te MaTepHje yKOJINKO
je To Moryhe, nok he ce ocrarak o06e30eauTH y MOTPeOHO] KOMMYMHM, 33 CIIy4aj HAaKHAJHHUX Haiasa.
Bemraueme Bpim cam Bemrak 1 To maHo. OH je o0aBe3aH Jia ja Hajla3 U MUIIUBEHE, ajlk U JIa 0ITOBOPH
Ha I0CTaBJbeHa NHTamka. Y KOJIMKO CMaTpa Ja HayKa U CTPYKa, Kao M BELITHHE KOjUMa pacroiaxe, Mory
Jla IOTIPUHECY CBECTPAHOM Pa3jallliberby MPEAMETa BEITaYeHha 1101 YCIIOBOM J1a CE NCTPAXKHUBaba BpIIE y
JPYTOM IpaBIly Y OJHOCY Ha OHAj KOjH je TIOCTaBJbEH Y Hapea0H, TO Mopa 1a 00pa3iokKH CyAHjH.

" Hamas i MEILIBeEb€ CE YBEK MOHOCE y THCaHO0j JOPMH Kajia je HCIMTHBAMKE MPEIMETa BeIITAUCHA 1
3aBpIIEeHO 0€3 MPHUCYCTBA OpPTaHa KOju je HapeaHno BelTademhe. Y KOJIUKO Cy Halla3 U MUILJBEHE JaTH
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MCIIUTHBAbA BemTaka >, Cap)KUHY HCKa3a BEIITAKA YMHH HAIA3 H/WIH MULLBCHE - .
be3 003upa mTo ce Bemrak Moke 00aBe3aTH Ja Ja WIM HaJla3 WM MHUIUBCHE WIH H
JeIHO M Opyro, Haja3 U MUILbEHE NPeCTaBsbajy JIOTHUKY U (AaKTUUYKY LEJIUHY: Hala3
je IpeIMeT MHIIbCHa M HeMa MHILbeHA 0e3 Hanasa’C. Hanas Bemraka Mopa 1a
CaJipKM HaBOhewmE METO/Ia M YIOTPEOJbEeHUX TEXHUYKUX ypehaja Kojuma ce CIIy)KHO, a
Jpyrd BEIITalld KOjU BpIIE HOBO BEINITAYCHE, MOpPajy OUTH YIO3HATH Ca PaHUjUM
BELITAYCHEM.
Hapeobom npeoceonuxa eeha Buwee cyoa y beoepady oopeheno oa Jeounuya 3a
cneyujarne ucmpasiche memooe MYII-a Penyonuxe Cpbuje obasu eewmauerse
caopoicaja 00Na3HO — O0NA3HUX NO3UBA U NOPYKA ca Opojeea mene@ona Koju cy
ooyzemu 00 okpusmwenux JJ.B. u b.B. Cnyocba 3a cneyujanne ucmpasiche memooe -
Ooemerve 3a eneKMpoOHCKU HAO30p je npeocmenenom cyoy 00CmMasuild u3eeumaj o
npUKyn/bary nooamaxka u3  moournux menegpona u  CHUM  rapmuya o6ux
OKPUB/BEHUX, KOJU U38eUMa] je cyO U36e0 Kao 00KA3 HA 2NA8HOM npempecy U NOmom
2a YeHUo KaxKo nojeOUHayHo mako u y mehycobHOj ee3u ca oCmanum u3eedeHum
ookazuma u 006panom okpusmenux. llpema HasoOuma 3axmesa 3a 3aumumy
3aKOHUMOCMU KOjU je noOHeo OpaHuiay, Hed0360/beH 00KA3 HA KOMe ce npecyoa He
Modice  3acHueamu  je mymauerne npeocmenenoe cyoa useewimaja Ynpase

Kpumunanucmuyke noauyuje — Cuyocbe 3a cneyujaine ucmpagdiche memooe

YCMEHO, YHOCE C€ Y 3alMCHUK OJIMaX, a OpraH NOCTYyIKa MOe 0J00pUTH BEITAKY Jia y oJpeljeHOM poKy
MOJIHECE NHCaHM Hajla3 U MUILJbEHE.

*28 [IpuMep paju, YKOTHKO Ce BPIIM BELITAYEHE MOCIOBHUX KEHIa MOXKE CE IIOCTABUTH ITHTAHe METOA
W opraHu3oBama paja Bemraka. Moryhe je na Berrak pajgyu cam 0e3 cTpaHaka M OpraHa IocTyIika a
W3BEIITaj TIOAHECEe Ha KPajy u MPeJ0YH CTpaHKaMa Ha KOjU MOTy cTaBUTH npuMende. Ocum tora, Oumo 6u
Moryhe 1a BelTak HaKOH IITO je Mperyieao U UCIUTA0 CBE MITO MY jXe MOTPEOHO, Aaje U3BEIITaj Y
3alMCHHUK, a CTPaHKe ¥ OpaHMIIaI] MOTY TIOCTaBJbaTH MuTama. Ocum Tora, Moryhe 6u Omito aa Bemrak
BPIIH TPETIIE] OCIOBaka OKPUBIHEHOT y F,eTOBOM IPUCYCTBY, IIPH YeMy OM c€ MOTao M3jaCHUTH O
CBaKOM JIOKYMEHTY, IIITO je HApOYUTO KOPHCHO 3a Pa3jallbemhe CTBapH.

429 Bacwsesuh, I'pybau, op.cCit, 275. Harasz eewimaka npencraBba JIe0 UCKa3a y KOM BEINTaK HABOJU
YHILCHUIIE KOj€ je YyJlMMa HEMOCPEHO CI03HAO, MNpErjejoM, OJHOCHO HCTPaXHBABEM MpeaMeTa
BEIITAa4eHa, a y3 MPUMEHY Noce0He HayuyHe METOJIEe Y HCTPaXHUBAKY, Ka0 U y3 MoMoh nmoce0He TEXHUIKE
anaparype. Muuiverbe 6ewimara NPeJICTaBba JIeo UCKa3a y KOM BELITAaK Jaje OAroBOp Ha MHUTamba Koje je
OpraH MOCTYIKa IOCTaBHO Yy Hapendu o oapehuBamy BelITauemha, U TO Yy BUAY CyMHpama pe3yiTara
UCTpaXKHMBalbha EKCHEPTCKOT HWCTPpaXHMBaba W 3ak/byduBama. JlpyruM pednma, Hajia3 CaJapxku
KOHCTATalljy YWIEHUIA BAXKHHUX 3@ IOCTYNAaK, a MHIUBEHE CTPYYHH CyJ O KOHCTATOBAHHM
YHbCHULAMA.

430 Panynosuh, op.cit, 233. Bemurak Moxe JaTh caMO Hajla3 WIK CAMO MHIIUBEHE, & MOXE U JeJJHO U
Jpyro, IITO 3aBUCH IITA OpraH Koju Hapelyje Bemraueme o/ mbera Tpaxu. Y 00a cirydaja BemTak Tpeda
Jla HaBeJe MpaBWJIa CTPYKE M J1a 00pa3fioxkKM Kako je JIOIao JO CBOjUX 3akibydaka. Hanas m munubeme
MOry OMTH y NMHCaHO] M Y YCMeHO] (hOpMH IPE3EeHTOBaHU OpraHy nocrymnka. [1o nmpaBuity, OHE ce oaMax
YHOCE y 3allMCHHUK, alli MOCTOjU MOTYNHOCT J1a BelITaKk M HAKHAIHO IMOJHECe Haja3 M MHUIBCHE Y
nucaHoj popmu, HapaBHO y POKY KOjU OJPEId OPTaH MOCTYIIKA.
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Odesmera 3a eneKmpoHCKU HA030p 3 WMA CY0 HUje KOMNeHMEeHMAaH HUmu moxce 0a
3Ha Ko je ciao nopyke ca menegona okpusmene J. J[.B. numu Ha wima ce oge nopyke
ooHoce, 6eh je mo mpebanro 0a ymepou cmaiuu cyocku eewmax. Mehymum, no
Hanadicerwy Bpxoenoe kacuyuonoz cyoa, nuje y numarey mymauerve, el oyena
0okaza npubasmenoz o0zosapajyhum eewmauverem, na cy camum Mum HABOOU
3axmeea 6panuoya okpusmenoz b.B. 0a ce na o0eom Ookazy npecyoa He Modice
3acHUBamu U 0d je Ha wmemy OKpusmbeHoe nospelen 3axon u3 uiana 438. cmag 2.
431

mauka 1. 3KII, oyervenu xao neocHoganu .

Bemraueme je o U3y3eTHOT 3Ha4aja 3a Jeja BUCOKOTEXHOJIOUIKOT KpUMHHANA, ITO

notBphyje u cyzacka mpakca.

Anenayuonu cyo y Beoepady je nomepouo npsocmeneny 00nyKy u3 pazioed uwimo je
npEOCMeneHy Cy0 NPAsUIHO YMEpPOuo 0a je OKPUBBHEHU U3BPUILO KPUBUYHO OeO
npukasuearbe, NnpubassaAre U NOCe008are NOPHOZPAPCKoz mamepujard U
uckopuwhagare manoremuoz auya 3a noprozpaujy usz ynana 185. cmas 4. K3-a.
Oobpana je mepouna da je mauno 0a je okpusmenu ca npoepama Shareaza ckudao
00uyHy noprocpagujy, anu 0a Huje 3HA0 0a je Mpedica 3ameopeHa U 0a 1e208d
Hamepa Huje Ouna oa ckuda Oeujy nopuozpaghujy, 6yovhu oa naseden npoepam
aymomamcku ,,8yye " npemxoOHo ceiekmosane ¢pajnoge. Melhymum, npeocmenenu
Cy0 je npasuino ymepouo 0a je OKpus/wbeHu npey3eo u Mamepujal Ha KoM je oeuja
nopuocpaguja (npoceuan yspacm manoiemHux auya oxko 12 200una) YKynHoe
Kkanayumema 6 eueabajma, a 0a je ucmu CKIAOUUWMUO HA XAPO OUCKY padyHapa
wmo je 00Ka3aHo y8uoom 0 nomepoy o 00y3uMarey npeomema (U30amom NpUuiuKom
npempeca cmamHa OKpuemeHoz) U Ha ocHogy uzsewmaja o eewimaderny MYII PC.
Kanbenu Hasoou okpusmeHo2 a Huje umao Hamepy oa ,,ckuoa‘ oeyjy nopuozpaghujy
U 0a ux je pauyHap cam u aymomamcku npey3eo u3 Mpesjice Ono8peHymu Cy UCKa3om
sewmaxa MYII PC YKII Cnyscbe 3a cheyujanne ucmpasxche memooe Ha 0CHO8Y Ko2
je ymepheno oa npozpam cxuoa 8udeo Kiunose ca pavyHapa opy2ux KOpucHuka (a oa
Jje ycnog 0a auye nocmane KOCPUHUK 08¢ 3ameopeHe mpedice 0a U mo auye noHyou
HeKUu nopHozpaghcku caopaicaj), me 0a ce npempaza mMamepujana ca 310ynompebom

oeye y KOHKDEMHOM CIYYajy 6puiula npempazom Nno KbYYHUM peyuma u 0a He

431

IIpecyna y npeamery K33 280/2015 ox 26.03.2015. roguse.
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nocmoju moeyhinHocm oa npocpam cam ,,eomuna‘’ nHedossomen mamepujan. M3 moe

. 432
pasnoza je nomephena npeocmenena npecyoda .

Oonyuyjyhu o ocanbu npomus npsocmenene npecyoe nooujame 30602 HENOMNYHO
ymephenoe uurbeHuunoe cmarea Anenayuonu cyo y beoepady je ymepouo oa cy
npecyoa He caopoicu jacHe pasnoze 0 OONYYHUM YUIbeHUYAMA HA OCHOBY KOjux je
npeocmeneHu cyo 3aKmbyyuo 0d je CKuoarbe Mamepujana nopHozpagcke caopircure u
cMeumarse y MemMopujy padyHapa yuuHuo ynpageo oKpus/beru, ¢ 003Uupom 0a cCnopHu
pauynap Kopucme jour mpu ykyhana (cynpyea u 06oje manoniemHo oeye), 0a ce y
Komnjymepe y kyhu mnajoome pasyme cun oxpusmenoe. Mmajyhu y eudy oa je
pauynap ouo oocmynan eehiem Opojy auya, Hejacaw je 3axKmyuaK npeocmeneroe cyoa
0a je okpusmeHu npedyseo npomuenpasHe paore Koje My ce cmasmajy Ha mepem.
Haume, mo wmo je y pauynapy xoju npunada nopoouyu OKpuemweHoz npoualheH
npeoMemHy NOPHOSPADCKU Mmamepujanr ca MATONeMHUM JUYUMA He Modice No
aymomamuzmy oOumu 00okaz 0a ea je npubasuo oxpusmsenu. Anerayuonu cyo je
yenehu 006paHy oKpusbeHo2, UCKaze CaciyuaHux c8edoKa U nucate 0oxKase, Hauao
0a y KOHKpEemHOM CIyuajy Hema 0oKaza 0d je OKPUBbeHU U3BPUIUO KPUBUYUHO Oelo
npubasmare U nocedosare MNOpHocpagckoe mamepujara u uckopuwhasarse
Manonemuoz auya 3a noproepagujy uz unana 185. cmas 4. Kpusuunoe 3akonuka, na
ea je ycneo Hedocmamka 00Ka3a npumeHom oopedde unana 432. mauxa 3. 3KII
0c10600uo onmyofc6e433.

VY Be3u ca ayxHomhy BemTaka Jja y CKIaay ca MpaBWIMMa HayKe WM BEIITHHE,
CaBECHO, HEMPUCTPACHO U IO CBOM HAj0OJbEM 3HAKy, TAUHO U MOTIIYHO M3HECE CBO]
HaJla3 U MUIUUBEHE, cMaTpamMo Aa Ou BemTak nH(opMalmoHe TEXHOJIOTHje Tpedalo aa:
Mpenu3Ho 00jaCHU CBAaKM KOpaK Yy MPUMEHEHO] METOOJIOTHjU, OJHOCHO Pa3IMuuTe
NPUHIUIIE KOjU Cy JOBEIH J0 CBAKOT II0jeIMHAYHOT 3aKJby4yKa, MPEJCATBU H3BOP 3a
CBaKy YHMIEHHYHY OCHOBY M CBE PajJHE MPETIOCTaBKE KOje Cy JOBele 0 MoTBpheHe
XUMOTe3€ (Kao U Ipyre YMmHCHUIE W/ WM MPETIOCTABKE KOje Cy OUJie Ha pacrojaramy,
Iy Koje HHUCY KopuIlheHe, Kao M pa3jiore 3alliTo Cy MCKJbYUYEHH U3 pa3MaTpama);
HaBele Ja Ju Cy KopuilheHe METOJe U XHUIOoTe3e MOTBpheHe W Ja JM TOCTOjH

MoryhHocT fa Oyay MOHOBO TECTUpaHE pajy BaIMJAIMje pe3ysiTaTa; U Jla HaBele KOju

2 ITpecyna Anenamponor cyna y Beorpamy K ITo3 8/2015 ox 11.06.2015. rozuse.

3 ITpecyna Anenamponor cyna y Beorpamy K [To3 5/2014 ox 19.02.2014. rozuse.
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npodecuoHaTHU CTaHIap/u Cy KOPHIINEHH y IMOCTYyNamy ca MaTepHjajoM M Jia Jiu je
6WI0 OACTYHama 01 yobuuajeHe mpakce . MCTOBpeMEHO, MOTPeGHO je 1a BEIITAK
KPUTHYKU TPHUCTYIIA TeopujaMa, NPUCTYIMUMa, METojJaMa M TeCTUpamuMa Koje ce
yoOHYajeHO KOpHCTE pajJd JIOJIaXEHa [0 Hajla3a W/HWIM MUILBEHkA O MPEeIMETy
Bemradea’". Jla ce He OM IOCTABWIO NMHTAIbe KO 3alpaBO CIIOPOBOIH AHAIM3Y:
CTPY4HO JUIe wuiIu copTBep, NOTPeOHO je 00e30eqUTH TMOHOBJBHBOCT H
TPaHCHAPEHTHOCT aHAIIU3E.

Haxo ce mpeTrnocTaBiba Jia BEIITaK MMa, a J]a OpraH MOCTYyNKa HeMa oAroBopajayhe
CTPY4YHO 3Hame TMOTPeOHO 3a yTBphuBame OpeheHMX YHMIbEHHUIA Yy ClIydajy Ja ce
OJIpeId BEIITA4YCH¢, OpraH MOCTyNKa (a MPBEHCTBEHO Cyauja) He Ou Tpedamo aa
NpUXBaTa HEKPUTUYKHU M 0€3 UKAKBE aHAIM3E M3JIaramba U 3aKJbyuKe BEIITaKa, HUTH Ja
CTBapHY OLIEHY 3aMemyje Ppa3oM aa ,,ipuxBaTa MULBEHE BEITAKA jep je YOeaJbUBO U
normaro“**®. Tlocroje Bue pasiora yciea KOjuX Cyl MOXKe 1a He MPHXBATH MHIILIBEHE
BEIIITaKa: HEMOTIYHOCT W KBAJIUTATUBHU HEAOCTAIM MaTepHjaia KOJHM je pacroliarao
BEIIITAK; OJICYCTCBO YOCIUbMBHX aprymMeHara KOju OW TOBOPHIIM Yy TPUIIOT 3aKJbYy4YKY
BCIIITAaKa; HEJIOBOJbHA PAa3BHJEHOCT OJIHOCHE TpaHE CTPYYHOT 3HAka; HEJ0BOJHHAC
KBaTM(HUKOBAHOCT camor Bemraka; moBpena 3KII y mocrymnky Bemrayema® . Hamas
BEIITaKa MOKe OUTH HEMOTITYH 300T TOTa IITO HHjE MCIPIJBEH XaJIOT OpraHa MOCTYIKa
y CMHUCIy mTa Tpeba BEIITAYUTH M Ha KOja IMHUTama OJrOBOPHTH WM 300T TOTa IITO
o0aBJbeHE paliibe MOKa3yjy Ja cy MoTpedHa Jajba UCTIMTHBAKA BaH OKBHpA MIPBOOUTHOT
BemTadera .. Cy[ Ouemyje Hama3s M MHULIUBSEHE K40 W OCTale J0Kase, M0 CBOM
cII000THOM YBEpEHY, U MOXKE MCKa3 BElITaKa Jia IPUXBATH WM HE PUXBATH, jep Haja3
U MHUILBCHE BEIITaKa HE BEXY CY[, A C€ HEKPUTUYKO M ayTOMAaTCKO MPUXBATAkHE HE
Ou Mormo oneHuTH Kao moxBanmHo. Cyn Moxe Ja oJ0Wje MHIUBEHE BEIITaka W Ja

npecyau IMOTIIYHO CYHNPOTHO BCIITAKOBOM MHUIIJBCHY, aAKO 3a CBij OJIYKY Halje

*** Buure o 3azammMa crpyuaka, Casey, op.cit, 48-56.

*% Barbara, op.cit, 121.

¢ Bacusbesnh, [py6au, op.Cit, 282-283. Cyx je AyXKaH ja CABECHO OBEHH CBAKH 10Ka3 II0jCIAUHAYHO U Y
BE3U Ca OCTAIMM JIOKa3MMa U Jla Ha OCHOBY TaKBe OIICHE W3BEle 3aK/bydyak O TOME Ja JId je Heka
YHILCHUIIA YTBPhEHa, jep Ha OCHOBY H3BEJICHUX J0Ka3a JOHOCH MPECYAY, OMHOCHO OJJIYKy KOjOM
KOHA4HO pemiaBa npeamer cropa. Cyl eHH Hala3 ¥ MHUILBEHE BEITaka Ka0 M CBAaKU JAPYTU J0Ka3 y
KPUBUYHOM MOCTYIIKY, 10 CJI000HOM CY/AUjCKOM YBEPEHY, MI0jeIHHAYHO U y BE3U Ca JPYTrUM JJOKa3UMa.
Cyn He MOpa Jia MPUXBATH MUIIJbEHE BEIITAKa, MOKE Jla Ta OA0Hje U Jia IPECyId MOTIYHO CYMPTOHO
BEIIITAKOBOM MUIILJBEHY.

487 Bejarosuh, op.cit, 331.

8 Bacuspesuh, [py6au, op.cit, 281.
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OCJIOHAIT Y IPYTUM J0KasuMa’ . Y 3aKkoHHKY Cy cajpiKame oapeade Kako cyx Tpeba na
TMOCTYIIN Y CIydajy Ja Hala3 i MHUIUbEHE MMAjy HEKHX HemocTaTaka’ . YKONHKO ce,
mehyTuM, HaBeJeHHM HemocTald HE MOTYy HCIPAaBUTH JIOMYHCKUM, OJHOCHO
IIOHOBJFEHUM BEIITAUYCH-EM OJI CTPaHE HCTOr BEIITaKa, OpraH IIOCTYIIKa MOXE Ja
MOBEPH BELITAYCHE y IMOTJENy MCTOT MpeaMeTa APYroM BelTaky (IITO 3HA4YM Ja je
onpelherme HOBOT BellTaueba CYIICHIH]apHO H YCIOBIBEHO ).

VY cknany ca 3aKOHHMKOM O KPUBHYHOM IIOCTYIIKY JIMIIE Ca CTPYYHHM 3HAmEM H3
UH(QOPMAIIMOHUX TEXHOJIOTHja MOXE CE MOjaBUTH y KPUBUYHOM IIOCTYNKY OCHUM Yy
yJI03H BEIITaKa, U Y CBOJCTBY CTPYUYHOT JIMIA U CTPYYHOT CaBETHHKA.

Cmpyuno nuye momume ce y HEKOJIMKO ozpenaba. [lpunukom npemy3umarma
yBubhaja opraH MOCTYNKa, MO MpPaBWIIy, TPaXH MOMOh CTpy4HOr smna (opeH3muke
CTpyKe, Koje, o moTpedu, mpeay3uMa U mpoHaiasu, ooez0elyje uimm onucyje Tparose,
BpIIM MOTpeOHAa MEpema U CHUMama, CaulibaBa CKUIlE, y3UMa MOTpeOHEe y30pKe paau
aHaJIn3e WK IpUKyIba apyre nojgatke (uian 133. cras 2). Takohe, y wiany 148. cra
1. je mpeaBubeHO na opraH MOCTyNKa Npe OAy3UMama HpeAMeTa, MO IMOTPeOH Y
NPUCYCTBY CTPYYHOI JIMIA TIPETJIEAATH IpeaMeTe, a MPHCYCTBO CTPYYHOI JIHMLA je
npenBuh)eHO W Kao MOTYhHOCT TPHIMKOM IMpeay3uMama mpeTpecama ypehaja 3a
ayToMarcKy oOpalay mojaTaka W OINpeMe Ha KOjoj C€ 4YyBajy MJIM CE€ MOTY YyBaTH

eJIeKTpoHCKH 3anucu (wiaH 152. craB 3). JIuna xoja mpHUCYCTBY]y AOKa3HUM pajmhaMa

439 Yuopenu: Cxo0uo c6om cloO0OHOM CYOUJCKOM Y8epery Cy0 He MOopa 0a NPpuxeamu MUULbEre
gewimaxa, anu u He Modxce OOHemu 3AKbYyKe CYnpomue Muulwvery ewmara. Auanusupajyhu oyeny
HANA3A U MUULbERA KOMUCUje CYOCKUX Geulmakd, Kako mo ymephyje u oyeryje npeocmeneHu cyo,
0oasu ce 00 3aKwYUKA 04 je Cy0 NOCYMPA0 y MAYHOCH 0amo2 MUll/berbd, aiu 0d Huje NOCMynuo y
cmucny odpedbe unana 123. 3KII. Cxo0HO ceom cnoO0OHOM cyOujckom yeepery cy0 He mopa 0d
NpUXeamu MUullberbe Geumara, aiu U He Modice OOHemu 3aK/myyKe CYNPOmHe MUULbER) Geumakd,
00HOCHO MOPA 2a NPUXBAMUMU Y YENUHU, ULU 000aYUMY, AU 24 HE MOJICe NPUXBAMUMU CAMO OeNUMUYHO
U 3aMEHUMU C80juM MuulberbeM. Y KOMUKO €YO OONYHCKUM CACTYWAReM 8emaKka C80jy CyMiby Hije
OmMKIOHUO 00pedulie HO60 sewmauere u Hose gewmake (Pememe Bpxosror cyma Cpouje Kx. 1876/03
ox 26. janyapa 2004. u mpecyna OxpyxHor cyna y beorpamy K. 52/03 ox 11. jyma 2003. ronune)

#0 Tako 3KII npermsupano ypeljyje aBa Moryha o6iKa KOPEKIje IPeTX0AHO 00aBJECHOT BEIITaueHa,
OJTHOCHO HayMHa MPOBEpaBamba KHEroBOr CTPYYHOT KBAJIUTETA U JI0Ka3HE BEPOIOCTOJHOCTH, U TO y BHIY:
1) momyHCKOT, OHOCHO NOHOBJBEHOT BEIITAadeHa, WIM 2) HOBOT BemTadewma. Hamme, opran mocTymka
nMa MOryhHOCT Jja, Ha MPEAJIOr CTpaHaKa MM IO CIIy>KOEHOj TY)KHOCTH, OJIPEIH JOMYHCKO, OJHOCHO
MTOHOBJHEHO BEIITAYCHE YKOJIHMKO IMOCTOje Hedocmayu y Hana3y éewmaka (Hala3 je HejacaH, HEMOTIIYH,
HorpeniaH, y IPOTHBPEYHOCTH caM ca COOOM MIIM ca OKOJTHOCTUMA O KOjHMa je BEIITaYEeHO WIIH Ce 110jaBU
CyMiba y FBEroBy HCTHUHHUTOCT) WJIH NAK MOCTOje HeJO0CTalll Y MUIIJBEY BElITaka (MUIBEHE j& HEjacHO
WM TIpoTHBpe4Ho). Hanaz moxke OMTH HejacaH Kao IMoOcjiequla HauMHa Ha KOjU je BEIITaK H3JI0XKHO
yTBpheHe uMmIbeHMIle, HENOTIYH j€ YKOJIHMKO HE CaJpXXH OJroBOpe Ha CBa IUTamba MM HEJOBOJHHO
00pa3ziiokeHe 0JroBOpe,lOrpellaH je YKOJINKO YMICHHIIE HUCY NPAaBHIIHO yTBpheHe, 0K je MHILBEHE
HEjacHO aKo ce He MOXe ca CHrypHourhy yTBpAMTH LITA je BEIITAaK 3aKJbYy4YHO, a IPOTUBPEYHO j€ YKOIUKO
Cy CajpyKaHM 3aK/bYYIH Mel)ycOGHO MPOTUBPEYHHU WIIM HEJIOTHYHO ToBe3anu. bpkuh, op.cit, 360-361.

! [Ikynuh, Mouh, op.cit., 31.

152



MOTY TIPEUIONKHUTH jaBHOM TYXKHOILY Ja Pajid pa3jallibeha CTBApH MocTaBu onpelhena
NHUTakba OCYMILMUYCHOM, CBEIOKY HJIM BEIITaKy, a IO JO3BOJIM jaBHOT TY)XKHOLA MOTY
IIOCTaBJbATH NHUTamka W HemocpenHo. OBa JMIa MMajy MpaBo Ja 3axTEBajy na ce y
3aIMCHUK YHECY M FbHXOBE IpHUMeEN0e y HOrJieny Mpeny3uMarmba MOjeIUHUX PaambH, a
MOTY W TpeJylaraTd NMpHUKyIJbamke nojeanHux aokasa (wian 300. craB §). Ocum Tora,
3akoHUK TpeaBuha ga YKOIUKO je TO MHOTPeOHO paau pasjallmberha I0jeAMHUX
TEXHUYKUX WU IPYTUX CTPYYHUX MHUTamkba KOja ce MOCTaBJbhajy Y BE3H ca MPpHOaBbEHIM
JIOKa3uMa WM TPWIMKOM Cacilyllakba OCYMIbHUCHOT WM Tpeay3uMama JApYTrux
JIOKa3HUX pajibH, jaBHU TYKWJIAIl MOXE 3aTPaKUTH OJ CTPYYHOT JiMIa oArosapajyhe
CTpYKE Jia My O THM IHUTambKHMa Jia oTpeOHa oljalimbemha. AKO Cy MPHIUKOM J1aBarbha
o0jammena MPUCYTHH OCYMIbMUCHH WIIM OpaHWial, OHH MOTY TPaXHTH Ja TO JIUIE
npyxu Ommka oOjamimema. Y ciydyajy norpele, jaBHH TYXHWJIAll MOXKE TPaXHUTH
objammema U o1 oxarosapajyhe crpyune ycranoe (wian 300. craB 9). Takohe, He
MIOCTOjU CMETHA J]a CTPYYHO JIMIe Oy/e MO3BaHO J]a Y CBOjCTBY CBENIOKA JIa y MCKAa3y
IpeHece ca3Hamba WM OlNaKama y BE3M ca MPEeJMETOM CBEeIOYCHA (OCHM YKOIUKO OH
CBOJUM HMCKa30M ITOBPEAMIIO JY)KHOCT YyBama TajHOT MOJATKa, JOK HA/UICKHU OpraH,
OJTHOCHO JIMIIE OpraHa jaBHE BJACTH HE OIMO30BE TAJHOCT MOAATKA WM ra HE 0CI000au
T€ AY>KHOCTH Y cMHCIy uiaHa 93. ctaB 1. Tauka 1).

Ocum nasenenor, y 3KII je mpenBuleH jomn jegaH KOPUCTaH BHJ KOHTPOJIC paja
BEILITaKa, a TO jeé YyCTAaHOBa CMPY4YHOZ cagemuuka. Hanme, ocuM Kao BeITaka, Opra
NOCTYIKa MOXXE JIMIA ca MOTPEOHUM CTPYYHUM 3HAKUMa aHTAKOBATH M Yy APYTHM
NpUIMKama, ajld Ce pe3yiTaT HHXOBOT aHTaKOBamba TajJa HE TPETUpa Kao JI0Ka3.
CrtpyuyHa JMI[a CEe aHTAXYjy Pajd pa3jalllibeiba MOjeIUHUX TEXHUYKHX WA JIPYTUX
CTPYYHHX MUTamka KOja C€ IIOCTaBJbajy y BE3M ca NpuUOaBibambeM J0Ka3a HIIH
npeay3aMama JApPYTUX TPOLECHUX paalkH, ald y THM CIy4ajeBUMa CTpydHa JIHIa
NOMaXy OpraHy MOCTYIKa y yTBphHBamy 4YHMI-CHHIIA HA Ta] HAYUH IITO MM KpO3
CTPYYHO pacyhuBame M CTPYYHO-TCXHHYKH Daj Jajy CaBeTe y pellaBamy CTPY4HE,
BaHIIpaBHE MpobieMaTHke. He Moke ce cMaTpaTH BEIITAKOM JIMIE KOje je MO3BaHo Ja
Kao CTPY4YmaK M3BPIIM jeIHY YHCTO MaTepHjaliHy pajiby WIN paad JdaBamba OOHMYHOT
obaBeliTema KOju MOMaxKe, Ha MpUMeEp, NPUIMKOM Cacilylllamba OKPUBJLEHOT, Kaja je

442
MOTpeOHO CTPYYHO 3HaWmE U3 oApeheHux odmactu .

*2 Bacuspenih, [py6au, op.cit, 265.
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Caka cTpanka Moxe cio001HO aa m3abepe W IMyHOMOhjeM OBJIACTH CTPYYHOT
CaBeTHHKA KaJla OpraH IMOCTYIKa JI0OHece HapealOy O BelTayewmy. YCTaHOBa CTPYYHOT
CaBeTHHKA je HOBMHA Y 3aKOHUKY O KPUBHYHOM NOCTYNKY. CTpyYHH CaBETHHK j€ JIUIIE
KOj€ paclojake CTPYYHUM 3HAHmEM M3 00JIaCTH y KO0jo] je oapeheHo BemTademe.
Mehyrtum, cTpydHO Ml HHjE MOCEOHO JAOKAa3HO CPEJCTBO Kao BEIITAaK, HEro IMpyxka
Oprany IOCTYIIKa y pelIaBamky MUTamka U3 00JacTh 3a KOjy je CTpy4aH U He pagu ce O
BEILTAaKy, HETO O YYECHHKY Yy MOCTYIKY KOjU C OO3MpOM Jia HEMa CBOjCTBO BEIITaKa
HUTU TIpaBa HHU AY)KHOCTH Kao BEINTaK, HE 00aBjba BEIITAauCH¢ HHUTU j€ PE3yiaTar
ETOBOT TIPEICTaBJba Hajla3 U MUILBEHE. 10 je JIUIe Koje Ce UCIUTY]je Kao CBEIOK jep
noceayje cneunpuyHa 3Hama y OAHOCY Ha onpeheHo BaHmpaBHO nuTame. CTpydHH
CaBEeTHHK 3alpaBO MMa KOHTPOJHY (YHKIHMjy Y OJHOCY Ha BEIITa4YeHE Koje je
CIpOBOJIM BeWITak ojpeheH omrykom oprana moctynka. Kako ucmospaBa oxpeheny
NpOIIECHY MHULMjAaTHBY y OAHOCY Ha Beh onpeheHO BemTaueme, YCIOBHO CE MOXKE
O3HAYUTH Kao ,,JIapaJIeIHU semrax“®. Hamme, kana Opral IIOCTYyIKa OJIpeau
BEILTaYCHE, CTPaHKa MOKEe N3a0dpaTu U myHOMOohjeM OBIIaCTUTH CTPYYHOT CaBETHHKA Ca
(GYHKIMjOM IpoBepe BelTauema MpH 4eMy He MOCTOjU ,.Cylep Bemraueme umely
FICKa3a CTPYYHOT CABETHHKA M HANA3a M MUIUBEHHA BEIITAKa "', AHraoBambeM CTpyYHOT
CaBETHHKA, BEIITAUCHE y CTBAPH MONPUMa KOHTPAJUKTOPHHU KapakTep, jep CTpydmak oapeheH
OI CTpaHaKa Napupa BelTaky oapeleHoM oz cTpaHe oprasa moctymka®®,

Kao cTpyyHm caBeTHHK C€ y MOCTYIKY HE MOXE OJIPETUTH JIUIE KOje je& NCKIbYUEHO
WM 0CJI000)€HO 0N Ty)KHOCTH CBEIOYCH-a, & OKPHBJHEHH M OMITEheHH Kao TYy>KHUIall
UMajy TpaBO Ja OpraHy IIOCTYNIKa IIOJHECY 3aXTeB 3a IIOCTaBJbamkbE CTPYYHOT
CaBeTHHKaA, jep je npeABUleHa cXogHA MpHUMEHa oapenada koje ypelyjy moryhHoct
NOCTaBJbathba IMyHOMOhHMKA omTeheHOM Kao TyKHOIly, W OpaHHMOIAa CHpPOMAIIHOM

OKpI/IBJ'beHOM446.

#3 M. IlIkynuh, Kpusnaro npouecro npaso, [pasuu pakynrer y Beorpany, Beorpan 2014, 230.

* TIpaBHo cxBaTarbe MOCEOHNX OJIeIbeha BpXOBHOT KacaioHor cy/a, ca ceaunie 31.01.2012. roauue.
Hageneno npema: bunren Bumnier cyna y beorpany 82/2012, 14.

45 Knesxesnh, op.cit, 303.

M8 Mehymunm, Hucy ucnyrenu yenosu 0a ce onmysiceHom nocmagy CmpyyHU CasemuuK Y cumyayuju kaod
OH UMa uemupu u3abpauna dpanuoya, Wmo yKazyje 0a npema C60M UMOGHOM CMARY MOJdice 0a CHOCU U
eseHmyanHe mpowKoge Hazpade cmpyyHoz cagemuuxa. Pewersem Buwee cyoa y Beoepady — Ilocebno
o0emere, 000UjeH je 3axmes 3a NOCMABbARE CMPYUYHO2 CABEMHUKA eKOHOMCKO-(UHAHCUCKe cmpyKe
onmyoicenom. Ilpomug HageOenoe peuierba ONA20BPEMEHO CY U3JAUNU JHCANOY OpaHUOyu, y KOjoj cy
Haeenu 0d je HejacHO HA OCHOBY Yead je NPEOCMmeneHu cy0 3aK/msyuuo 0a je onmydjceHu y mocyfinocmu 0a
nIamu CmpyuHo2 CagemHuKa Kaod je Ha 0CHO8Y NPUNOHCEHUX O0KA3A NPABUIHO YMEPOUO 0d ONIMYHCEHU
HeMa umosuHe, 0d Huje nopecku 006e3sHUK u 0a je HezanocieH. Ilo Hanascersy kKpusuunoe eehia, npaguiHo
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CTpy4HHU CaBeTHUK y CKJIaAy ca wiaHoM 126. pacnonaxe onapeheHUM mpaBuma H
OYKHOCTHMA: JTy’KaH je Ja TMOJIOXKH 3aKIETBY, Ja CTPAHLM NPYXKH MOMOh CTpydHO,
CaBeCHO W OJIarOBpPEMEHO, J1a He 3JI0ymoTpedJbaBa CBOja MpaBa W HE OJYyrOBIIAYH
MOCTYyINaK, a uMa TpaBo Jaa Oyle oOaBeImITeH O JaHy, 4acy M MECTy BellTaucma,
NPUCYCTBYj€ M y TOKY BELITa4yeHa IMperjiena CIuce, MpeaMeT BelITauerha, MPeuIoku
BEIITaKy Ipeay3uMame onpeheHnx paamy, a Jaje mpuMmende Ha Hajla3 U MHUIUBCHE
BEIIITaKa, Ha TIABHOM IIPETPECy Ja MOCTaBJba MUTamka, T¢ a Oy/1e UCIUTAH O PEAMETY
Bemrauewa. OcuM Tora, npenBuleHO je Ja CTPYyYHH CAaBETHHK, KA0 M OKPUBJbEHU H
IEroB OpaHmiIall MMajy MpaBO Ja MPHCYCTBYjy BeUITayewmy, a Ja HUje mpeaBul)eH
u3y3eTak o oBe MOryhHOCTH. YTpaBo y BE3H ca MOCIEAHBUM, Y TOCTYNAmby y IpaKkcu
Cy ce mojaBuiie oqpehene nuiueme, jep cy mojeuHa BelTayema 10 Te Mepe crnernupuyHa
WM 3aIUpY y IPUBATHOCT ojpehenux nuia, rna je camo mo cebu Hemoryhe na Opanuiail
¥ OKPUBJHCHU NIPUCYCTBY]Y BEIITAUYCHY & OCUM TOTA ITUTAKE KOJIHUKO j€ TO M HEOIIXOTHO
KaJl MOTY aHTa)KOBAaTH CTPYYHOT CaBETHHKA. Tako je y jeaHoM mpeaMery npen Bummm
cynoM y beorpany cya on06uo 3axTeB og0paHe Aa OpaHWIIall U OKPUBJLEHH IIPUCYCTBY]Y
€KOHOMCKO-()MHAHCHUJCKOM BEIITAYCHY Y YCTaHOBH ca OOpa3liokemeM J1a je ,,caB
MaTepHjall Koju je Tpebajo Ja mperiie/iajy BeImTaly J0CTaBJbeH, Kao U CBEe MpuMende u
CyrecTHje KOje Cy MMalld OKPHBJBCHH M OPAaHUOIM, 3alMCHHUIIM W TPAHCKPHUIITH Cca
nperpeca, Hapeada je JOHeTa Ha MpeTpecy, a MPHpPOJa CKOHOMCKO (DHHAHCH]jCKOT
BEIITaueHha y YCTAaHOBHU OJ CTpaHe KOMHCH]e, Ma YaK M Ja jeé OJ CTpaHe MOjeIuHIIa,
TaKBa je, a je 1o OleHU cy/a Moryhe Ja OKpUBIbEHU U OpaHHOLM MPUCYCTBY]Y jEIMHO
nperiiefamy AOKYMEHTAIMje W KOHCTATOBAaWmy INTAa Ce Tperiena W Ha Koja NMUTamka
Tpeba OJrOBOPUTH BEIITAYEHEM...a KAaCHMja CTpy4YHa aHajd3a y KOjOj BeIlTalu
NpUMEeBYjy METOJe aHamuse, yrnopehuama, padyHa U CIMYHO, MPEACTaB/ha MHCAOHH,
MHTEIEKTYaIHN TIPOLEC, U cama 1Mo ceOH HCKibydyje 6mto unje mpucyctso“™’. Jla je

on0paHa aHraxosajla CTPYYHOI CaBETHHMKAa, OH OM HMMao NpaBO Ja NPUCYCTBYje

je nocmynuo nocmynajyhu npedceonux eehia kada je 006uo saxmeg Opanuiaya 0a ce ONnmyHNCeHoM
nOCmagy CMpyynu CAGemHUK eKOHOMCKO-QUHAHCUjcke cmpyKe jep, u no oyenu eeha, okoiHocm oa
onmygicenu y npeOMemHoM KPUBUYHOM NOCMYNKY UMA guie 00 jeOHO2 aHeaicosanoz bpanuoya (YKynHo
yemupu) ykasyje 0a npema c60M UMOBHOM CMAILY MOJce Od CHOCU U e8eHMYANHe MPOWKose Hazpaoe
cmpyunoe cagemnuka. Pememe Beha Bumer cyna y beorpany — [Tocebnor onessesa K-ITol. 682/12 oxn
25. oxTobpa 2012. u penrewe npencenunka Beha Bumer cyna y beorpany — IToceGHor onessema K-Ilol.
302/10 ox 5. okrobpa 2012. roauHe.

7 C. Huxonuh Taporuh, ,,Heke amneme y Besu Bemrrauesa, Brunren Bumer cyna y Beorpamy 85/2014,
137.
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BEIITaUCHy, &M je TUTamke, y3uMajyhu y o03up oOpasnoxkeme cyna u crnenuuuny
OpUpOJy BeEIITaueHa, KakBa OM OWiIa KOHKPETHO yJjora CTPYYHOr caBeTHHKA. Kon
BEIITA4YCHa O] CTpaHE CTPydYmaKa IUTHTAIHE (OPEH3HKE, MHUTAkE je J1a JIM MPaBo
CTPYy4YHOT CaBETHHKA Jla TMPHCYCTBYje BEIITa4CHy MOJpa3yMeBa Ja OH 3ajelHO ca
BEIITAaKOM CEIH 32 pauyHapOM M NpaTH KOpake Koje IMpeny3rMa BeHTak Kopucrehe
cneuuuyHe QOpeH3WUKe anare WM je CBPCUCXOAHHjE OMOTYRHTH CTpy4YHOM
CaBETHUKY Ja 1O 00aBJbEHOM BeITauCHy Ha KIOHY ypehaja mpemy3uma aHaiuzy
KopucTehr MCTe TEXHUKE W METOoJe KOpHIIheHe oj cTpaHe BelTaka ITo Ou Ouio y
(GyHKLMjU TIpOBEpE U3BPIICHOT BEIITAUYCHa?

CTpy4yHH CaBETHUK je IyXaH Ja CTpaHLUM IpyXa MOMON CTPY4HO, CaBECHO H
0JIarOBpeMEHO, a y BE3H ca EJICKTPOHCKHM JOKa3uMa, MOryhu 3ajianu ce OJHOCEe Ha
NPOBEPY MHTETPUTETA M KOHTHHYHUTETA SIIEKTPOHCKUX JI0Ka3a; TeCTHpame (HopeH3nUKe
nporeaype KOjuUM ce JOmUIo 0 JO0Ka3a; OO0jalllibehe CYIITHHE MPUKA3aHUX
€JIEKTPOHCKUX JIOKa3a M IbUXOBE YyJOre Yy JIOKa3uBamby TBPAIGU CYNPOTHE CTpaHE;
UJICHTU(PHUKOBakEe MOTyhUX pEJeBaHTHUX JOKa3e KOje WAy Yy KOPUCT CTpaHe;, momMoh
CTpaHIH IPHINKOM HCIHTHBAbA BemTaka® . OCHM LITO Ma IPABO 1a HPEriIe/a CIIHCe
U TpeAMeT BelTadyerma, Omio O KOPUCHO MpeaBuAeTH MOryhHOCT HEe camo J1a
NPEUIOKU BEIITAKY Mpeay3uMame ofpe)eHuX paamy, Hero 1a My Oyae omoryheHo na
cam mpexay3Me oapeheHe paame, OMHOCHO Ja TPUMEHH MPaBUjla AUTHTATHE (OPEH3HKE
u (opeH3nUKe anare, Kako Ou MPOBEPUO pe3yaTaTe KOju Cy IPeJCTaBJbeHU Kao J10Ka3 y

MMOCTYIIKY U O BbbMa J1a UCKa3.

1.2. T[ToceOHe T0Ka3HE paaEbe

[ToceOHe mOKa3HE pajimbe Cy HM3y3eTHE M HHXOBA MPHMEHA CE OrpaHHYaBa, IO
MpaBUJTy, cCaMO Ha HajTexe 0OJMKEe KPUMHUHAIIUTETA, ajld U KaJla Ceé OBa KPUBHUYHA Jela
OTKPHBajy U JI0Ka3yjy, moceOHe Mepe ce KopucTe camo kao ultima ratio, oqHocHO Kao
HOCIIEIEbE CPEJICTBO 32 KOJUM CE€ TIOCEXKe, YKOIUKO Ce PEIOBHUM TOKa3HHM pajhbaMa He
HOCTHKY pe3yiTaTd, Wid OM TO OMIIO MOBE3aHO ca 3HAYajHUM TelIKohama, WM Yak
Hemoryhe. IloceGHe mOKa3He palme MOTY Ce MPUMEHUBATH camo Mmoj cieaehum

YCIOBHMMA: J1a CYy U3PHUUUTO TpeaBul)eHe 3aKOHCKUM ojpeadama (raueno nezaiumema);

48 ACPO, 31.
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Jla He TI0CTOje ,,0I1ae’ Mepe 3a OCTBapeHE UCTOT LWJba (Haueno cyncuoujapHocmu); na
ce paJu O BeOMa TEIIKMM KPHUBUYHUM Jienuma (Haueno cpazmepHocmu); 1a ¢e CIpOBOJIC
Ha OCHOBY 0071yKe HAONENHCHOZ CYOCKO2 Op2ana; 1a ce TPEIU3HO 8PEMEHCKU O2paHuye 1
Ja ce CIPOBOAC Y3 IOCTOjabe HAO30pa HAO 3aKOHUMUM epuieroem™ . 3aKOHHK O
KPUBUYHOM IMOCTYIIKY CaJIp>KH OIIIITA MMPABUIIA 32 MPUMEHY IMOCEOHUX JOKA3HUX PAHHU
(omHOCE ce Ha: ycioBe 3a onpehuBame MoceOHUX AOKA3HUX paibHi; KpUBUYHA JIeNa 32
KOja ce MOry OJApEIUTH TOoceOHEe JOKa3He pabe; IMOCTYName Ca MPUKYIJbCHUM
MaTepHujajioM; CIIy4ajHH Hajla3 M TajHOCT II0JlaTaka) a Koja ce MPUMEHYjy Ha CBE

oceOHe JIOKAa3HE PaJIHe.

1.2.1. Tajuu HaA30p KOMYHUKALIK]a

OnpehuBame TajHOT HA30pa KOMYHHUKAIIH]E MPETIIOCTaBIba UCITYHBEHOCT oipeheHnx
MatepujanHux (wian 162) u dhopmanaux (wian 161) yciosa. 3akoHuk mehy ommTum
npaBwiinMa Kojuma ypehyje moceOHe Aoka3HE padme Kao MaTepujajJHU YCJIOB 3a
npeny3uMame MOoCeOHUX TOKA3HUX paambu IpeaBuha KyMylaTUBHY HCIYH-EHOCT JIBE
MPETIIOCTaBKe: 1) Ja MOCTOjH OCHOB CyMHbE JIa j€ JIMIIE IpeMa KOMe ce pambe oapehyjy
YYUHHUIIO KPUBUYHO JIEJIO KOj€ CIajia y KaTeropujy KpUBHYHUX JeJia Y TOTJIeTy KOjuX ce
MOTY OJIPSIUTH MOCeOHEe TOKa3He paime (,,[T0OCEOHO KPUBHYHO JEN0), U 2) Ja ce Ha
Jpyrd HauyuH HE MOTY MPUKYIUTH JOKa3H 3a KPUBUYHO TOHEHE WM OU HUXOBO
NpUKYIUbakbe OMI0 3HaTHO oTexaHo. Ynanom 162. 3KIl-a excrumnuTHO je oapehen
KpYT KPUBHYHUX JIeNa 32 KOja ce HaBe/eHe MmoceOHe JO0Ka3He paibe MOTY OJIPEIUTH, a
npeaBuheHo je MoceOHO Ja ce, YKOJIHUKO Cy HWCIYHhEeHH MaTepHjalHH YCIOBU
npeaBul)eHn 3aKOHHMKOM, MoceOHa J0Ka3Ha pajiiba TajHU HAA30p KOMYHHMKAIMje MOXeE
OJIpeIUTH M 3a cieneha KpUBHYHA Jena: HeoBiamheHO HcKopHIThaBame ayTOPCKOT
Jena wid mpenMera cpoaHor mpaBa (wiaH 199. KpuBuuynor 3akoHuka), omreheme
pauyHapckux nojataka U nporpama (wiaH 298. craB 3. KpuBHYHOI 3aKOHHKa),
pauyHapcka cabotaxa (wiaH 299. KpuBH4HOr 3aKOHHKA), padyHapcka npeBapa (WiaH
301. craB 3. KpuBn4HOr 3aKOHUKA) U HeoBNAIINEHU MPUCTYN 3alITHNEHOM padyHapy,
padyHapCKO] MpPEXH M eJIEKTPOHCKO] oOpamu momataka (wian 302. KpuBuunor

SaKOHI/IKa). Moxe ce NpUMETUTHU Ja HUCY CBa KPUBHYHA J€jJIa BHCOKOTCXHOJOUIKOT

9 Byrapckn, op.cit, 25.

157



KpUMHHAJIA CBPCTaHa Y KaTeropujy NOCEOHUX KPUBHYHMX Jiena- Mel)yTum, oBaj Apyru
€JIEMEHT MaTepHjaTHOT YCJIOBa OM MOTrao HA4YelTHO OWUTH HCIYEH-EH KOJI CBUX OOJIMKA
U3BpIICHA KPUBUYHUX JIeJIa MPOTHUB 0e30€AHOCTH PavyHApPCKHX IOAaTaKa, OJHOCHO
KOJI KpUBUYHUX JieJla Koja Ou Moryia 6uTu oOyxBaheHa mOjMOM BHCOKOTEXHOJIOIIKOT
KpUMHHAIIA.

N3y3eTHO, moceOHEe MOKa3HE palmke ce MOTY NpEeay3eTH M IpeMa JIMIy 3a Koje
IIOCTOjY OCHOBU CyMHb€ Ja TIPUIIPEMA U3BPILICHE MMOCEOHNX KPUBUYHUX JIeNIa, YKOIUKO
IIOCTOjH jellaH O/ alTEepPHATHBHO MPOMHCAHA Pas3iiora: a) YKOJIMKO OKOJHOCTH Cilydaja
yKa3yjy Aa ce Ha JIpYr'd Ha4MH KPUBUYHO JIEJI0 HE OM MOTJIO OTKPUTH, CIIPEYUTH WITH
J0Ka3aTd, WM 0) YKOJMKO OM TO HM3a3Bajlo HECpa3MEpHE TeIIKohe WM BEIUKY
omacHocT. ,,MoryhHOCT mnpHMeHe MOCeOHHX JIOKa3sHHX pailkbu Wy OJHOCY Ha
HpUIpEMarke, a MOCeOHO y OJHOCY Ha MOKYIIa] KPUBHYHHX Jelia, Y MOTJIeay KOjHX Cy
TaKkBe palme M MHade Moryhe, HUje crmopaH, 0e3 003upa ITO Yy KPHUBHYHOIIPABHOM
CMHCIy HHje yBeK Moryhe KaKmaBambe 3a NpUIpeMame, Kao M 3a MOKYIIa] THX
KpUBUYHHX Jena (Mada je mokymiaj y Hajpehem Opojy ciydajeBa, ¢ 003UpoM Ha
NpOINKUCaHy Ka3Hy 3a Ta KpPUBUYHA JI€la, CBAKAKO KAXKIHHB)... jép OCHOB 3a NPHMEHY
NOCEOHMX [OKAa3HHX paJlkbu HHje KaXHBHBOCT oapeheHOr cramujymMa y H3BpIICHY
KPUBHUYHOT JIeJia Kao TakBor, Beh motpebda 1a ce oapeheHo KpUuBUYHO J1€710 Crpeyun’ 430,
KpuBnuna nena npotuB 6e30€THOCTH padyHapCKUX TOJaraka ¢ 003upomM Ha 3anpeheny
Ka3Hy IaK He CMajiajy y KpUBUYHA JIeNla KOJ| KOjUX je TOKYIIaj KKIBUB Y CMUCITY YaHa
30. K3, jep 3a BehuHy oOiMKa HM3BpIIEHa KPUBMYHHMX Jefla MPOTHB Oe30eaHoCcTH
padyHapCcKUX TIOfaTaka IMpoIMcaHa Ka3Ha 3aTBOpa J0 5 TOJMHA a HHUje MPOIMUCAHO
U3PUUUTO KaXHhaBamke 3a MOKymaj. Mmak, ¢ 003UpoM Ja MaTepHjalHH YCIOB MOXKE
OUTH HCIyHEH Yy BEJIUMKOM Opojy CilydajeBa, CacBUM j€ OIpaB/aHO Ja ce IMoceOHe
JIOKa3HE pa/itbe MOTY MPUMEHUTH M YKOJHUKO IOCTOJU CaMO OCHOB CYMHE J1a ce JEJ0
npuIpeMa.

[TocebHe noKa3He paambe ce mpuMemkYyjy kao ultima ratio a 3akoHoaBall je U3PHIUTO
IpeIBUIEO J1a IPWIMKOM OJUIydHBama O ojpehuBamy U Tpajamby NOCEOHHX JOKa3HUX
palilbyu Oprad NocTymnka he moceOHO IIEHUTH J1a U OM ce UCTH Pe3yaTaT MOrao nmoctuhu

Ha HAYMH KOJUM C€ Mamke OTpaHn4aBajy mpasa rpahana.

0 [1Tkynuh, Muh, op.cit., 35.
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AKo cy HchymeHd (OpMalHM M MaTepUjalHA YCIOBH Ha OOpa3IOXKEeHH Mpeasior
JaBHOT TY)XHOIIA CYI MOXE OJPEIUTH HAI30p M CHUMAamke KOMYHHUKAIMje Koja ce
o0aBJspa ImyTeM TeledoHa WU JIPYTUX TEXHUYKHX CpPEJICTaBa WM HAI30D EICKTPOHCKE
WM PYTe apece OCyMIbHUCHOT | 3aILICHY IHCAMa U APYTHX MOLIHIBKH ",

[Tocebny noka3Hy paamy oapelyje CTBapHO M MECHO HAJIEKaH CyJl 00pa3iokKeHOM
HapeaooM, Koja 00aBe3HO caapxu cienehe eleMeHTe: PACIOIOKHUBE MOJATKE O JIUILY
rpemMa KojeM ce TajHHu HaJ30p KOMYHHUKAIH]e oz[peljyje452, 3aKOHCKU Ha3MB KPUBHYHOT
JieNia, O3HAUCHC IMO3HATOT TEJIePOHCKOT Opoja WM aapece OCYMEbHMYEHOT, OJHOCHO
TenedoHCKOr Opoja WM aapece 3a KOjy MOCTOje OCHOBU CyMHE JIa jé OCYMEUYCHH
KOPHCTH, pasliore Ha KOjuMa ce 3acHHUBa cnyba453, HaYMH cnpOBobe}La454, obuM u
Tpajame MoceOHe J0Ka3He palmbe. DyHKIMOHATHA HAIUICKHOCT 32 JOHOIICHE OJIYKe
NPUIIAAA CYJIHjH 32 IPETXOJHH MOCTYIAK KOjU, aKO MPUXBATH MPEIJIOT jJABHOT TYXKHOIIa,
JIOHOCU 00pa3iokeHy Hapeady O TajHOM HAI30py KOMYHHKaldje. Y MPOTHBHOM
CIIy4ajy, CyHja 3a MPETXOAHH IMOCTYIAK PEIICHhEeM 0JI0H]a IPEIJIOT.

Tajan Ham30p KOMYHHUKanMje oOyxBaTa [[Ba acleKTa: HA030p U CHUMAre
KOMYHUKayuje Koja ce obaBsba IMyTeM TesiehOHa WM JIPYTUX TEXHHUYKUX CPEICTaBa, a
JIpYTy Ha HAO030p €NEKTPOHCKE WU JAPYre adpece OCYMIbUUCHOT U 3aIlieHy IHcaMa U
Opyrux nouubku. TajHu HaA30p KOMYHUKAIUje C€ MOYKE OJHOCHTH caMo Ha mpaheme

KOMYHHKAIMje WJIM Ha Haa30p ajpece, ald MOXe o00yxBaTuTu o0a CerMmeHra.

451 :
*! Mako 3akoHOaBAaIl He TOBOPH O CaApKHHH MPEUIOTa jABHOT TYXKHOIIA, OCHM IITO npeaBuha 1a o

Mopa J1a Oy/ie 00pa3iokeH, MOXKE CE 3aKJbYUUTH JIa j€ jJaBHH TYXKHJIAI[ Y 00aBe3H Ja HaBeIe CIIMYHE
eJIEMEHTe Koje caJpku 1 Hapen0a o oapehuBamy TajHOT Hajg30pa. Ped je, mpe cBera, 0 pacloioKUBUM
MOZAIMMA O JIMITY IIpeMa KOjeM ce TajHH HaJ[30p KOMYHHKaIHje oapelyje, 3aKOHCKOM Ha3UBY KPUBUYHOT
Jiena, 03HaueHkhy MO3HATOT Tene(oHCKOT Opoja WK aipece OCYMEUYEHOT, OHOCHO TeneoHCKOT Opoja
WY afipece 3a KOjy IOCTOj€ OCHOBH CYMIbE /1a j€ OCYyMIbHUECHN KOPHUCTH, M Pa3io3MMa Ha KOjuMa ce
3acHHUBA CyMmba. Y TpeAsiory 3a oapehuBame TajHOT Haa30pa KOMYHHUKAIHje Tpebano O moceOHO
HaBECTH /1a ce JI0Ka3H He MOTy IIPUKYNUTH Ha Apyru HaunH. [lopen Tora, Morio 6u na Oye mpeanokeHo
Jla ce 3aIuIeHe IMCMa U JIpyTe MOLINIBKE.

52 BaycHO je 3amasuTH 1a 3aKOHOJABALl TOBOPH O PACIIONOKHBHM IMOJAIMMA O JIIY IPEMa KOjeM ce
onpelyje TajHU HAI30p, IITO MPEACTABIbA HIDKU CTAHIAPA Y OAHOCY Ha OHAj KOjU CE 3aXTeBa PEIIMMO KO/
HapezaOe 3a goBolherme (wian 195. craB 2) mnu Hapende o cupoBohewy uctpare (wian 296. cras 3), Kox
KOjUX je TOTPeOHO HABeCTH JIMYHE MmojgaTke ocymmbnueHor. Ko Hapenbe o oapeljuBamy TajHOT Haa30pa
6110 OM JOBOJHHO J]a Ce HAaBEJe CaMo MMe, MPe3UMe WIIM HaJUMaK OCYMIbHUEHOT JIMIA, WK OWII0 KOjU
Jpyrd TOAaTak KOju JONPHUHOCH HEroBOj HMHAMBUAYyanM3almuju. To 3HauM Ja ce TajHu HaJa30p
KOMYHHUKAIIH]ja MOKE OJIPEANTH KaKo MpeMa MO3HATOM, TAaKO U ITpeMa HEeTI03HATOM OCYMEUYEHOM JIHILY.
3y Hapen6u je MOTPeOHO HABECTH M PA3/ore Ha KOJHMA CE 3aCHHBA CyMIba, INTO 3HAYM 1a OH Tpebaso
00pa3IoKUTH ITOCTOjae OCHOBA CyMIbe 13 wiaHa 161. cr. 1. u 2.

4 Cymnja 3a nperxomu mocTymak y HapeaOu ozpelyyje M Haumm crpoBoljema TajHOr Hax3opa
KOMYHHUKaIMje, a TO IojapasyMeBa ojpehuBame oprana koju he m3BpmmTH Hapenly, kao u obaBesy
OpraHu3alyje Wik JIMIa KOjé je PEerncTpoBaHO 3a IpeHoc MH(popMaija na NpyXd HoTpeOHy momoh
(uman 168. c1. 1. 1 2).
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[Tocrojame MoryhHOCTH TajHOT HaJg30pa KOMYHHUKAIMje OTBapa WU MpoOJieM JO0Ka3He
MPUXBATJEUBOCTH T3B. JIUCTUHTA TeleQOHCKHX pasroBopa. CTaB HAIMX CyAOBa je Ja
JUCTUHT TeJIeQOHCKUX pa3roBopa IMPEICTaBiba JIOKA3 KOJU CE MOXKE H3BOJIUTH Ha
IIIABHOM TIpeTpecy’>.

Kako je y morieny cnpoBohema TajHOT Haa30pa KOMYHHKAIHja Y CYACKO] MpPaKCh
JONIIO J0 TpoMeHe craBa y Be3u ¢ Moryhnomhy na be3denHocHo-uH(pOpPMaTHBHO]
areHuuju Oyje OBEPEHO U3BPIICHE Hapea0e O TajHOM HaI30py KOMyHI/IKaLII/Ije456, Kao u
yciiell OrpaHUueHe HAJISKHOCTH TIOJMIMjE J1a MOCTyIa y pacBeT/hbaBamy oJpeheHux
KPUBUYHUX JIeJla, TPOIMHUCAHO je Ja HapenalOy u3BpmIaBa mojiuuuja, be3zdeaHocHo-
uHpopMaTUBHA areHIyja wiu Bojaobe30ennocHa arennuja. Oprad koju je oapehen aa
CIpOBEJIe TajHU HA30p KOMYHHKAIMja je Ay>KaH Jla caunibaBa JHEBHE M3BEITAje KOjU
Ce 3aje/IH0 ca TPUKYIUBCHUM CHHUMIMMA KOMYHUKAIMje, MHUCMUMAa H JIPYTHM
HoIIMJbKaMa Koje cy yrmyheHe OCyMIHYeHOM WM KOj€ OH IIaJbe, JOCTAaBJba]y CYAUjU 32
NPETXOJHU TOCTYIIAK W JaBHOM TYXHOIly Ha FHbHXOB 3aXTEB. Y TOM CIy4ajy UM ce
JOCTaBJbajy W MPUKYIUbEHH CHUMIIM KOMYHHKAIIMje, MMCMa U Jpyre TOIIUIbKE Koje Cy
yryheHe 0CyMIBbUYEHOM HJIH KOj€ OH IaJbe.

Tajuu Hag30p KOMYHHKAIMje c€ [0 TpPaBWIy BPIIM TPEKO MOMITAHCKUX,
Teserpad)CKuX U Apyrux npemnyseha, qpymraBa v JMIa pErHCTPOBAHUX 32 MPEHOIICHE
uHpopManuja, am ce Moxke o0aBuTH momohy rmocedHe ornpeme. Jlo mweHor kopuinhema
MoOXe J1a Jlol)e Ha JaBHOM MECTy WJIM Ha MECTY Ha KOjeM je MpHCTyM orpaHndeH. C TUM y
BE3W Ce OTBapa MNHUTamke MOTyhHOCTHM IOCTaBJbamka IOCEOHE OIpeMe 3a Halz30p
KOMYHUKaIlMja y CTaHy U JApyrum npocrtopujama. C 0063upoM Ha TO Ja Hapeada cyauje
3a MPETXOJHU MOCTYMaK He Jlaje TaKBO OBJaIIheme Ip>KaBHOM OpraHy KOju M3BpIIaBa
OBY NoceOHY J0Ka3Hy pajiiby, Tpeba NPUXBATUTH MUILBEHE J1a C€ HAaJ30p U CHUMAambe
o0aBJpa y MOLITAHCKUM U JIpyTuM mpenysehuma kopumihemeMm TeXHUKE KOja y HBUMa
nmocToju. 300r Tora je y cTaBy 2. mpeABul)eHa TyKHOCT MOIITAHCKUX, TeNerpadCckux u
Ipyrux npexyseha, QpymraBa v JTUIa PETHCTPOBAHUX 3a MPEHOIIEHe HHPOpMaIrja 1a
omoryhe crnipoBoleme Ha/l30pa U CHUMama KOMyHHKalMje U Ja, y3 NOTBpAY NpHjema,
npesajy mucMa M JIpyre MoIIuJbKe OpraHy KOju M3BplIaBa Hapea0y O TajHOM Haa30py

KOMYHUKaIlHje.

> BCC, Kowe. 6p. 1547/04 ox 22. Hosembpa 2004.
8 BCC, Korel. 6p. 493/05 on 8. jyna 2005; Kowe OK. 6p. 7/05 ox 2. bebpyapa 2006.
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3akonuk npeasuha MoryhHocT mpommpema TajHOT HaA30pa KOMYHHKAIHje, ma
YKOJIMKO y TOKY CHpoBolema TajHOT Haa30pa KOMYHHKaluje aohe 10 ca3Hama Jaa
OCYMBHYCHH, YMECTO TesieOHCKOT Opoja MM ajapece KOju Cy O3HAYCHH Y Hapeadu o
cripoBohemy OBe moceOHE JO0Ka3HE pajmke, KOPUCTU Apyru TeneoHcku Opoj uim
ajzipecy, Ip>KaBHU OpraH KOjU H3BpIIaBa Hapea0y MOKe MPOIIMPHTU TajHU HAI30p
KOMYHHUKAIHje U Ha Taj TeneoHcku Opoj uim anapecy. JloHomeme HoBe Hapeade Hoch
pusdK na y mehyBpemeny O0yny n3ryosbeHe KopucHe uH(pOpMaIje o MpeTnocTaBIbeHO]
KPUMHUHAJIHO] aKTUBHOCTH YYMHHOIA, 11a je W3 TOT pas3yiora 3a IPOUIMPEHE TajHOT
Ha/130pa KOMYHHKAaIMje ¥ Ha HOBOOTKPUBEHH Tele(OHCKH Opoj MM ajpecy oBiamheH
OpraHud KOjU CIPOBOAM TajHM HAI30p KoMyHHUKanja. OBaKBO MpOIIMPEHE je
(akTHYKOT KapakTepa, ajii je YCIOBJHEHO U BPEMEHCKH OIPaHu4eHo, jep 10 HopMaIHOT
NpoLIMpeha MoXe TohM MCKJbYUYMBO HAKHAIHUM 0100pEHEeM O CTpaHe Cy/a IMOBOIOM
WCTIOJbeHE HHUIMjaTHBE jaBHOT Tyxkuora’ . HammMe, oBaj je mykaH aa o Tome hie oxmax
00aBECTUTH jaBHOT TYXKHOIA. 3aKOHHWK jaCHO YTBplyje AYKHOCT jaBHOT TYKHOIA J1a
HaKoOH mTOo Oyae odorujenHo obaBemTeH 0 ToMe (AKTUYKOM MPOIIMPEHY TajHOT
nagzopa’™®, jep je mo mpujemy obaBemTerba AyXKaH 1a OAMAX MOJHECE MPEIOr Aa e
HAKHAJTHO OJ00pH MPOIIMPEHE TajHOT Haa3opa KomyHuKaruje. O mpemiory omnydyje
CyIMja 3a MPETXOJHH IMOCTYMaK y poKy on 48 "acoBa o]l pujemMa Mpeagora u 0 ToMe
cacraBjba OEJICIIKY Yy 3alMUCHHKY, Ia YKOJHMKO YCBOjU NPEIJIOT, HAKHAIHO 0J100paBa
IPOIINPEHE TAJHOT HaJ30pa KOMyHHKAIIM]je, a aKo 0/10Mje MpeyIor, MaTepHujai Koju je
NPUKYIUbEH NPOIIMPEHUM HAJ30pOM CE€ YHHUILTABA.

Tpajame TajHor Haazopa je omeheHo (axkTuukuMm U (opmanHu pokoMm. Haume,
npeaBUlEHO je J1a CIpoBOheme Haa30pa ce MPEKU/Ia UM MIPECTaHy Pa3jio3u 3a HErOBY
HpUMeHy, To je mocieauna ultima ratio kapakrepa nmoceOGHUX qOKa3HUX paamu. OcuM
Tora, 3aKOHHMK y MeceruMa ojpelyje KoIMKO Hajryke MoXe TajHU Haa30p TpajaTH (y
OKBUpPY KOI' poka ersuctupa (axtuuku pok). IlocToje aBa pexxuma Tpajama TajHOT
HaJ30pa KOMYHHUKaIlHje, OJ KOJUX C€ jedaH OJHOCH Ha KpHUBUYHA Jejia OIIITEr
KpUMMHAIA, JIOK Ce IpYTU NMpUMEmYje 3a KpUBUYHA JIeNa 3a K0ja je MOCeOHUM 3aKOHOM
onpeheno na nocryna TyXHUIAIITBO 32 OPraHU30BaHU KpUMMHAN WK TyXUIamTBO 32
patHe 3nouyuHe.TajHH Hag30p KOMYHHUKAlMje MOXE TpajaTh TpU Mecela, a 300r

HEONXOJHOCTH JaJbel NPUKYIJbalba J0Ka3a Ce MOXE NPOAYXKHUTH HajBUIIEC 3a TPH

7 [Ikymuh, op.cit., 249.
8 [1Ikymuh, Momuh, op.cit., 39.
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Mecera. AKO je ped 0 KpUBUYHHUM JIeIFMa 32 KOoja je ToceOHUM 3aKOHOM IpenBuleHo aa
MOCTyNa TYKUJAIITBO TOCEOHE HAJICKHOCTH, TajHU HAA30p MOXKE C€ H3Y3ETHO
NPOJIYKUTH jOIII HAjBUIIE JIBAa IyTa y Tpajamy O MO TpU Mecena. To 3Ha4YM aa je y
TOTJIEZly KPUBUYHHX JIeJla BUCOKOTEXHOJIONIKOT KpUMHUHAJA, KOja CYy Y HaUICKHOCTH
Tyxuoma 3a BHCOKOTEXHOJIOIIKM KPUMHUHAI a KOJU HHUje TYXKWIal MoceOHe
HA/JIC)KHOCTH, CIPOBOheme HAA30pa MOXKE TpajaTu Hajayxke 6 mecenu. [[o okoHUYama
TajHOT HajJ30pa KOMYyHHUKaIlHMje MOXe, JaKiie, a Johe MpoTeKoM HaBEJICHUX POKOBA,
QJIM ¥ TIPE TOTa, YUM MPECTaHy Pa3Jio3H 33 BErOBO CIPOBONCHE.

[To 3aBpmIeTKy TajHOr Haa30pa KOMYHHUKAIM]j€ OpPraH KOjU j€ CIPOBOAUO HAI30p
JOCTaBJba CYIUjU 3a MPETXOJHH MOCTYNAaK CHUMKE KOMYHHUKaIUje, MUCMa U Jpyre
nowmsbke. [lopex Tora, y3 MaTepujal ce JOCTaB/ba M IOCeOaH M3BEIITa] . 3aKOHHK
NPOINKCYje HA KOJU HAYMH CY/AMja 3a MPETXOJHU TOCTYNAaK MOCTyHa C JOCTaBJbCHUM
MaTepHjajoM - TPUIMKOM OTBapama MUcaMa W JPYIHX IMOIIWJBKHA CyAWja je yKaH Ja
masy Ja ce He MOBpeJIe MeYaTH U J]a CE€ OMOTH U ajjpece cadyBajy, Kao M Ja O OTBApamy
cactaBu 3anmucHUK. HakoH Tora caB marepujan 100ujeHIM CIIpoBol)emeM TajHOT Haa3opa
KOMYHHUKAIMje CyIuja 3a TPETXOJHU TOCTYNMaK JOCTaBJ/ba jJaBHOM TY)KUOILY, KOjU
onpehyje ma nmm he marepujan ynorpeOutH, jep je OCHOBHA CBpXa IMpHUMEHE IoceOHe
JOKa3HE pajiibe NMPUKYIUbAE J0Ka3a 3a JTOHOMICHE OIJIYKE O JaJbeM Ipeay3uMarmy
KpUBUYHOT TOWkeHha. Haume, npensuleHo je na jaBHU Tyxuial ojapehyje na ce cHUMIM
NOOHMjeHH YIOTPEeOOM TEXHUYKHX CpPEACTaBa y IEIWHHU WIH JISIUMUYHO TPEHUIY U
ONHUINY, a OJl EErOBOI CTaBa 3aBUCH Ja JM he TNPUKYIJbEHH Marepujan OuTH
ynoTtpeOJbeH Kao JI0Ka3 WK He. 3aKOHO/1aBall Ipe/iBuha 1a ce MPUKYIJbEeHU MaTepujal
VHHIITaBa OJUTYKOM CyJla YKOJUKO jaBHU TYXKHJIAIl HE MOKPEHE KPUBUYHU MOCTYIAK y
POKY O] IIIECT MECEIH O] KaJia Ce YIO3HA0 ca MaTePHjalio MPHUKYIIJbEHUM KopHlThemeM
MOCEOHMX JTOKa3HHUX PaJbU WM YKOJIUKO HM3jaBH JaBHU TYKWJIAIl CKCIUTUIIUTHO W3jaBH
Jla IPUKYIUbEHU Marepujan Hehe kopucTuTH y OynyheM moCTynky WiM Mak Ja MpOTHUB

4 .
OCYMH)I/IT-IGHOF HU Hehe HOerHyTI/I HOCTyTIaK 60. Y cnyqajy TAKBOT' CKCIINIMIITUTHOT HUJIN

499 W3BemTaj caapku: BpeMe IMOYeTKa | 3aBpIIIeTKa Haq30pa, MOJATKE O CIIy>KOCHOM JIMITY KOje je Haa30p
CIIPOBEJIO, OITUC TEXHUYKHX CPEJICTaBa Koja Cy MPUMEHEHa, Op0oj U PacloI0KKUBE MOJATKE O JHIAMa
00yxBaheHUM HaJI30pOM U OLIEHY O CBPCUCXOJHOCTHU U pe3yJiTaTuMa IpUMEeHe Haa30pa.

0 h
60y 3akoHUKY cToju (popMynanmja: ,,ja IPOTUB OCYMELHUYCHOT Helie 3aXTeBaTH BOlemhe MOCTyNKa , MTO
O0u TpebGano M3MEHHUTH, jep jaBHH TYXKUJIAll BHUIIE HE 3aXTeBa HU O] KOTa TIOKPETamhe MOCTYIKA, HETO OH
OTBapa MocTynak y ckiaany ca uianom 7. 3KII.
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UMILTMIIMTHOT CTaBa jaBHOT Ty)kuoila, sudija za prethodni postupak ¢e doneti resenje o
unistenju prikupljenog materijala.

Mehyrtum, y oxapeheHuM cuTyaldjamMa TPUKYIUBEHHM MaTepujall ce HE MOXKeE
KOPUCTHTH Kao JI0OKa3 jep Cy MPHIUKOM CIpoBoherma TajHOr Haa30pa HAUUEHCHE
onpehene rpemke. YKOIUKO Cy CHUMIHU MPUOaB/EHU MPOTHBHO ojpeadaMa O TajHOM
HAJA30py KOMYHHKAIM]je, OJJHOCHO CYIPOTHO Hapeadu CyIauje 3a MPETXOTHU MOCTYIaK,
3aKOHUK Kao MPOIECHY MOCIEIHILY IpeBuha To 1a ce Ha MPUKYIJBCHUM IOJIaI[Ma He
MOYKE 3aCHUBATH CyJICKa OJUTyKa. Y TOM CIIy4ajy, ca NMPHUKYIJbCHHM MaTepHjajioM ce
nocryna y ckiany ca wianom 84. cras 3. 3KII, ogHoco u3aBajajy ce u3 crmca.

Y oapendu 41. craB 1. YcraBa CpOuje rapaHTOBaHO je Ja je MPaBO HA TajHOCT
nycaMa U JAPYrux CpelCcTaBa OMIITCHha HEMOBPEANBO, ajli M JIa CE OJCTYIama O]l OBE
rapaHiifje MOTY TpPOIHCAaTH 3aKOHOM aKO jé TO HEONXOIHO 3a BOhCHE KPUBHYHOT
MOCTYIIKA, TI0J] YCIIOBOM Ja Ja O TOME OJUIyYd CYA Y CBAaKOM KOHPEKTHOM CIIy4ajy.
Jlakne, TOpPUCIYIIKHBaWkE KOMYHHUKAIMje TEXHUYKHMM CPEACTBUMAa U  HHHXOBA
perucrpainmja myreM noceOHUX TEXHUYKHX ypehaja, 6e3 3Hama JTula Koja yu4ecTBYjY y
KOMYHHKAIIMjH, MOXE MpPEJCTaBJbaTH [03BOJbEH HAYMH 3a CTHULAKE J0Ka3a 3a
KpuBHUHU mocTynak. Ho, m3 VYcraBa mpoos3na3m jma ce TakBa MoOryhHOCT Moxke
KOPUCTHTH CaMO aKO j€ TO HeOnxoOHO paou eohera KpusuuHoz NOCMYNKd, ,,TIOJ
YCJIOBOM Jia APYTH JIOKa3W KOjUMa PAcIioyiaXy OpPTaHU TOHmEHa HHUCY JOBOJHHU, allid
UCTOBPEMEHO, J1a HEKU JIPYTHU JI0Ka3u MOCToje, He U Ja Ou ce TeKk npubdaBuo MaTepujal
3a ToKpeTame mocTynka“*®’. 3aKoHHK 0 KPUBMYHOM MOCTYIKY, MaK, npeasulja, a ce
noceOHe JI0Ka3He pajiibe, MOTY OJPEIUTH aKo Ce Ha JPYTd HAYMH HE MOTY NPUKYITHTH
JIOKa3M 32 KPUBUUHO 2Oerbe WIH O HUXOBO TMPHUKYIJbamke OWIIO 3HATHO OTEXKAaHO.
Nuave, 3aKOHUK pa3iHKyje MOMEHAT MMOYeTKa KPUBUYHOT TOWemha (WiaH 5. cTaB 2.) u
NoYeTKa KpUBHYHOT moctynka (wiaH 7). Tako xkpusuuno eomwere 3anouurbe MPBOM
paamboOM jJaBHOT TY)KMOLA, WM OBJAmheHUX Ciy:KOE€HUX JIMIa MOJIHUIM]e Ha OCHOBY
3axTeBa JaBHOT TYXHOIA, MPEIY3ETOM y CKJIaay ca OBHUM 3aKOHHKOM paiH IPOBEpE
OCHOBa CyMH€ J1a j€ YYHMHEHO KPHBHYHO J€JI0 WIU Ja je ojapeheHo uie y4YuHHUIIO
KPUBHUYHO JIEJI0, 10K KPUBUUHU NOCMYNAK NOYUrbe TOHOLICHEM Hapeaoe o CpoBohemy
WCTpare Wid MOTBPhHHUBamkEM ONTYXKHHUIIE KOjO] HHje MPETXOMIa UCTpara, OJJHOCHO 3a

Jiena 3a Koja ce BOAW CKapehHM NOCTyNKa [OHOIIECHEM pellema O ojpehuBamy

! Bacupeuh, [py6au, op.cit, 1001.
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NPUTBOpA TIpe MOAHOIICHA ONTYXKHOT MpeUIora Wik oapehuBameM IIIaBHOT MpeTpeca
WIA pPOYMINTA 3a W3pULAe KPUBHYHE CaHKIHMje Yy CKpaheHOM WOCTYyNKy, Te
onpehuBameM TIIABHOT IIpeTpeca y TOCTYNKY 3a H3pUllakbe Mepe O0e30eaHocTH
00aBE3HOT TICUXH]aTPH]CKOT JIeuemha. AKO je Beh MOMEHAT Mmo4YeTKka KPUBUYHOT TOHhCHa
yommre ojnpeheH, a HApOYMTO Ha OBAaKaB HA4WMH, HEJOrOYHO je Ja ce Besyje
MaTepHjaliHH YCIIOB 3a Mpeay3uMarbe MoCceOHNX JOKAa3HUX pajlibu 32 HEeMOTYNHOCT J1a ce
NPUKYIIC TIOKa3u 32 KPUBUYHO romerme. OCUM Tora, TaKBO NPONHCUBAKLE HHUjE Y CKIIATY
ca yCTaBHOM 0JipeiooM, jep ce MOryhHOCT OjICTyIIama 0J1 yCTaBHE rapaHIiije Be3yje 3a
norpede Bolhema KPUBHUYHOT TOCTYIKA, a HE KPUBHYHOI TOHEHA. Y TOM CMHCIY,
onpehuBame paame He OM HMMalo0 HHUKAKBO OIPAaBIAE KaJl jaBHM TYXHJAI HMa

JIOBOJBHO JAPYTHX JOKa3a 3a MOKPETahe HCTpare.
1.2.2. PauyHapcKo mpeTpaKuBame MojaTaKa

PauyHapcko npeTpaxkuBame 1mojaraka je moceOHa Joka3Ha pajmba Koja ce cacToju y
KOMITjYTEPCKOM TIpeTpaxkuBamy Beh 00pal)eHUX JIMYHKUX U IPYTUX MOJaTaKa U ElUXOBO
nopeheme ca moganuMa Koju ce 0JHOCE Ha OCYMIbHUEHOT M KPUBUYHO J1EJI0. Y OKBUPY
OBe MMOce0HE JOKa3He pajame CIPOBOJE C€ JBE BPCTa AKTUBHOCTU: MPETPAKHBAE
nojaraka (Kao NIpPETXOJHAa AaKTUBHOCT) U YyIHopehuBame IojaTaka NPUKYIJbEHUX
MpEeTPaXUBAKHEM Ca PENIEBAHTHUM IOJAlMMa KOJH C€ TUYY OCYMIUYEHOT U KPUBHYHOT
nena®®. TIperpaxuBame je ycMepeHO Ha [Be BPCTE MONATAKa: a) JIMYHE U 0) Apyre
MoJIaTKe, a KOju Cy MpeTxoaHo obOpaheHn u moxpameHH y oapeheHe Oaze momaraka,
CajipKaHe y eBUJICHIMjaMa KOje BOJE PA3IMUNTH OPraHM, OPraHU3alije U yCTaHoBe .
Martepujanau ycioB 3a ofpehuBame 0Be MOCeOHE JOKAa3HE paAbe CaApkKaH je y uilaHy

161. ct. 1. u 2, a 3acHuBa ce Ha Temkohama uiau HemoryhHocTH npubaBJbama JoKas3a Ha

%82 [[Ixymuh, op.cit., 259.

% To mory na Gyay mojamy o TpenacKy TpaHMIe, JHCTHH3M TeneOHCKHX pasroBopa, MONALH O
HoTpouIkyu (BOJE, CTPYje, raca), 0 OCUIypary )KHBOTa M MIMOBHHE, O MPUX0ANMA, O MiaheHoM mopesy, o
KpeTamy HOBLIA Ha OAHKOBHMM pavyyHHMa, O IIPOMEHHU aJpece, O MEAMLHMHCKH TPETUPAHUM IMOBpeama,
MEIUIMHCKUM TepanujamMa WM JUjarHo3ama, O 3aBpIICHUM IIKOJaMa, O TYPHUCTHYKUM ITyTOBAambHMa, O
XOTEJICKMM padyHHMa, O KyIUbHUM M IpOJAaTUM ayToMoOWianMa, o caoOpahajHMM mpekpiuajuMa, o
CYACKHM TOCTYIILIMMA, O NO3MBHMa 3a IIOJIMINjCKY WHTEPBEHIH]Y, O J03BOJIaMa 3a JipKame OpyXKja, O
obaBspamby ciyx0e y MOCEOHMM BOJjHMM M IIOJMIHWjCKHM jE€AWHHWIAMa, O JOOMjeHMM J03BojlamMa 3a
yIIpaBJbamke MPEBO3HUM cpecTBUMA. [IpukynibeHn mogany ce moroM ynopehyjye ca mopanuma Koju ce
Hajla3e y NOJIMIMjCKUM 0a3zama IojlaTaka, a OJHOCe Ce Ha W3BpIIEHA KpUBUYHA Jena ojpeheHe BpcTe, Ha
onpeheHa nmuma kao ocyMmbH4eHe, WM Ha oapeheHe KapakTepHCTHKE Kojeé Cy YOdeHe NPHIMKOM
W3BpLICHA KPUBUYHOT JIelia.
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JIpyrd HAa4MH, JOK je (hOpMaJHU YCIIOB Ja CyJ Ha OCHOBY IPEIUIOTa jaBHOT TY)XKHOIIA
u3na HapenOy 3a crupoBoheme. [lok je y moriemy TajHOT Haa30pa KOMYHHUKAIIH]E
npeaBuleHO aa ce pagma MOXKE OJIPEIUTH W YKOJHKO IMOCTOJH OCHOB CyMHIbE Jia Cy
u3BpiIeHa onpeleHa KpuUBHYHA Jieia TPOTUB 0e30€IHOCTH pavyHApCKUX II0JaTaKa
(uman 162. ctaB 3), pauyHapCcKO MPETPaKUBAE MOJATaKa CE HE MOXKE OAPEIUTH HU
npeMa jeIHOM W3 OBe Tpyne KpuBHYHUX jena. Cmarpamo na Ou Ouio cacBuM
OIpaB/IaHO TPEABHIETH MOTYhHOCT onpehuBama oBe MOCEOHE JOKa3HE palibe MpeMa
JenuMa Koja Craziajy y BUCOKOTEXHOJIOIIKM KpUMHUHAN Y CMUCIY wWiaHa 3. 3akoHa o
OpraHu3aliju ¥  HAUIOKHOCTH  JpXKaBHUX opraHa 3a OopOy  mpoTuB
BUCOKOTEXHOJIOLIKOT KPUMUHAJIA.

OOpasnokeHu TMpeasor jaBHOT TyKuUolla Tpebaso OM 1a caapku THoJaTKe o
OCYMEbMYCHOM, 3aKOHCKM Ha3MB KPUBHYHOT Jejla, Ka0 M OINHC ToJaraka Koje je
noTpeOHO padyHApCKH TpeTpaxuTd u obOpamutu. Hapemba o padyHapckoMm
NpeTpaXuBamy MoJaTaKa CaApKHA IOJaTKE O OCYMIbHUEHOM, 3aKOHCKHM Ha3WB
KPUBUYHOT JIeJia, ONKC II0JIaTaka Koje je IMOTPEOHO paudyyHapCKH NPETPAXKHUTH U
o0paauTH, O3HAuYCHE IPKABHOI OpraHa KOjU je JyKaH Ja CIHpOBEAe Mperpary
TpPaKEHUX ToJIaTaka, OOMM M BpeMe Tpajama MmoceOHe nokasHe paame. Oapenda koja
onpehyje canpxuny Hapende (a mamehy ocrayior nmpensuha na ce 03HaYaBa JIPIKABHH
OpraH KOjH CIIPOBOJIU paliiby) HHje Y ckiamy ca wiaHnoMm 180, koju ypelyje cripoBoheme
pauyHapcKor MpeTpaxuBama nojaraka (oapehyjyhu na napenOy usBpiaBa Mosuiyja,
bezbennocHo-unopmaTuBHa areHnuja, BojHOOGe30enHOCHA areHuuWja, IApUHCKE,
MOpecKe WM JIpyre Ciayx0e WM APYrd APKaBHHU OpraH, alld U NPAGHO jJuye Koje Ha
OCHO8Y 3aKOHA 8pwiu jagHa osnawiherba), Tia je TOTPEOHO ycarjJacUTH OBa JIBa 4JiaHa.
Haume, kako camo mpeTpaxxuBambe MOXKE BPIIUTH HE CaMO ApPXKAaBHU OpraH HEro u
MPaBHO JIMIIE, 0K yrnopehuBame ca moaanrMa MOKe BPIIUTH CaMO JIp>KaBHH OpraH,
noTpeOHO je y oapendu Koja ypehyje caapikaj Hapeaoe jacHO Ha3HAYUTH KOju CyOjeKT je
oByaimrheH 3a mpeTpaxuBame (Kao MPEeTXOJHY aKTUBHOCT), a KOju 3a ynopehuBame (kao
HAKHAJ/IHY aKTUBHOCT).

PauyHapcko mpeTpaxxuBame MojaTaka MOXE TpajaTH HajBHILE TPU Mecela, 300r
HEOMXOJAHOCTH JiaJbel TPUKYIUbaka J[0Kaza MOXKE C€ H3Y3€THO MPOAYKUTH jOII
HajBULIE JBa MyTa Yy Tpajamy OJl MO TPU Mecela, a y OKBHpY TOr (OpMalHOI poKa

CHpOBObCI—LC pavyHapCKOT IpCTpaKMBakba MoAaTaka CC MpCKuaa YuM MpeCTany pa3jio3u
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3a BeroBy npumeny. 1o 3aBpIieTKy padyHapCKOT MpeTpakuBarmba MOAaTaka JpyKaBHH
Opras, OJHOCHO TPaBHO JIMIIE JOCTaBJba CYAMjH 3a MPETXOIHHU MOCTYNAK W3BELITaj, a
Cyayja 3a IPETXOIHU MOCTYIaK U3BEIITA] JOCTABJbA JABHOM TYXKHOILLY.

Kon nmpumene onpende winana 178. u wiana 179. 3KII koju ce ogHOCe Ha pauyHApPCKO
NpeTpaXHBame MOJaTaka Kao CIOpPHO ce Mel)y HIKECTENeHHM CYAOBHUMA I10jaBHIIO
NUTalke KO M37aje Hapea0y Ha OCHOBY THUX MPOINMCA, Ka/a jJaBHU TYXKHJIAI[ IIPEKO OBE
Mepe, Kao 1moceOHe JT0OKa3He pajihe, TPAXH Ja Ce MPEKO pauyHapCKOr MpeTpakuBamba
nmojaraka npubaBe mojany o TelaePOHCKUM KOMYHHKallMjamMa M Kopulnheme 0a3zHuX
CTaHWIIA U BUXOBO ayTOMaTcKo yrmopeheme ca Hekum OpojemM TenedoHa, 0 JHOCHO J1a Jin
Ce KpO3 OBY JIOKa3Hy paimby MOTy TPaXUTH TelneQOoHCKE KOMYyHHUKaluje WU OazHe
cTaHuile. BpXoBHU KacallMoHU Cy[ je a0 TyMayemhe HaBEeEHUX YJIaHOBA Y CMUCTY Ja
Ty)KWJal He MOXKe caM Ja npubaBiba MOAATKE y BE3U €BHUJACHIHUjEe TenedOHCKe
KOMYHHKaIHje U Kopulnhema 0a3HUX CTaHUIIA HU pauyHAPCKO MpeTpakuBame Beh camo
Ja 00pa3lIoKeHO MPEIOKH Cyly H3AaBame Hapeabde y cMucity onapende wiana 178. u
179. 3KIT**,

[TorpemniHo je OuiI0 MOCTYNAamkeE Yy CYyACKO] MPAaKCH y CMUCIY J1a CY C€ IMPUMEHOM OBE
noceOHe JJOKa3He pajibe MPUOaBIbaI JIMCTHH3U U T3B. 33JJpXKaHM MOJAIH. ,,Y CKIaTy C
THM, JEIUHO j& Cy, OJHOCHO Y KOHKPETHOM CIy4ajy Cyauja 3a MPETXOJHH MOCTYIIAK,
¢yHKIMOHATHO OBJamheH Ja 3axTeBa JIOCTaBJbamkE 3aJpKaHMX TMoaaraka. Mako ce
3ap)KaHM TOJALlM HE OJIHOCE Ha cajpkaj KOMyHHKauuje, Beh ce paau o HEHUM
dopmamHuM obernexjuMa, KOjUMa Cc€ OTKpUBAjy BpCTa, M3BOP M OAPEAUIITE
KOMYHHKAIlMje, BpEME WEHOT Tpajaka W TEpPMHUHAJIIHA ONpeMa KOPUCHHKA
KOMYHHUKallMje, OHU MOTNAaJajy MOJ 3allTUTYy HENOBPEAUBOCTH TaJHOCTH MHUcCaMa U
JPYTUX cpelicTaBa KOMyHHULIMpPamwa Koje cy npokjamoBaHe y wiany 41. Ycrasa. Takobe,
HoJalM KOjU ce€ Yy KOHKPETHOM Cly4yajy HaBoJe y HpeAsiory TYyXKMUJalTBa 3a
OpraHM30BaHM KPHUMHUHAI IPEACTaB/bajy MOJATKE Yy OJHOCY Ha Koje IMocToje obaBese
3a/Ip)KaBama, a y ckiany c onpeadama ui. 128. u 129. 3EK, u xoju ce kao TakBu Hajaze
y moceOHMM Oa3zama MojaTaka TeJCKOMYHHMKAIlMOHHMX OIleparepa, OJHOCHO KOjU Cy
TOXPAFCHH Y TEPMHHAIIHO] ONPEMH TPETINIATHAKA Wi KoprucHIKa“‘®, C 063upom Ha

TO Ja ce moceOHa JOoKa3Ha padba PauyHAPCKO NPempaxtcuéarbe nooamaxa MOXKe

% O1roBOp KPHBHYHOT 0J1e/be-a BPXOBHOT KACAIMOHOT Cy/1a Ha CIIOPHA TIPABHA [IUTAHa HIKECTEIICHHX
cynoBa ca ceguuile oapxane 04.04.2014. rogune.
%% ITpecyna Bumer cyna y Beorpany, Ke.ITol 6p. 601/13 ox 13. 08.2013.rozuxe.
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Ipeay3eTH camMoO y OJHOCY Ha KpWUBHYHA Jjena npensuhena y wiany 162. cra 1,
U3MEHeHA je onpenda diaHa 286. cT. 3. u 5, Tako Ja OCHOB 3a IPUOABIbAE ,, TUCTUHTA
Tesne()OHCKMX Pa3roBOpa W T3B. 3aJp)KaHUX IoJlaTaKa IpENCTaBhba Hapeada Kojy, Ha
3aXTEB jaBHOT TY)KHOIIA, IOHOCH CYAMja 3a MPETXOAHH moctymnak. O mpubaB/beHUM
HIACTUH3UMA WM 3aJpKaHUM TOJaliMa TOJHIHja je JAYyXKHa J1a 00aBecTH CyAHjy 3a

MNPpETXOJHHU MMOCTYIIAK.

2. YCKIIABEHOCT 3AKOHUKA O KPUBUYHOM IIOCTVIIKY CA
KOHBEHIIMJOM O BUCOKOTEXHOJIOIIKOM KPUMHWHAITY

V3umajyhu y o0063up ob6aBe3y PenyOiuke CpOuje na HpoLECHO 3aKOHOJABCTBO
yckiaamu ca oapendama KoHBEHIHMje O BHCOKOTEXHOJIOIIKOM KpPHUMHUHATY, Y
MOJTHACIIOBUMA KOJH CIIEJIC pa3MaTpaik CMO JIa JIU U Y KOjOj MepH oJpende 3aKOHHUKA O
KPUBHUYHOM TIOCTYIKY MOTY Jia IOCIYXe OCTBapemy CMHUCIa onpeheHuX paamu u3

nojenHux wianoBa Konseniuyje.

2.1. Ycknahenoct ca uwnanoBuMma 16. u 17. Konsenuuje

Y Cpbuju y morneny oOe30ehema yCKIAQAUIITEHUX PadyHAPCKHUX TOJaTaka KOju
MOTY MMaTH 3Hayaj eJIeKTPOHCKOI J0Ka3a, 3aKOHUK O KPUBUYHOM IOCTYINKY Y WIaHY
152. craB 3. npeasuba na ce nperpecame ypehaja 3a ayromarcky oOpaay nojaraka u
omnpeMe Ha KOjOj C€ UyBajy WU C€ MOTY YyBaTH €JICKTPOHCKH 3alHCH, Tpeay3uMa Ha
OCHOBY Hapea0e cynaa u, o moTpedu, y3 nmoMmoh crpyuHor juna. Y uiany 152. cras 2.
npeaBuheHo je a ce mpeTpecame cTaHa M APYruX MPOCTOPHja UIIH JIMIA Ipeay3uMa Ha
OCHOBY Hapen0e cyna, anu u 0a ce uzyzemno modce npeoyzemu oe3 napeoobe (y ckiany
ca wianoBuma 158-160). Moryhuoct npempecarwa ypehaja 3a ayromarcky oOpanmy
1oJlaTaka U onpeme Ha KOJOj Ce UyBajy WIM C€ MOTY UyBaTH €JIEKTPOHCKH 3alUCH Oe3
Hapedbe Huje uzpuuumo ypeheno, Humu je npeosulhena cxooHa npumMeHa npasund o
nperpecamby CTaHa W JIpyru mpocTtopuja 6e3 Hapende. Kako To 3Haum na je 3a
npeTpecame oBUX ypehaja u ompeme y cBakoM ciiy4ajy nmotpebHa Hapenda cyja, a mTo
je y ckiaay ca YCTaBOM 3ajaMY€HOM HEMOBpeIMBOIINY TajHOCTH HUcaMma M JAPYTUX

cpeicTaBa KOMYHHUKAIMje, MPOU3WIA3H Oa He HOCmoju HauuH 3a obezbeherve
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PAuyHaApCKux nooamaka YCKIaIUuIITeHUX y TUM ypehajuma, OJHOCHO ONpeMH Ha
excneoumusan Hayun y cMuciy wiana 16. Konsenmuje.

IlITo ce Tnue ummuiementanuje wiana 17. Kousennuje, y wiany 286. ctas 3. 3KII (y
Be3U ca AYXHOUIhy MOJuIMje Ja YKOJUKO IMOCTOj€ OCHOBU CYMHI-E Jia j€ H3BPIICHO
KPUBUYHO JIEJIO 32 KOje ¢ TOHH IO CIIY>KOSHO] TYKHOCTH Mpeay3Me MoTpedHe Mepe /1a
ce mpoHalje yuynMHMIIAI KPUBUYHOT Jea, Ja Ce YYMHMJIAIl WIM CaydyeCHHUK HE Cakpuje
WM He TIoOeTHe, Ja ce OTKpUjy U 00e30e/1e TparoBu KPUBUYHOT Jiejla U IPEIMETH KOjU
MOTY IMOCIIY>)KMTH Kao JI0Ka3, Kao U Jla IPUKYIU cBa o0aBellTema Koja Ou Moria OuTH
O]l KOPUCTU 3a YCIIEUIHO BOhEHEe KPUBUYHOI MOCTYIIKA) MPOIMCAHO j€ OBJAIIheme
HOJIMIIM]jE Ja M0 HAJIOTY Cy/Hje 3a MPETXOAHU MOCTYIAK, a Ha IPEJIOT jaBHOT TY)KHOIIA,
npubaBu EBUICHIIM]Y OCTBapeHe TeleOHCKe KOMYHHKaIUje, KOpUITheHUX Oa3HHUxX
CTaHWIlAa WJIM U3BpIUIM JIOIHMpAmkE MecTa ca Kojer ce oOaBiba KoMyHHKanuja. llo
npeny3uMamy pajmbe, MOIUIHja je Ay)KHA J1a 0JMax a HajKacHHje Y POKy oja 24 daca
obaBectu jaBHOT Tykuomua (wian 286. craB 4). Opnamheme 1aTO NOTUIHMA Y LUIBY
OCTBapema AYXHOCTH M3 uwiaHa 286.ctaB 1, ogHocH ce camMO Ha MpuOaBIbambe
MOjeIMHUX TojJaTaka o caobpahajy y morieny menegoHcke KoMyHuxkayuje, HE U
OCTaJINX BHJIOBA EJIEKTPOHCKE KOMYHHUKAIMje, IIa C€ HE MOXKEe CMarpard Ja wiaH 17.
KonBeHnnuje uMmIuieMeHTHpaH Ha ojroBapajyhu HaumH. Y TPBOOMTHOM peHICHY Yy
3aKkoHUKY je y wiany 286. Ouio npeaBuleHo 1a MoNUIUja Mo HAJIOTY jaBHOT TY)KHOLA
npubaBiba eBuAeHIMje, MehyTum, 300r nmuTama yckiaal)eHocTH oBor ca wiaHoM 41.
VYcraBa KojUM ce TapaHTyje TajHOCT MucamMa U JPYyruxX CpelcTaBa KOMYHHKalldje,
m3MeHaMma 3akonuka u3 2014. roguue*® npeABul)eHO je W3JaBame Hajlora O] CTpaHe
cyna. AKO je WHTEHIMja 3aKoHOJAaBIa Ouya aa 00e30eau 3allTUTYy TapaHTOBAHUX
JbYJICKUX TpaBa, y CMHUCITY J1a Cy OJICTyIama J103B0JbeHa caMo Ha ojpeheHo BpeMe U Ha
OCHOBY OJUTYKE CyJia M aKO Cy HEOIXOHa pajau Bolema KpUBUYHOTI MOCTYIIKA HA HAYMH
npensubhen 3akoHoM (wiaH 41. craB 2. YcTaBa), U3BMEHEHUM pPEUICHEM Y 3aKOHUKY TO
HUJ€ YYMI-EHO Ha ajiekBaTaH HauuH. Hamme, omiyka cyna kojom Ou Ouso omoryheno
OrpaHUYEH-E TAJHOCTH MHUCaMa y CKJIaay ca 3aKOHMKOM Morja Ou OuUTH Jl0HEeTa y
0o0NMKy Tpecyze, pemema U Hapeade (wian 269), T0K ce Halor He MOMHE-e Kao BpCTa
omryke. Ctora Ou Owio uchpaBHHje 1@ oBa onpeada caapxku (opmynanujy ,,Io

Hapea0u cyauje 3a MPETXOJHU TMOCTyNakK, a Ha MpeAior jaBHOT Tyxkwuomna“. Mmak,

% Ypag 6. cras 1. 3aKoHa 0 W3MEHaMa H JoTlyHaMa 3aKOHHWKA O KPUBUYHOM TMOCTYTIKY (,,CI.TIIaCHUK
PC*, 6p. 55/2014).
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MUIJbEHa CMO Ja Ou pagu omoryhaBama €KCIEAWTHUBHOT JEJOBakba y HAPOYUTO
XUTHUM OKOJHOCTMMA OWMJIO OTpAaBIaHO MPEABHICTH J1a jaBHHU TY)KWUJIAll MOXKE W3JATH
HAJIOT, a EBEHTYAJTHO 32 TaKBO IMOCTYMame 00e30eUTH KOHTPOITY Cy/ia Y BUAY HOTBPJIE
3aKOHUTOCTH TaKO MU3JaTOT HAJOra, TUM Ipe IITO C€ HE Paly O NPUKYILUbaKky IMoJaTaKa
y peaqHOM BpeMeHY (MPHKYIJbame MOoJaTaka y peaJHOM BpPEMEHY IOKPHUBEHO je
OCe0HOM JIOKa3HOM PaJIlOM), HETrO I0JIaTaka O OCTBAPEHO] KOMYHUKaIU]jU (IITO OU ce
MOTJIO OCTBApUTH HU3AaBamkeM oAroBapajyhe Hapenoe).

OcuM momeHyTHX ojnpenada 3akOHMKAa O KPUBHYHOM IIOCTYIKY, PEJICBAHTAH je U
3aKOH O EJIEKTPOHCKUM KOMyHI/IKaLII/IjaMa467. Uinanom 128. 3akoHa O €JIEKTPOHCKUM
KOMYHHKaImjamMa'*® 6ui10 je npexsuleHo 1a je omepaTop LyKaH Aa 3apKU MOLATKE O
CJICKTPOHCKUM KOMYHHUKalldjamMa 3a TMoTpede crhpoBohema HCTpare, OTKpPHBamba
KPUBUYHUX JieJla U BOhema KPUBUYHOT TIOCTYIKA, Y CKIQJy ca 3aKOHOM KOjUM ce
ypehyje KpHBHYHHM TIOCTYNaK, Kao M 3a MOTpede 3alTHTEe HALUWMOHAIHE W jaBHE
0e30ennoctn PenmyOnmke CpOuje, y ckiagy ca 3aKkOHMMa Kojuma ce ypehyje pan
ciyx6u 0ez6ennoctu Penybnuke CpOuje u paj opraHa yHYTpalIlbUX [1OCIOBA, Ka0 U
Ja 3ap)KaHe mojaTke 0e3 ojylarama JOCTaBH Ha 3axTeB TUX opraHa. Oapende wiaHa
128. y nmenmy koju je Tiacwo: ,,y CKJIaay ca 3aKOHOM KOjUM ce ypehyje KpUBUYIHH
MmocTymak™, ,)y CKIaay ca 3aKkOoHMMa Kojuma ce ypehyje pax cimyxOu 0Oe30emHocTH
Peny6imke CpOuje m pax opraHa yHYTpalIlbUX IOCIOBA“ M ,,HAa 3aXTEB HAJJICKHOT
JIP’KABHOT OpraHa“ IpecTane Cy 1a Baxe Ha ocHoBy Omnyke Yerasror cyma’®. Takohe
je mpectana ga Baxu ojpenda umana 129. craB 4. mo kojoj je 6mio mpenasuheHo aa
MUHHCTapCTBO HAJJIEKHO 32 MOCIOBE TEIEKOMYHHUKAIMja U HH()OPMAIIOHOT JPYIITBA,
no npubaB/LEHOM MHILBEHY MHUHUCTAPCTBA HAIJISKHOT 3a IIOCIOBE IpaBocyha,
MHHHUCTApPCTBA HAIJICKHOT 3a YHYTpAIllbe IOCIOBE, MHUHHCTAPCTBA HAIJICKHOT 3a
nocioBe onopaHe, bezdenHocHO-UH(OpPMATUBHE areHIUje U OpraHa HaJJEKHOr 3a
3alITHTY TMOJaTaKa O JIMYHOCTH, OJIFKE MPOIHMCYje 3aXTEBE Y BE3W Ca 3aapKaBambeM
nonaraka. Hamme, YCTaBHU Cyja je TpOTJIaCHO HEYCTaBHHM OBE oapende wiana 128.
KOjuMa je Ousia ycTaHOBJbEHA OOaBe3a oleparopa Jia 3aJpkaHe mojarke, 6e3 o03upa

mTo CC BbHMa HC OTKpHUBa canpncaj KOMYHI/II(aLII/IjC, YYHUHEC OOCTYIIHUM Ha 3aXTCB

7 3aK0H 0 eIeKTPOHCKIM KOMyHHKamujama, ,,Clryx6eru rmacuuk PC*, 6p. 44/2010 u 62/2014 — oxnyka
VC.

48 nCy1. rmacumk PC", 6poj 44/2010.

%9 11V3 6poj 1245/2010 o 13. jyna 2013. roxune, objasmene y "Cir. rmacuuky PC", 6p. 60/2013 ox 10.
jyna 2013. rogune.
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HA/JISKHOT OpraHa, a 0e3 MpeTXOAHO NpHOaBJbEHE OIJyKEe Cyna, jep Ce TaKBOM
olpendoM HapyllaBa HEMOBPEIUBOCT IMpaBa Ha TaJHOCT KOMYHHMLIHpPama KOPUCHHKA
CJIEKTPOHCKUX KOMYHHUKalldja. 3aKOHOM O H3MEHaMa U JIoyHama 3akoHa o
CIIEKTPOHCKHM KOMyHHKaImjama® ', y [e/IMHH je u3MetbeH wian 128, ma je omeparop” '
je ayXaH Ja 3aapku OapeheHe mogarke o eNeKTPOHCKUM KOMYHHKAIMjaMa Kao | J1a uX
yyBa 12 Mecenu oj1 1aHa 00aBJbeHE KOMyHI/IKaLII/Ije472. Panu ce o nomanuma notpeOHUM
3a: 1) mpaheme u yrBphuBame M3BOpa KOMYHHUKaIMje; 2) yTBphuBame oOJpeauinTa
KOMYyHUKanuje; 3) yTBphHBame IMOYeTKa, Tpajarba W 3aBpIIETKa KOMYHUKaruje; 4)
yIBphuBame BpCcTe KOMYHHKAIMje; S5) HIACHTU(UKALU]y TEpMUHAIHE OIpeMe
KOPHCHHKA; 6) yTBphHUBame JIOKallMje MOOMITHE TepMUHAIHE onpeMe KopucHuka. [Ipu
ToMe, o0aBe3a 3ajJpKaBama IOJaTaka o0yXBara M TOJAaTKE O YCIOCTaBJbEHUM
NO3MBHMa KOjU HHCY OJrOBOPCHM, alu He oOyxBaTa IOJaTKe O IO3WBHMa 4Hje
YCIIOCTaBJbakE HUJE YCIEN0, a M3PUYUTO je 3a0pameHO 3apiKaBame IMojaTaka Koju
OTKpHUBAjy caapkaj KomyHuKanuje (wian 129). [Ipuctyn TUM 3aapikaHUM IOJaluMa
HUje JIOMyINTeH Oe3 MpUCTaHKa KOPUCHUKA, OCUM Ha ojpel)eHO BpemMe W Ha OCHO8Y
00/1yKe cyda, aKo je TO HEONMXOAHO paJu Bohema KPUBHUYHOT MOCTYINKAa WM 3alITHTE
0e30ennoctn Pemmyonmuke CpOuje, Ha HaumH npenBuber 3akoHoM. Omimyka YcTaBHOT
CyZa je 3a CBaKy IOXBajly, HO 3aJlp)KaBame IMoJlaTaKa Ha HaYMH npeaBuleH 3aKOHOM O
€JIEKTPOHCKUM KOMYHHKAIMjaMa camMoO IO ce0M MOIJI0 OW MpEeaCTaBJbaTH MpPEIMET
ucnuTHBama o ctpane Cyna, umajyhu y BHIy [a Cy yCTaBHU CYAOBU Yy HEKOJHKO
€BPOIICKHX JIp)KaBa OTJIACHIIM 3aKOHE KojuMa je Omio oapeleHo 3aaprxaBame moaaraka
y cmucny JlMpekTuBe O 3aapkaBamy MojaTaka (Koja peliema Cy ymnoTpeOJbeHa Kao
WHCIIMpaIMja 3a MPOMUCUBamke ofpenada o 3aapkaBamby y 3aKOHY O €JIEKTPOHCKUM
KOMyHHKaIHjaMa), Kao 1 ja je Ycrasuu cya EBporicke yruje nonumrro Jupextusy® .
Hako 6u ce 3aap:kaBame MoJlaTaka MOTJIO MpaBAaTH MOTPeOOM Ja HaAJMEKHH OpraHd
MOTY y CiIy4ajy moTpede Ja Tpake of mpy»Kaniala yciyra oapehene mogatke, cMarpaMmo

Jla TIpONHCHBamke 00aBe3e 3aapikaBama OpOJHUX TMoJaTaka 3a BEJIUKH Opoj jiHima y

0 nCy1. rmacuuk PC", 6p. 62/2014.

™ Opsocu ce Ha orepaTopa jaBHUX KOMYHHMKAI[HOHMX MpeXa HIH Olleparopa jaBHO OCTYIHUX
EJIEKTPOHCKMX KOMYHHKAIMOHHUX YCIIyTa (3a 3Hauewe u3pasa, Buau wiad 4. crasl.).

42 Mo nam ce 3aJpHKaBajy y CKJIaay ca pelieBAaHTHUM Mel)yHApOHMM TEXHUYKUM CTaHIapAuMa, OTHOCHO
npernopykama Koje ce OJHOCEe Ha 3aJpiKaHe MOJaTKe, Y U3BOPHOM OOJMKY WM Kao mojanu obpaljeHu
TOKOM 00aBJbatba JIENIATHOCTH €IEKTPOHCKUX KOMYHHKAIIHUja KOjU MOPajy OUTH UCTOT KBAJUTETA U HUBOA
3alITHUTE KA0 W MOJAld y M3BOPHOM OOJIMKY, a HA HAYMH J]a UM ce 0e3 ojjIarama MOXe MPUCTYIIUTH,
OJTHOCHO Ja ce 0e3 oJyIarama MOT'y TOCTABHTH Ha OCHOBY OZJIyKe Cy/a.

4" Bume o Tome, Bua: Cenmu feo.
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HeonpeheHy CBpXy W TO y MPOMKCY KOjUM ce HE ypeljyje KpUBHUYHA MpoIEaypa HHjE
OMpaB/JaHO Ca CTAaHOBUINTA 3AIUTUTE TapAaHTOBAHMUX JbYJICKHX IMIpaBa M IpaBHE
CUTYpHOCTH yormiTe. Ba)XHO niTame y Be3u ca HaBEJCHHUM je Ha KOjU HAYWH HaJUIC)KHU
OpraHd OCTBapyjy NMPHUCTYMN MojaanuMa o caodpahajy, umajyhu y BUIy HEOBPEIUBOCT
TajHOCTH KoMmyHHKanuja. C o03upoM Ha TO Ja YCTaB J03BOJbaBa OJACTYNABE O
TajHOCTH MHCaMa U JPYTUX CPelCTaBa OMNIITEHa caMo Ha oapeheHo BpeMe Ha OCHOBY
OJUTYKE Cy/Ia aKO Cy HEOITXOJHA 3a BOl)CHe KPUBHYHOT MOCTYIKA HA HAYUH npedsulen
3axkonom (wiaH 41. cTaB 2), TO 3Ha4M J1a O ce y CBpPXY BOleHa KPUBUYHOT MTOCTYIKA U
IPOCTO 3aJpXKaBame IMOJaTaka MOIJIO OJIPEIUTH CaMO Ha OCHOBY OJJYKE CyAa W Y
CKJIQJy ca 3aKOHOM Koju ypehyje kpuBuuHH moctymak. Crtora cmarpamo aa Ou y
MOTIYHOCTH Tpebasio OJycTaTH O] 3aJp)KaBama IoJlaTaka Ha HA4YMH Kako mpeaBubha
3aK0H 0 eJEKTPOHCKMM KOMYHHKallMjaMa, ¥ YHETH oAroapajyhe oapende y 3aKOHHK O
KPUBHUYHOM TMOCTYNKy. Jla OuM ce Ha[UIeXKHHUM OpraHuMa omoryhmio nma ocrtBape
IOPUCTYN MOJAIMMa TTOTPEOHUM 3a MIESHTH(PHUKALN]Y OCYMIUYCHOT, HEOMXOAHO j€ Ha
onrosapajyhu HaumH o0aBe3aTH HE CaMO IMPYXaolle yclyra HEro W CBa JIMIa Koja y
1oce1y, OJIHOCHO KOHTPOJIOM MMajy IOTpeOHE MOIaTKe Jia MX cCauyyBajy, ajld caMO TauyHO
onpeheHnx mogaraka 3a moTpede KOHKPETHOT KpUBUYHOT mocTynka. Mako ce y cmucimy
KoHBeHnMje 0 BHCOKOTEXHOJOIIKOM KPUMHHAIy HE TPaXH MPOIMCHBAKE
cnenuuyHUX oBNamhema 3a XUTHO YyBame Mojaraka (YKOJIHMKO Ce€ IHJb OBE Mepe
MOX€E OCTBAPUTU TpeAy3UMameM JApPYyrHuX paalmbHd KojuMa ce Mory o06e30eautu
€JIGKTPOHCKHU JOKa3H, a Y Be3U ca OMUJI0 KOJUM KPUBMYHHM JEJIOM, Y OJHOCY Ha OWIIO
Koje (pM3MuUKO WM TPaBHO JHIE, Yy TOTJeNy CBHUX padyHapCKHX IOfaTaka W Ha
eKCIeIUTUBAH HAYMH), jeOUHO a0eK8amHo peuierbe, Koje OW TPENCcTaBbalo MOTIYHY
UMILIEMEHTaIyjy oapenada wiaHosa 16. u 17. Konsenuwyje, jecre ynowere y 3akonux
oopedaba kojuma Ou ce HA UBPUUUM HAYUH PeSYIUCaid mepa Xumuoe 4yearsd
PAuyHaApCKux nooamaxa, Kako OW ce yCKJIQIUIITeHH padyHapCKH MOJAly o1 3Hadaja 3a
KPUBUYHU TIOCTYNAaK Ha EKCIEJUTHBAH HAa4MH 00e30eauiii ol TyOWTKa/M3MEHE [0
OKOHYama (hopMaliHe MpoLeaype Y K0joj OM HaJIe)KHU OPraHu CTEKJIM MpPaBoO MPUCTYyIa
TUM MoJaMMa (M3/1aBambeM oJroBapajyhe Hapende oz cTpaHe cyja, ¥ TO WIK Hapeaoe
3a TIpelaBame TMojlaTaka WM Hapenade 3a mpeTrpec pauyHapa). Kako ce oGeszbeheme

nogaraka NpuMEHOM OB€ MEPE OAHOCH CaMO Ha H3JaBamkbe Hape)]6e Ja C€ moJgaunu
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4yBajy U 3aJpiKe, a He MOJpa3yMeBa Ce OCTBAPECH-C PUCTYIIA CaAPKajy THX MOJaTaka,

Mepy OM MOTa0 HApEAWTH U jaBHU TYXKHIIAI, a PaJd MOCTH3amha CKCIICTUTUBHOCTH.

2.2. Ycknahenoct ca unanoBuMma 18. u 19. Konsenmuje

Cprckn 3aKOHHMK O KPUBHYHOM IIOCTYNKY CaJp>KH HEKOJIHKO onpenadba koje Ou
Morjie OWTH peleBaHTHE 3a OCTBApWBamba MPHUCTYIA M YBUAA Y CaapXkaj MOXPAmECHHUX
padyHapckux monaraka. MehyTum, Mory ce yo4duTH HENOCIECTHOCTH Y PETryIHcamy
MoryhHOCTH Tpeay3uMama yBulaja HaJ| CTBapH U MpeTpecama npeamera. Haume, kaga
je 3a yrBphuBame WK pa3jalimbenhe HeKe YNEHUIIE Y TOCTYIKY MOTPEOHO HETIOCPETHO
Olakare OpraHa MOCTYIKAa, MOXKE Ce Mpeny3eTd yBulaj HaJl CTBapH, MPHUIMKOM 4Yera
OpraH IOCTYIKA IO MPaBWITYy TPaXH MOMoh CTpydYHOTr JHua GopeH3UuuKe CTpyKe, Koje,
no mnorpedm, mpeay3uMa W TpoHana3w, obOe30ehyje WM ommcyje TparoBe, BpIIU
norpeOHa Mepema M CHUMamba, CaunbaBa CKHIIE WM MPUKYIUba ApYyre MmoaaTke (WiaH
133). [Iperpecame cTaHa U Ipyrux MpOCTOpHja MIIH JIMIA MOXE C€ MPEAy3eTH aKo je
BepoBaTHO Ja he ce mperpecameM nmpoHah OKPUBIbEHH, TPArOBU KPUBUYHOT Jeja HIIH
NpeIMETH Ba)XKHU 3a IMOCTYyMaK, a y wiany 152. craB 3. mpeasuheHo je ma mpeamer
nperpecama Mory OuTH U ypehaju 3a ayromarcky oOpay mojaraka u onpeMe Ha K0joj
Ce YyBajy WJIN C€ MOTY YyBaTH €JICKTPOHCKH 3armucu. Y wiany 152. cras 2. npeasul)eHo
je Ila ce mpeTpecame CTaHa M IPYrux MPOCTOPHja MITH JINIA, 110 MPAaBUITY, IPeAy3uMa Ha
OCHOBY HapenOe cyna, ajH U Jla ce U3y3eTHO MOXKe Ipeay3eTu 0e3 Hapende (y ckiany
ca wnanoBuma 158-160). Mehytum, kako npempecare ypehaja 3a ayromaTcKky oopany
1oJlaTaka M ONpeMe Ha KO0jOj C€ UyBajy WJIM CE MOTY UyBaTH E€JIEKTPOHCKHU 3aIllucu Oe3
Hapeobe Huje uspuuumo ypeheno (uax wma euuie upuuumo je npeoguheno oa ce
npeoy3uma Ha 0CHOBY Hapedbe cyoa), Humu je npeogulena cxooHa npumeHa npasua o
npeTpecamy CTaHa U APYru npocropuja 0e3 Hapeade, MPOCTUM Je3UYKUM TyMaueHheM
ce J0J1a3u JI0 3aKJbyuKa J1a je 3a IpeTpecame OBUX ypehaja u onpeMe y CBaKOM Ciydajy
notpebHa cyjcka Hapenda. YKonMko OM ce MpWIMKOM YyBubhaja MecTa HpOHAIUIH
padyHapH y KOojuMa MOTY OUTH TOXpameHH EJIIEKTPOHCKU JOKa3W, OpraH MOCTynKa O,
nakie, 6uo opiamheH camMo Ja mpemy3me mepe obe3dehema, omHOCHO na y3 momoh
CTPYYHOT JIUIIA npedy3uma u nNpoHaiasu, ooezoehyje unu onucyje mpaecose, He U Iia

OCTBapU MPUCTYN y CMHUCIYy IIpeTpecama padyyHapa, 10K He 1o0uje HapenOy cyna. Oe
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onpende cy Heyckiahene, jep oOe3dehuBame TparoBa y pauyyHapuMa M ca HHMa
noBe3aHuM ypehajuma, a Koje CTpy4HO Jinile TpeOa J1a U3BPIIN HE MOXKE J]a CE MPEeay3Me
0e3 ocTBapuBama NPUCTYIA padyyHapy | mperiena. 3ato Ou OMII0 KOPHCHO MPEIBUICTH
MOTYNHOCT Ja OpraH IOCTyIKa MOXE CaMO Yy HM3y3eTHHUM OKOJHOCTHMA, IMPEIy3eTH
nperpec u 6e3 Hapende, y3 o0aBe3Hy MOMON CTPYYHOT JIMIIA, & YCTAHOBUTH 00aBE3HO
o0e30ehuBame TparoBa MPUIMKOM BpIlIema yBulaja Ha HAUMH Jla C€ MOIUTYjy IMpaBa
OKPHUBJbEHOT U JAPYTHX JIAIA.

[MpunukoMm npeny3uMarma yBuhaja cBa Juila Cy TyXKHa Jia OpraHy MoCTynka omoryhe
OPUCTYIl CTBapUMa M Tpyxke noTpedHa obaBemrema. CIMYHO TOME, NPUINKOM
nperpecama apxkanail ypehaja u ompeme UM mpuCyTHO JuIle ce obaBe3yje na omoryhu
MPUCTYI U MPYKU 00aBellITeha NOTpeOHa 32 BUXOBY YHOTpeOy, MehyTuM, U3PUYUTO je
NPONKCAaHO JIa C€ TO HE OJHOCHM HAa OKPHBJBCHOT, JIMIA HMCKJbydeHa (wiaH 93) u
ocnobohena (uwmana 94. craB 1) o1 Ay»KHOCTH CBEIOYCHA, KA0 HU Ha JIUIIA 3a Koja je
BEPOBATHO Jla O THUME M3IIOKHUO ceOe miu Ovcko Juie (M3 wiaHa 95. cTaB 2) TEIIKOj
CpaMOTH, 3HATHO] MaTEpPHjaIHO] IITETH WJIM KPUBUYHOM TOmemy. M3 oBora Ou ce
MOTa0 W3BECTH 3aKJbYUaK JIa je OKPUBJbEHH JIy)KaH Jia Kao U CBa Apyra JIUIA TPUITHKOM
npenysuMama yBubhaja capaljyje y HaBeIEHOM CMHCIY, IITO j€ CYIPOTHOCTH ca
NPUBUJIETHjOM O] CAMOONTY)KHBama, Ma jeé TOTPeOHO OBY oApen0y M3MEHHTH H IpH
TOME je ycariacuTH ca 4iaHoMm 157. ctaBom 3.

VYKONMKO ce TOKOM yBuhaja WM IpeTpeca CTaHa W JAPYTUX MpOCcTopHja mpoHaly
npeJMEeTH KOjU MOTY MMaTH 3Hayaj JI0Ka3a, MOJ ycloBMMa M3 wiaHa 147, mory ce
NPUBPEMEHO OJIIy3€TH, W TO TpeIMeTH Koju ce mo KpHBHYHOM 3aKOHUKY MOpajy
OJly3€TH HWJIM KOjU MOTY TIOCIYKHUTH Kao JI0Ka3 y KPHUBHYHOM ITOCTYNKY IPUBPEMEHO
oJly3eTu (110 moTpedH, y3 MPETXOIHHU Mperiiea NpeaMeTa y IpUCYCTBY CTPYUYHOT JIMLA).
Jlua koja apxe Te MpeaMeTe JyKHa Cy Ja opraHy IMOCTynka omoryhe mpucryn
npeaMeTuMa, Mpyxe oOaBemTemha MoTpedHa 3a BUXOBY YHOTpeOy M J1a UX Ha 3aXTEB
opraHa mpenajy (OCHUM OKpPUBJREHOT W JIMIIA KOja Cy HCKJby4€Ha O]l Iy>KHOCTH
CBEOYCHA), a YKOJIMKO TO HE YYMHE, jaBHU TYXWJIAll MJIH CYJ MOXE HX Ka3HUTH
HoBuaHO A0 150.000 nunapa, a ako W moclie Tora oAd0uje Ja UCIYHH CBOjYy TY>KHOCT,
MOJKE Ta JOUI JeIHOM Ka3HUTHU HCTOM Ka3zHOM. Y IpeIMeTe KOjU ce MPUBPEMEHO MOTY
oay3eTH cnaaajy u ypehaju 3a ayromarcky oOpaay momaraka u ypehaju m ompema Ha

KOjO] Ce 4YyBajy WJIM C€ MOTy YyBaTH €JEKTPOHCKM 3amucu. Mako 3akoHUK HHje
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NPEIBUICO CXOJHY NMPUMEHY OBUX IpaBHjIa U Ha pauyyHapCcKe MojaaTke, o0aBe3a Ou ce
MOTJIa OJHOCUTH U Ha MpeJaBambe pauyHapCKUX MOJaTaka jep ce OHU y CMHCIY 4iaHa 2.
cTaBa 26. cMarpajy UCIPaBOM YKOJIHKO CYy IMOJ00HU Win ojpeleHn fa ciiyku Kao J0Ka3
YUELEHHUIIE KOja ce YTBphyje y MOoCTymKy.

VY morneay MpeTIOCTaBKH 3a IMpeTpecame M MOCTYIKa MpeTpecama 3aKOHUK HE
CaJipK¥ BUIIIC HUJEIHY 0oApenldy Koja OM ce OJHOCHIIA HA MPETpecame padyyHapa HUTH
npeaBuha cXoHY IPUMEHY MpaBUIIa O IPETpecamy CTaHa U IPYTUX MPOCTOPH]a.

HNako je moxBagHO TO MITO je€ 3aKOHOZABall MOMEHYO na ypehaju 3a ayToMarckKy
o0Opagy mojaTaka M OIpeMe MOry OWTHM NpeAMET mperpeca, MOTpeOHO je YHeTH
nojenuHe oapende koje ou omoryhuie edeKTUBHO Mpely3uMambe Iperpeca Tux ypehaja
U onpeme y3uMmajyhu y o03up mpaBwiia JUrHTaTHE (POPEH3HMKE, a HE MPETIOCTaB/haTh
NpUMEHY ONINTUX TpaBWIa O BPIICHY IpeTpeca. AHAJIIOTHO TMOCMaTpame Iperpeca y
(U3UYKOM CBETY M y BHPTYEIHOM OKPYXKEHY j€ M0jeTHOCTaB/bHBAKBE KOj€ UTHOPHIIIE
YHIBECHUIYy J1a CE MPETPeC padyyHapCKOr CHUCTEMa, KOjU CaApKH CHOPMHE KOJHMYUHE
nojJaTaka, W3BpIlaBa MPUMEHOM METOJa M TEXHUKa Koje Cy y naneko Behoj mepwu
UHTPY3MBHE OJ] OHHX KOje C€ MPUMEHY]y TOKOM mperpeca y (PU3MUYKOM CBETY, Ma je
NoTpeOHO JA0JaTHO 00€30€AUTH 3alITUTY TIpaBa MPUBATHOCTH KOPHUCHHUKA paquapa474,
Kako y IOTJeqy yCJIOBa M MPETIOCTaBKM, TAaKO W IOCTyNKa mperpecama. [la mm
oprnamheme 3a TpeTpec padyHapa paad HpeTpare eJeKTPOHCKHX JoKa3a Tpeda na
moJpa3ymMeBa MpaBO OpraHa Ja Tperieia W aHaJIM3upa CBaKy JaTOTeKy paau
npoHajiacka Jiokaza M MOTYhHOCT OJy3MMama CBHX CBCHTYAJTHO WHKPUMHUHHUIIYhUX
noaaraka? Cmarpamo aa He. Mako je 3akOHHUK TPOIKCcao Ja MpeaIMeTH KOJU HUCY Y Be3U
ca KpUBUYHUM JIeJIOM 300T KOra je peTpecame Mpeay3€eTo, alld KOju yKa3yjy Ha Jpyro
KPUBHUYHO JI€JI0 3a KOje Ce TOHM MO CIY>KOE€HO] AY’KHOCTH, MOT'Y IPUBPEMEHO OJ1y3€TH,
HUje MPHUXBaT/bMBA MPOCTAa CXOJHA MPHUMEHA NpaBUiIa Ha padyyHapCKe TOJaTKe.
Cmarpamo n1a je HapeaOoM 3a MpeTpec MOTPeOHO OrpaHUYUTH MOTYhHOCT mperpeca
paau TmpoHajacka pavyyHapCKHX IOJaTaka MOTPEeOHMX 32 KOHKPETHO KPUBHYHO JIEINO,

Tako Ja ce y HapeaOHu oApeau oAroBapajyhu MeToa KOjuM ce BPIIU IpeTpec crpam

44 Bume o pasnukaMa nperpeca y (pU3NYKOM M BHPTYEIHOM OKpyxkewy Bua: M. Adler, ,,Cyberspace,
General Searches, and Digital Contraband: The Fourth Amendment and the Net- Wide Search, The Yale
Law Journal 4/1996, 1097; J. Saylor, op.cit, 2822-2824; B. Weir, ,, It's (Not So) Plain To See: The Circuit
Split On The Plain View Doctrine In Digital Searches®, Civil Rights Law Journal 1/2010, 94.
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OKOJIHOCTH Clly4yaja, OJHOCHO HAa4YMH H3BpIIaBamba KOJUM CE€ OTKPUBAjy CaMO OHHU
JIOKa31 TIOBOJIOM KOJUX c€ Hapeada u u3naje.

C 003upoM Ha MPUPOY pauyyHAPCKHX I0/IaTaKa MOXPAmbEHUX y padyHapy, Ouio Ou
KOpUCHO oMOoryhuTu U 1a ce nperpec ypehaja u3 pazinora XUTHOCTH MOXE TPEAY3ETH Y
MOjeIMHUM CITy4ajeBUMa Kaja TO HaJIaXy pa3lio3d XUTHOCTU M 0€3 OJIyKe Cy/a, Kao U
OBJIACTUTH JaBHOT TY)KHOIa WX TIOJMLHU]Yy Ja IPUIMKOM BpIICHa yBUlaja ITUIa MecTa
3a KPUBHYHO JIEJIO KOj€ C€ TOHHU IO CIY)XOEHO]j JY)KHOCTH MOXKE CIIPOBECTH IPETpec
ypehaja oamax, yKOJIHMKO je TO MPeKo MOTPeOHO pajii OCUTypama TparoBa M Jioka3a Koju
Cy Y HEMOCPEIHOj BE3H ¢ KPUBHYHUM JEIIOM 300T Kojer ce o0aBba yBuhaj (OCHM aKo ce
pamu o mperpecy AoMa), y3 ob0aBe3y oOaBeliTaBama Cyja MOJHOIICHEM U3BEIITaja ca
CBUM TMPUKYIJbEHUM JIOKa3HUM MAaTEpUjaiOM paJd HAKHAJIHOT OJ00peHma pajme U
MoryhHocTH Kopuihema NPUKYIJbEHUX J0Ka3a.

Ocum mpomnucuBama obaBe3e JMLa Ja omMoryhe mnpucTynm padyHapy M Ipyxe
norpeOHa oOaBemTema, NMOTPEOHO je TPEABUICTH CaHKIHMje 3a JUIe Koje 0e3
OINpaBJIaHOT pa3jiora OJ0Hje Ja TOCTYIH Yy CKJIagy ca I[OMEHYTHM o0aBe3ama
(mpeaBUAETH CXOAHY MpUMeHY wiaHa 148. cras 2.).

VY Be3w ca OIy3WMameM IpeaMera IMOTPEeOHO je MPEeIBHUICTH CXOIHY NPUMEHY
npaBuUia O OAy3UMamy IMpeIMeTa U Ha MOXpameHe padyHapcke mogatke. Ocum Tora,
NOTpeOHO je MPOoNMMCcaTH HAYWH Ha KOjU Ce padyHApCKH IMOJAH OIy3UuMajy, Kao H
oBnamihewe oOpraHa Ja 3axTeBa Npenajy NOTPeOHHUX padyHApCKUX IOJaTaka,
MOXPambeHUX Y pauyHapy M OHUX KOjUMa Ce€ MOXKe MPUCTYNUTH U3 TMPOCTOPH]e
obyxBaheHe Hapembom 3a TpeTpec, U TO y IEJIOBUTOM, H3BOPHOM, BHUIJBUBOM U
OMUIIJBUBOM OOJIUKY MOJO0HOM J]a C€ M3y3Me€ ca JIMIla MeCTa WU Yy OOJUKY U3 KOT ce
MO3K€ MPOBECTH y BUIJBUBY U YUTIFUBY (HOPMY, YKOIUKO MOCTOjU OMpaBAaH Pas3yior Aa
Bepyje /1a MOry MpelacTaBibaTu aoka3. [Ipu Tome, moTpeOHO je orpaHMYUTH MOTYhHOCT
oly3UMama TOjJeIMHUX KaTeropuja padyyHapCKUX IMojaTaka, ¢ 003UpPOM Ha HUXOB
cajZip>kaj Kao U OTPaHUYUTH MOTYhHOCT 0OaBe3MBama OKPHUBJHEHOT Kao M oapehenHnx
Kareropuja juma (Jila Koja HUCY NY)KHA Ja CBEAOYEe Y KPUBUYHOM TOCTYIKY YyCIEN
nocrojarba o0aBe3e uyBama JIp)KaBHE, CIyKOeHe M NpoQecuoHaTHEe TajHE WM
onpeheHor cTemeHa CpoJCTBa ca OKPUBJHEHHM). Takohe, Owio OW THEIMCXOAHO

MPEABUICTH CAHKIIM]E 3a JUIAa Koja 0J0Wjy Ja Mpeaajy moTpeOHe MojaTKe, OJHOCHO
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CXO/IHY NPHMEHY MpaBUja O CaHKIMjaMa 3a HENOCTyHamy MO0 AY)KHOCTH IpelaBama
npeaMera.

OcwuMm Tora, moTpeOHO je MPOMUCATH KOj€ MOIaTKe HAIJIC)KHU OPTaHu MOTY TPaKUTH
O]l TpyXajama yciayra eJIeKTPOHCKMX KoMmyHuKamuja. Op mpyxkanama yciayra Ou ce
MOTJIO TPAXKUTH Hpedasarbe KOMYHUKayuje Koje cy y ycKiaouuimeHne y eieKmpoHCKOM
KOMYHUKAYUOHOM CUCHeMy caMO Ha OCHOBY 0/100pema Cy/ia a y CKJIaay ca IpaBHiuMa
KpPUBHYHE IIpOIIEIype KOjoM ce omoOpaBa mpeTpec padyHapa, JOK Ou ce nodayu o
Kopuchuky (AMe W TIpe3uMe, aapeca, AY)KHHa KOpHIIhema W BpCTa KOMYHUKAI[HOHUX
ycllyra Kojé KOPUCTU W HadWH 1uiahama W ClI) MOTJIM 3aXTeBaTH MOCEOHOM HapeaooM
cyna. M3 Tor pasmora je moTpeOHO MpeaBHaAeTH MOTYhHOCT Ja jaBHH TYXKHIAI[ JO
nobujama Hapende cyaa MOXe HAapeIUTH Mpyx)aoluMma YCIIyra Ja 3aapike, OJHOCHO
00e30eze y HeM3MemeHOM 00IuKY opel)eHe moaarke.

Taxolhe, y moriemy MOryhHOCTH TpOIIMpEa WHUIM]ATHOT MpeTpeca padyHapa Ha
JpyTu padyHap Koju HHje o0yxBaheH HapeaOoM a KOM ce IPEKO MpeTpecaHor padyHapa
MOJXK€E TMPHUCTYIIUTH, HEONXOJHO j& YHETH HU3PHUYUTY ojpealdy y 3aKkoHHK, a Ty
MOTYNHOCT YCIIOBUTH OIpaBJaHUM pasjo3uMa (aKo je WCIYHEH YCIOB Y BHIY

nocrojama BepoBarHohe na he y cynporaom mohu 10 ryOuTKa THX IM01aTaKa).

2.3. Ycxuahenoct ca wianosuma 20. u 21. Konennuje

Tajuu Ham3op koMmyHukanuja y CpOuju je moceOHa JoKa3Ha pajimba KOjy CyJ MOXKe
OJIpEJTUTH TIpeMa JIUIlY 3a KOj€ MOCTOj€ OCHOBH CYMHIb€ J1a j€ YUMHWJIO KPUBHYHO JCIIO
u3 wiaHa 162. oBor 3aKOHHMKa O KPUBUYHOM IIOCTYIIKY, @ Ha JIPyrd HAYUH CE HE MOTY
OPUKYIHUTH JIOKA3H 32 KPUBUYHO T'OBECHE WIM OM HHXOBO MPUKYIUbakE OMIIO 3HATHO
OTEXaHO, KAa0 M YKOJHUKO TIIOCTOj€ OCHOBH CyMH€ Jia JIMIEe IpHUIpeMa HEKO O]
HaBEJCHUX KPHUBHYHUX Je€Jla, a OKOJIHOCTH Ciydaja yKa3yjy Ja ce Ha JIpyrM HauyuH
KPUBHUYHO JI€JI0 HE OM MOTJIO OTKPHTH, CIPEYUTH WJIM JIOKA3aTH WM OM TO M3a3Bajio
HecpazMepHe Tenikohe MM BeIuKy omacHocT. Mako He ofcTymnajy y BEJIUKOj MEpH Of
aHAJTM3UPAHUX pellekha y IPYrUM ApKaBaMa, HaBeJeHe o/ipeioe 3aKoHruKa OU ce, UIak,
MOTJIE TIOOOJBIIATH.

[TpunukoM ojuiyunBama O oapehuBamy M Tpajamby MOCEOHMX HOKAa3HHUX padbU

opraH IIOCTYIIKa je AYyXKaH Ja BOJU padyHa O MNPONOPHHUOHATIHOCTH, OAHOCHO [Oa
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noce0HO IICHM Ja JIW OM Ce UCTH PE3ydTaT MOrao MOCTHhM Ha HAYUH KOJUM CE Mambe
orpaHnuaBajy mpasa rpahana. KpuBudHa fena y oJHOCY Ha KOja ce IPUMEY]y IoceOHe
JoKa3He pajme oapehena cy y unany 162. 3akoHuKa, a paju ce 0 KPUBHUYHUM JIeIrMa
3a Koja je MOoCceOHUM 3aKOHOM ojpeheHo Ja mocTymna jaBHO TYXKHIJIAIITBO IMOCEOHE
HA/IJISKHOCTH, KA0 W TAaKCATHBHO HABEJCHMM KPUBHYHUM jaenrma. OcuM Tora, paama
TajHOT HaJ30pa KOMYHHUKaIMja ce MOXXE OJApeauTH M 3a cieiecha kpuBuuHa jaena:
HeosiantheHo MckopuihaBambe ayTOPCKOT Jieia WM MpeaMeTa CPOIHOr MpaBa (WiaH
199. KpuBu4HOTr 3aK0HMKA), omTeheme padyHapCcKuX Iojiataka u nporpama (wian 298.
ctaB 3. KpuBunyHOr 3akoHuka), padyHapcka caboraxa (wian 299. KpuBuuHor
3aKOHUKa), pauyHapcka npeBapa (wian 301. craB 3. KpuBHYHOr 3aKOHUKA) U
HeoByantheHn MPUCTYI 3alITHhEHOM padyHapy, pauyHApCKOj MPEXKH U eJIEKTPOHCKO]
o0Opanu noxaraka (wian 302. KpuBuuHor 3akoHuka). Jla 6u ce UCMOITOBAO MPUHIUI
Cpa3MEpHOCTH, ONpaBJaHO je Be3WBame MoryhHoctn 3a oxpeheme mpecperama
KOMYHHKAIlMje 3a TEIIKa KpWBHYHA Jena (3a Koja je 3ampeheHa ka3Ha 3aTBOpa O]l
HajMamke HEKOJNUKO TOAMHA). Y TMOrieAy KPUBHYHHX Jella Yy OJHOCY Ha Koja ce y
Cpb6uju Moxe OApeIUTH TajHU HAA30p KOMYHHUKallMje, CMaTpamo J1a Cy HeOIpaBAaHO
U3Y3€TH TOjeAMHU OOJIMIM U T0jeMHa KPUBHYHA JeNla U3 riiaBe 27 (KpUBHYHA aera
npoTuB 0e30eAHOCTH payyHApCKUX Imojaraka), W To: Owmreheme padyHapckux
nojaraka u nporpama (wiad 298.ctaBosu 1.u 2), [IpaBibeme 1 yHOILIEHE pauyHapCKUX
Bupyca (wran 300), Pauynapcka mpeBapa (wian 301. craB 1. u 2), CnpedaBame u
OrpaHHYaBamke MPUCTYIA jaBHO] paudyHapckoj Mmpexu (wiaH 303) u Heosnamtheno
Kopuithewe padyHapa uiau padyHapcke mpexe (wian 304). Yak u nma ce mpuxBaTH
pe3oH na ce y norneny Omrehewa pauyHapcKuX nojaTaka v nporpama u PauyHapcke
npeBape, MoryhHocT crpoBohema moceOHe J0Ka3He paJmbe Be3yje 3a M3HOC HacTaie
mrere (mpeko 1.500.000 muuapa), 3akoHOHaBall je MPEBHIEO Ja paliiba U3BpIICHA
M30CTaBJbEHUX KPUBUYHHX JIEJIa MOXKE TIPOY3POKOBATH, IITETY Janeko Behux pasmepa.
OcuM Tora, 3a JOKa3WBamke KPUBHYHHUX Jella TPOTUB 0e30€THOCTH padyHApPCKUX
nojaTtaka je moTpeOHO MpeNBUAETH Jla ce y clydajy Jla ce MpeTpecoM padyHapa U
MPUMEHOM JPYTUX PaJbU U Mepa HE MOTY NMPUKYIHUTH JI0Ka3H MOXE MPUMEHHUTH TajHU
HA/130p KOMYHHUKaIIKja, a yCIea CeU(PHUIHOCTH TParoBa u J0Kasza 0 H3BPIICHO] PaImbH
KPUBUYHOT Jena. Y TIoryiey KPUBHYHUX JielNa HW3BPIICHUX YIOTPEOOM, OTHOCHO

MMPOTHUB PAYYHAPCKUX CUCTEMA U MPCKaA MOKE CC MPUCTYIIUTHU Ha Taj Ha4yWH IITO CC
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MoryhHOCT oapehuBama paame npomupyje y norieay Jpyrux KpUBUYHHX JIea Koja Cy
U3BpIIEHA YIOTPeOOM MH(POPMALMOHUX CUCTEMA U TEJICKOMYHHMKAIIMOHE TEXHOJIOTH]E,
Kao W JIPYTuX KPUBHYHUX Jieja Kaja je MOTPeOHO MPUKYIIbakhe EICKTPOHCKHIX JT0Ka3a.
Y ToM cny4ajy TpeOa joml BUIIE WHCHCTHUPATH Ha HEONXOJHOCTH TAaKBE Palmbe, Y
CMUCIIy J]a Cy HEOIXOJHE 3a yTBphHBame MCTUHE WM Aa Ou To Ouno Hemoryhe wim
3HATHO OTEXaHO IMPUMEHOM JAPYruX palmd M Mepa/ Kaaa MmocToju BepoBaTtHoha na ce
IBUXOBOM TNIPUMEHOM MOXe jAohu 10 wuHpOpManMja KOPUCHHX 3a pa3jallbermhe
KPUBUYHOT JIeJIa, MOJ YCIOBOM Ja jeé HHXOBa IPUMEHAa NOTpeOHa W OJ W3Y3ETHOT
3Hauaja.

OBa moceOHa JTOKa3Ha pajma 00yxBaTa HAA30p U CHHUMAame KOMYHHKAIH]je Koja ce
o0aBJspa MmyTeM TeledoHa WU IPYTUX TEXHUYKHX CPEJICTaBa WM HAA30D EICKTPOHCKE
WIA JIpyre ajapece OCYMIbHUYCHOT M 3alUICHy NKcaMa W JIpyrux noummbku. Mnak,
y3anheme ce He OJIHOCH Ha TMOPYKE €NEKTPOHCKE IMOIITE, OJHOCHO IPYTUX MpyKa Koje
ce nmpeHoce KopuirhemeM yciyra eJIeKTPOHCKHX KOMYHUKAIIW]a.

Pagmpy MOXe OApeauTH camo Cyadja 3a TPETXOJHU MOCTYNaK 00pa3iokKeHOM
HapeaOOM Ha OOpa3lokKEeHH MPEeIIor jaBHOT Tyxuona. Mako je motpebHO na paamy
onpelyje cya, ompaBaaHo je NMPEIBUACTU AA Y U3VZEMHO XUMHUM CIy4djesuma paimby
MOYXE OJPEINTHU U jagHu myxcuiay, anu je 'y oapeheHoM poky (07 HEKOJIMKO 4acoBa OJ1
onpehuBama) MoTpeOHO Ja WEroBy Hapen0y MOTBPAM, OJHOCHO OJ00pH Cyauja, y
CYIIPOTHOM C€ U3BpILEHE pajmbe 00yCTaB/ba a pe3ylTaTH c€ HEe MOTY KOPHCTUTH Kao
JIOKa3.

CnpoBoheme Haa3zopa ce MpeKHuja YUM IPEeCTaHy pasjio3u 3a HEroBy INPUMEHY,
MOYE TpajaTH TPU Mecela, a 300T HEOIMXOJHOCTH JIaJbeT MPUKYIJbamka J0Ka3a ce MOXe
NPOAYKUTH HajBUILE 3a TPU Mecela. Y Morjeay KpUBUYHUX Jejia 3a Koja je MoceOHUM
3aKOHOM oOJjpeheHO Ja MoCTyma jaBHO TY)KWJIAIUTBO MOCeOHE HAJIeKHOCTH, TajHH
HAJ30p C€ MOXKE M3Y3€THO MPOJYKUTH JOII HAJBUINE JBa IyTa y Tpajamby O] MO TPHU
Mmecena, Mehytum, Mmel)y ’rMa HUCY KpuBUYHa Jena u3 riase 27. K3.

Pagwy wu3BpmaBa mnonunuja, be3denHocHo-uHGOpMaTHBHA — areHuMja MU
BojHoGe36eqHocHa arennyja. CmarpaMo Ja je OonpaBJaHo Y 3aKOHHUKY O KPUBUYHOM
MOCTYIKY OBJIACTUTH CaMoO TOJIMIH]Y Ha Mpeay3uMamke OBE Pajhe, a JIa Ce pe3yaTaTu
HajJ30pa Koje CIpoBoje ciyx0Oe 0e30eTHOCTH He OM CMeTu KOPUCTUTH Kao J0Ka3 y

KPUBHUYHOM IIOCTYINKY, jep j€ HHXOBO IOCTyName ypeheHo IpyruM MponucHuMa U
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CIIy’)KM OCTBapHBamy JPYTHX IIMJbEBA U 3aIITUTE JPYTHX HMHTEpECa, TUM IIpe IITO OBE
areHIyje Hucy "opran nocrymnka" y cMuciy wiana 1. Tauka 15.

[Tomrancka, tenerpadcka u apyra npenyseha, ApyluTBa M JMIa PErMCTpOBaHa 3a
npeHoIIekhe nHhOopMaIija Ty>KHa Cy J1a OpraHMMa Koju U3BpIlaBajy Hapeaoy, oMoryhe
cpoBoheme Haa30pa W CHUMama KOMYHHKAIUje U 11a, y3 MOTBPIY IpHjeMa, Tpeaajy
nucMa | Jpyre nommbke. MelyTum, 3a HemoCTymame HUje npeasuleHa cankuuja (ma
Ou OWMJIO IETMCXOAHO MIPEABUACTH CXOAHY TpUMeHY uiaHa 282. ctaB 2. u 3).

3akoHuK npeasubha MOryhHOCT IpoIIMpene TajHOT Hag30pa KoMyHukanuje. Hauwme,
YKOJIMKO C€ Yy TOKY CIpoBOlema TajHOI Haa30pa KOMyHHKaluje. n1ohe 10 ca3Hama Ja
OCYMIUYEHH KOPUCTH JAPYrH TeleOHCKH Opoj WM ajapecy, OpraH Koju H3BpIIaBa
Hapea0y MOKe MPOUIUPUTH TajHH HA30p KOMYHHKAIMje U Ha Taj Tene(oHCKku Opoj uiu
aapecy. MehytuMm, He ocToju MOTYRHOCT mpolIMpena U Ha Opoj U aapecy Kojy y ume
WIM 32 payyH ocyMmu4eHor kopuctu Tpehe mume. Ocum moryhHocTu mnpolivpema
Ha/I30pa TOKOM cCIpoBohema paame, ompaBaaHo OuW OWIO TpeABHIETH MocyliHocm
npowiuperba y noziedy auya mpemMa Kojuma ce paama onapelhyje, Tako na ce Hapemda
MOX€E OJIHOCUTH KakO Ha OCYMIHYEHOI TaKO M Ha JMIA 3a KOjé Ce Ha OCHOBY
onpeheHnX YNHECHUIIA CyMBba JIa Y UME OCYMIbUYCHOT WM OJ1 OCYMIUYCHOT MIPUMajy U
npociiel)yjy mopyke HWIM Ja OCYMIbMYEHH KOPUCTH HHMXOB TNPUKIbYYaK, OJHOCHO
azpecy.

Paou 3auumume npueamnocmu nuya, on 3Havaja 6m 6una oxpenda kKoja mpeasuha na
YKOJIMKO TOCTOje YMH-CHHULE KOje yImyhyjy Ha 3akjbydyak Ja Ou ce IyTeM Mepe CTEeKJIO
caMmo Ca3Hame M3 MPUBATHOT XMBOTA THUX JIMIIA, TAKBA Mepa HUje M03BoJbeHa. Takole,
CBa ca3Hama O TNPUBATHOM KHBOTY KOja CTEKHY IIyT€M Mepe He CMejy ce aajbe
KOPUCTHTH, CHUMILM O TaKBUM Ca3HambHUMa MOpajy ce OAMax H30pucatd, a CTULAme
TaKBUX Ca3Hama M OpHcame 3amuca 0 UCTUMa MOpa ce JIOKYMEHTOBAaTH Y CIHCUMA.
Ykonmko OW ce MPHIUKOM H3BpIICHA Mepe MPUKYNWIN JTUYHU Tomand o Tpehum
JHUIKMA, jep je TO M3 TeXHWYKHX pazjiora Hem30eKHO 3a TOCTH3ame IMJba, TAKBH CE
noJalny ce He OM CMEIU KOPHCTUTH y Jpyre CBpXe OCHM CpaB-EHa MOAaTaka paau
yTBphuBama TpaxkeHor Opoja amapata u Opoja KapTHlle, @ HAKOH OKOHYama Mepe Ou ce

oaMax €€ MOopajikd YHUIITUTH.
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YerspTH €0
JOKA3UMBABE JIEJIA BUCOKOTEXHOJIOIIKOI KPUMNWHAIJIA ¥
[NIOJEJVHNUM JIP?2KABAMA

JpxaBe u MelhyHapogHa 3ajeHUIIA CY CyOu€HE Ca M3a30BHMa CaBPEMEHHUX OOJHKa
KpUMUHAJIA Y MOCIIEABUX TMETHAGCTAK rOJIMHA YCBajasie MOCEOHE MaTepHjaTHOIPaBHE,
OpraHM3allMOHE W TIPOLECHE IIPOMKCE 3a CIpedyaBame, OTKPUBAKE U Cy30Mjame
crenupuIHOCTIMA THUX OOJIMKAa KpUMHHANA, Mehy KojuMa je M BHUCOKOTEXHOJIOIIKH
KpUMHHaIL. TuUM mpomucuma ce mnpenBubajy OWTHA OACTymama O YCTaJbeHUX U
ommrenpuxBaheHnX CTaBOBa M yCTAaHOBJbABA]y OPraHM Ca MOCCOHUM HAUICKHOCTUMA U
ca 3HaTHO WIMPUM oOBjJamhemUMa y OJHOCY Ha OpraHe Yy pEeIOBHOM KPHBUYHOM
HOCTYIIKY, IITO je ca coOOM JOHENO OMAaCHOCT Jia Ce MOpPEMETH paBHOTEka u3mehy
OIIITHX MHTEpPeca ePUKACHOCTH KPUBHUYHOT TOCHA M 3AIITHTE JbYICKHX mpasa’’.
[TojenanM oAcTymamuMa O] KIIACHYHE KPUBUYHE MPOIEAYpe 3ayCTaBbeHa je HaaMOh
TeHJeHIje Behe 3amrTuTe cobdoa 1 mpaBa yUeCHHUKA MOCTYIKa (KapaKTEpUCTUYHE 32
TEOpUjy W 3aKOHCKa pellea JBaZeceTOr BeKa) Yy OJHOCY Ha 3axTeB 3a noBehamem
e(UKaCHOCTH TMOCTYIIKY, IITO je 3a MOCJIEANIYy HMaj0 HYXKHO OTpaHHYeHEe cinoboaa u
IpaBa yUECHHKA y MOCTYIKY' °. Bop6a MpOTHB CaBpeMEHHX O6JIMKA KPHMHHAIHTETA
3axTeBa MOCEOHO TMPOIECHO 3aKOHOJABCTBO, jep Cy KJIACMYHA IPOLECHA CPENCTBA M
METOAM HEeIOBOJbHO e(UKACHH, HAPOUUTO Y 00JaCTH MPUKYIUbamka J10Ka3a, na je ouio
noTpeOHO TNpeNBUIETH HOBa CpPEACTBA M METOJE KOjU Ce 3acHMBAjy Ha ymnoTpedu
TeXHUUKHUX jAocTurayha. Paau moBehawma e(pUKAcHOCTH y crpedaBamy, OTKpUBaWmY U
JIOKa3MBamky CaBPEMEHUX OOJMKAa KpUMHUHAJIA JIpJKaBe Cy M3MEHHJIE W JOMYHHUIIE CBOjE
KPUBUYHOIIPOLIECHE 3aKOHE, HO, IOjeJMHA pelIelka je MOTPeOHO MPHUXBATUTU Kao
HYX/1Y, y3 apryMEHTOBAaHY KPUTHKY M CKENCy, jep €€ JaKo MOTYy MpPeTBOPUTHU Y
CPEJICTBO HENCTHTHMHE PEIpecrje y ApyITBy .

VY mornaBspuMa Koja cieje, aHaIU3UpaHe Cy oJpeade KOojuMa Cy IMOjeIMHE JIpKaBe
OpUIaroJuiie CBOja HAllMOHAJHA 3aKOHOJABCTBA IMOTPeOM Ja ce CTBOpE IpaBHU

MCXAaHU3MHU 34 ITPCBASUIIAKCHC np06neMa JOKa3nuBama CaBpCMCHUX 00JIHKe KpuMHHalia

y KPUBHYHOM IIOCTYIIKY, HapaBHO ca HAarjJackoM Ha Jejla BHCOKOTEXHOJIOMIKOT

*5 Ppy6au, op.cit 517.
% B ‘Byphuth, Kpusuaau nocrynax CpGuje, Humr 2006, 200.
" I'py6au, op.cit, 518-519.
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KpUMHHaIA. Y 0/1a0upy HAIlMOHAIHUX 3aKOHOJABCTaBa ayToOp je pyKOBOheH HamepoM
Ja yKaXe Ha crenuduuHa pemiema y Jp)kaBamMa Ha €BpPOICKOM KOHTHHEHTY (Y3
HACTOjambe J1a MOCTUTHE TeorpadcKy MOKPUBEHOCT MOjeUHUX peruona), kao u'y CAJI.
Crora je noriaBsbe MojeJbeHO Ha TpH Aena: 1) JlokazuBame Jiena BUCOKOTEXHOIOIIKOT
KpUMHHAQJIa Yy Jp’KaBaMa aHIJIOCAKCOHCKOT KPUBUYHOIPOLECHOT cHUCTeMa; 2)
Jloka3uBamwe Jena BHCOKOTEXHOJOUIKOI KpUMHHAaja y Jp’KaBamMa KOHTHHEHTAIHO-
EBPOIICKOT KPHBUYHOIIPOLIECHOT crcteMa’ ; 3) JIOKa3HBambe Je/a BHCOKOTEXHOJIOMKOT

KpUMHHAJIA y TTOjeIMHUM Jp>kaBama ousie COPJ.

1. ZOKA3MBABE JEJIA BUCOKOTEXHOJIOILIKOI' KPUMHWHAIJIA ¥V
JAPXKABAMA AHI'JIOCAKCOHCKOI' KPUBUYHOITPOLIECHOI' CUCTEMA

1.1. CAZL

Y CA]Jl je ce ekCeIUTUBHO YyBame€ pauyHapCKHX IojaaTraka mMoryhe oJIpenuTd Ha

479
. OBa wMepa omoryhasa

ocHoBy uiaHa 2703(¢) CaBe3HOr KpHUBHYHOI 3aKOHA
UCTPOKUTEJPIMA M TYXKHOILy Ja ce He u3ry0e OWTHM ToJaly TOXPAambeHH KOI
npykanana yciIyra eJIeKTPOHCKMX KOMYHHUKalMja oK He Oymy o0OaBe3aHu jJa HUCTe
OTKpHjy, OJHOCHO YYMHE JIOCTYITHUM HAJUIeKHUM OpraHnMa. Hamme, XUTHO dyBame
1oJaTaka je MpBU KOpaK y MPaBHOM MEXaHU3My KOJU C€ OKOHYaBa HAJIOTOM M31aTOT O]l
CTpaHe CyAckHX oprasa. Jlakie, cama Mepa He omoryhasa MOJMILHUJU U TYKHUIAIITBY J1a
ce ymo3Hajy ca caJapkajeM IMojaTaka Hero ce Ttume o0Oe3behyje ma ce cauyBajy
ycknaaumTenu noaany. OBa Mepa je n3y3eTHO BakaH MHCTPYMEHT y TOM TOTIIEHY, jep
y CAJl He mocroje mMpomuCH O 3aJpkaBamby I[0jaTaka, Ma MpPYyKaolUu yciayra
€JIGKTPOHCKMX KOMYHHKallMja IpeMa KOMIAaHMJCKOj MOJUTHULM HUMajy cioboay aa
U30pUIIy WM CayyBajy MOJAaTKe O KOPUCHHUKY M F-ETOBHM aKTHBHOCTHMA, IITO 3HAYH
Ja Ou y cllydajy Ja He TMOCTOjU 3aXTEB 3a XUTHO UyBame€ MOJAaTaKa, WCTPAKHUTEIHU
U3ryOMIIM TIPHUCTYIl BEJMKOM Opojy moaaraka. Kama ce y TOKy HcTpare yTBpAM Ja
(U3MUKO WM MPaBHO JIMIE MMa MPUCTYH WM MOJ KOHTPOJIOM padyyHapCcKe I0/aTKe

KOJU Cy pEeJE€BaHTHH 3a JaJbMl TOK IIOCTYNKA, UCTPAXUTEIh WM TYXWian ymyhyje

418 (0] noaein 'y JABa BEJIMKa TIMO3UTUBHOIIPpABHA KPUBUYHOIPOLECHA CUCTEMA W HUXOBUM

kapakrepuctukama suau: [kymuh, Byrapcku,op.cit, 42-54.
419 The U.S. Federal Criminal Code, http://www.law.cornell.edu/uscode/text/18/2703.
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JpKaolly rojaTtaka Hapealy /a mpeay3me CBe MOTpeOHE pajibe Kako OM ce cauyyBajH y
HEM3MEHEHOM OO0JHMKY TayHO onpeheHnm momanu. 3aHUMIJBMBO je Ja 33 H3JaBambe
Hapea0e 3a ovyBame MMoJlaTaka HHUje OBJANINEH caMo CyJ WM jaBHO TYXXHJaITBo, Beh
NPEJCTaBHUK CBAKOT JIP>KAaBHOT opraHa. Mepa ce Moke OJHOCHTH Ha OO KOjy BPCTY
padyHapcKHX IMoJlaTaka, a y Be3u ca Omio KojuMm KpuBHYHHM jenoM. Hapenba ce moxe
VIYTUTA TOWTOM, (AaKCOM WM EJIEKTPOHCKOM TIOLITOM, a BEJIMKE KOMIIaHUje
NPYKaOIX TEJIICKOMYHHKAIIMOHUX YCIIyra UMajy OHJajH (opMysape 3a MpuMame OBHX
3axteBa. Oj mpyxanana yciyra eJleKTPOHCKHX KOMYHHKAllHja Ip)KaBHH OpPraHH MOTY
3axTeBaTH XUTHO YyBame (a 1Mo 000pemy cyna u npenajy) cienehux nmogaraka: uMe u
npe3rMe U aapecy KOPUCHHMKA YCIIyra; MOJaTKe O OCTBAPEHMM KOMYHHMKallWja, ca
BPEMEHOM Tpajara TUX KOMYHHUKAIIM]ja; BPCTY U BpeMe Kopulihema NojeJMHAX YCIIyTra;
TenedoHcku Opoj WM Apyrd UASHTU(PUKAIUOHU OpOj KOPUCHHUKA, KAa0 U MPUBPEMEHO
noneibeny IP aapecy (muuamuuke IP anmpece); naunn ruiahama ycemyre. Jlune xome je
3axXTeB 3a YyBameM IoJaraka ynyheH, QTyXKHO je Jla 0 HmeMy HOCTYIH W Ja MOoJaTKe
KOjU MOTYy MMAaTH 3Hauaj J0Ka3a y KpPUBHUYHOM IIOCTYIIKY 4yBa oOe3beheHe mok cyn
HAJIJICKHUM OpraHruMa He 0JJ00pY MPUCTYI CallpiKajy THUX MOJaTaKa, U TO 33 BPDEMEHCKH
nepuop onpeheH y Hapenou (Hajayxe 10 JEeBEIeceT JaHa, C THM IITO CE OBaj MEPUOJ
MOX€ HapeaOoM JIOAAaTHO TPOAYKHTH 3a jOoIml JeBemeceT JnaHa). Melhyruwm,
UCTPAXKUTEIBH HE 1001jajy n3aBameM Hapea0e HUKAKBE MOJaTKe O HAJOr'y KOPHUCHHUKA,
yKJbY4yjyhu M mopjaTak sa i HaJor MOCTOjH, jep Mpy’Kajlaole yciayra eIeKTPOHCKHX
KOMYHUKaIMja Y OTKpUBaWky OBAaKBUX IT0/IaTaKa CIIPeYaBajy IMPOIMUCH O MOBEPJEUBOCTH
nojaTaka O KOPUCHUIIMMA, a MTO je Moryhe Tek 1o Ao0Hujamy CYICKOT Hajora. Jorn
jenan mpoOieM MpoM3MIa3u U3 OJHOCA TIOBEPJFUBOCTH NIpeMa KOPHCHUKY, jep MOCTOjH
JTy>KHOCT Tpy’KaJjlaola J1a KOpUCHUKa Hajora 00aBecTe 0 M3/1aBamby Hapenoe 3a YyBambe
nojiaTaka M MOCTyIamy 10 TOj HapeaOH, a OBO MOXKE TPajHO J]a HAaHeCe ITETY UCTPasu.
Cynuja mpersiefia TOKYMEHTAIM]y KOJy TPEKO TYXKUJIAIITBA JOCTaBJba IMOJHUIH]A Y
BUAY TIpeajiora 3a H3JaBame Hajora 3a TMpeTpec, Te NpOoIelmyje Ta JIM MOCTOjU
BepoBarHoha (probable cause) na ce y oapehenHom pauyHapy koju ce Hailasd Ha
onpeheHom Mecty Mory mnpoHahu onpeh)eHH AWTHTAIHM JAO0Ka3dW. YKOJIMKO CyAHja
NIPOIICHH J1a Cy UCITYEH-CHH CBHU MOTPeOHU (DOpPMANHU M MaTepHjalTHU YCIOBH (JIOBOJbaH
crened ojnpeheHoctn u BepoBaTHoha), HM37aje HAJIOr 3a MpeTpec padyHapa paau

NpUKYIJbakba MoJaTaka MOXpameHuX y enekTpoHckoM obmuky (Warrant Seeking
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). Hanor ommamrhyje HaajIeXHH OpraH Aa Oay3Me
ypehaj uiam 1a oay3Me MU KOMHpa MOAATKE MOXPAmkEHE Yy eIEKTPOHCKOM OOJIHKY, a
OCHM TOra, YKOJUKO HHUje apyraudje oapeheHo, Hayior caapxu W oBjamheme 3a
HAKHAQJIHU Tperyiesi omay3eror ypehaja. Y moriieqy wu3naBamba Hajora 3a IpeTpec
pauyHapa, MehyTHM, OCHM TIOMEHYTHUX YCJIOBa, IIOjSIMHH CYJIOBH Tpaxe O]
TYKHJIAIITBa WCIYHEHE [OJaTHUX YCIIOBa Mpe W3/aBamba Hajlora 3a MpeTpec
pauaynapa®®™, u To ma ce carmacu, usmeljy ocramor, ma ce oxpuue ox MoryhHoCTH
nosusama Ha 138. plain view doctrine*® xao u na nperpec pauyHapa He 06aBibajy ucra
JUIa KOja BpIIE TpeTpec mpoctopa (OAHOCHO, Ja TOTUIUjCKA HCTPAKUTEIHU KOjU
no6ujy omnamheme Ja M3BpLIE MpETpec NpocTopa Hehe WMaTH HHUKAaKBY YIOTY Yy
npeTpecy pauyHapa Koju Cy WACHTU(GUKOBAHU Y HAJIOTY 3a IpeTpec, Hero he Te 3aaarke

o0aBUTH He3aBuCHa Tpeha cTpaHa WU CTpy4ymaK IUTHTaIHE (QopeH3uke (Koju je y

4 .
CHCTEMYy KPHBHYHOT MpaBocyha) 8, IIpuMeHy OBHX OrpaHuYema CYyAOBH IpPaBaajy

480 Iperpec je perynucan npasmioM 0p. 41. dexepanHux mpaBuiia 0 KPUBUYHO] MPOLEAYPH, & MPABHIOM
6p. 41(e)(2)(B) npenpuljeHo je n3naBame HAIOTa pajd MPOHAIACKA SICKTPOHCKHUX noka3a, Federal Rules
of Criminal Procedure, http://www.law.cornell.edu/rules/frcrmp.

81 CynoBu ce mosmBajy Ha poxatHe pectpukTiBHE ycinose (t38. CDT II yciioBH) KOji Cy YCTAaHOBIBCHH
2009. romuue y npeuenenty United States v. Comprehensive Drug Testing, Inc., 579 F.3d 989 9th Cir.
(2009). Bume o Tome, J. Saylor, ,,Computers as Castles: Preventing the Plain View Doctrine from
Becoming a Vehicle for Overbroad Digital Searches*, Fordham Law Review 6/ 2011, 2840.

482 Yersptu amanamaH YcraB CAJ] mrutu rpahane on mperpeca mpocTropa y KOM HMajy pa3yMHO
OYEKHBahE MMPUBATHOCTH, OCHM YKOJIMKO Cy H/IJIOKHU OPTaHM 3a TO OBJIAIINEHH HAJIOTOM KOjHU je U3/1a0
cyamja. Mmak 1mocToju HEKOJHMKO H3y3€TKa OJ TOr IpaBWiia, OJHOCHO HEKOJIMKO MoryhHocTd na ce
nperpec W3BpIIM W Oe3 TaKBOr Hamora, a jelaH O THX H3y3eTaka je u ,plain view doctrine”
(ycranoBsbena y mpeneaenty Horton v. California, 496 US 128 (1990). ITo 0B0j IOKTpHUHH, OpraHy HHje
notpebaH HaJOr Ja MpHOABH J0KA3 YKOJIHMKO 1) ce Halasw y 3aKOHUTO] MO3MIIMjU Ja HEINTO [mocMarpa,
OJIHOCHO yOUH (HIp. MMa HAJIOT 3a MPETPeC padyyHapa); 2) nMa 3aKOHUTO MPaBo Ja MPUCTYNH oApeheHoM
npeaMeTy koju je y “plain view” (omHOCHO Hanas3m ce mpel HBUM, HIp. 1a OTBOPH oapeleHy IaTtoTeky
TOKOM BpILIeHa MpeTpeca pauyHapa); 3) a MHKpuMHUHHIIyha pupoaa Tor I0Ka3a je HOMHHOBHO YO4JbHBA
onmax (“immediately apparent”) (ump. naroteka Kojy OTBOPH CaApKu rpadUuKd MPHUKa3 3710CTaBIbatbha
Jerera). YKOJIHMKO Cy UCIYH-CHH OBH YCJIOBH, OpraH MOXKe M 0e3 Hajora Jia ojy3Me npeamere, OJHOCHO
JI0Ka3e KOju HHCY OWiM ofpeljeHH y HaJory, jep Tra je ympaBo NMPBOOUTHO HM3IATH HANOT (MaKO HHje
npeaBuaeo MOryhHOCT MpoHanacka TOr JJoKas3a) JOBEO Y 3aKOHUTY MO3HUIHjY JIa TOCMAaTpa U YOuH JI0Ka3e
Ha 3aKOHUT HAYMH.

*83 I1Ito ce THUe ycmoBa 1a mpeTpec padyHapa MOTY Ja BIIE O CTPaHe Cy/a OApeheHn CTPYUmbaIli, ¥ TO
Wi HesaBucHa Tpeha crpaHa (1o 0OCHOBY 3aKkOHA O MOXpamCHUM IMOJalliMa 0 KoMyHuKanujama (Stored
Communications Act), npykaoru yciryra eneKTpOHCKHX KOMYHHKAIHja U YCIIyTa yAajbeHOT pauyHapCTBa
M3BpIIaBajy HAJOTE 3a MPETpPeC) WIM CIeNHjaiu30BaHa JHMIAa y OKBHPY opraHa (Koja ce MpU TOM
obaBe3yjy 1a MH(pOpMAaIHMje 10 KOjUX Cy JOLUIM IIPETPECcCOM a KOojeé ce He OJHOCE Ha KpUBHYHA Jena
MOBOJIOM KOjHX je HaJIor 3a MpeTpec M3JaT, He OTKPHBAjy IOJIMIHMjH, OAHOCHO TYXXHJIAIITBY), a Jia ce
TYXWJIAll ¥ UCTPaXHTeJb (KOjU MMajy ca3Hama O KOHKPETHOM Cily4ajy) y HOTIIYHOCTH HCKJbYYY]y H3
BplIeHka NpeTpeca padyHapa (4ak HM Y BUAY HaJrjielama WK JaBamkba CMEPHUIA), JIOBOAU CE Y MUTAE
e(eKTUBHOCT U e(HUKACHOCT IpeTpeca, jep jeé HEMHHOBHO Jia TaKBO pEIIeHE IMPOoYy3poKyje noehame
TPOILIKOBA, BPEMEHCKO O/yroBiayewe, MUPH 00yXBaT INpeTpeca HEro INTO je HEOIXOJHO, OJHOCHO
npenBuhame OUTHUX J0Ka3a 3a KOHKpeTaH ciayd4aj. Mmak, cMrUcao OBakKkBOT OTpaHHUYEHa je J1a e CTBOPHU
OpaHa TPEBEIMKOM [UCKPEIMOHOM OBJamhemy Ip)KaBHUX OpraHa IMOBEpaBambeM H3BpIICHA Paibe
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YHELEHUIIOM J1a C€ MPETPEC PavyyHapCKOI CUCTeMa KOjU CaJpKd CHOPMHE KOJIMYHHE
nojaTaka M3BpIIaBa MPUMEHOM METOJa M TEeXHHKa Koje cy y aajgeko Behoj mepu
WHTPY3UBHE OJI OHUX KOj€ C€ MPHUMEHY]y TOKOM Mperpeca y (U3UIKOM CBETY, Ta je
MOTPEOHO JOJATHO 00e36EANTH 3AIUTUTY MPaBa PHBATHOCTH KOPHCHHKA padyHapa*s’.
YKOJIMKO MPUIMKOM TMpeTpeca Hauhe Ha JaTOTeKy Koja jeé MMaHEHTaH JIOKa3 3a JAPYro
KPUBHYHO JIEJI0, TO3MBameM Ha plain view usyserak mosumiidja OM Morja Jia omnpasja
npubaBibamkbe J0Ka3a HAKO 3a Hera HUje HMMaja HaJor 3a MpeTpec, OAHOCHO Ja
npoHaljeHy IaToTeKy MCKOPUCTH Kao probable cause, ogHocHO HeonmxoaHu (GopMaTHu
YCJIOB 3a HM3JlaBame JPYror Hajora 3a MpeTpec paju MpoHajacka JOJaTHUX JOKa3a O
JpYyror KpUBHYHOM Jeny. Melytum, ycioBibaBameM H3/aBama Hajiora 3a IMpeTpec
HETO3MBaKkEM Ha MOMEHYTY JTOKTPUHY CYJ IITUTH CI000AY KOPHCHUKA padyHapa O]
HEOCHOBAHOT TIpeTpeca (YKHJa ce U3y3eTaK oj Baxewa 4. Amanamana). Mako nojeaunu
ayToOpH CMaTpajy Ja jeé TaKBO MOCTYIame Cy/la HE caMO MPHUXBATJBUBO, HETO j& TO H
IUXOBA 00aBe3a pajy 3alITHTE HPHBATHOCTH KOPHCHHKA padyHapa’, He IOCTOjH
HUje/laH MMPaBHU OCHOB JIa CYJl Y CBAKOM KOHKPETHOM CIy4ajy NMPHIMKOM 0/100paBama
nperpare padyHapa yHaIpel OrJialiaBa JoKa3e 10 KOjH Ce€ JIOIUIO ITOMEHYTOM

. . . 4
JAOKTPHUHOM HEAO3BOJbCHUM, J€P MMOCTOJU MCXAaHMU3aM KOHTPOJIC IOJCAMHAYHUX JOKa3a 86

npeTpeca HEMPUCTPACHOM M He3aWHTepecoBaHoM jmily. B. Simpson, “Preemptive suppression” — judges
claim the right to find digital evidence inadmissible before it is even discovered”, Journal of Digital
Forensics, Journal of Digital Forensics, Security and Law 4/2012, 34.

4 [osuBamem Ha OBy JOKTPHHY 61 MOJHMIMja MOTIIA, HAKOH IITO Gyse oBnamlieHa H31aBamkeM HAJOTa 3a
mpeTpec padyHapa, CBaKH JIOKa3 Koju mpoHalje y pauyHapy (jep je y 3aKOHHTO] TO3WIHUjH A3 YOUH
nozgarke in plain view) na xopuctu nporus oapehenor nuna (R. Chang, ,,Why the plain view doctrine
should not apply to digital evidence®, Suffolk journal of trial and appellate advocacy 1/2007, 43).
IocToju 030MIbaH PU3MK Ja Ce CBAKU HAJIOT 3a MpeTpec palay IpoHaNIacka eJIeKTPOHCKHX HH(popMaluja
MOJKE IPETBOPHUTH Y HE3aKOHUTH T'eHepaHH (YOIIITEHH) HAJOT (KOjHU je y CYNPOTHOCTH ca 3axTeBuma 4.
AmaHnMaHa) 310ynotpebom onamhema y Halory Ja MpeTpecy payyHap pajau mpoHanacka oapeljeHor
JIoKa3a 1a je oapeleHo Juiie U3BPUIIo 0apel)eHO KPUBUYHO [1EJI0 KaKO OM IMPOHAIILIH T0Ka3 O U3BPIICHY
6ui10 KOr KpUBHYHOT nena. (Buiie Tome, R. Moore., “To view or not to view: examining the plain view
doctrine and digital evidence”, American Journal of Criminal Justice 1/2004, 55-57; O.Kerr, ,,Searches
and Seizures in Digital World“, Harvard Law Review 2/2005, 555). Tume mro cya ycioB/baBa H31aBarbe
HaJIoTa 3a MPETpeC carialiaBameM TYKHUJIAIITBA Ja Ce He [TO3MBAjy Ha OBY JOKTPHHY 3HAYH Ja MOjCIHHH
JIOKa3H KOjH ce He OJHOCE Ha [IeJI0 MOBOAOM KOT je M3[aT Hajora 3a IpeTpec He MOTY KOPUCTHTH (HaKo
3aKOHHTO MpubaBsbeH). Simpson, “ op.cCit, 25.

* 0 notpe6u ma ce monMuMjH Ha OBaj HauMH oHeMoryhe kopumheme MHMPOKHMX IUCKPEIHOHHX
opnamhewa, P. Ohm, ,,Massive Hard Drives, General Warrants, and the Power of Magistrate Judges“,
Virginia Law Review 1/2011, 99; J.Stinsman, ,,Computers and Searches, Rethinking the Applicability of
the Plain View Doctrine, Temple Law Review 4/2011, 1099; M. Dodovich, ,,The Plain View Doctrine
Strikes Out In Digital File Searches “, Journal of Law and Policy for the Information Society 6/2011, 659.
% B_Simpson, op.cit, 31.
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(paBMIIO O M3/Bajarby HE3AKOHWTHX 10Kasa, T3B. exclusionary rule®’

) IPUMEHOM KOI
O HE3aKOHWTO TOCTYIAKkE MOJIUIKje OMIIO CAHKIIMOHHMCAHO HeMoryhHomthy ymorpebe
JI0Ka3a 110 KOT Ce IOIUIO HA Taj HAYMH, OJXHOCHO IPOTHBHO HATOTY C,

Y CAJl je npuxynmware nooamaxa o caobpahajy y pearnom epemeny ypeheno y 206.
nornaby 18. 3axona®®. Ilpukymsame momaraka o caobpahajy omoGpaBa cyn Ha
OCHOBY 3aXT€Ba jaBHOT TYXXHOLA, IIPH YEMY j€ y 3aXTeBY JOBOJHHO Jla C€ YKaKe Ha
YHEBCHUIIE KOje Ce NMPHUMEHOM OBE Pajlbe MOTY NMPHUKYIUTH a KOje Cy pellaBaHTHE 3a
uctpary kpuBu4yHor nena (wran 3122). OBa panma ce H3BpIIaBa TaKO INTO CE
uHCTanupajy onpehenn ypehaj y mHpopMannoHOM KOMYHUKAI[MOHOM CHUCTEMY OMIIO
KOT' MpY’Kaolla yciayra eJIeKTPOHCKMX KOMyHHKanuja (T3B. Pen register wium trap and
trace ypehaj, nepunucanu y wiany 3127) koju CHUMajy MOJaTKe O KOMYHUKAIIU]U KOja
Ce OCTBapyje y peaJlHOM BpeMeHy. M3Bpuiewme paame Tpaje Hajayke 60 maHa, y3
MOTYhHOCT MpoIyKeHha YKOJIHMKO H J1aJbe CTOje pa3iio3u 300T KOjUX je paama oapehena.
Opran koju je oBiamheH J1a mpeay3Me OBy pajby je 3aKOHCKH OTPaHUYCH y CMUCITY J1a
MIOCTOjU JIY’)KHOCT Jla NMPHJIMKOM CHHMama WIH JICKOJAHpama CIEKTPOHCKUX M APYTHX
UMITyJIca, T¢ TOJaTaka O aJApecH M IyTamH KOMYHHKAIlMje KOja C€ TPEHOCHU WIH
obpahyje y nH(DOpMAIMOHOM KOMYHHKAITMOHOM CUCTEMY MPUMCHH TEXHUKY KOja HE
OTKpHBa CaapiKaj eNeKTpoHCKe KomyHukanuje (wian 3121). Ykonwko omnamheHu
OpraHM HHCTAIHMPajy CONCTBEHE ypehaje y padyHapcKy Mpexy Mpyskajama yciyra,
OyXHHM Cy Ja cacTaBe O TOME 3allMCHUK KOJU CaJpKM MOoJaTKe O JIMIy Koje je
UHCTaIMpao ypehaj, 1aTyM U Bpeme KaJl je ypehaj HHCTaaupaH U peUHCTAINPaH, BpeMe

Kaa je ypehajy MpUCTYNIbEHO paau NPHUKYIJbamka IojJaTaka, Kao U KOHQPUTYparujy

87 pasuino ycranosiseHo (y mpenenenty Weeks v. US, 232 US 383 (1918) a 6u ce onemoryhmio jga
TYXWJIAIITBO 3aCHUBA ONTYXOYy Ha JOKa3uMa KOjU cy NpUOABJbEHH NPOTHBHO 3aKOHY, OIHOCHO
KpLICHeM Y CTaBOM 3arapaHTOBaHHX IpaBa.

8 Tlojenunn ayTopy cMatpajy xa Ou jexuHo cienehia orpaHHYEHHa y HAJOTY 3a IPETPEC, a Koja ce THUY
Ha4yMHA W3BpIIAaBamka pafme, Ouia onpasaaHa: 1) orpaHudemhe y NOTJIeAy XapaBepa Koju ce mperpeca; 2)
OrpaHuYCHa BPEMEHCKOT Tpajarba MpeTpeca; 3) OrpaHuucha y morieay ¢asa u3BpIICHa MpeTpeca Kako
0K ce OrpaHM4MO TPHUCTYI JOKa3uMa Koju HHUcy oOyxBaheHM Hayorom; 4) orpaHuuera y MHOTIeLy
MoMeHTa Bpahama XapJiBepa KOPUCHUKY. YKOJIMKO ce NMPUIMKOM NpeTpeca padyyHapa He O MoIIToBaa
OBa OrpaHUueHa NpeaBU)eHa HAIOTOM, TaKBH JI0Ka3K OW OMJIM HE3aKOHMTH U MO MPAaBUIY O U3/Bajarby
HEJI03BOJBEHUX JI0Ka3a, He Ou ce mormm kopuctutu y moctynky (O. Kerr, ,,EX Ante Regulation of
Computer Search and Seizure®, Virginia Law Review 6/2010, 1250). Bpenna momena cy u cieneha
orpannuema: 1) Hasor Om Tpebasio Ja oxpeau oxromapajyhu MeTox KOjUM ce BpIIM IPETpec Crpam
OKOJIHOCTH city4aja; 2) plain view doctrine je Moryhe mpuMeHNTH caMo y HOTJIey J0Ka3a KOju cy Yy Be3y
ca JIoKa3uMa MOBOJIOM KOjHX je HaJIoT 3a NMpeTpec u3zaaT; 3) Hajor Tpeda a oJpeaAr HauWH M3BpIIaBamba
KOjUM Ce OTKPHBajy CaMO OHH JIOKa3H MOBOJOM KOjUX CE€ HAJIOT M m3faje; 4) Hanor onpeljyje koje muie
usBpiuaa npetpec (Saylor, op.cit, 2854-2857).

8 T3p. Pen Register and Trap and Trace statute, http://www.law.cornell.edu/uscode/text/18/part-
I1/chapter-206.
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ypehaja y TpeHyTKY HHCTAIMpama U eBeHTyaJIHe IPOMEHE, a Taj 3alUCHUK CE Y POKY O]
30 maHa o]l OKOHYAa PaEhe MPEIaje Y CYACKH JICTIO3UT.

Ilpecpemare komynuxayuja ypeheno je y 119. normasspy 18. 3axona’®’. O06e30¢ehyje
Ce 3alTHTa NPUBATHOCTH KOMYHHUKaldja u 3a0pamyje TpyKaouuma yciyra
CJIGKTPOHCKMX KOMYHHKalMja aa Tpehoj cTpaHu mpenajy mojgaTke HIM omoryhe
IPUCTYI €NEKTPOHCKUM KOMYHHUKaIMjama, ajii ce npeaBulhajy H03BOJbEHH U3Y3€IH OJ1
oBor mpaBuja. Tako je y wiany 2516 npenBuheHo na je mpecpeTame €JICKTPOHCKUX
KOMYHHKAIHja T03BOJHEHO 32 MOTpeOe KPUBUYHOT MOCTYIKA YKOJIUKO Ha 3aXTEB jaBHOT
TY>KHOIIa CyJl M3/la HaJor KOjuM oBJamihyje Win oA00paBa Mpeay3rMame OBE Palmbe,
jep je To moTpedHO 3a MPUKYIJbakEe JI0Ka3a Ja Cy y4HumbeHa oapeheHa kpuBuuHa jena.
3axTeB 3a U3JlaBabe HAJIOTA CE MOITHOCH Y TIMCAHOM OOJIMKY U CaapiKH, u3Mely ocralor,
YUICHUYHE HABOJIE KOjU ONpaBlaBajy IMpeay3uMame paame (YHMEBEHUYHU OITHC
KPUBUYHOT JieNa, TMOAATKe KOju HACHTUOUKYjYy JMie U onapehuBame KOMYHHKAIH]je
MIOBOJIOM KOT C€ 3aXTEB IMOJHOCH) & HAPOUUTO OIHC MPETXOAHO MPENAY3ETHX HCTPAKHUX
npolielypa Koje HHCY Jalie TIOTpeOHe pe3ysiTaTe, Ka0 U BPEMEHCKH MEPHOJ 32 KOjU Ce
npecperame Tpaxu. Ha OCHOBY TIOJHETOr 3axTeBa HaJIC)KHU Cya 0J00paBa
npeay3uMamke paambe MpecpeTama YKOJIUKO YTBPAM Aa MOCTOjU JTOBOJGHO BEpoBaTHONhe
y CMHUCITY ,,0lTPaBIaHOr pa3jiora 3a BepoBame* (probale cause for belief) na je yunmeno
WIN J1a ce TpUIpeMa U3BpUICHE OApe)eHOr KPUBUYHOT JIea U J]a C€ MOTY MPHUKYIUTH
notpeOHe uHOpPMaLMje U3 IMpecpeTaHe KOMYyHHKaluje, Te Oa cy yobuuajene
ucmpagiche npoyedype ROKyulane aiu 0a Hucy oaie pezyimama. Y HaJOTy cyaa ce,
OCHM I10/IaTaka Koje CaJp KU U 3aXTEB MOBOJIOM KOT ce u3naje, oapehyje u BpeMeHcku
NepuoJl 3a KOJjU Ce TIpecpeTame [03BOJbaBa, y3 HaBOhEHE Ja T Ce H3BpIICHE
ayTOMaTCKU 00ycTaBJba 110 MPUKYIUbaky OYeKHBaHe KoMyHHKanuje. [Ipecperame Tpaje
KOJIMKO je MOTpeOHO 3a OCTBApUBaIE CBpXE Mpely3UMama OBE pajbe, adl He JAyKe 0]l
30 nana (¢ TuMm mTO je Moryhe mpoayxkeme 3a jour 30 1aHa YKOJIUKO CyJ MPOIICHH J1a U

JlaJbe CTOje pasyio3n 300T KOjUX j€ MPBOOUTHO Tpecperame U 0a00peHo). Kako ce

0 T3 Electronic Communication Privacy Act, https://it.ojp.gov/default.aspx?area=privacy&page=1285.
OBuM 3akoHOM cy 1986. u3MemeHe U jJomymeHe ojapede 3akoHa O NPHUCIYIIKHBamy TeiaedoHa M O
ckpuBeHuM Mukpodonuma (Federal Wiretap Act) u3 1968. 3akoH je HEOJIHMKO MyTa MEHaH, O KOjHX CY
Haj3Ha4yajHUje M3MEHE M JOIyHE Y4YWEmeHe 3aKOHOM O INoMOohM Ha/UIe)kKHHUM OpraHMMa y Be3n ca
rxomyHuKaimjama u3 1994 (Communications Assistance to Law Enforcement Act), USA PATRIOT Act u3
2001, 3akonom o norepuhusamy USA PATRIOT n3 2006 u 3akoHOM 0 M3MEHaMa M J0IlyaHama 3aKOHa O
NPUKYIUUbay CTPAaHUX oOaBemTajHuX noaataka u3 2008. roguHe. Y TOKY je 3aKOHOJaBHA pedopMa OBOT
3akona y mmiby mnoBehama TrapaHIMja NPUBATHOCTH ENEKTPOHCKMX KOMYHHKaruja. Bume o Tome,
http://www.gpo.gov/fdsys/pka/BILLS-113s607rs/pdf/BILLS-113s607rs.pdf.
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HaJIOTOM MOX€ HJIM OJOOpUTH Beh 3alo4eTo MM HApEIUTH NpEecpeTame KOoje CIe.u,
padyyHame OBOI pOKa TOYMILE WM OJl JlaHa KaJ je IMOJIMIMja IMOJHeNa 3aXTeB WIIU
JIeCeTor JlaHa OJ1 W3JaBama Hajora. Ha OCHOBY M3IaTOr Hayora, MOJIMIMja MOXKE OJ
npyxanana yciyra eJIeKTPOHCKMX KOMYHHKAallMja, Kao W JpKajala padyHapCKHX
CUCTEMa MPEKO KOJUX e KOMYHHUKAIIMja OCTBApYje, TPAKHUTHU JIa CAOIIITE CBE MOTpeOHE
uH(popMalldje Kao M TEXHHYKY TOMOh moTpeOHy 3a peanu3anujy npecperama (WiaH
2518). 3akon oxpehyje ma cayxOeHa nuIa y MOJUIMH MOTY MOAAaTKe, KOJU C€ OJTHOCE
Ha CaJprKaj eNIEKTPOHCKE KOMYHHKAIIM]jE a KOjH Cy Ca3HallM Kao pe3yTar Mpeay3uMama
panme TpecpeTama, KOPUCTHTH CaMO y MEpH IMOTpeOHO] 3a 00aBibame CITYKOCHUX
JNYXHOCTH y BE3M Ca KPUBUYHUM IIOCTYIIKOM, T€ Jia O TOME MOTY CBEIOYHUTH IO
3aKJIETBOM Tpe] KpuBHYHMM cynoMm (wiaH 2517). OcuMm mpecperama caapikaja
KOMYHHKAIMje, Y CKiIaay ca wianoM 2703. HaJIe)KHU OpPraHU MOTY Mpadcumu 00
npyscanaya yciyea 0a npeddajy KOMYHUKAIMje KOje Cy Y YCKIQIUIITEHE Y
€JICKTPOHCKOM KOMYHUKAIIMOHOM CcHUCTeMy Yy mnocienmnx 180 naHa, Ha OCHOBY
ono0pema cyna a y ckiany ca denepaiHuM npaBUiIMMa KpUBUYHE TIPOIIEYPE KOjOM ce
omoOpaBa mperpec pauyHapa. OcuM TOra, OJ MpyXajala yciayra eJIeKTPOHCKUX
KOMYHHKAI[Mja C€ MOTY TPaXUTH W TOJAlld O KOPUCHHKY (MMe M Ipe3uMme, ajpeca,
OyXWHAa Kopuinhema M BpPCTa KOMYHHMKAIIMOHHMX YCIyra KOje KOPHCTH W HAa4YHH
mahama) amu, Takohe, camMo Ha OCHOBY ojiiyke cyna. M3 tor pasmnora je mpenBuleHa
MOTYNHOCT J1a jaBHU TYXXWJIaIl JI0 JOOHjama Halora cy/ia MOKe HapeIUTH MPYKaoluMa
yciyra fa 3ape, OAHOCHO 00e30e/1e y Heu3MemheHOM 00Ky opel)eHe mogarke, U TO

1o 90 nana (ca moryhHomrhy npoayxema poka 3a jour 90 nana).

1.2. Benuka bpuranuja

VYV Benukoj bputanuju He moctoje crenupuyHe oApende 0 MEpU XUTHOI UyBamba
1oJjlaTaka, aju MOoCTOjU HU3 oBjamihema HaJIeKHUX OpraHa YHjoM IPUMEHOM C€ MOXeE
OCTBapUTH €KCHEeIUTUBHO o0e30eheme pauyHapckux moparaka. Ilpe cmera, pagu ce o
onpendama unana 102. 3akona o 60pOM MPOTUB TEpOpU3Ma, KPUMHUHAIA U 6€30€HOCTH

91

4 .
u3 2001. ronuue™", 3aTum oaromapajyhux ungaHoBa 3akoHa O ypehewy HCTpakHUX

49 Anti-Terrorism, Crime & Security Act (ATCS) 2001,
http://www.legislation.gov.uk/ukpga/2001/24/contents.
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oBnamthema u3 2000. romune’ u 3aKoHA O TMONTHIM]CKAM M KPUBHYHONPOLECHHM
JIOKa3HUM paamama u3 1984. roguue’®. Y CKJIaJy ca 3aKOHOM O TMOJIMIUJCKUM U
KPUBUYHOINIPOIIECHUM JIOKa3HUM paJmbaMa, IMONIHIUja MOXE TPaXUTH OJ Cyaa
o100peme Ja UM ce 00e30ear MPHUCTYI MOTPEOHUM padyyHApCKUM IojJalrMa Kao
BUXOBA Tpenaja. Y ckiaay ca 3aKkoHOM O ypehemy HCTpakHHX oBlanihema 1o0ujame
oobpema 3a yna3zak y mpocTopHje o0yxBaTa U MOTYRHOCT Ja ce JIMIly y YHjeM MOCeIy
WIM TIO YUjOM KOHTPOJIOM Cy MOTPEOHM IMOJaly Hapenu Aa WCTE cadyBa W Ipeaa
nommiju. OcuMm Tora, mpeTpec padyHapckux ypehaja M eKCIEJUTHBHO OYyBambe
pauyHapcKHX Mojaraka Moryhe je mpeay3eTu y cuTyanujama Kaja TO HaJlaxy pasjiosu
U3y3€THE XUTHOCTH U 0€3 MPETXOTHOT 0J00pemka Cy/a, Kao U y ClIydajy MoJaraka Koju
Cy 3aJIpXKaHW y CKJIaay ca MpONHCHUMa KOjU HMMIUIEMEHTHpajy perynatuBy EY o
3a/Ip)KaBamby M0JIaTaKa.

VY ckiagy ca JApyrEM OJIeJbKOM 3aKOHa O TMOJMIUJH W KPUBUYHONPOIIECHUM
JOKA3HHM pajiibaMa’ " TMONNIHja MOXe TPaKHTH OJ Cyia IOHOLICHE Hapeade 3a
IpeTpec YKOJIMKO TocToje BepoBatHoha oxapeleHor crenmeHa (ompaBnaHH pasiio3u 3a
BepoBame: reasonable grounds for believing) na je u3BpieHO KpUBUYHO €O 3a KOje
ce moxxe noauhu ontyxuuia (indictable offence), na ce y onpehenoj npocropuju mory
npoHahu mpeameTd on 3Ha4aja 3a UCTpary KPUBHYHOT Jejia, Tj. KOjU MOTY OUTH
pElleBaHTHH JIOKa3W, a Ha KOje Ce HEe OJHOCE 3aKOHCKE MpPHUBMIICTHjE WIH CE€ HE
npuMemyje nmocebne npoueaype (wiaH 15). YKOIMKO Cy UCITYHEHU HaBEICHH YCIIOBH,
cyn opnamhyje nmonuuujy na yhe y oapehene npocropuje, U3BpIIM MPETPEC U OJy3Me
onpehene npeamere (wiad 16). Mory ce ony3eT MpeaMETH Y BE3U ca HABEJECHUM WIIH
OMJIO KOJUM JIpYTUM KPUBHYHUM JIEJIOM, Kao M MPEeIMETH 3a KOje MOCTOJU OMAaCHOCT Ja
Oyau W3MemeHU, M3ryOsbeHu win yHuiTeHu (wian 19.craB 3). Crnenehu craB ce
OJTHOCH Ha TPOLIMpE-e OBanhema Ha 0y3UMamke KOMITjyTepH30BaHUX HH(OopManuja.

Hauwme, u3puumnTo je HaBeneHO JAa JMIle OBJIALINEHO Ja U3BPILU MPETpec MPOCTOpHje

492

Regulation of Investigatory Powers Act (RIPA) 2000,
http://www.legislation.gov.uk/ukpga/2000/23/contents.
498 Police and Criminal Evidence Act (PACE) 1984,

http://www.legislation.gov.uk/ukpga/1984/60/contents.

4 police and Criminal Evidence Act 1984, http://www.legislation.gov.uk/ukpga/1984/60. Ha ocrosy
oBor 3akoHa JoHeT je [IpaBiiIHUK 0 IpeTpecy MpocTopHja U oay3umamy npeamera (Code of practice for
searches of premises by police officers and the seizure of property found by police officers on persons or
premises) KojuM ce Ipeu3upajy peieBaHTHe opende 3aKoHa, alu ce HHjeIHa U3PUYUTO HE OTHOCH Ha
npeTpec pauyyHapa.
https://www.gov.uk/government/uploads/system/uploads/attachment data/file/117591/pace-code-b-

2011.pdf.
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uMa TIPaBo U JIa 3aXTeBa Ja ce MHPOopMaIlije cauyBaHe Yy ICKTPOHCKOM OOJIHKY, a KOje
Cy caJpkaHe y padyyHapy U KOjUMa C€ MOXKE MPUCTYIUTH U3 MpocTtopuje ooyxBaheHe
Hapea0oM 3a mpeTpec, Npeajy y BUAJBUBOM U OMUIBUBOM OOJIMKY TOJZOOHOM Ja ce
U3y3Me ca JIMIa MecTa WK y OOJIUKY U3 KOT C€ MOYKE IIPOBECTH Y BUIJbUBY H YUTIHUBY
dbopMy, YKOIMKO TIOCTOjH OIMpaBJaH PA3JIOT Ja ce Bepyje Ja MpelCcTaBlbajy TOKa3 3a
KPUBHUYHO JIEJIO IMOBOJOM KOT' C€ BPILU MPETPEC MU OMIIO KOT JPYror KpUBUYHOT JieNa
WM CY HACTAJIM W3BpIICHEM OMI0 KOor KpuBWUYHOT nena (wiad 19. craB 4). Ony3etn
OpeMEeTH ce OIy3MMajy paau (GopeH3Wuke oOpaze 3a morpede mpejcTaBbamba y
NOCTYIKY NpeA cyaoM (uwiaH 22. ctas 3).

Tpehu neo 3akona o ypelemy nerpaxuux osnamhema’® mocsehen je mocrynamy ca
padyyHapCKHM IOJaliMa 3allTHNEHUM CHKPUIIIHjOM, a KOJU Cy NPHUKYIJbEHU WIH Y
BE3W Ca MPETPECOM padyHapa WIH y BE3U ca IMPEeCpeTameM KOMYHHKalHja Koje ce
OCTBapyjy MpeKo Mpykajama ycliyra eleKTPOHCKUX KOMYHHUKaIija. YKOJIUKO MOCTOjH
BepoBaTHONha (y BUAY ONpaBJaHUX pasjiora 3a BEpPOBambE) Jla JIMIE IMOcenyje Kibyd 3a
EHKPUIMIHN]Yy KOju omoryhaBa mpucTymn 3amTuheHuM padyHapCKUM MoIaluMa, MOJIUIHja
MOJKE 3aXTEBaTH Jla OTKPHj€ TE€ MOAATKE, YKOJMKO je TO MOTPEOHO M HEOIXOIHO 32
ocTBapuBame ojpeheHnx 1ubeBa (m3mel)y ocranor, U pagy OTKpHUBamka U CIPEYaBamba
KPUBUYHUX JIeJIa) @ TH MOJAIM CE HE MOTY MPHUKYIIUTH HU Ha KOjH APYru HauuH. JIuiy
Koje oa0uje Na MOCTYIHU IO 3aXTeBY, MOXKe OWTH ojapeheH 3aTBop y Tpajamy 10 2
roaune (y wianoBuma 49-56).

[Tpecperame komyHHKanuja ce y Benukoj bputanuju Bpmm y ckimaay ca 1.

% Hakon onpehuBama

MOTJIaBJbeM 3akoHa O ypehewmy HCTpakHUX osnamherma®
KPUBUYHOT JeJla HeoBNAINeHOT mpecpeTama (WiaH 1) ¥ KOHCEHCYaTHOT TpecpeTama
(unan 3), 3aKOH perynuile npeay3uMame UCTPAKHE PAlbe npecpemarbe KOMyHUKayuja
Ha OCHOBY Haiora. IIpecperame KOMYyHHUKallUje c€ MOXE OJIPEIUTH YKOJIMKO je TO
MoTpeOHO 3a OCTBapUBame ojpeheHor nuba (u3Mely ocranor u paau cnpeyaBama UIH
JIOKa3MBamka O30MJbHUX KPUBHUYHMX J€Jla) U IMPOMNOPLUOHAIHO j€ OCTBapUBamWmy TOT
1Jba, Tj. 1a C€ IIMJb HE MOYKE OCTBApUTH HU HA jelaH JPYrd HauuH (WiaH 5. CTaBOBHU 3.

u 4). Ha ocHOBy Hayiora JAp>kaBHOT' CEKpeTapa, a MOBOJOM 3axTeBa ojapeheHux nuia

(HaBemeHUX y wiaHy 0) ce MOXe€ OBJIACTUTH WJIM HapeIuTH JHIY JAa Tpeay3Me

495 http://www.legislation.gov.uk/ukpga/2000/23/contents
496 Regulation of Investigatory Powers Act 2000: RIPA,
http://www.legislation.gov.uk/ukpga/2000/23/contents.
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NPUKYIUbAlke TOJaTaKka O CcaJpikajy KOMYHHUKaIlMje KOja Cc€ OCTBapyje y peaaHOM
BpeMeHY (a Kkoje cy oOyxBaheHe Hajlorom) Kao U MpeAaBame MPECPEeTaHUX
KOMYHUKAaIMja W JIPYrux IojaTaka o KOMyHHMKanuju (4wiaH 5. craB 1). Hamorom ce
npecperame oapehyje Ha mepuos 1o 3 Mecena, y3 MOryhHOCT MPOYXKeHha YKOIUKO U
Jajbe TIOCTOje paslio3u 300r KOju je mpBoOMTaH Haior u3gar (wian 9. craB 6), a
Npy’KaolMMa TEICKOMYHHKAIMOHUX YCIyra Ce MOXE OJPEIMTH HAaKHAJA 32 TPOIIKOBA
HaCTaIMX Yy BeE3W ca wu3BpmIaBakbeM Hajora (wiaHn 14). OcuMm npecperama
KOMYHHKaIMja, 3aKOH y 2. MOIJIaBJbY NpelnBuha W npukynmarse opyeux nooamaxda o
komyHukayuju (wianosu 21-25). Tlog apyruM mopamuma ce MoApaszyMeBajy MOJaIu o
caoOpahajy (0fHOCHO MOAALM KOjU MOTY J1a WACHTUUKY]Y JuLe, ypehaj nim Joxammjy,
Kao0 ¥ MOJalU KOjU UICHTHU(PHKY]Y pauyHapCKHU MOJIATaK, NaTOTEKY MU POrpaM MPeKo
KOjUX C€ KOMYHHKAallMja OCTBapyje y CMHCIYy 4YiaHa 2. ctaBa 9) Kao W TMOAald O
KOpUCHUKY yciyra. [lonmummja Moxke of mpykanana TeIeKOMYHHUKAIMOHUX YCIIyTa
3aXTEBaTH IMpeaBame MoJaTaka 0 KOMYHHUKAIMJH a KOjU Cy Y HKUXOBOM IOCEAY HIIH
KOje MOTy Ha JieTajlaH HauuH NMPUOaBUTH, YKOJHKO j€ TO MOTPEOHO 32 OCTBAPHBAME
onpehenux nuibeBa (Mehy Kojuma Cy U OTKpPHUBAWbE U CIIPEUaBakbe KPUBUYHUX JIENa) Uy

Cpa3MepH 3a TUM IIUJbEM (WiaH 22).

2. JOKA3MBABE JIEJIA BUCOKOTEXHOJIOIIKOI"' KPUMNWHAIJIA ¥
NP KABAMA KOHTHUHEHTAJIHO-EBPOIICKOI' KPUBUYHOITPOLIECHOT"
CHUCTEMA

2.1. Hemauxka

Nako y Hemaukoj He mocToje crneuuduune oapeade Koje ce OJHOCE Ha XHMTHO
YyBaWk€ YCKJIAIUIITEHUX padyyHapCKUX Mojaraka, wiaHoBu 16. u 17. KonBeHuuje cy
UMIUIEMEHTHpPaHU Ha oJrosapajyhu HauuH, jep HeMaukd 3aKOH O KpPUBUYHOM
noctynky*®’ caapku oapende dHjoM IpHMeHOM ce oMoryhasa ja ce ,,Ha APYrH CIHYaH
HauuH® y cmuciny Qopmynanuje u3 KouBeniuje o0e30ene MNOTpeOHM MOJAIM.
KonBenmuja je uMrieMeHTHpaHa Kpo3 ojapeaoe 3akoHa Koje ce oJHoce Ha o0e3beheme

U OJy3UMame MpeaMeTa yonmrTe, Kao u oapenoy wiana 100r koju /1aje OCHOB 32 XUTHO

7 Strafprozessordnung, http://www.gesetze-im-internet.de/englisch_stpo/englisch_stpo.html#p0430.
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qyBatbe MojaTaKa o caobpahiajy y CKiIamy ca IpHHIHAIOM cpasMepHOCTH o Jlue Koje y
noceay MMa mpenMere (M padyHapcKe MOJaTKe) KOju Cy O] 3Hadaja 3a KPUBUYHHU
MOCTYMaK, u3Mely ocTaor u padyHapcke MoJaaTKe, AY)KHO je Ja MX IMpena MOJTUIHjH
(unan 94). 3a onmy3sumame mnpeaMmeTa (M padyyHApCKUX I0jaTaka) MoTpedHa je, Imo
npaBmy, HapenGa cyma'’. Ilopex Tora, 3akoHOmaBar mpeasuha 1a y H3y3eTHHM
cuTyalMjaMa kama Huje Moryhe mobuth omo0Opeme cylda y JOBOJBHO KpPaTKOM
BPEMEHCKOM IEPHO/IY, Hapea0a jaBHOT TYKHOIA MITH TOJIAIUje MOKe OMTH JOBOJbHA 32
Olly3MMame TpeaMeTa. Y TMOorjiely padyHapCcKHX IMoJaTaka, 3y3eTHa CUTyaluja Ou ce
OJTHOCWJIa Ha MOCTOjarb€ OMACHOCTU OJl HUXOBOI I'yOWTKa/m3mene. Haume, ykommko
JaBHHU TYXXWJIAIl WIH TOJUIMja MPOICHH Ja MOCTOjU OMACHOCT Ja OU MOJaly BaXHH 3a
MOCTYIMAK MOTJIM OWTH W3MEHCHHM WM YHUIITECHHU, OBJIAIINCHU Cy M JY)KHU JIa yCJe.
TAaKBUX PAa3Jiora XUTHOCTU IOCTYIC M Hapele OJy3MMame IOjaTaka pajd HHXOBOT
oGesbehema’™. 3akonnk He npexsulja HEKAKBA OTpaHMYECHA Yy IOIVIELY JHIA TpPeMa
KOjuMa ce Hapeabda MoXKe M3[aTh HUTH Y TOTJIeAYy KOjUX KPUBHYHHUX JIeNla C€ TMOAanu
MOTY 4yBaTH M Ojay3eTH. V3 cBera HaBeJCHOT, MOXE c€ 3aKJby4uTH Jaa je Hemauka
JNEIUMUYHO HMIUIEMEeHTHpana oapende uiana 16. Konsenmmje o00e36ehyjyhu
ITepHATUBHU HAYMH 32 €KCIIETUTUBHO 00e30eheme pauyHapCKux moiaraka.

[ro ce, mak, THYe mojaraka o caoOpahajy y mocemy mpykaiama yciyra
€JIEKTPOHCKUX KOMYHHKaIja, npuMmemyje ce wiad 100r, mpu yemy ce mpuMEmyje
TIPUHIUIT CPa3MEPHOCTH M TIpeJBUl)eHa Cy TOjeIMHa OrpaHHueHha y TIOTJIEAY MPHUCTYIa
TUM TojanuMa. Hawme, ako MOCTOjH OCHOB CyMHIe Ja je Juie (M3BpIIMIAIL,
Cam3BpIIMIIAI, MOJCTPEKAd WJIM IoMarad) HM3BPIIMJIO KPHBHYHO JIEIO OJ H3Y3ETHOT
3Ha4yaja y KOHKPETHOM CJIy4ajy, @ HAPOUHTO aKO CE pajJyd O KPUBHUYHUM JIeIHMa KOja Cy
HaBeneHa y wiany 100a (y morjieny KOoju ce MOXKe OJpeAMTH MOoceOHa JO0Ka3Ha pajba
TajHOT HaJ;30pa KOMYHHKaIlM]ja) UJIH J1a je TOKYIIal0 U3BpLICHE TaKBOT Jiena (y cilydajy
Jla je TIOKYINA] KaXIUB) WIH 0d je U3BPUUI0 OUN0 KOje KPUBUUHO O0el0 YNnompeoom

1 .
PauyHaApPCKoe cucmema™®, momauu o caoOpahajy (M TO camo OHH y CKJIaay ca

“%8 C. Roxin, B. Schunemann, Strafverfahrensrecht, 27. Auflage, Munchen 2012, 291.

99 Cyneky Hapenby je y mpakcu Moryhe 10GHTH Ha eKCIEIHTHBAH HAYMH jep Cy OPTraHH30BAHH T3B.
HO3KMBHU LEHTPU y KOjUMa Ce CyJHje poTupajy ma ce Hapeaba u3jaje y KpaTkoM BPEMEHCKOM MEPUO.Y.
Hcro Tako, IexypcTBa Cy OpPraHW30BaHAa W y JaBHOM TYXKWIAIITBY M IOJUIMjH, 1A CUCTEM e()HKACHO
(yHKIIOHHIIIE.

%00 Roxin, op.cit., 292.

*0% Opa onpenba ce, maKie, MOXKe MPUMEHHTH y CBUM CIIydajeBHMA Kaia je KPUBHUHO JENO HOYHEEHO
ynotpeboM TeIeKOMYHUKAIMOHUX CpejcTaBa, 0e3 003upa Ha TO Jia JIM ¢€ paau O TEIIKOM KPUBHYHOM
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yranoBuMa 96. m 113a 3akoHa O TeJIEKOMYHHKAIHMjamMa) MOTY C€ 3aXTeBaTH O]
npykaona yciayra u 0e3 3Hama U CarjliaCHOCTH KOpHCHUKa yciyra. OcuM IITO MOCToje
OrpaHHuYEeHa Yy TOIIeqy KpUBUYHHUX Jelia 3a Koja ce€ Mepa MOXE HapeIuTH, 3aKOHUK
npensuha U a ce y CKIaay ca MPUHLUIIOM CPa3MEpPHOCTH, MOTPEOHU MOJAIU MOTY
OBAaKO MPHUKYIMUTH CaMO aKo je TO MOTpeOHO 3a yTBphUBame UMIHEHHUYHOI CTama U
0OpaBUIITa OCYMI-HUYEHOT, a PE3YJITaTH CE HUCY MOTJIM OCTBAPHUTHU Ha JPYrayHju HAYMH
U aKO Cy TPOIIKOBU MPHUKYIJbalkha CPa3MEPHU 3a 3HauajeM KOHKpEeTHOr ciyyaja. Ocum
HABECHOT, MOJIMIIMja MOXKE YIIYTUTH 3aXTEB 3a YTBPHUBaWme HICHTHTETa KOPHCHUKA
muHamuuke |P agpece (y BUy T3B. 3aXTeBa 3a OTKpHUBamE M0AAaTaka O MPETINIATHUKY
ycIyre), MITO jé HAPOYUTO KOPUCHO Y HpaKCI/ISOZ. Haume, Ha ocHoBy unana 163. 3akona
0 KPUBUYHOM TOCTYINKY MOJHIMja je oBiamheHa Aa oA CBUX (PU3MYKUX U MPaBHUX
JUIla 3aXTeBa OTKPUBAWKE CBUX IOJaTaka MOTPeOHUX 3a yTBphUBame HACHTUTETA
YYMHUOIA KPUBUYHOT JieNa, a y Be3u ca wianoM 113(1) 3akoHa o TerekoMyHHKaIjaMa
opramheHa je Ja O Tpyxajlala YCIyra eJeKTPOHCKHX KOMYHHKAaldja 3axTeBa
OTKpHBAamE M0/IaTaka 0 KOPUCHUKY (MMe U Mpe3uMe KOPUCHHKA, Opoj TesnedoHa u apyre
MOJIaTKE KOjH Ce OJIHOCE Ha KOHEKIIM]y ca MmpyXkaoleM yciyra). 3a ynyhuBame 0OBaKBOT
3aXTeBa Huje NompeOHO CYOCKO 0000perbe (CaMO HAKHATHO O0ABEIITABAE jaBHOT
TY)KUOIA) a osiawhere Huje oepanuieno Ha oopehena Kpusuyna oena. JEIUHHU YCIIOB
3a MPHUKYIJbamke IMOAAaTaka O MPETIUIATHUKY jeé Ja jé TO HEONXOJHO 3a KPHUBHYHO
TOESCHbE YIHHHOLA KPUBHYHOT JI€M1a KOje C& TOHH TI0 CITy’KOEHO] TyKHOCTH -,

3aKOH O KPUBHYHOM IIOCTYIIKY HE caJip’kKu moceOHe oapende o MmpeTpecy padyHapa,
HEro ce MPHUMEHYjy ONIITe ojpende O MpeTpecy MpoCTOphja M TMOKPETHHX CTBapU

cagpxane y Onessky VI 3akoma®™

. Unaxk, y wnany 110. craB 3, Koju ce 0JIHOCH Ha
nperiename JOKyMeHTaluje (MChpaBa) Ha JUI[y MecTa, HaBEJIEHO je Ja ce MpeTpec
EJIEKTPOHCKOT MeHja 3a MOXpamUBamke MojaTaka y Moceay JHIa Koja ce mperpeca

MOKE c€ MPOUIMPUTH W Ha MEAMje 3a MOXpamUBalke IoAaTaka KOjU Cy OJ HCTOT

Jielly WIN ey Majlor 3Havaja, HIp. KaJa Cy eJeKTPOHCKa MOUITa, TeJe(OHCKH MO3MBHU MM WHTEPHET
yrnoTpeOJbeHH 32 U3BPIICHE KPUBUYHOT JIeJia, HIIP. 32 OHJIAjH MpeBapy.

%02 Roxin, op.cit., 298.

%03y Hemaukoj Huje mMoryhe 3aTpauti 3apaBare moaTaka o caobpahajy oz omeparopa, yKOIHKO He
MOCTOjH ozipeljeH cTereH cyMmbe J1a je yUHIbeHO oapel)eHo KpuBHYHO Jeo o1 Kaja je YcraBHu cya 2010.
TOZIMHE TPOTJIAaCHO 3aKOH Koju mMmIuieMeHTHpa JupextuBy EY 0 3ampkaBamy mojaTaka HEyCTaBHHM.
Wnak, npoBajiepy U Aajbe 33/pkaBajy MoAaTKe Ha OCHOBY wiaHa 96. 3aKoHa O TeJIeKOMYHHKalijama, 1
TH [IOJIAIK C€ MOTY 3aTPAXKUTH Y CKIaay ca momenytom oapenoom 3KII-a. Gercke, Brunst, op.cit, 115.

%4 OBaj omepak ce ODHOCH HAa pEryIHCAE ONy3HMAE NPEIMeTa, Ham30p TEeIeKOMYHHKAIH]a,
KOMI[JyTEPCKO CPaBICHE JHYHHX [OJaTaka, KopHuiheme TeXHHYKUX CpeAcTaBa, Kopulnheme
NPUKPUBEHUX UCTPAKHUTEIbA U MIPETPECAIHE.
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IPOCTOPHO yJaJbeHHU, aKO CE EbUMa MOXE IPUCTYITUTH ca TOT MeJ/IMja 3a MOXPambHBabEe
mojiaTaka, Te ako Moctoju Oojazan na he y cymporHoMm nohu 1m0 ryOMTKa TpaKeHUX
nojaraka. [logamnu Koju ce ToM NpHIMKOM rpoHal)y, a Mory OUTH 0J1 3Ha4aja 3a HCTPary
MOTy ce OojJy3eTu paau obOe3behema. Kako cy padyHapcku monaiy u3jeHAYCHU ca
ucIpaBama, TOTPEOHO je yKa3zaTu Ha 00aBe3y JIMIA, KOje NPKU MpPeaMeETe KOjU MOTy
OWUTH O] 3HAYaja Kao JI0Ka3 32 KPUBUYHU TOCTYIAK, /1a UX j€ Ha 3aXTEB OpraHa Mpeaoun
U Tpelia, a ako TO HE YYUHH, MPeIMETH he ce IPUBPEMEHO OIy3€TH Ha OCHOBY OJUTYKE
cyna (y U3y3eTHUM OKOJHOCTHMA TO MOTY YYMHHUTH M MOJIMIUja ¥ TY>KWIAIITBO, allu CY
0 TOME AYXHH Ja obaBecTe Cyn y poky oa 3 naHa). Jlume koje ombuja na mpena
npeMeTe Ce MOKE Ka3HUTH IMPEKpPIIajHOM Ka3HOM WM Mepama Koja ce NMPUMEHY]Y
npemMa JIMIKUMa Koja o10Mjajy na ceemoue. Hanme mpema nunuma cyauja 3a IpeTXxo Hu
MOCTYNaK MOXE OJIPEIUTH 00aBe3y CHOIICHA TPOLIKOBA HACTAJIMX 300T TaKBOT
0/10Mjama, HOBYaHY Ka3Hy, a ako MCTY HE IJIaTH, U 3aTBOP (MOXKe Ce Ka3HUTH 3aTBOPOM
Kako OW TpHCTAo J1a CBEJOYM, a 3aTBOP HE CME TpajaTH JYXe OJ BpEeMEHa Tpajama
MIOCTYIIKA, HUTH JYXK€ O] IIECT MECEIM) Y3 HAllOMEHY Jia KaJi CE MCKOPHCTE CBE OBE
Mepe, UCTe Ce HE MOTy MOHOBO OJPEAMTH y MCTOM MocTynky. O0aBe3a mpenaBama
npeaMeTa He OJTHOCH Ce Ha JIMIIa KOjH MMajy TIPaBo J1a He cBemoue (WiaH 52°% g 53506).
On 1nojenMHUX KaTeropuja JiMia HUje J03BOJbEHO HHU OJy3UMame MPeaMeTa JIOKIE IO

ce KOpHUCTe IpaBoM Ja He cBenoue (wiaH 97. craB 4), onHOCHO onpeheHux Bpcra

505y ckmamy ca wiaHoM 52. paBo 1a o0Hjy cBeOUEHe HMa: 1. JHIe ca KOjoM je OKPHBIBEHHH BEpeH,
OJTHOCHO Ca KOjUM je pazMeHno obOehame a CTynu y )KMBOTHY 3ajelHHILy; 2. OpayHu JPyr OKPHBJHEHOT,
YaK M HaKOH IpecTaHKa Opaka; 2a. BaHOpauHM JPYr OKPHBJHEHOT, YaK M HaKOH NpecTaHKa BaHOpayHe
3ajeHAIle; 3. CPOAHUK OCYMEHYCHOT TI0 KPBH Yy TPaBOj JIMHUjU O OWIO KOjer CTeleHa, y MOOOYHO]
JMHUjH 10 Tpeher creneHa, a 1Mo Ta30WHM 0 JPYTroT CTENeHa.

%06 TIpaBo ma oxbujy cBemoderse mMajy u cieneha Jmma: 1. BEpCKH CIy)KOSHHK O OHOME IITO MY je
MOBEPEHO WJIM j€ Ca3Hao y CBOJCTBY MCIIOBEIHMKA; 2. OpaHWIIAIl O OHOME IITO MY j€ TIOBEpEHO HIIH je
ca3Hao y o0aBJbamy CBOI3aHHMMarma; 3. aABOKAaTH, aJBOKATH 3a MAaTEHTE, HOTapH, HE3aBHCHHU PEBU30PH,
opnanthene pauyHoBolje, MOpe3HN CaBETHULIM U MyHOMONHHMIIH, JIEKAPH, CTOMATOJIO3H, [ICUXOTEPAIeyTH,
JIeYMjH IICUXO0TepaneyTH, GapMarieyTn u 6adbuile 0 YMbEHUIIAMa KOje CYy UM HOBEPEHE WU Cy Ca3Halle y
00aBJbamby CBOI' 3aHMMama; WIAHOBHU aJIBOKATCKE KOMOPE UMajy MCTH PaHT Kao aJBOKATH; 3a. YIAHOBU
Wi oBnamheHyu NpeJCcTaBHULM JIMICHIIMPAHOT CaBETOBAJIMINTA, Y CKIAaAy 3aKOHOM O O KOHQIHMKTY
TpyaHohe, 0 OHOME IITO UM j€ IMOBEPEHO MIIK Cy Ca3HaJM y 00aBJbamy CBOT 3aHMMama; 30. CABETHHIIN 32
NHUTakba 3aBUCHOCTH Off HAPKOTHIIMKA y CABETOBAIMINTY KOj€ je JIMIEHINPAHO MM OCHOBAHO O]l CTpaHe
Jp>KaBHOT OpTaHa WM MPaBHOT JIMIa, YCTaHOBE WK (OHIALH]jE, O OHOME

IITO MM j€ MOBjEpPEHO WM Cy Ca3HaIM y 00aBJbamy CBOT 3aHMMama; 4. wiaHoBH [lapnamenra, CaBe3ne
CKyIIUTHHE, EBpONCKOr mapiaMeHTa WM MOKPajuHCKOT IIapjlaMeHTa O JIMIMMa KOjeé CYHM Y CBOjCTBY
YJIaHOBa THX OpraHa IIOBEpHJIe YMEEHHIE WIIM KOjUMa Cy OHE TIOBEPHJIN YHUEbEHHIE, KA0 U O CAMUM TUM
YUILCHHIAMA; 5. JIMa Koje NMPpo(EeCHOHATHO yYECTBYjy WM Cy YYECTBOBAJE y NPHUIIPEMH, U3PAIH WIN
mMperky IITaMIaHUX MarTepujaia, y paguo u TB emucmjama, ¢GmIMCKMM W3BEMITajuMa WIH
MHPOPMATHBHIM WIH KOMYHHKAIIH]CKAM CITy’)kOaMa Koje Ciry:ke HH()OPMHUCAKY HIIH CTBAPAKHY MIbEHA.
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nmpeaMera>’’, anM je W y OBHM CIIy4ajeBHMa Oy3MMarbe JO3BOJBEHO aKO je HCTO,
yBakaBajyh OCHOBHa mpaBa M3 wiaHa S.ctaBa 1. peueHurne 2. YcTaBa, CpasMEpHO
3HAYajy NIpeaMeTa W pasjallbaBaby YHIBCHUYHOT CTamba WIH Ce MECTO OOpaBKa
YYMHHOLIA HE MOKE Ha JPYTd HAuYWH YTBPAUTH WiIM O yTBphHBame OO0 oTekaHo. Y
MOTJIely 3allTHTE TMOJaTaka KOju Ce CpaBmbyjy, BaXHE Cy oapende koje oapehyjy
TpeTMaH nojaraka. Hamme, ako cy moganu mpocieheHun Ha HOCHOLMMa T0JjaTaka, UCTH
ce MOpajy BpaTUTH OJMax HAKOH OKOHYama CPaBHHBAba, a JMYHHM HMOAALM KOjU Cy
NPEHECEHH Ha Jpyre HOCHOIIE IojaTaka, MOpajy ce oJMax M30pHCcaTH YuM IpecTaHe
norpeda 3a HUXOBUM KOpPHIINEHEM Y KPUBHYHOM MOCTYNKy. OCHM TOra, HaKOH
3aBpIIETKa Mepe 00aBEIITaBajy ce JIP:KaBHHU OpraHU KOjU Cy HAJICKHH 32 HAI30D Hal
HOMITOBAK-EM MPOIIKCA O 3aLITUTH MOJaTaKa.

Ocum Tora, npeasuleHo je KOMITjYTepPCKO CpaBIBUBAbE M0JaTaka Kao Mepa KOjoM ce
JUYHHA TIOJAlM JIMIA, 4YHMja ce o0eliexja TMOKIamajy ca oOelexjuMa yJUHHUOIIA,
KOMITjYTEPCKHU CPaBIbYjy ca APYruM NoJanumMa, Kako O ce UCKJbYUMIIa JIMIA KOje HUCY
OCYMIbMYEHA, OJHOCHO YTBpAMJIA JHIIA KOje uMajy apyra oOenexja 3HadajHa 3a
ucrtpary. Mepa ce MOXE OApPEIUTH YKOJIMKO TIOCTOjH JOBOJHHO YHHEEHHYHHX
mokaszaresjba Jia je MOYMI-EHO HEKO OJ1 3aKOHOM OJpel)eHHX TEeIIKUX KPHUBHUYHUX Jeia
(wtan 98) W TO camMO ako OM HUCHUTHBAKE YMEHCHUYHOI CTamka WM YTBphuBame
npeOHBANUINTA YYMHHOIA HA JPYTradvju HAYMH OWJIO Mame YCHENIHO WM 3HAdajHO
orexaHo. CpaBmUBambe M04aTaka MOXKe HapeIUTH caMo CYyJl, @ Y CIIy4ajy ONacHOCTH Of
o/ularama W TYXWIAIITBO, y KOM CIIy4ajy ce OJMax TPaXUTH MOTBpAa cyda (ako
HapeaOy TYXWJIAaIITBa y POKY OJl TPU pajiHa JaHa HE MOTBPAU CYyI, MCTa IMpecTaje jaa
Bakn). Hapenba ce m3maje y mucaHoM OOJIMKY, W CaJpXKd HUME 3aaykeHe ocobe a
OrpaHMYaBa ce Ha MOAaTKe U olenexja MOTpeOHa 3a KOHKpeTHM ciydaj. Ha 3axrteB
TYKWIAIITBA, OpPraH KOjU IOXpamyje MoJaTKe KOjU Cy MOTPEeOHM 3a KOMIIJYTEPCKO
CpaBBMBame Tpebda /1a mpyku NoMOoh opraHy KOju BpIIM CpaBHHBaHkE M0JaTakKa, Te Ja
y Ty CBpXYy Tpak€He TOJaTKe H3/BOjU U3 0a3e mojaTaka W INpeaa WX OpraHuma 3a

508
KPHUBUYHO I'OBCHE .

%7 Huje 103BOJBEHO OLY3MMarhe HOCHIALA AY/HO M BHACO CHHMAKA M HOCHIAIA IOJATAKA, CIMKA H
JPYTUX WIIYCTpalyja Koja IpiKe JIMla Koje Mpo(eCHOHATHO YIECTBYjY WIH Cy YISCTBOBAJIE Y MPHUIIPEMH,
W3paay WIK MUpPEHY MTAaMIIAaHUX MaTepujana, y paguo u TB emucujama, GUIMCKAM H3BjeIITajiMa HITH
WHPOPMATUBHUM WA KOMYHHKAIIH]CKUM CITy)KOaMa Koje CIIy:Ke HHQOPMHUCARKY HIH CTBAPAkYy MECHA

%08 YKOIMKO ce Tpa)KeHH IOJAIM MOTY W3IBOJUTH O APYTHX MOAATAKA CAMO Ca HECPAa3MEPHO BETHKHM
Tenikohama, oHIa ce Ha OCHOBY Hapeade Mopajy MPOCIeAUTH U OCTaIH Moaany (MIpu 4eMy ce U3PUUUTO
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VY norneny Haozopa u cHUMAarba meiekoMyHuKayuja 6e3 3Harba auya 9uju pasroBop

*®npensuha na je

Ce HaJ3Upe, HEMAuyKW 3aKOH O KPMBHUYHOM MOCTYNKY y uwiany 100a
onpehuBame OBe paame H03BOJbeHO mmoj cieiachum ycmoBuma: 1) ako oxapehene
YHEHCHUIIE OIPABIIABAjy CYMIbY JIa j€ HEKO Ka0 YYMHUJIAIl MM CAYYECHUK YYHHHO HEKO
O]l TeUIKWX KPUBUYHHX Jena (Koja cy TakcaTuBHO HaBeneHna y wiany 100. craBy 2, a
Mel)y KojuM je on Jena TpOoTUB 0e30eqHOCTH padyHApCKHX IOJaTaka W3PHUYUTO
HaBeJIeHa caMO KOMIIJyTepCKa IpeBapa), MOKYIIA0 J1a YYMHHU JeI0 YHjU j& TOKYIIaj
KQKIUB WIM je KPUBHYHUM JICJIOM MPUIPEMHO TaKBO €70, 2) aKko AeJ0 U Kao
NOje/IMHAYHO JIENI0 MMa TEXHHY, U 3) aKko yTBphHBame YHIBCHUYHOT CTamkba HIIH
OOpaBUIITa OCYMIbMYEHOT HA HEKW JPYrd HAuMH HEMa H3IJela 3a yCcmex WM je
3Ha4ajHO oTekaHo. Hapenda ce oiHOCH caMo Ha OCYME,HYCHOT WIIM JIUIA 32 KOje ce Ha
OCHOBY ojipeheHHX yMbEeHUIIA CyMIba J1a Y UME OCYMELHUCHOT WM OJ OCYMHEUYCHOT
npuMajy u mpocielyjy mopyke winm aa OCyMEHUYEHH KOPHCTH HBHHXOB IMPHKIbYYaK.
Mepy MOke HApeIUTH CaMO CY/I OJUTYKOM Y MHUCAHOM OOJIMKY Ha 3aXTEB TYKWJIAIITBA, a
YKOJIMKO MOCTOJH OMACHOCT OJ] OJJIarama, Hapea0y MOXKe U3JIaTH U TYXXHJIAIITBO (C TUM
Jla TakBa Hapen0a Mpecraje BaKUTH, aKo j€ Y POKY O/ TPH pajiHa JaHa HE TIOTBPIU CY)
U BCHO U3BPIICHEC MOXE TPajaTH HajIy)Ke TPU Mecera (a J03BOJEEHO j& MPOTYKEHE 3a
jOII MaKCHMAaJHO TPH Mecela, ako Cy HUCIYHBEHH YCIOBH HM3 Hapeade y CMHCITY
pesynrata nooujeHnx ucrparom). Ha ocHoBy HapenOe, cBaku CyOjeKT uuja je JeTaTHOCT
npyxame Wid ydemhe y mpykamy TEISKOMYHUKAIM]CKHX yClyra mMopa oMmoryhurtu
Cyny, TY’)KUJIAIITBY U FUXOBOM HCTPaXKHOM OCOOJbY Yy TOJUIIUJU CIpOBOheme Mepa u
JIOCTaBUTH MOTpeOHe nH(popmarrje 6e3 oqtarama. [lurame na 11 U 'y kom o0umy Tpeda
npeny3eTd onarosapajyhe mpumpeme pemaBa €€  y CKIaay ca  3aKOHOM O
TeleKkoMyHUKaljamMa u [IpaBUIHUKOM O HaA30py TeleKoMyHHKaluja. Pagu 3amrure
NPUBAaTHOCTH JIMIIA, 3HAYajHA je ojpenda Koja npeasuha 1a YKOJIMKO MOCTOj€ YNHHECHHIIE

Koje ynyhyjy Ha 3akJby4ak J1a OM ce ImyTeM Mepe CTEKJIO CaMO Ca3Hamke U3 MPUBATHOT

HABOJM Jla KOpHUIIHielkhe THX OCTAIUX IMOoJaTaka HUje 03BOJHEHO). 3aHMMJbMBA je M Ojpenda Ha OCHOBY
KOje Ce y LWJbY pacBeT/baBara KPHBUYHOT Jiejia Wi yTBphHBama OOpaBHINTA JHIA KOja C& TPaXH Y
CBPXY KPHBHYHOI IOCTYIIKa, OMOryhaBa KOMIjyTepPCKO CpaBH-HBaHE JHMYHHMX [OJaTaka W3 jeJHOT
KPMBHUYHOT IIOCTYIKA ca JPYrHM I0JallMMa KOjH Cy ayTOMATCKH NMOXPamEeHH PajJd KPUBHYHOT TOHEHA,
M3BpLICHa KPUBUYHE CaHKIM]j€ WM CIIpeYaBamba ONacHOCTH.

%9 Ocum TajHOr HAm30pa M CHHMAmA TENEKOMYHHKAIHja, 3akoH mpexsuha U Apyre TajHe Mepe: TajHO
TOHCKO HaJ3Mpame CTaMOCHHX NpOCTOpHja: MPUCIYNIKMBAKE M CHUMAambe TEXHHYKHM CpeJCTBUMA
pas3roBopa Koju HHCY HaMEHCHHU jaBHOCTH a KOju ce Boje y nomy (unaH 1001r), TajHO TOHCKO HaJ3Upame
Ha jaBHMM MeECTHUMa: NPHUCIYIIKMBakbE€ M CHUMAambe TEXHHYKHUM CpEACTBHMA pa3roBopa KOjU HHCY
HaMeHEHU jJaBHOCTH a Koju ce Boje u3BaH ctaHa (100¢), ontuuko canmame (100x), anm oBe Mepe HHUCY
peneBaHTHE y cMucity onpenaba Konsenmmje.
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KMBOTA TUX JIMIIa, TaKBa Mepa HHUje J103BOJbeHA. Takole, cBa cazHama O MPUBATHOM
KUBOTY KOja CTEKHY IyT€M Mepe HE CMejy c€ Jajbe KOPHCTUTH, CHUMIH O TaKBHM
cazHamkbMMa MOpajy c€ OJMax W30pucaTH, a CTUIAkEe TAaKBHX Ca3Hama U Opucame
3amuca 0 MCTUMa Mopa ce JOKyMeHToBaTu y cnucuma. Hemauku 3akoH y wiany 100u
perynuie ynompedy cneyuguunoz ypehaja Koju CIy)ku 3a yTrBphuBame 1. Opoja
MPHUKJbyYKa MOOMITHOT arapara u Opoja KapTHUIle Koja je y meMy KopuirheHa, Kao u 2.
JIOKaIMje MOOMITHOT arapara. AKO Ha OCHOBY Ofjpel)eHUX YMECHHUIIA TIOCTOjU CyMIba J1a
je HEeKO Kao YYMHWIAIl WIM CaydeCHWK YYMHUO KPUBHYHO JEN0 KOje je U Kao
MOjeIMHAYHO JEJI0 Of] MOCEOHOT 3HaYaja, a MOroToBO Heko ox aena u3 100a, ogHOCHO
Jla je MOKyIIao MOYMHUTH JAEJ0 YWjU je TMOKYIIA] KOKIBUB WIH j€ KPUBUUYHUM JEIIOM
NPUIIPEMUO TAaKBO JIelO, OHJA ce 3a MoTpede yTBphHBama UYUHHCHUYHOI CTama U
OOpaBHINTa OCYMILHUEHOT MOXE OJAPEAUTH ynorpeda TOr TeXHHYKOr cpeactBa. OBy
Mepy oapehyje Cyd MECaHOM HapenOOM M HEHO HM3BPIICHE MOXKE TpajaTd Hajayxe
HIECT MECEIH (C TUM J1a j& I03BOJHEHO MPOTYKEHE 3a HajayXkKe MIeCT JOJATHUX MECEIH,
aKo0 Cy M JaJbe UCIYHEHH YCIOBH 3a onpehuBame Mepe). YKOJIHMKO Ce MPHIUKOM
U3BpIIICHA MEpe MPHUKYIIE JIMYHH MOJAIM O TpehuM Jmiumam jep je TO U3 TEXHUIKHX
pasziora HeM30e)KHO 3a MOCTU3aEe LUJba, TAKBH CE MOAAM HE CMEjy KOPUCTHUTH Yy
Jpyre CBpXe OCHM CpaBH-CHa IM0JIaTaKa paju yTBphUBama TpakeHOT Opoja amapaTta H

. . 1
6poja KapTHIe, 2 HAKOH OKOHUAEa MEPe 0JMAX Ce MOpajy H3bpucarm .

2.2. lllmanuja

V Illmanuju mMporecHo 3aKOHOIABCTBO JI0 CKOPO HHUjE CaapKalio 0Jpeade O dyBamy
padyHApCKHX IOJaTaKa Ha CKCICAMTHBAH HAYMH -, all y CKI4Ay ca MpPOIHCHMA
3aKOHOM 0 3aipXKaBamy IOJAaTAKa > MOCTOjana o0aBesa 3a CBE MPYXKAOLE
€JIEKTPOHCKUX yCIIyra Jia 3ajJpskaBajy paduyHapcKke mojatke o caoOpahajy ocTBapeHUX
KOMYHHKAIFja ¥ TMOJATKE O KOPHUCHHUKY YyCIyra, a y3 CyICKO OJ00peHme HaJUIeKHU

OopraHu Mory I[O6I/ITI/I MNPpUCTYIT 3aApKaHUM IoJalMa. MCBYTI/IM, noganmu ce€ Mory

JNOOMTH caMO aKo Cy y Be3M ca KPUBHUUHUM JeluMa Koja Cy yUUEEeHa YnoTpeOoM

519 By, Roxin, op.cit., 299-300.

511 Real decreto de 14 de septiembre de 1882 por el que se aprueba la Ley de Enjuiciamiento Criminal,
http://www.boe.es/buscar/pdf/1882/BOE-A-1882-6036-consolidado.pdf.

20 Ley  25/2007 de  conservacion  de  datos  comunicaciones electrénicas,
http://www.boe.es/boe_gallego/dias/2007/10/23/pdfs/A03094-03100.pdf.
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pauyHapckux cucrema. Jlakie, [llnanuja panuje HUje UMIUIEMEHTUpAA OIpeI0y YIaHa
16. KonBenuuje Ha oaroapajyhu HauuH, 300T TOra MITO C€ OJJHOCH CaMO Ha MOJATKE O
caobpahajy ocTBapeHHX KOMYHHKaIlMja a HE Ha BUXOB CaJp)Kaj, MTO CE MOJAId MOTY
TPAXHUTH caMo OJ TIpy’Kayala yciayra a He OWio Kor (pU3MYKOT MM MPABHOT JIUIA U TO
HE Y BE3M ca CBUM KpHBHYHHUM nenuma. Takohe, lllmanuja HUje UMIUIEMEHTHpaa HH
onpenOy unana 17. KonBeHmuje jep He moctoje crneuuduune oapeade y moriemy
eKCIeIMTUBHOT UYyBaka W JICIMMUYHOI OTKpHMBama Tojaraka o caoOpahajy
KOMYHHKAIMja y MPOLECHOM 3aKOHOJABCTBY, a ITPOINMCUBAKHEM O0aBe3a MpyKaiana
yclyra eNeKTPOHCKMX KOMYHHKaIMja Ja 3aJpkaBajy mojaTke o caoOpahajy u o
KOPUCHHKY yClIyre, He oMoryhasa ce HajJIe)KHUM OpraHMMa OTKPUBamba U JOKa3UBamba
KPUBUYHUX JIeNIa J]a Tpake U JOOH]y MPHUCTYI MOTPEOHUM pavyyHApCKUM IOJAIUMa Y
Be3U ca cBMM, Beh camo y morjieny TCIIKUX KPUBHYHHUX nena. Mehytum, 3aKkoHOM 0
u3MeHamMa 3aKoHa O KPHUBUYHOM TIOCTYNKY Yy TIOTJeNy OCHa)XHMBamba MPOLECHUX
rapanija u ypehema TEXHHUYKHX HCTPAXKHHUX Mepa513 u3 oktobpa 2015. rogmue y
HIMAHCKO 3aKOHOJABCTBO YBpHIeHE Cy ojpende Kojuma ce MPEIU3HO peryJiuiie
npey3uMamke pajlbd M Mepa 3HAYajHUX 3a MPHUKYIUbAE CIEKTPOHCKUX JI0Ka3a.
[Tornassbe meceTo OJJHOCH ce Ha npugpemere mepe obezbehere pauynapckux nooamaxa
(588 octies). Hanme, jaBHU Ty>Xujalm WM CyJICKa TOJUIHja MOXKE CBAKOM (DU3UYKOM U
NpaBHOM JIMIy H3JaTH Hapeady 3a oduyBambe M 3alITUTE IMOTPEOHMX IMojaTaka |
uHpopMalrja 10 JOHOILIEHA MOTpeOHE OJUIyKe Cylda KOjoM ce 0]100paBa M3BpILICH-E
HEeKe OJl TMPETXOJHO HaBEeIeHHMX paamh W Mepa. Hapembom ce nmma obaBesyjy naa
00e30es1e nmogatke y Tpajamy 10 90 mana (y3 MOTYhHOCT MpoAyXKema J0 MaKCUMATHO
180 nmana). Ha taj HauuH je oapenda KoHBeHIMje MMIUIEMEHTUpaHa Ha OAroBpajyhu
HAYWH.

3aKOH 0 KpUBHYHOM TMOCTYIKY HHUje caapKajio opende o mpeTpecy padyHapa, Hero
Cy €€ CXOIHO TpHUMEHHUBaJIe oJpeade O TMpeTpecy MPOoCTOpHja, IITO je Ouio
HEaJIeKBaTHO pellehe. 3aKOHOM O M3MeHama 3aKkOoHa O KPHUBHUYHOM TOCTYIKYX H3
okToOpa 2015. roguHe y MIMAaHCKO 3aKOHOJABCTBO yBpIheHe cy oapende Kojuma ce

OPELU3HO peryiuile Ipely3uMame palibd U Mepa 3Ha4ajHUX 32 MNPUKYIUbamke

53 ey Orgénica 13/2015, de 5 de octubre, de modificacion de la Ley de Enjuiciamiento Criminal para el
fortalecimiento de las garantias procesales y la regulacion de las medidas de investigacion tecnoldgica.
https://www.boe.es/diario_boe/txt.php?id=BOE-A-2015-10725. 3akon je moHeT 5. okoTOpa a ca
MIPUMEHOM ce o4mmbeH 6. nerembpa 2015. rogune.
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CJIGKTPOHCKUX JI0Ka3a. YeTBpTO MOINIaBjbe CaupKu ojpeade 3ajeHUYKe 3a Tpu
UCTpaOXHE  pajme: a) TIpecpeTame  TeleOHCKMX M pasroBopa  JIPYr'uM
TENICKOMYHUKAIIMOHUM ~ CPEJICTBMMA, ©0) NPUCTYN MOJAlMMa IOTPeOHMM  3a
UIeHTU(UKOBAKE€ KOPHUCHHMKA, TEPMUHAIHMX ypehaja um ypehaja 3a moBe3uBame ca
padyyHapcKOM MPEXKOM B) OCTBapUBALE MPHUCTYIIA CaapikKajy eNeKTpOHCKUX ypehaja; 1)
OCTBapHBaL-€C MPUCTYIIA CAAPXKA]y YAaJbeHUX pauyHapa (wianoBu 588 bis a- 588 bis k).
Jla O6u ce oBe paame MOIJIe NMPUMEHUTH y MCTPa3d KOHKPETHE CTBApH, IMOTPEOHO je
CYACKO ono0peme y3 IyHO INOIITOBAakE MNPUHIMIA oApeheHOCTH, aleKBaTHOCTH,
JEAMHCTBEHOCTH, TOTPEOHOCTH W mponopuuoHamHocTH. IlpuHmmn oxapehenocTu
nojapasymeBa na je paamy Moryhe NpUMEHHTH camMoO y TOrJeAy HcTpare TadyHO
oJpeheHor KPUBUYHOT Jefia, alli HEe M Y IIJbY CIIpeYaBama Mk OTKPUBamha KPUBHYHOT
Jiela HUTH YKOJIHMKO HE IIOCTOjU CyMBba MOTKPEIJbeHAa YHIbeHHIama. [IpuHimmn
a/ICKBaTHOCTH TIOAPa3yMeBa Ja Cy 00jeKTUBHU M Cy0jeKTUBHU OOMM M Tpajame paambe
onpehenn meHoM KopucHomhy. Pagme ce Mory oIpeIuTH caMO M3y3€THO YKOJIHMKO HE
HIOCTOje Apyre pajame Koje Ou Ouiie Mame HITETHE 110 IapaHTOBama JbYJACKa IpaBa a
BUILIE KOPUCHE 32 MCTpary WM YKOJHMKO OW YTBphUBame WM MOTBpJa YMICHHULA WM
onpehruBame HUXOBOT M3BOpa OMIIO 3HATHO OTEXXaHO Oe3 mpuMeHe panme. [Ipumukom
onpehuBama pagme MOTPEOHO je Y CBAaKOM KOHKPETHOM Ciydaja YTBPAHUTH Ja ITeTa Mo
JbyJICKa TpaBa Koja ce orpaHu4vaBajy HHUje Beha om moOpoOutH koje Ou oxpehuBame
panme goHeno. Ouemyjyhu cynpoTcTaB/beHe HHTepece (3alUTHTa MpaBa OKPUBILEHOT U
JaBHOT UHTEpeca), Cy je qyXkaH J1a y3Me y 003up JpYIITBEHH 3Hauaj KPUBUYHE CTBAPH,
CTETeH TEXHWYKE HMHTPY3WBHOCTH paime, MocTojehe JoKa3e W OYeKHBame JOKa3He
pe3yAaTaTe 10 KOJux OH ce JIOIIO TPUMEHOM PaJIhe.

Cyn noHOCH OJUTYKY MO CIIy:KO€HOj AYKHOCTH WM Ha 3aXTEB jaBHOT TY)KHOIA
WIN CyJACKe IMOJIMIHje, KOjU CaIpXKH: YNHEHUYHU ONUC KPUBMYHOI JIeNla, MOJATKE O
UJCHTUTETY OKPUBJBEHOT (YKOJIMKO CYy IMO3HATH), IeTaJbHO 00pa3iokeme norpede aa ce
paama olpenu y CKJIaay ca HaBeJIeHHM NpuHIMNuMa (y3 HaBOheme J0oKa3a KOju Cy
NPUKYIUBEHU J10 Taja), OMUC TeXHUYKor ypehaja koju he ce KOpuCTHTH, MOTPeOHO
BpeMe Tpajama pajibhe, Ha3uB opraHa Koju he m3BpiiaBat paawy. Cyn he HajkacHuje y
POKy oa 24 daca O] MOJTHOIICHA 3aXTEBa, 3aXTEB OJOUTH WM OJOOPHUTH, HAKOH
Mo3MBamka U YCMEHOT 00pa3iokema MmogHocuorna (y3 MOTyhHOCT J1a Tpaku JoJaTHa

o0jammema). Cyacka oflyka CaJp)Kd YWIEHHUYHU OMKHC U TpaBHY KBAIM(DUKALHU]Y
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KPUBHYHOT Jiea, O0pasjoXKeme y MOrIeqy HNOTPeOHOr CTENeHa CyMIbe, MOJATKE O
UJCHTUTETY OKPUBJHEHOT (YKOJIHUKO Cy MO3HATH), 00pa3IoKeme MoTpede Aa ce paama
oJpenu, Tpajamke paame, oapeheme jeNMHHIE CYACKe NoJMIuje Koju he panmy
U3BPIINTH, HAYMH U YYECTAIIOCT Y KOM je TOAHOCHIIAI] 3aXTeBa JIy)KaH Jia M3BEIITaBa
Cyd O pe3ylraTuMa pajambe, LUJb KOJU C€ HMMa OCTBApUTH H3BPILICHEM paIibe,
obaBe3uBame opeheHnx cybjekara y Be3u ca U3BpIICHEM pajbe aa capalyyjy u uyBajy
Kao TajHy IMoJlaTaka Jia ce pajmba u3Bpiasa. M3spiieme pagme He MOXKE TpajaTH dyXKe
0] BpeMeHa Koje je MOTpeOHO Ja Ce MOCTHTHE Yy OMIYIM cyaa olapeheHH Iusb, aiu
nocroju MoryhHocT ma cya (10 CIyXeHOj OYXHOCTH HJIM Ha 3aXTeB IMOJHOCHOIA
MPBOOUTHOT 3aXTeBa) MPOIYKU Tpajamke IOKJIE TOJA IOCTOje pa3io3m 300r KOjHX je
pamma onpeheHa. 3axTeB 3a MPOIYKEHE CaAPKH JIeTajbaH H3BEIITa] O TO Taja
MOCTUTHYTUM PE3yJITaTUMa B 00pa3iokeme norpede Aa ce 0pein POayKEHE PaIbe,
a Cy/1 JOHOCHU OJUTYKY y POKY OJ JIBa JIaHa OJ1 ITOTHOIICHA 3aXTEBA.

Cyjcka monuimja Kao Oprad Koju U3BpIaBa paliby MTyKHA je Ja Cy/I Ha HAYMH U
y HHTEpBaIMMa OJpeheHUM Yy CYACKO] OJUIYIIM W3BEUITaBa O TOKY M IMOCTUTHYTHM
pesyiararuma. OcuM Tora, CyJcKa MOJUIKja je Ay)KHa Jla MPEeCcTaHe ca M3BPIIaBaAmbEM
paame, YMM TMpecTaHy paslio3n 3a BeHO u3BpmaBame. Cya MOXe CBOjOM OIIYKOM
00yCTaBUTH WM3BPIICHE PAbE Y CBAKOM MOMEHTY y TOKY HM3BpIICHA YKOJIHKO, Ha
OCHOBY oOOaBemTema AOOMjeHUX O] CYICKE NOJHIHje, MPOIEHU Ja Cy IMpecTaie na
IIOCTOj€ OKOJHOCTH KOje Cy ollpaBlaBaie ojpehuBame paame WIM Aa MOCTUTHYTH
pe3ynTaTH HUCY 3aq0BoJbaBajyhu. HakoH JOHOIIEHma OJIyKe O OKOHYamy paimbe,
OpuIly ce M YKJIamkajy OPUTHHAIHYU MOl PUKYIJEHH TOKOM HM3BpIIaBamka Palibe a
KOjU Cy MOXpameHN y PauyHapCKOM CHCTEMY, JIOK C€ MPETXOJHO HAIpaBJbeHA KOIHja
noJlaTaka yHHUINTaBajy YKOIUKO Oyae moHera ocnoOahajyha mmm oxbujajyha mpecyna
(OoCHM YKOJIMKO CYJ] HE 3aXTeBa JApyrauuje).

Onemmak Tpehu OIHOCHM C€ Ha npucmyn nooayuma nompeoHuM 3d
udeHmugurosarbe KOPUCHUKA, MepMUHAIHux ypehaja u ypehaja 3a nosesusarse ca
pauynapckom mpesicom (588 ter k- ter m). Ykonnko TOKOM BpIleha 3a7aTaka y Be3H ca
CIpeyaBamkeM U OTKPHUBAKHEM KPUBHUYHUX Jiela MOYHE-CHHX yrmoTpeOom HHTepHeTa
cyncka moymnuja youn I[P aapecy koja je ymoTpeOJbeHa y BE3M Ca H3BPIICHEM
KPUBUYHOT Jejla WIH Jpyre TMOJaTKe KOjU MOTY TIOCIYKUTH HWIACHTH()HUKAIUU U

Jouupamwy omnpeme M ypehaja kopumrheHHX 3a yCIOCTaB/bame BE3€ Ca PauyHApPCKOM
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MPEXOM HJIU M0JIaTKE KOjU MOTY YKa3aTu Ha WJACHTUTET KOPHUCHHKA, OBAj OPraH MOXeE
3axTeBaTH Of] cyAa Ja obaBexe (y MPETXOJHOM Jely HaBeleHA) JIMIA Ha capajmby Y
CMHCITY TIpe/iaje MmoaaTaka NoTpeOHMX 3a UICHTH(PHKOBAHE U JIONUPAKHE OCYMEBUYCHOT,
TepMUHAIHUX ypehaja nmum ypehaja 3a moBe3uBame ca pauyHaApCKOM MPEKOM.

YKOJIMKO TOKOM HcTpare Huje Moryhe yTBpauTu oapelenn mpermiaTHuuku 0poj a To je
HEOITXOJIHO 32 MOTpede ucTpare, CyJACKa MOJHIIK]ja je oBianmheHa 1a KOPUCTH TEXHUYKE
ypehaje koju 00e30el)yjy mpucTyn KomoBUMa 3a WACHTH(UKAIM]y ypehaja u onpeme
KOje TpHMaaajy KOpHCHUKY TeinekomyHukaruone yciuyre (IMSI wmm IMEI 6pojese).
Hakon ocTBapuBama MpucTyma KoJoBuMa Koju omoryhasajy uneHtudukanujy ypehaja
CyJICKa TOJIMIIM]ja MOXKE 3aXTeBAaTH O/IpeUBambe paiibe IpecpeTama KOMYHUKAIH]a.

VYKOJIMKO je JABHOM TY)KHOILY MJIM CY/ICKO] MOJUIMU OTPEOHO J1a YTBpJIE KO je
BIacHUK ojpeheHor Ttenedonckor Opoja miam Opoja Ipyror cpeacTBa KOMYHHUKAIH]e,
OJIHOCHO 1a j00ujy onpehene naeatudukyjyhe mogarke KOpUCHUKA, MOTY CE TUPEKTHO
00paTUTH MpyKaolUKuMa ycIlIyra, KOju cy QyXKHH Ja MOJaTKe Mpeajy, Mmoja IpeTHhoM J1a
he ce cmarparu Ja cy M3BPIIWIM KPUBHYHO JIEJI0 OHeMOryhaBama Bpiema ciayxOeHe
Ty KHOCTH.

Y ocMOM 0JIeJbKy caipiKaHe Cy OApende 0 ocmeapusarby Npucmyna caopicajy
enexkmponckux ypehaja (dnanoBu 588 e a-588k). YKOIUKO je MPUITMKOM MpeTpeca CTaHa
noTpeOHO J1a ce 0y3My padyHapH, TeJIeOHH WU JPYTH TeICKOMYHUKAIIMOHU ypehaju
i ypehaju 3a CKIaIUIITEHE MMOJaTaka WM 3a MPHUCTYN ENeKTPOHCKHM 0azama
nojaraka, moTpeOHO je J1a oJulyKa CyJaa O IMpeTpecy CTaHa CaAp KU O 00pa3loKeHy
OJUTYKY KOJOM C€ CyJCKa MOJuIlMja oBjamihyje Ja OCTBapH MPUCTYI CaApXKajy THUX
ypehaja. Haume, oBnantheme cycke moimiyje 1a oay3Me HaBeaeHe ypehaje npuamkom
mpeTrpeca cTaHa He oOyxBaTa oBjamiheme Ja ce OCTBApH MPUCTYI CaapikKajy THUX
ypehaja, Hero je moTpeOHO HakHAJAHO onobpeme cyna. Oapenda koja ce OAHOCH Ha
NPUCTYN TOAAlMMa CaApPKAaHUM Yy HaBEJCHHM EJIEKTPOHCKUM ypehajuma M orpemu
nprUMemyje ce W y CHTyalljaMa He3aBHCHO OJ TpeTpeca cTaHa. Y THM CllydajeBUMa,
CyJcKa TOJMIHMja je AyXHa Jga obaBecTu cynq o oayseTum ypehajuma, Te he cya,
YKOIIMKO TIPOLIEHW Ja je TPUCTYN canapkajy ypehaja HEOMXomaH, OBIACTUTH 3a TO
CYJICKY TIOJTHITH]Y.

Omryka cyma KojoM ce J03BOJbaBa MPUCTYN caapkajy ypehaja m ompeme

yIBphyje ycioB M oOMM OCTBapuBama yBHJA y caapkaj (u3mely octanor, Moxe
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campkaTH oBiamheme 3a KOMWpame I0jaTaka), a HapouyuTo ce YTBplyjy ycioBu
NOTpeOHM Ja Ce OdYyBa AayTEHTUYHOCT W WHTETPHUTET cajlipikaja, a 1Mo TOoTpedu ce
oapehyje Bemrauewme. OB ypehaju ce o1y3umMajy ca juia Mecta (00aBe3HO YKOJIUKO ce
paau o 00jeKTy WM CPEJCTBY Halaja), HO YKOJIHMKO IOCTOj€ OKOJTHOCTH KOj€ OBAaKBO
MOCTYTamke He YHHE OTNPaBIaHUM ( YKOJIMKO O OAy3MMame padyHapa u Ipyrux ypehaja
MIPOM3BEIIO 3HATHY IITETY BIACHUKY WIH JIPKaolly) Moryhe je cTBapame Komuje ypehaja
0JT YCJIOBUMA KOjU TapaHTyjy ayTeHTUYHOCT U HHTETPUTET CapiKaja.

VYKOJIMKO C€ TOKOM M3BpIIIaBamka OBE PAlhE TIOCTOje OKOIHOCTH KOje yKa3yjy Jaa
ce TpakeHW TOJalM Hajla3e y JAPYroM payyHapCKOM CHCTEMY WJIH Iy CHCTeMa, CyIl
MOX€E OJ00pUTH TPOIIUpEHhe 00yXBaTa T€ pajmbe, MOJ YCIOBOM Ja C€ TOM JPyrom
padyHapy, OJHOCHO JIeJIly pauyHapa MOKE 3aKOHHMTO MPHUCTYNUTH U3 ypehaja koju je
npeaMer paame. OBakBO OBNAIINCHEe MOXKE OUTH CapKAaHO y WHHIIMjAITHO) OJUTYIIH
Cyla WM CaJp’KaHO Y HAKHAIHO JIOHETO] OUTYIH. Y M3Y3€THO XHTHHUM CITy4yajeBHMa,
CyJICKa TIOJIMIIMja MOKE MPEIYy3eTH OBY pajmby U 0€3 MPETXOIHE OMIyKE Cyla ald y3
o0aBe3y J1a 0 ToMe 00aBECTH CyJ HajKacHHUje y POKy oi 24 yaca, a Cya y poKy ox 72
yaca MOXE CBOjoM 00pa3JIoKeHOM OJITTYKOM ITOTBPIUTH UM MOHUIITHTH JEjCTBO OBAKO
npejay3ere paambe. Oprad HaJuIe)KaH Ja U3BPIIABA OBY Pajiby MOXE HAPEIUTH JTHIUMA
KOja UMajy ca3Hama 0 paay mpeaMeTHor ypehaja ma npyxke mapopmalmje moTpedHe 3a
obe3beheme campkaja (OCHM OKPUBIBEHOM, JIMIIEMA Koja Cy ociioboheHa ITy>KHOCTH
CBeOYEHA yCJe] TOCTOjama oJpeleHOCT cTemeHa cpoacTBa MM o0aBe3e UyBamba
npodecuoHaHe TajHe).

Hesetu opemak mocBeheH je ocmeapusarwy npucmyna caopxcajy yodameHux
pauynapa (588 f a —588 f b). Ynazak y ynasseHu pauyHap cya MOXKe O0OpUTH camMo y
noryiefly onpeheHuX KpUBUYHUX JIeNia: KPUBHUYHUX JieJla WM3BPIICHUX O] CTpaHe
KPUMHHAIHE TPYIIe; TePOPU3Ma; KPUBHUHUX Jiela YIUHEHUX MTPOTHB MAJIOJICTHUX JIUIIA
WIM JIMIa ca OrPaHWYEHOM IIOCIOBHOM CHOCOOHOIINY; KpHUBMYHUX J€ja HpPOTUB
yCTaBHOT ypehema u HalmoHaiHe 0e30€IHOCTH M KPUBHUYHUX Jea KOja Cy H3BpIIEHA
yInoTpeOoM padyHapa Wik HHOOPMAIMOHE TEXHOJOTHje WM TEJICKOMYHUKAIIMOHHUX
yenyra. OBa pajima mojpa3syMeBa yrnoTpeOy HUIACHTU(DUKAIMOHUX TO/IaTaka U KOJOBa,
Te WHCcTananujy oapehennx codrBepa kKoju omoryhaBajy na ce ca JajbUHE Tperiena
ylaJbeHU padyHap U T 0e3 3Hama BJIACHUKA WJIM KOPUCHUKA ypehaja, Te 1a ce oCTBapu

OPUCTYN CaApKajy padyHapa, TeledoHa WM JAPYIHX TEJIEKOMYHHKAIIMOHUX Yypehaja
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win ypehaja 3a ckiaaMIITeEe NOJAaTaka WIM 3a IMPHCTYN EJIEKTPOHCKUM Oa3ama
nonaraka. Cyncka omnyka onpelhyje ypehaj koju je mpeamer paame, 00yxXBaT U HaYHH
OCTBapHMBama TPUCTYIIAa M OJy3UMama IOXPamkEHOr caapkaja (peieBaHTHOT 3a
KOHKpETaH cJlydaj) MpUMEHOM ojpeheHor codTBepa, opraHe Kojuma ce€ IOBEpaBa
U3BpIICHE PaIbe, HAUMH OYyBamkba MHTETPUTETAa OAY3ETHX IMOAAaTaka M EBEHTYaJHO
opnamheme Jja ce He3aKOHUTH CaJip>Kaju OOpUIILy Ui J1a UM ce oHeMmoryhu npucrym. Y
oIyl cyaa ce oxapelyje M Tpajame paame IO HajBHUIINE MECEI JaHa, ajd IOCTOjH
MOTYNHOCT IPOIIMPEHa TPajamka J0 MAaKCUMAITHO TPU Mecela.

[Ipyxaouu ycimyra u Julja HaBeJeHa y OIMIITUM OJipeidaMa, a HApOYUTO BIACHUIH U
AIMUHHCTPATOPH padyHapcKe Mpexe, ITYyKHH cy na capalyjy y cmuciay na omoryhe
Oprany KOju U3BpIlIaBa pajy MPUCTYI Pad4yHAPCKO] MPEXH H CUCTEMY, T€ Ja MPYXKE CBE
uH(popMaldje moTpedHe 3a Mpeay3uMame pajmbe (OCUM OKPHUBJHEHOT U JIMILA KOja Cy
ocioboheHa QyXHOCTH CBeIOYeHa yCiell MOCTOjama OApeeHOCT CTeneHa CpOICTBa
i o0aBe3e yyBama npodecronante Tajue). Ha oaj naunn llnanwuje je y noTmyHocTr
Ha oJroBapajyhu HauYMH MpUIaroauniia CBoje 3aKOHOAABCTBO ojipendama Konseniuje.

[IInancku 3akOH O KPUBUYHOM IIOCTYNKY mpenBuha MoryhHoOCT 3ajapkaBamba
MOLITAaHCKE U Tenerpad)cke KOMyHUKAIMje ako je Ta Mepa MoTpeOHa 32 OTKPHUBAE WK
notBphuBame onpeleHe unmeHnIe OUTHE 32 KPUBUYHU MOCTyNak (wiad 579.cras 1) a
naspu wianoBu (580-588) ypelyjy mpouenypy y3amhema mucama u tenerpama. Ocum
TOra CyJ MOXeE Jla Hapeid M HaJ30p TMOIITAaHCKe, Tenerpapcke M TeiaedoHCKe
KOMYHHKaIHje 3a nepuof 70 3 mecena (y3 MOryhHOCT IpoJiyKema 3a joll TPU Mecela)
y TIOTJIely JIWIIA 32 KOje TIOCTOJU CyMHba JIa j€ M3BPIIWIAIl OUJI0 KOT KPUBUYHOT Jefia
(unan 579.craB 3). Hag3zop M cHMMame KOMYHHMKalMja KOje CE€ OCTBapyjy ApPYruM
TEXHUYKHM CPEICTBHMA HHUjE Ce 0 CKOPO MOMUIAN0’ ", a 0Baj HEJOCTATAK HCIIPABIbEH
je m3MeHama u3 okrtopopa 2015. rogune. Opesbak yeTBpTH MocBeheH je perynucamy
npecpemarsy menepoOHCKUX U paze080pa Opyeum mereKOMYHUKAYUHUM CPeOCmeuma
(588 ter a- ter j). Paama ce MOXKe OJIPEIUTH CaMO y TOTJIeIy TaKCAaTHBHO HaOpOjaHUX

KpUBUUYHUX Jena (y wiany 579.1) unu y noryiegy OMiIo KOT APYror KpUBHYHOT Jiena

4 O kpurHmM mmaHcKOr 3aKoHMKAa 3060T HEZOCTATKa mpolecHe MOryhHOCTH 3a TajHn Hax30p
KOMYHHKAIIMja 3a noTpede KpuBHYHOT mocTynka, J. Pradillo, ,,Fighting against cybercrime in Europe: the
admissibility of remote searches in Spain“, European journal of crime, criminal law and criminal justice,
19/2011, 363-395.
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VKOJIUKO j& H3BPIIEHO yMOTpeOOM padyHapa Wik WH(OOPMAIMOHE TEXHOJIOTHjE HIN
CpelcTaBa KOMYHUKAIIH]E.

Cyn omoOpaBa pHUCTYIT CaapiKajy M MojalMa 0 KOMyHUKAIIMOHOM caoOpahajy
y TOmJe[y TadyHO ojpeleH KOMYyHHKallMje Yy KOjuMa OKPHBJBCHH YYECTBYje Kao
NoIIMJbajal Wid IpuManian mopyka. Pagma ce ogHocu Ha ypehaje u cpenctBa Koje
KOPUCTH WJIM TOCEIyje OKPUBJbEHU WM omTeheHHu, y ciydajy 030MIbHE YrpOKEHOCTH
ETOBOT KUBOTA WM (DU3WYKOT MHTErpuTeTa). M3y3eTHO, MOXKE ce OJIPEIUTH U MpemMa
ypehajuma u cpeiacTBUMa Koje KOPHCTE WIIM IMoceayje Tpeha Juia yKOJUKO MOCTOjU
JI0Ka3 Jla TO JIMIE NMPUMa WIA IPEHOCH TOPYKE 32 OKPUBJHEHOT WMJIM YKOJHUKO TO JIHIIE
uMa ydenrha y He3aKOHHUTUM aKTUBHOCTHMA Ca OKPUBJHEHUM, OJTHOCHO MMa KOPUCTH O
wux. OcuM Tora, Moryhe je oIpeauTH paamby U YKOJIUKO OKPUBJEEHH KOPUCTH ypehaj
KOPHUCTH 0€3 3Harha BJIACHUKA/KOPHCHUKA.
3axTeB 3a 0100peme paame caapku: 1) uaeHTUPUKAMOHN Opoj (MM IPYTY TEXHUUKY
o3HaKy) ypehaja wim wHIEHTUPUKAIMOHE IOJATKE O OKPUBJHCHOM WM IIOJATKE
notpebHe 3a oapehuBame cpeacTBa KOMyHHUKauuje; 2) oapehuBame oOuMa paame
yTBphUBamEM: BpCTE KOMYHUKAIM]e M OYCKHBAHOT Cajpaja MM U3BOPA U OJ[PEIUILTA
KOMYHHKAIFje ¥ BPEMEHCKOT TepHoJa y KOM C€ OCTBapyje KOMYHHUKaldja WIH
reorpadcke JOKalyje U3BOpa U OAPEAUIITa KOMYyHUKAILMje WIH JPYTHX PEJICBAaHTHUX
nojataka o caoOpahajy koMyHHKanuje (y KOM CIIy4ajy 3axTeB Mopa Ja ONpeeiH
onpehene nogatke Koju he ce MPUKYNUTH PaaEHOM).

[Iponmcana je AY)KHOCT capaJme 3a CBE IMpYyXKaole TelTeKOMYHUKAIIMOHUX
yciyra, T€ YCIIyre IpUCTyla pauyHapCKUM MpekaMa M JPYTUM yCIyraMa 3aCHOBaHUX
Ha MHPOPMAIIMOHUM TEXHOJOTHjaMa, OJJHOCHO 3a CBa JIMIIAa KOja Ha OWJIO KOJU HAYMH
JONIpUHOCE MM oMoryhaBajy KOMYyHMKalMjy yHnoTpeOoMm TenegoHa WIM JAPYyror
TEJIEKOMYHUKAIIMOHOT cpescTBa. Jy)KHOCT capaame oOyxBaTa W JYKHOCT Jia ce Kao
TajHa YyBa YMEH-CHUIA CIIPOBOl)EHha paibe.

VY Be3W ca KOHTPOJIOM H3BpIIABama Palibe, CyJACKa MOJHIHja je Ty)KHa Jia Yy
U3BELITA]y KOJU JOCTaBJba Cyly IOCTaBU TPAHCKPUIITE PEIEBaHTHUX JEJI0Ba Pa3roBopa,
Ka0 M OpUTMHAJIHE 3amlMce IIeJIOKYITHE KOMYHHMKalldje y NEepuoJy HW3BelITaBama. Y
U3BEILTajy MOpajy OWTH HaBEIEHU H3BOP M OJpEIUINTe KOMYHHUKAIMje, a 3alucu
Mopajy OuTh 3amTrheH ynoTpeOOM HampeIHOT EIEKTPOHCKOT TOTIHCa WIH HEKOT

JIpyror cucrema koju obe3z0ehyje moy3naHocT, ayTeHTHYHOCT M MHTETPUTET MojaTaka
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KOjH ce MpeHoce ca padyHapa fomMahnHa Ha TUTUTAIHU MEJIMj Ha KOM C€ KOMYHHKAIHja
CHHMA.

WunnmjanHo ce pagma MOXE OJPEAWTH Ha MEPHUOa 10 3 Mecela, a KOoju ce
padyyHa oOJf MOMEHTAa H3[aBama CYyJICKE OJUIyKe, C THM Ja IOCTOju MOryhHOCT
NpOAYKEHka /10 CBEYKYMHOI Tpajama a0 18 mecenn. [lo oxoHuamy pajme Komuja
JIeNIOBa pa3roBOpa M TPAHCKPHIITH CE JIOCTaBJbajy JABHOM TYXKHOILY (y3 UCKIbYUCHE
JIeJIoBa KOJU C€ OJTHOCE HAa MHTUMHY c(epy KUBOTa JuIla rmoroheHux paamom). Takohe,
npeaBuheHa je Ty>KHOCT cyj1a J1a 00aBeCTH JIUIIE IPOTUB Kora je pajama oapehena (ocum
YKOJIMKO OM TO yrpo3wsio JaJbl TOK HCTpare) Te Ja My Ipelna KONHjy 3ammca Wid
TPAHCKPHIIT, IIO/I YCIOBOM Ja c€ TUME He Bpeha mpaBo Ha mpuBaTHOCT Tpehux nuna u
Ja HUje y CYNPOTHOCTH ca uHTepecuMa moctynka. Ocum Tora, npensuheHa je
MOTYNHOCT J1a ce eNIEKTPOHCKH IMOJAalld, KOje TPYXKAoIU YCIIyra 4yBajy y CKJIaay ca
IponrcuMa O 3ajpXKaBamy MoJlaTaKa Ha CONCTBEHY MHUIMJAaTUBY WM Y KOMEpIIHjaTHe
CBpXe, ,,AHKOPIOPUPAjY y KPHBUYHU TIOCTyIIaK Ha OCHOBY OJUTyKa cyna. [lakie,
YKOJIMKO OM TaKBM TOJAlM OWJIM O] 3Ha4aja 3a UCTpary KOHKPETHOT KPUBHYHOT JIENa,

Cyad MOXKC OUIYUUTH J[a CC IIPUKYIC IMoAalu CaApKaHHU Yy CICKTPOHCKUM 0azama

npyJKajana yciyra.
2.3. Ilopryranuja

Ha ocHOBY 3akoHa O KOMIjYTEpPCKOM KpHMHHamy  y ITopTyraiujin cym Mosxe
W3/1aTh Hapea0y 3a XUTHO YyBame OJpeheHUX pauyHapCKuX mojaTaka (yKJbydyjyhu u
nojatke o caoOpahajy KoMyHHKanMja) MOTPEOHUX 3a KPUBUYHU IOCTYIAK, YKOJIUKO
MIOCTOjU OMACHOCT Ja OM OHM MOIVIM OWUTH M3MEHEHH, W3TyO/beHH WM MOCTaTH
HEJIOCTYNHU. Y HM3y3€THUM CUTyallujama, Hapenly MoxXe W3JaTH U IOJIUIMja, alu je
Iy’)KHa Ja y HajkpaheM poky o Tome obaBecTu cya. Hapenba obGaBe3HO caapu omuc
nojiataka (BpcTy) Koje Tpeba cauyBaTH, MOPEKIO U OJPEIUIITEe TUX MoJaTaKa YKOJIHUKO
cy no3Haru (y morjeny nojaraka o caoopahajy KoMyHHMKalMja) 1 BpEMEHCKH MEPUOJ 3a

KOjI/I je noaaTkKe HOTpC6HO cavdyBaTHu. 3aKOHO,Z[aBaI_[ Hpormcyje Aa CC MOXC TpaXUTU

515 |ei do Cibercrime, transpondo para a ordem juridica interna a Decisdo Quadro n.° 2005/222/JAl, do
Conselho, de 24 de Fevereiro, relativa a ataques contra sistemas de informacéo, e adapta o direito
interno a Convengao sobre Cibercrime do Conselho da Europa,
https://dre.pt/application/dir/pdfl1sdip/2009/09/17900/0631906325.pdf.
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qyBame IMOJaTaka y Tpajarmy O]l HAjBHINE TPH MECela, alli MCTOBPEMEHO mpenBuba
MoryhHOCT OOHaBJbama, Tj. MPOIYKEHa Tpajakba Mepe, MMa HUCTa MOXKE TpajaTdh o
TOJMHY JlaHa O] M3JaBama Hapende. HakoH u3naBama HapenOe, (GU3MUKO HITU MPABHO
JIMIIE KOj€ MMa TPUCTYI WM KOHTPOJIY Haj MOTPEOHUM MOoJaIMMa je TY>KHO Jia 0JIMax
cauyBa 3axTeBaHe MOAATKE U Ja UX 00e30eau o1 M3MEHE/yHUIITEHha J0K HaJIC)KHUM
opraHuma oJi CTpaHe cyja He Oyzae og00peH NPUCTYH cauyBaHUM MOoAanuMa (ajau camo
y OKBHPY BPEMEHCKOT Iieproja Koju je oapehen Hapemnoom) (wran 12.). Ocum Tora, y
ynany 13. 3akonHa mnpenBuheHa je o0aBe3a 3a TpPYKaole YCiayra eJIeKTPOHCKUX
KOMYHHUKAIHja Ja TOJHINjH OTKPU]y TOJAaTKE HAa OCHOBY KOJHUX C€ MOXE YTBPAHWTU
UJCHTUTET APYTUX TMpyKajamna yciIyra eleKTPOHCKHX KOMYHHKAIja 4ddje yclyre cy
KopuiheHe y OCTBapeHO] KOMYHUKAIIH]H.

3aKOH O KOMIIJyTepCKOM KpUMHMHANIy Yy wiaHoBuMa 15. u 16. perynuiie nperpec
paau mpeTrpare padyHapcKHX IoJaTaka u oJy3uMame rnojaaraka. Kana je y Toky ucrpare
noTpeOHO W3BPUIUTH TpeTpec oapeheHor padyHapa, Ja Ou ce y HeMy MPOHANUIH
onpehenu noganu, cya u3aaje Hapealy KOjy KpUMHUHATUCTHYKA MOJUIMja U3BPIIaBa y
poky 1o 30 maHa, 0 4YeMy cacTaBJba 3allUCHHK KOju mpociehyje cyay. Unak, monumiuja
Moske 1 0e3 Hapen0e cy/a J1a H3BPIIU MPETPEC padyHapa y ABE CUTYyaIldje : a) YKOIUKO
MPHUCTaHAaK Ja JHIEe KOje je apiKaial padyHapa WIW 10J] YUjOM je padyHap KOHTPOJIOM
(a mpucrtaHak ce JOKYMEHTyje y oaroBapajyhoj mucaHoj ¢gopmu), uiau 0) y Ciiyqajy
UCTpare TepOpU3Ma WU APYTUX KPUBUYHUX Jella ca BUCOKHM CTEIIEHOM Hacujba WU
OpPTaHU30BAaHOCTH WJIM YKOJHMKO TMOCTOjJU HEMOCPEAHA OMACHOCT MO KUBOT WM TEJO
HEKOT JUIa. Y OBE JBE CUTyalldje j€ MOJUIlMja Iy>KHa Ja O BpIIeHmY IpeTrpeca 0e3
omylaratba 00aBECTH CYJ KOJU TMPOICHYj€ HEONXOMHOCT OBE pAIkbe U MOXKE je
MOHUIITUTH, OJHOCHO HE OJ0OpUTH. YKOJHKO C€ TOKOM BpIlEHa MpeTpeca IO0jaBH
BepoBaTHOha J1a Cy Tpa)K€HHU MOJaIU MOXPAmbEHH Y JPYTOM PauyHapCKOM CHCTEMY WU
JIeJTy CUCTeMa U JIa UM C€ MOKE 3aKOHUTO TMPECTYIUTH U3 WHUIHJATHO TIPETPAKUBAHOT
padyHapa, mpeTpec ce MOXe MPOUIUPUTH M Ha Taj IPYTH padyHap, YKOJIHUKO Ce€ 3a TO
npubaBU carliacCHOCT MOMEHYTHUX JIMIA WIK Hapenda cyaa. YKOIUKO ce TOKOM IpeTpeca
npoHal)y pauyHapCKu MOJaIy KOjU Cy MOTpeOHU Kao JOKa3 3a yTBphHUBamkE UCTHHE Y
KPUBUYHOM TIOCTYIIKY, KpUMHUHAIMCTHYKA ITOJIUIIM]jA je oBJamheHa W3/1aToM HapeIooM
3a MpeTpec a Te MOoJaTKe OXIy3Me. YKOJHMKO ce IMpeTpec Bpmiu Oe3 Hapemde cyna,

HoJalM ce MOry mpe jao0Mjama CyAcke Hapeade Oy3eTH caMO YKOJIHMKO TO Halaxy
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pas3iio3n XUTHOCTH WJIM OINACHOCT OJf ryOMTKa mojaraka. Ony3uMarme MojaTaka y
CBaKOM CJIy4ajy Mopa OJ00pHUTH CyZ y POKY O 72 Haca WHa4e ce He MOTy KOPHCTUTH
Kao Joka3. Unan npensuha orpannyerma y noriaeay oay3umama onpeheHnx Kareropuja
noxaraka. Hawmme, ako TOKOM mpeTpeca paauM NpeTpare padyyHapCKUX II0jaTaKa
NoJHIMja Haul)e TOKYMEHTE ca JMYHUM WIM MHTUMHHUM cajipXKajeM uuje OM casHaBambe
NOBPEINJIO TPUBATHOCT JpKaola padyyHapa wiad Tpeher nmma, T AOKYMEHTH ce
npeaajy CyAuju KOju JOHOCH OJUIYKy O YIOTpeOM THX mojaTraka, leHehu OKOJIHOCTH
KOHKpeTHOT ciydaja. [loganum Koju ce ogHOCE Ha BpIICHE NPAaBHHYKUX, MEAULIUHCKUX
Wi 0aHKapCKUX IOCIIOBA MOTY C€ KOPHUCTUTH CaMoO y3 TOIITOBAmkE OrpaHUYCHa Koje
npensuha 3aKoH 0 KPUBUYHOM IOCTYIIKY a IPUJIMKOM TpETpeca padyHapa Koje KOpUCTe
HOBMHApU Yy3UMajy ce y 003up oarosapajyhe oapeade 3akoHa o HOBMHapcTBY. Ocum
Tora, oBaj wiaH ynyhyje Ha 3aKOH O KPMBMYHOM IOCTYIKY Yy IMOIJIEly peKuMa
IpXxaBHe, ciy)kOeHe W mpodecnonanHe TajHe. [loTpeOHM padyHApCKU Momamy ce
oIy3uMajy Ha Tpu HaunHa (yTBphyje ce HauMH Koju je y HajBehoj mepu oarosapajyhu
WM TIPOTIOPIIMOHAIaH Ha OCHOBY IPOLICHE OKOJHOCTH city4aja): 1. PauyHnapcku cucrem
ca cBoM ompeMoM, ypehaju 3a ckiaauiiTeme mogaTaka u ypehaju 3a oumTaBame
MoJIaTaka ce 0Jy3MMajy ca JIMIla MeCTa U TPAHCIIOPTY]y Y PopeH3ndKy Jaboparopujy; 2.
[IpaBu ce komuja camo MOTPEOHMX pavuyHAPCKUX IMOAATaKa Ha JIHMIy MecTa (IpaBe ce
JIBE KOIMHje OJ KOjUX CE jeHa Ipeaaje y CYICKH JCTO3WT M OBEpaBa IUTHUTAITHUM
HoTHUCOM a jpyra ce mnpociehyje Ha oOpaxy y ¢opeH3uuky saboparopujy); 3.
[TpruMeHOM TEXHMUKHX cpejicTaBa ce 00e30elyje uHTerpuTer nojaraka, 0e3 Konupama
WIN yKJIamkama MojaTaka u3 cuctema; 4. YKiamajy ce pauyHapCKH MOJaly WM UM ce
oHemoryhaBa MpHUCTYIl Y CUCTEMY.

VY Be3u ca BpIIEHEM IpeTpeca paau NpeTpare pauyHapCKUX MoJaTaka CyJ MOXe
HapeAMTH JIUILY, KOje je Japrkajial] pauyyHapa WJIM MMa KOHTPOJy HaJl BUM, Ja Ipeaa,
OJIHOCHO OMOryhy KpMMMHAJIUCTUYKO] MOJIUIMJHU IPUCTYI MOTPEOHUM mofanuma (Koju
ce oapehyjy y HapenOu). YKoauKo TO Juile o/0uje J1a TIOCTYNHU MO Hapea0u, MPOTUB
HBEra ce MOXe MOKPEeHYTH KPUBHYHU MOCTYHAaK 3a KPUBHYHO JIEJI0 OMETama IpaB[e.
Hapenbom ce mMory o6aBe3atu u mpy»kaoly TEIEKOMYHMKAIIMOHHUX YCIIyra Jia Mpenajy
MoJaTKe O KOPUCHHKY yciyra, U To: a. Ilogatke o BpCTH KOMYHHKAIlMOHE YCIyTE,
TEXHUYKUM YCIOBUMa M Tiepuony Kopumihema ycmyra; 0. [lomaTtke o uaeHTHUTETY

KOpUCHHKaA, ajpecH, Opojy TenedoHa, miuahamwy yciayre Ha OCHOBY yroBopa ca
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KopucHukoM; B. IlogaTtke o ompemu Koja je mpeaara KOPUCHUKY Ha OCHOBY yroBOpA.
Wnak, 3akon npeaBuba 1a ce Ha MpeaaBame MMojgaTaka He MOXKe 00aBe3aTu OKPUBIbEHH,
Kao HU JIMIIA KOja HUCY JYKHA J]a CBEAOYE y KPUBHYHOM IIOCTYIIKY YCIIE/ MOCTOjarba
o0aBe3e uyBama JIpXKaBHE, CIy)kOeHe U MpodecuoHaHe TajHe (IITO Ce OJHOCH CE Ha
onpehene nmpodecuje).

Y Tlopryranuju je nmpecpeTame KOMYHHKAIMja y CKJIagy ca 3aKkoHOM O
KOMITjyTepCKOM KPUMHHAITy JI03BOJBEHO caMoO y (a3 mcTpare mOBOJOM KPHUBHYHOT
Jie7la Koje je HM3BPLICHO YIMOTpeOOM padyHapCKOr CHCTeMa y CMHUCIY IOTJIaBjba 2.
3aKkoHa Kao M APYruX KPUBHYHHX Jiea KaJa je MOTPEOHO MPUKYIIbamhe SIEKTPOHCKUX
J0Ka3a. Y ckilaay ca wiaHoM 18. npecpemarve u cnumarse pauynapckux nooamaxa Koju
ce mpewmoce nymem payyHapcKoz cucmema Ha OCHOBY TPENIOra jaBHOT TYXKHOIA
onpelhyje ucTpakHH cyAuja YKOJIMKO MOCTOje pas3iio3n KOjU yKa3yjy Jia je Mpeay3uMame
OBE paJiib¢ HEOIXOJTHO 3a yTBphHBame WUCTUHE WM Ja O TO Owio Hemoryhe wim
3HATHO OTEXAHO NMPUMEHOM JpYTuX paamu U Mepa. OBa paama ce MOXE OJHOCUTH
Kako Ha MPHUKYIUbalke IMojAaTaka o caoOpahajy KOMyHUKalldje, TaKO M Ha CaJapiKaj
KOMYHUKaIuje, a y Hapeadu ce yTrBphyje oOyxBar mojaTaka KOju c€ MPUKYIIbAjy, y
CKJIay ca OKOJIHOCTUMAa KOHKpeTHOr ciy4aja. OBaj wiaH npensula CXOAHY IPUMEHY
oxroeapajyhnx oxpenaba 3akoHHKa O KPHBHYHOM IIOCTYIKY 0 Koje ce OZHOCE Ha
npecperame TeaePOHCKUX pasroBopa (y wiaHoBuMa uiranoBe 187,188. u 189).
3Ha4ajHO je Aa paamby MOXE U y M3y3€THO XUTHHUM CllyyajeBUMa OJIPEIUTH U jaBHU
TYXKWIaL, ajli je y POKy 1 72 yaca MoTpeOHO Jja HEeroBy Hapeady MOTBPIM MCTPAXKHU
Cynuja, y CYIpOTHOM C€ H3BpIICHE paame o0ycraBiba. [Ipecperame Moke TpajaTh
HajAayXe TPU Mecella, y3 MOIYhHOCT Impoykema 3a joul Tpu Mecera. Ocum Tora, 4iaH
189. 3akoHMKa MpoOIIMPHBAO je NpUMEHY ojapenada O HaI30py U CHHUMAamby
Tese()OHCKUX pa3roBopa Ha KOMYHHKAallMje KOje Ce OCTBapyjy APYTUM TEXHUYKUM
cpeacTBuMa (HaBoJehM EJNEKTPOHCKY MOMITY M Jpyre BHAOBE TpeHOca IoAaTaka y
pauyHapcKOM CHCTEMY) ajd CcaMO aKO IOCTOJU CyMia Ja j€ HM3BPIIEHO HEKO O
KPUBUYHHUX JeNla KOju cy HaBeleHM y wiaHy 187. 3akonuka. Mehytum, omrykom

BpxoBHor cyna u3 janyapa 2015. ronune je yrBpheno na ce wian 189. 3akoHuka He

516 http://www.gddc.pt/codigos/code criminal procedure.html.
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npUMembyje BUILE Ha PEKUM Haa30pa eNEKTPOHCKUX KOMYHHUKAIMja y Be3u ca JeuMa

KOMII] yTepCKOT KPHMHHAIIA, HEro Ja ce IpUMEebyje camo 3akon 109/2009°%.

2.4. XonaHnauja

Y XOIaHACKOM 3aKOHY 0 KPHBHYHOM IIOCTYIIKY ~ MOCTOjH 0apeada Koja peryJmie
Mepy XHTHOT OvyBama mojaraka (wian 125). Haume, jaBHu Tykunail ynyhyje 3axTeB
O0mI0 KOM (PU3MYKOM WIIM TIPABHOM JIMILYy Y YHMjeM IMOceAy/ O] YMjOM KOHTPOJIOM Cy
padyHapCKH MOJANM TOJUIOKHHA T'yOUTKY/U3MEHH, a KOjU Cy PEICBAHTHH 32 KPUBUYIHO
TOWBCHE yYMHUIANA oApeheHOT KPUBHYHOT Jelia, Ja WX cadyBa y HEU3MEHECHOM
00JMKy, a YKOIUKO C€ MOJAllM OAHOCE Ha EJEKTPOHCKY KOMYHHUKAIH]y, MpYysKanail
yclyra je Ay>KaH Jia MpYy>Ku JOBOJbHO MoJlaTaka MoTpeOHUX 3a yTBphUBame UACHTUTETA
JIPYTHX TIpy)Kanama yciayra eJIeKTPOHCKHX KOMYHHUKAIMja Ydje MPEXe WIH yCIyre cy
KOpuIINeHE y pPEJIeBaHTHO] KOMYHHKAIMjU. 3aXTE€B CE MOXKE YIIYTUTH Y IHCAHOM
00JIMKY MJIM YCMEHO (ajii ce y TOM Cly4ajy y pOKY OJ TPH JaHa cacTaB/ba y MHCAHOM
00nuKy Hapenda ca MOTHHCOM jaBHOT TYKHOIIQ) a CaApxkH cienehe eleMeHTe: TayHO
onpeheme mogaraka kKoje je moTpedHO cauyBaTH, 00pa3IoKeHe, BPEMEHCKH MIEPHOJ 32
KOJU Cce 3axTeBa 4yBame noaaraka (mo 90 manHa), Te Ja U Ce 3aXTEB OJHOCH M Ha
NoJaTKke TOTpeOHE 3a OTKpUBAaKkE HISHTHTETa JPYIHX [pykKaiama yciayra
EIeKTPOHCKUX KOMYHHKAIlMja Yhje yCIIyre WM Mpexe Cy KopHuilheHe y pelleBaHTHO]
KOMYHUKalMju. JaBHU TyXujam o yrmyheHOM 3aXTeBy Yy CBakOM CIIy4ajy CauulmbaBa
cnyxOenu wu3BemTaj. Mehytum, kako oBa mporeaypa Moryha camo y TMorieny
KpUBUYHHUX JieJa 3a Koje je Moryhe oApeauTH HPUTBOP y MPETXOJHOM HOCTYNKY
(naBenene y unany 67. 3KII), moxxe ce yountu na xonanacku 3KII Huje y mormyHoCcTH
y caryiacHOCTH ca obaBe3ama u3 uiana 16. u 17. Konsenuuje.

3aKoH 0 KpMBHYHOM TOCTYNKY ypehyje mpeTrpec pauyHapa mehy ogpendama kojuma
Ce peryjuile npeTpec MpocToprja u APYrux npeamera. Pasnukyje ce cutyaiuja y Kojoj
pauyHapy NpUCTyIa UCTPaXHU Cyauja O CUTyallje y KOjoj TO YMHH jaBHM TYXKHJIAL,

IITO je MpeaMeT ope)eHNX orpaHnyema. Y ciaydajy HoCTOjamba CyMIbE /1a j€ U3BPILIEHO

517Ozmy1<a BpxosHor cyaa on 20.01.2015. TOJIMHE,
http://www.dgsi.pt/jtre.nsf/134973db04f39bf2802579bf005f080b/2fbdd21285478f5f80257de10056ff7a?
OpenDocument.

518 Wethoek van Strafvordering , http://www.wethoek-
online.nl/wet/Wetboek%20van%20Strafvordering.html.
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TENIKO KPUBUYHO JEJI0, TYXWIall Moke yhu y Omiio kKojy mpocTtopujy (OCHM MecTa
CTaHOBama) 0€3 CarfJaCHOCTH JprKaola MpOCTopHje. Y XUTHUM CIIy4ajeBUMa jaBHU
TY)KWJIAI] MOKE 32 TO Jla OBJIACTH W CBOT 3aMCHHKA, a y OCTAJHMM CIIydajeBUMa je TO
Moryhe camMo Ha OCHOBY 0J00pEHa HMCTPaXHOT CyAHje, HAa MUCAHU U O0Opa3I0kKECHU
npemior Tyxuona. Uman 125u perynumie mperpec mpocropuja y nmiby obezbehema
padyHapCKHX ToOJaTaka KOju Cy MOXpameHu Ha ypehajy koju ce Hama3u y TOj
NPOCTOPUjH, TAKO ITO ce TOJHIMja oBiamrhyje na npeay3Me Mepe paau crpedyaBama
ryoutka, omrehema WIM W3MEHE IoJaTaka KOju Ce MMajy OIy3eTH, a J0 JojacKa
UCTPAXXHOT cynuje (WM jaBHOT TYXKMOLIA) KOjU Cy OBJaIINeHH Ja BpIIE HpeTpec
npocropuje. 3aKOH MPOIUCYje Ja C€ MOKPETHE CTBAPH MOTY OJY3€TH YKOJIHUKO CY
notrpeOHEe 3a KPUBHYHM IOCTYIAK, a IITO CE THUYE OJy3MMarma padyHapa H APYrHX
€JIEKTPOHCKUX ypehaja koju caipike eNIEKTPOHCKE JI0Ka3e, HCTU CE MOTY OJY3E€TH, aJld
oprnamheme 3a OAy3UMame HE CaapKu OBIAamheme IMperyiefama W Kopuihema
padyHapa WM KONHUpama I0JaTaka, Hero ce OIy3MMame BPIINA Y UJbY OAHOIICHA Y
nabopaTopujy pamu mperiena oja crpaHe ¢opeHsuvapa. Jla Ou ce morao mperjienaTu
padyHap paad yodaBama IPUCYCTBA IOJaTaka MOTPEOHMX 3a KPUBHYHH ITOCTYIIAK,
HajTIIpe je MoTpeOHO 00e30eUTH MPUCTYIT MECTY Ha KOM CE pauyHapCKH CHCTEM HallasH,
a 3akoH ojipehyje Ko, y KOjuUM CiTydajeBUMa | 110 KOM OCHOBY j€ OBJIAITNEH Jja MPUCTYIN
cucrtemy. Ynan 125) mpeasulhla MOryhHOCT ma ce NPUIMKOM TIpeTpeca padyHapa
NPUCTYIU Ca UM TOBE3aHUM pauyyHapOM KOjU C€ Hajla3d Ha JIPYToj JIOKAIMjU Paju
IpOHaacka Jiokasa Koju cy ,,0lpaBIaHo MOTpeOHU" 3a yTBphHBame UCTHUHE, a YKOIHKO
ce TakBU JI0Ka3u npoHalyy, onu ce 06e30elyjy, onHocHo korupajy. Ha ocHoBy onpende
yraHa 125k Moxe ce obaBe3aTu JMIEe 3a KOje C€ MPETIOCTaBJba J1a UMa Ca3Hama O
NPUMEHEHIM CUTYPHOCHUM Mepama y pauyHapCKOM CHUCTEMY Ja IPYKH 00aBeITemha o
TOME, OJHOCHO Y CJydYajy €HKpHMuHMje na omoryhu mpuctyn nopauuma. Mebhytum,
W3PUYUTO j€ HaBeJIEHO J]a Ce OBaKO HEIITO He MOXKE HApEIUTH OKPHBJHEHOM HUTH JIUIY
KOj€ je y CKJIaay ca 3aKOHOM 0cii000heHo My>KHOCTH cBeoYeHa (Y TOTIIEy TYKHOCTH
qyBama npogdecuonanue tajue). VMcro tako, y uinany 1251 je HaBeJeHO Ja ce HE MOTY
OJly3€TH PavyyHApCKH IMOJAIM KOje Cy Yy pauyHap yHena juia (Wi y BUXOBO UME) ca
JTy’)KHOIINY 4yyBama NMpodecuoHaHe TajHe (HABOAE CE€ AP)KABHH CIIYKOCHHIM, jaBHU
OCJIeKHUIIM, MEIUIIMHCKO O0CO0Jb€), OCHM aKko He Oyay ocioOoheHW Te AyKHOCTH.

Taxole je peneBanTan uwiaH 1250 xoju npenBuba na ce NpUIMKOM mperpeca ypehaja 3a
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ayTOMaTcKko oOpaay, NMPEHOLICHE M CKIAJUINTEHhEe Nojaraka npoHaly momanu Koju
yKa3yjy Ha M3BpILICHEC KPUBUYHOT JIeNla, jaBHU TYXHWJIAL, OJHOC MCTPaXXHU cyauja (y
da3u TPETXOMHOr caciyliama) MOXE OJIYyYUTH Ja C€ TaKBU MOJAIM YYHUHE
HEJIOCTYITHUM JIOK jé TO TOTPEeOHO J1a ce CIPeud IOBPUICHE WU IMOKYIIaj] JPyror
KPUBHUYHOT JIeJa, IPU YEMY YUHCHE HEJTOCTYIHHM I0/pa3yMeBa: Mpeay3uMame Mepa
pamu crpeuyaBama KOPHCHHKA ayToMmarckor ypehaja wim Tpeher nmuma ma casHa 3a
MIOCTOjab€ TAKBUX MOJATaKa, OJHOCHO Jia ce OHEMOryhH HHXOBO KOpHIINeHke, Kao y
VKJIamkamke TUX Mojaraka u3 ypehaja (y3 nperxoano obe3deheme momaraka 3a morpede
KpuBHYHOr mocTynka). OcuM TOora, mpenBuheHO je 1a ce, YKOJIHMKO je TpeTpec
pe3yiITHpao KONHMpameM TIOojAaTaka, O ToMe O00aBelITaBajy IITO je mpe Moryhe
(oOaBemTaBame ce MOXKE OJUIOKHTU HA OCHOBY OJNTYKE UCTPAKHOT CYJUje YKOIHKO OU
OHO YIPO3WJIO KPUBHUYHHU MOCTYIAK) y MUCAHOM OOJIMKY cieneha Juia: OKpPHUBJHCHH,
KOHTPOJIOP MojaTaka, ipkajal MpoCTOPHje Y KOjoj je BPIIEH mpeTpec. 3aKOH CaAPKH U
onpendy KOjoM ce, paad 3allITUTe NPUBATHOCTH JIMLA KOja Cy MOTOhEH OBOM MEpOM,
NPUKYIUBCHHU TOJIAIM YHUIITABA]y, YAM CE€ YTBPJHU JIa PUKYIUBCHH TIOJAIHN 10 KOJH CEe
JIOIIJIO TIPETPECOM padyHapa HUCY BUIIE TOTPEOHH 3a KPUBUYHY HUCTpary, OCHM
YKOJIMKO jaBHU TY)KWJIAll HE NPOICHU aa O OWiM KOPUCHHM 3a HCTpary y JAPYroM
npeamety) (wiad 125H).

3aKOHUK O KPUBUYHOM ITOCTYTIKY Mel)y crienujamHiuM NCTPaKHUM TeXHHKaMa Koje ce
MOT'Y IPUMEHUTH Y UCTpa3H ojipel)eHuX KpUBHYHHX JIeNa, KOja 10 CBOjOj MPUPOAN HITH
NIOBE3aHOCTH Ca JIPYTUM KPUBUYHHM JIeIIMa MPE/ICTaBIbajy TEIIKY ITOBPEIY BllaJlaBUHE
npaBa, PETYJIHIIe W CIPOBOhEHmE majHoe HA030pa KOMYHUKayuja Koje ce ocmeapyjy
nymem cucmema 3a aymomamcky oopady, npeHoc u ckiaouwmerse nooamaxa. Paama
ce MOX€E OJIpeIUTH MPBEHCTBEHO y TOIJIeAYy KpUBUYHHUX Jejia 3a Koja je mpeaBuieHa
Ka3Ha 3aTBOPa O]l HajMame YETHPH TOJMHE, Ka0 U y IOTJIey TaKCATUBHO HAaBEICHUX
KpUBHYHMUX Jena u3 KpuBuuHOr 3akoHa, Mel)y Kojuma Cy W HEOBIaumIheH MpPUCTYI
pauynapy (138a), meomnamheHo omerame mpucTyna padyHapcko] Mmpexu (1380),
HeoBNamheHo NPUCITYIIKUBake KOMYHHUKAlMja TEXHWYKHM cpencrBuMa (139m),
HeoBJamheHo OMEeTame KOMyHHUKaIlMja TeXHUYKUM cpenctBuMa (1391) u yrpoxaBame
0e3benHoCTH  ymoTpeOOM TeXHUUKMX cpenactaBa (2850). Ilpyxkaomu ycmyra
SNIEKTPOHCKUX KoMyHHuKaiuja (wian 126l) ce obaBe3yjy Ha capajmy Tako ga omoryhe

CHpOBObCI—LC paamke Ha OCHOBY Hape;[6e HUCTpPAXHOT Cy,Z[I/IjC HU34aTC IMOBOAOM Mpeajiora
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jaBHOTr Tyxwmomna. OcuM Tora, Ha capadmy ce Mory o0OaBe3aTH M Jpyra JIMLA, OCUM
OCYMIbMYCHOT, YKOJIMKO C€ MPETIOCTaB/hba Ja HMajy uHH(OpMmammje MmoTpedHe 3a
JIEKPUIIIHA]y eHKPUNTOBAaHUX KoMyHHUKaruja (126m). ¥V ckiany ca wianom 126N jaBHH
TY)KWJIAI] MOKE, aKO TO HaJIaXKy Pa3lIo3u UCTpare KpUBUYHHX JIeJla HABEICHUX Y WIaHy
67, nma on mpyxajama yciyra eJeKTPOHCKMX KOMYHHUKalldja TPaXHTH Ja JOCTaBe
NOJaTKe O KOPUCHHUKY YCIyra U O TOME KOjeé YCIyre eleKTPOHCKE KOMYHHKAIWje
KOPUCTH, Yy MOMEHTY TOJHOIICHA TaKBOT 3aXTeBa WJM Yy HapeIHa TPH Mecela OJ
MOJTHOIIICHa TaKBOT 3axTeBa. OCHM TOra, W IOJIMIMja MOXE O] MpyXajana yciayra
TPaXXUTH JIOCTaBJbambe ciieehx mojataka 0 KOpUCHUKY: UME U Mpe3nMe, aapecy, Opoj
U BpCTy yciyra koje xopuctu (wian 126na). ¥V ckiany ca wiaHoMm 1261 y cinyyajy
CYyMIb€ JIa je OpraHu30BaHa KPUMHHAJIHA IPyIia U3BPIIKAJIA WK JIa TIPUIIPEMa H3BPIICHE
KPUBUYHHX JIela U3 4WiaHa 67, jaBHU TyXWial je oBiamheH (Huje moTpeOHa Hapenda
UCTPXHOT CYAMje) Ja W3Ja HapeAOy MONMIHjH Ja Tpeay3Me paamby TajHOT HaI3opa
KOMYHHKaIFja KOje Ce OCTBapyjy IyTEeM CHUCTeMa 3a ayTOMaTCKy o0pany, MPeHOC U

CKIaAUMIITCHC ITOAaTaKa.

2.5. Uranmja
Y Uramuju cy m3MeHaMa 3aKOHHMKAa O KPUBHYHOM mocTynky u3 2008. roxune™?
U3MEHEHE WM yHEeTe ojJipende Koje MMajy 3a IuJb Ja oMoryhe mpeay3uMame XUTHUX
Mepa 3a 06e30eheme eneKTpoHCKHUX J0Ka3za. Tako, Ha ocHOBY wiaHa 244. 3KII-a, koju
Cce OIHOCHM Ha Tperiea padyHapCKOT CHCTEMa, CyJCKa IOJIMIHja MOXKE HapeIuTH
npeay3uMame CBUX TOTPEOHMX TEXHHUYKHX Mepa y IUJbY EKCIECAWTHBHOT YyBama
nojaTaka oJf U3MEHe WM TyOuTKa, a Ha OCHOBY 4jaHa 2540uc, KOjU ce HENOCpeIHO
OJIHOCH Ha M3/aBame Hapealde 3a XUTHO UyBame I10/1aTaka, Cy/ACKa MOJUIIja MOXKE U
NpyKaoluMa TEIEKOMYHUKAIMOHUX YCIIyTa HapeauTH /a CcadyBajy y HEU3MEHEHOM
005Ky mogaTke o caoOpahajy ocTBapeHHWX KOMYHHKalMja 3a MOTpede KOHKPETHOT
ciydaja 0 joOujama 0700pema O] CTpaHe cyjAa 3a OJly3UMame THX IojaTaka. 3a

npeaysnmame OBUX MEpa, 1o HpaBI/IJ'IYje HOTpC6HO OI[06pCH>C CylJa, aJin aKO TO HAJIAXKy

519 Testo del decreto-legge 23 maggio 2008, n. 92 (in Gazzetta Ufficiale - serie generale - n. 122 del 26
maggio 2008), coordinato con la legge di conversione 24 luglio 2008, n. 125 (in questa stessa Gazzetta
Ufficiale alla pag. 6), recante: «Misure wurgenti in materia di sicurezza pubblica»,
http://www.altalex.com/index.php?idnot=41643.
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pasiio3u M3y3eTHE XUTHOCTH WiM y ciydajy In flagranti, cyncka nosnumuja Moxe 1o
HapeAOM jaBHOT TYXHOIA 3axXTeBaTW OJ OWIO KOr (PU3MUYKOT WIIM TMPaBHOT JIMIA
,»3aMp3aBakbe y HEM3MEHEHOM OOJIMKY™ CBHX BpCTa padyHapckux mnojaraka. Ocum
TOra, TONMIHK je 1aTo M opmamherme Ha OCHOBY 3aKOHA O 3IITHTH IOJATaKa - .
Haume, Ha ocHOBy unana 132. 3akoHa, TEIEKOMYHUKAllMOHH OIEPATOPH U JPYIH
OpPY)Kaolld YCIyra eNeKTPOHCKMX KOMYHHKAlMja AY)KHH Cy Jla 4yBajy IOAATKE O
caobpahajy ocTBapeHHX KOMyHHUKaIHja 3a rnepuoa 10 30 Meceru 3a morpede KpuBUIHOT
IOCTYIIKA, Ma YKOJIMKO Cy TH MOJAaly MOTPEOHM y NPEIUCTPAKHOM MOCTYNKY 3a
OTKpHUBA-E WIN CIPEYaBakbe KOHKPETHOT KPUBUYHOT JIeJia, MOJMHUIIMja MOXKE 3aXTeBaTh
0l TIpyKaJlalia yciIyra eJIeKTpOHCKMX KOMYHHKalHja Ja ux o0e3dene. Mepa moxe
TpajaTu Hajay)Xe JIEBEIECeT JlaHa a W3 ONpPaBIaHUX pa3jora ce HEHO TPajalbe MOXKE
HPOTYXHUTH 10 MAaKCHMAJIHO HIeCT Mecelu. HanmMe, y OKBUPY MCTpaKHUX aKTUBHOCTH
CyJICKa TIOJHIHja U (PMHAHCHU]CKA TOJHIIFja MOTY TPaXXUTH O]l jABHOT TYXKHOIIA J1a M37a
Hapealy MpyKaoluMma yciayra eleKTPOHCKMX KOMYHUKaIlFja 3a Mpeaajy padyHapCKuX
nojiataka NOoTpeOHUX 3a OTKPHBAMk-E KPUBUYHOT Jieja M ydyrnHuoua. HakoH mrTo yrBpan
Jla Cy UCIYHCHH 3aKOHCKHU YCJIOBH, JaBHH TY)KWUJIAIl U3/1aje Hapea0y Kojy ogo0Opasa Cy/.
Cyncka momumuja moTtoM oOaBemraBa mpyxaona HTepHET WM JIpyrux jaBHO
JOCTYITHUX TEJICKOMYHHKAIMOHUX YCIyra KOju MocTynajyhu mo HapenOu npenajy
MOJMIMjY TPETXOJHO CadyBaHE MOJATKE a KOje MOJHIHNja JOCTaBJba HAIUICKHOM CYIY
(wran 256.3KII).

N3menama 3akonuka u3 2008. ronuHe yHeTe cy W ojpende Koje uMajy 3a LuJb Ja
omoryhe Bpilewe nmperpeca paquapa521. Hauwme, y unany 247, xoju onpelyje ycinose 3a
npey3uMame pajibe MpeTpeca MpocTopuja, aomatr je craB 1-bis. YKoiIMko mocToje
pasio3u Jia ce Bepyje Ja ce pauyHapCKu MOAALM PElIeBaHTHH 32 KOHKPETHO KPUBHUYHO
JIeNIo Hanase y MH(OPMAIMOHOM WM TEJIEKOMYHHKAIIMOHOM CHCTEMY, Ipe MpeTpare
THUX CHCTEMa, MPEIy3NMajy Ce TEXHHUYKE MEpe paJd 3aITUTe OPUTHHAIHHUX IOJaTaKa
0]l U3MEHA WJIM YHUUITEHA. YKOJIMKO C€ TOKOM IpeTpeca mpoHaly mojany Koju Mory
UMaTH 3Hayaj J0Ka3a 3a KPUBUYHY MCTpary, oJl JAp)kKaolla padyHapa ce TpaxHu

npefaBamkbe HCTUX, a YKOJIMKO OJ0Wje Ja Y4YMHM, CyJ MOXKe M3/JaTH Hapendy 3a

520 Codice in materia di protezione dei dati personali. (GU n.174 del 29-7-2003 - Suppl. Ordinario n.
123), http://www.normattiva.it/atto/caricaDettaglioAtto?atto.dataPubblicazioneGazzetta=2003-07-
29&atto.codiceRedazionale=003G0218&currentPage=1.

%21y oKkBHpY HACIOBA TPH: ,,CPEACTBA 33 MPUKYILUbabe H0Kaza“ Tpelie KmbHre, Apyro mormaeibe ypehyje
MpeTpec MpoCTOpHja.
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MPUBPEMEHO OAY3MMa-¢ IMoJIaTaka. Y BE3W ca BpIICHeM yBHUhaja, CyJCKa MOJUIH]a je
OyXHa Ja y OJHOCY Ha payyHapcKe NOJaTKe W TNporpaMe MM padyHApCKe W
TEJICKOMYHUKAI[MOHE CHUCTEME IMpeay3Me TEXHHYKe Mepe H 00e30eIu HEeOIXOIHEe
yCIOBE Kako OM C€ OCUTYpalO MHXOBO OYYBake W TNPEAYNPEAHIO MEIIAkEe HU
onemoryhaBame mNpuCTyna, T€ Ja, y3 aJCKBaTHY CTPY4YHY TOJPIIKY, CIpPOBEIE
IyTUTUpPake, OJHOCHO MPaBJbEHE KOMMja Ha JIUIy MecTa TUX ypehaja, Kpo3 Imporeaypy
Koja 00e30ehyje yckmaheHoCT ca  OpUTMHAJIHUM  TNPUMEPKOM UM HETOBY
HenpoMeHJbUBOCT (wiaH 354. ctaB 2). Bpenna nmomMeHa je u oapenda Koja ce OJHOCH Ha
qyBamke 3alUICECHUX TpPEAMETa, Koja n3Mmely ocranor mpeasuha na kaga cy omys3eTu
eJIEKTPOHCKHU ypehaju u pauyHapu, on opuruHana ypehaja u mojaraka NOXpameHHUX Y
IbUMa CTBapajy ce Koluje Ha ojrorapajyhem menujymy y MOCTYIKY KOju 06e36ehyje
NOTIYHY caoOpa3HOCT OopUrMHana u konuje (wian 259. craB 2. u unan 260.ctas 2). Y
cKiIaxy ca wianoMm 352. craB 10HMC YKOIMKO je JIMIE 3aT€YCHO y MU3BPIICHY KPUBUIHOT
Jierna, mpe Hero IMTO MPHUCTYIN MPETPAXUBakYy padyyHapCcKOTr/HH(pOpMaIMoHor crucTemMa,
CylcKa moiuiyja je opnamheHa Ja mpeny3Me TEXHUYKE Mepe y Iuiby oOeszbehema
OPUTHMHAIHUX II0/IaTaKa U CIpeyaBama M3MEHA WM YHUIITEHA aKo IMOCTOje Pa3JIo3n 3a
0ojasaH Ja padyyHAPCKH TOJAIW/TPOTpaMH PEIIEBAHTHU 3a HCTpary MoOry OWTH
n30prcCaHy/ yHUIITCHU.

3aKOHUK O KPUBHYHOM IIOCTYIIKY PETYIHINE npecpemarbe pa3e080pa U Opyeux
KOMYHUKayuja, OTHOCHO TeJIe(pOHCKUX pa3roBOpa W KOMYHHUKallMja KOje Ce OCTBapyjy
JPYTUM TEJIEKOMYHHMKAlMOHUM CpeJICTBMMA. Paima ce MoXXe OJIpeIuTH y IMOorjeny

6°%2, ok wian 266 bis mpommpyje

TEHIKUX KPUBUYHMX Jela y CMHCIy 4jaHa 26
MoryhHoCT ojapehuBama paame U y TOTIeay JPYyrux KPUBHYHUX Jela Koja Cy
U3BpIIeHa YIOoTpeOoM HHPOPMAITMOHUX CUCTEMA U TEIEKOMYHHKAIIMOHE TEXHOJIOTH]E U
TUME J103BOJbaBajyhu mpecperame KOMyHHKaIM]ja KOje ce IPEHOCe MPEKO pauyyHaApPCKUX
cucreMa. Ha mpemsior jaBHOr TyXHoIla CyaMja 3a TMPETXOJHU TMOCTyHaK o;100paBa
U3BPILICHE PaAJkhE YKOJIUKO TMOCTOje 030MJbHE HWHIUIM]E Ja j€ YYUEEHO HEKO Off

HAaBCACHUX KPUBHUYHHUX [J€JIa a4 palkba je HCEOIIXOJHA 34 HAaCTaBJbalkbe UCTpaAre. Axo To

HaJIaXXy pas3jio3u U3y3€THC XHUTHOCTH, jaBHI/I TyXXUJIall MOXE OAPCAUTU NPCAYy3UMaAmC

522 Paji 0 KPMBHUHHM JENHMA 3a KOja je 3ampeheHa 10XMBOTHA KasHa 3aTBOPA MM Ka3Ha 3aTBOPA OJ
HajMame IeT TOJMHA, KPUBUYHUM JIeJIMMa MPOTHB jaBHE aJMHHHUCTpalije 3a Koja je 3anpehena kasnHa
3aTBOpa OJI HajMame IEeT TOJMHA, KPUBHYHHMM JeJIMMa y BE3W ca JAPOrOM M JPYIMM ICHXOTPOITHHM
CyIICTaHIIaMa, KpHjyMUYapemeM U JIe9joM MOopHOrpadujoM, T€ KPUBUYHAM JEINMa H3HYAE, HE3aKOHHUTE
(hMHAHCHjCKE aKTUBHOCTH, MaHUITyJAIl{ja HAa TPXKUIITY, y3HEMHUPaBamka yIoTpeooM TenedoHa.
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OBE pajihe, ajly je 0 TOME JTy>KaH Ja Y poKy oJ 24 yaca 006aBecTu Cy11 KOjy y poky ox 48
gacoBa oJ onapehuBama panme omoOpaBa Hapendy Tyxkuoma (YKOIUKO Hapendy He
NOTBP/IM, pajma ce 00ycTaBiba, a PE3yJITaTH CE HE MOTY KOPHUCTUTH Kao JIOKa3).
HW3Bpiieme pajmbe He MOXKE TpajaTh AyXe o1 15 naHa anu 1o oCHOBY 0100pema cyia ce
MOY€E TPOAYKUTH 0 JIBE HEIEJbe YKOJIMKO U Jlajhe MOCTOje pa3iosu 3a onpehuBame
panme.

OcumMm Tora, Ha OCHOBY 4jaHa Koju ypehyje yzanmheme NOMUIbKH, IpeaBuha ce
na cyln Moxke o0aBe3aTd MpY)Kaolle TEJICKOMYHHKAIIMOHUX yciayra Ja ,,3aruieHe’
€JIEKTPOHCKY KOMYHHKALIU]y YKOJIHUKO C€ MPOLEHH J1a je Y KOMYHUKAIUjH Y4eCTBOBAO
OKpHUBJbEHH WJIM je TIOBE3aHa Ca M3BPUICHEM KpUBWUYHOT nena (wiaH 254). [omumnuja
YaK MOKE Y XUTHHM Clly4ajeBHMa HApEIUTH olepaTepuma ja 3aycrase npociehubame
€JICKTPOHCKE KOMYHHKAIIH]e, aJlk 32 TO MOpa 00€30€JUTH CarjacHOCT jaBHOT TY)KHOLA Y
poky on 48 JacoBa, y CynpoTHOM ce Mepa oOycTaBsba (wiaH 353. ctaB 3). YKOIHMKO je
3aljIeHy Hapeawia TOJHUIMja, Jy)KHA je KOMYHHKanWjy y oaroapajyhem oOmmKy
npenaty cyny 0e3 ojjarama, 0e3 u3MeHa U 0e3 ca3HaBama cajp)kaja KOMYyHHUKAIHje.
Kana ce Hapenu 3aruieHa KOMyHHKAIMja Ha OBaj HAYWH, MIPY)KAOIH yciyra ce 00aBe3yjy
Ja Tpefajy MmojJaTke o KOPHCHHKY, Kao M IMojaTke o caoOpahajy KOMyHUKamuje U O
JOKAlMjU y4YECHWKA Yy KOMYHHKAIMjH, @ KOjU TOJAlM Cy TOXPAmbEeHU Y HHXOBHM
UHPOPMALMOHUM CHCTEMHMA, TIPU YeMy je oMOryheHo W IpeaaBame KOomuja MoAaTaka
(YKOIMKO je TO HYXXHO paayd HOpPMAamHOT (PYHKIMOHHCAma CUCTeMa) alli Ccy Taja y
o0aBe3n Ja mpUMEHe oAromapajyhe mepe na 3aapKe ayTeHTUYHOCT U HUHTETPUTET

nojaraka (wian 254-bis).
2.6. duHCKa

VY ®uHckoj je y wiany 24. 3akoHa 0 Mepama MpoIlecHe HpI/IHYI[€523, a 'y Be3u ca
nperpecom pauyHapckux ypehaja (wiaHoBu 20-23), M3PHUYMTO PETYIHCAHO XUTHO
YyyBame MojiaTaka (Kao Hajor 3a 3aJp)kaBame nojaraka). Kama mocroju onacHoct aa he
Ce pauyHapCKH MOoJIaTaK O] 3Hauaja 3a UCTpary KOHKPETHOT KPUBUYHOT JeNla U3TyOUTH
WM U3MEHUTHU TIpe T00Hjama 0J100pema 3a mpeTpec padyHapckor ypehaja, opran kKoju

je oBnamtheH 1a Hapeau JHUIIeHke c1000/e (Ha oCHOBY wiaHa 9. 3akoHa), oBiamheH je u

523pakkokeinolaki 806/2011, http://www.finlex.fi/fi/laki/kaannokset/2011/en20110806.pdf.
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Ja u3ga Hapea0y y MUCAaHOM OOJIMKY Ja c€ MOTPEeOHU MOJaIl CavuyBajy HEM3MEH-CHHU.
Mepa ce Mo)ke HapeIuTH MpeMa OuIo KoM (PU3MYKOM WIIM IIPABHOM JIMILy KOJU MM y
noceqy WM T1OJ KOHTPOJOM IMOTpeOHE pauyHapcke TmojaaTke (ocuM mpema
OCYMIbMYEHOM), U TO Y MOIJIeJly CBUX THUIIOBa MoJaTaka KOjU Cy YCKJIAIUIITEHU Yy
CHCTEMy, Ila U Ha IMOJAaTKe Yy MOPYIH KOja Ce MPEHOCH y MH(POPMALMOHOM CHUCTEMY
(HapenOa caapKu MOJATKE O U3BOPY, OAPEAMILTY, IyTakbh U BEIMYMHU IIOPYKE Kao U
BpEMEHY, Tpajamby, MNPUPOJU MU JAPYTUM OKOJIHOCTUMA KOj€ C€ OJHOCE Ha TMPEHOC
nopyke). Ocum Tora, 3aHUMJBUBO j€ /1a C€ Mepa MOXKE€ OJJHOCUTU U Ha MOJaTKe 3a Koje
ce mpernocraBiba na he outu ymyhenu padyHapckoM ypehajy, OAHOCHO MPEHETH KPo3
UH(POPMALIMOHU CUCTEM Y BPEMEHCKOM IEPHOAY O/ MECeIl 1aHa O]l MOMEHTA U3/1aBamba
HapenOe. Hamiexxuu opran Huje oBnamtheH Ja ce ylmo3Ha ca CaJp >KHHOM IojlaTaka 1o
nobujame Hapende 3a mperpec pauyHapckor ypehaja. YKoIuko je Bullle Mpyskajara
ycIyra yKJbY4eHO Y KOMYHHUKAIIH]y, Ha/IJIe)KHU OpraH je oBiamheH Ja 3aXTeBa MoJaTKe
notpeOHe 3a HASHTU(UKAIM]y CBUX Mpyxkaiana yciayra. Hapenba ce moxke m3naTu Ha
MaKCHMAaJIHO TPU MEecCela, a aKo HHTEPECH UCTpare TO 3aXTeBajy, TPajalbe MEpe ce MOXKe
IPOIYXKUTH 3a joul Tpu Mecena. Jluie mpema kome je Hapenda u3gaTa JYKHO je Aa
MOCTyNamke 10 HapeaOW dYyBa Kao TajHY, Y CYNPOTHOM C€ MOXXE IPOTUB Hbera
MOKPEHYTH TMOCTYIAaK 32 KPUBUYHO /€TI0 OfaBame TajHe (mpenBul)eHa HOBYAaHA Ka3HA
WIM Ka3Ha 3aTBOpA JI0 TOAWHY NaHa). I3 HaBeAeHOT ce MOe 3aKJby4nuTH Aa je duHcka
y MOTIIYHOCTH HCIyHMIIa o0aBe3y u3 wiaHa 16. u 17. Konsenuyje.

[Tperpec pauyHapckux ypehaja je perynucaH y OKBUpPY HOIyiaBjba 8. 3aKoHa O
Mepama TpoliecHe npuHyze (Taunuje wiaHoBuma 20-23) kao mpeTpara mojataka KOju
Cy TOXpameHH Yy padyHapy, IPYroM TEXHHYKOM CPEICTBY WM HH()OPMAIHOHOM
CHUCTeMYy Yy Bpeme INpeay3uMmama paame. [la Ou ce mperpara mojataka H3BpIINIA
noTpeOHO je aa Oyay HCNymeHa JBa MaTepujajiHa ycioBa: 1. Ja MmocToju pasior 3a
CyMBY JIa j€ M3BPIIEHO KPUBUYHO JIEJIO 3a Koje je Moryhe m3pehu ka3Hy 3atBopa of
HajMame 6 Mecenu; 2. Ja C€ MOXE MPETIIOCTABUTU Ja MpeTpara MOXKE TOBECTH 10
NpoHallaXema JOKyMEHaTa WIM I[oJlaTaka KOju Cce€ MMajy OJy3eTu 3a IoTpede
KPUBUYHOT MOCTYIKA. YKOJIUKO CY UCIYH-€HH OBU YCIIOBH, OpraH Koju je oBiautheH aa
Hapeau JIMIIeHke clioboae (Ha ocHOBY wiaHa 9. 3akonHa), oBnamtheH je W Ja u3na
Hapen0y 3a mpeTpary mojaTtaka moxpameHux y ypehajy. Omnmyka kKojom ce omgoOpaBa

BpILIEH-E MpeTpeca MpocTopHja MOKe Jla 00yXBaTa M MpeTpary TeXHUUKUX ypehaja u
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WH(OPMAIMOHUX CHUCTEMA 3a KOjeé Ce MPETIOCTaB/ba Ja Cy Yy MPOCTOpUjU. Y TOM
ClIy4ajy ce MpUMemYjy CBe oApende 3akoHa Koje Bake 3a mperpec craHa (oapehene
mporeaype M ImpUCycTBO ojapeheHux auia y cMuciay wianoBa 5-13 u 19. 3akona).
[Ipetpara ypehaja ce moke u3BpmUTH U 1a Ou ce ypehaj BpaTHO BIACHUKY, YKOJIHKO
MOCTOjU CyMIba JIa j€ OJy3eT OJ TOT JIMIa Y BE3HM Ca M3BPIICHEM KPUBUYHOT JeTa.
[Tperpara monmaraka ce, 1Mo MpaBUiTy, BPIIX Ha JUILy MECTa, a YKOJIUKO je HHUje Moryhe
W3BPIIUTH HA JIMIy MECTa, MOJUIMja MOXKe omy3eTu ypehaj. Jlume koje mocemyje uiau
obpalyje mH(pOpPMAITMOHK CHUCTEM je TY)KHO Jia Ha 3aXTeB OpraHa IOCTYIKa IMPYXKH
uH(popMalrje moTpedHe 3a crpoBoleme MpeTpare Mmojaaraka cajapkaHux y ypehajy (o
yeMy ce JIMIy MOXKE Ha H-eroB 3aXTeB M3/aTH moTBpaa). OBakaBa obaBe3a ce HE MOXKE
HAMETHYTH OKPUBJHEHOM HHTH JIMIIMMA KOja Cy y CKJIaJy ca 3aKOHOM HMajy IMpaBo,
OJTHOCHO o0aBe3y Ja o10ujy cBemouewe (y CKIaay ca TMOrjaB/beM 7, WIaHOM 3,
cTaBoBuMa 1. u 2).

3akOH O MepaMa TpOILECHE MPHHYIE JIECETO MOTJaBibe MocBehyje MPUKPUBEHUM
MepaMa MpuHyJAe Koje ce onapelyjy kama moctoju BepoBaTHOha Ja ce HHUXOBOM
OpUMEHOM MOke Johu 10 mHpopMalMja KOPUCHUX 3a pa3jallibehe KPUBUYHOT JIeNa,
1I0JT YCIIOBOM J1a j€ H’hUXOBa MPHMEHa MOTpeOHa U Of U3y3eTHOT 3Hauaja, TaKo Jia ce ca
W3BpIIABabEM TIPECTaje W IMpe MCTEKa BPEMEHCKOT Tepuojaa 3a Koje cy oapehena
YKOJIMKO Cy UCTTYEH-€HH IUJBEBH WJIH Cy NIPECTANIN pasiio3n oapehuBama pagme. Y wiany
3. mornaBsba ypehyje ce mpecpemarve KoMyHukayuja, 0OHOCHO HAO30p U CHUMAIbE
nopyKa Koje 11ajbe OCYMEBHUYEHO JIMLE WU CYy BheMy yrnyheHe, a Koje ¢y rnociaTe Wiu ce
IpeHoCce MPEKO pauyHapCcKe KOMYHHUKAIMOHE Mpeke Kako OU ce cazHao caJipikaj mopyka
W yTBPIWJIM Tojanud o caoOpahajy xomynukanuje. [Ipecperame KOMyHHKAIIM]ja MOXKE
OUTH yCMEpeHO WM Ka oipel)eHoj ajpecu y pauyHapCKOj MPEXHU UM Ka TEPMUHAITHOM
ypehajy 3a Koju ce MpeTnocTaBsba J1a KOPUCTHU JIUIIE OCYMIbMUEHO 3a TEIlIKa KPUBUYHA
Jiefa TaKCaTMBHO HaOpojaHa y craBoBuMa 2-5. wiaHa 3. OcuM TOTa, YKOJHUKO CY
HaBeJieHe NOopyke W ujeHTuuKkyjyhu noxamm>* y BE3M Ca BHUMa HEIOCTYIHE 3a
npecperame, MOJIMIUja MOXKE TPAKUTH HHXOBO OJy3UMambe, OJHOCHO KOIUPAWmE U3

UH(POPMALIMOHUX CHUCTEMA Mpy’Kajlala yciiyra eJeKTpOHCKMX KOMYHMKallWja, Y CKIaay

524y mornmeny maentudukyjyhux nomaraka 3akon ymyhyje Ha umam 2. cTaB 8. 3akoHa O 3aIITHTH
MPUBATHOCTH €JIEKTPOHCKMX KOMYHHKaIlMja, y KOM Cy OHH ozapeljeHH Kao rmojany momMohy Kojux ce Moxxe
YTBPAWTH HACHTUTET KOPHCHHUKA a KOjU ce o0pal)yjy y TeIeKOMYHUKAIIMOHNM pPadyHAPCKUM MpexaMa
paay mpeHoca WK CKIaAUIITEHha ITopyKa.
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ca wiaHoM 4. (padrwa npukyn/barba nopyKa Ha Opyeu HayuH y 0OHOCY HA Npecpemarbe
komyHukayuja). OIUTyKy O Mpeay3uMamy OBE JIBE Pamhe JOHOCH CyJl Ha 3aXTEB jaBHOT
TY)KHOIIA, Y KOM CE€ HaBOJHM KPHUBHYHO JIEJIO 33 KOj€ Ce€ JIUIC CYMIbUYU, UME U MPE3UME
OCYMILHYCHOT, OKOJHOCTH M3 KOjUX MPOW3Ja3H Jia Cy HWCIYEHCHH YCIOBH 3a
onpehuBame paname, agpecy y padyHapCKO] MpEXH WM TepMHHAITHU ypehaj koju cy
peaMeT Mpeay3uMama paambe. BpeMeHCKH iepro] Ha KOjU ce€ OBE pajmke oapehyje He
MOXe OMTH JyxH of Mecell naHa. OcuM pajme mpecperamba KOMyHHKAIMja U PaIibe
NPUKYIUbamkha MOpyKa Ha APYTd HAYWH Yy OJHOCY Ha NpecpeTame KOMYHHKAIHMja, 3aKOH
y 4iaHy 6. mpeaBuha u padwy Hao3op Hao nodayuma o caoobpahajy komynukayuje. OBa
panma ce onapehyje pamu TpuUKyIUbamka HACHTHPHUKYjyhHX MMomaTaka IMOBE3aHUX ca
MOPYKOM KOja je Mociara Wik IpuMJbeHa ynoTpedom oapeheHe aapece y pauyyHapCKoj
MpEXH WM TEPMUHATHUM ypehajumMa, Kao M TMojaraka O JIOKAlMju ajpece Y
padyHapcKo] MpeXH WIM TEepMHHAIHOT ypehaja, wimm pagm mpuBpeMeHOr
onemoryhaBama kopumhema anpece/ypehaja. Cyn usnmaje HapenOy 3a Npeay3uMame
OBE€ Pajib¢ aKo MOCTOjU OCHOBU CYMHbE JIa j€ JIMIE YUMHWIO KPUBUYHO JIEJIO 32 KOje je
3anpeheHa kKa3Ha 3aTBOpa y Tpajamy OJ1 HajMamke YSTUPH TOAMHE WU OJ HajMame JIBE
TOJMHE YKOJMKO je JeNI0 YYMELEHO YNOTpeOOM aapece y padyHapCKOj] MPEXH WIH
onpehenor TepmuHamHOT ypehaja wim je YIMEHCHO HEKO O]l TAaKCATUBHO HAOpOjaHUX
KpuUBHUHUX 1ena (mehy kojuma cy © Jena MpoTUB 0e30€qHOCTH padyHapCKHX
nojaraka). Hanzop nojaraka o caobpahajy Moxe ce OJpeIuTH U Y CKJIaIy ca YWIaHOM 7,
VKOJIMKO TOCTOjH carjacHocT juia (omTeheHor nmuia M cBenoKa) Koje ydecTByje Y
Ha/[3MPaHOj KOMYHHUKAIU]H, YKOJIUKO TIOCTOj€ OCHOBU CyMIbE JIa je YIYHEHEHO KPUBHYHO
JIeNo 3a Koje je mpenBulieHa Ka3zHa 3aTBapa OJf HajMame JBE TOJMHE WU e JENIO
YYMEEHO YIOTpeOOM ajpece y padyHapCKO] MPEXH WM oapeheHor TepMuHAIHOT
ypehaja nim je noBpeheHo orpaHnueme KOMyHUIMpama ca ogpeheHuM JuiuMa Uin ce
pamd o 3I0CTaBibamy KpTBE mpoctutynuje. OcuM TOra, MOKE C€ HapeIUuTH
NPUKYIUbAkE MMO/IaTaKa O JIOKALHWjU ajpece y padyHapCKOj MPEXH WIA TEPMHHATHOT
ypehaja 3a koje ce mpeTnocraBiba Jja UX KOPUCTH OCYME-HUYCHH 32 HaBelleHa KPUBHUYHA
Jena y wiaHy 6. Koju je y OeKCTBY, OJHOCHO M30eraBa KpuBMYHH mocTtymnak. OuIyKy o
HaJ30py mojaraka o caoOpahajy JOHOCH CyJl Ha 3aXTEB JaBHOT TY)KHOIIA, AJTH YKOJIHKO
TO 3aXTE€Bajy Pa3lIoO3U XUTHOCTH, jABHU TYXHJIAI] MOXE HAPESIUTH TPEIy3UMambe OBUX

palliby alK je AyKaH Ja y poKy of 24 gaca o ToMe 00aBeCTH CyJl KOjU MOXe J1a TOTBPIH
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WIA TIOHUIITH OJUTYKY jJaBHOT TYXHOIA, Y KOM CIIy4ajy Cc€ MPHUKYIJbEHH IMOJAI HE
MOTY KOPUCTUTH. Y OJUIyLIH CyJia C€ HABOAW KPUBUYHO JIEJIO 32 KOje Ce JIMIE CyMIbUYH,
UME M TPe3UMe OCYMEHYCHOT, OKOJIHOCTH W3 KOJUX IMPOU3JIa3u Ja Cy HCIYHCHU
YCIIOBH 32 OJjpeljuBame pallibe, EBEHTYaHy cariacHOCT omTeheHor/cBeoKa, aapecy y
padyHapcKOj MpEXH WIM TEPMUHAIHU ypehaj Koju cy mpeaMeT Mmpeay3uMama pajibe.
Unan 10. npeasuha moryhHOCT npuxynmarwa nodamaxka o0 6asnux cmanuya. Haume,
Ha OCHOBY Hapezn0e cyaa, a 0e3 e y M3Y3eTHO XHTHUM Ciy4ajeBuMa (y3 HAKHATHO
olo0peme cya y poky oJ1 24 yaca), jaBHU TY)KHJIAIl MOKE TPAKUTH MOIATKE O aJIPECH y
padyHapCKOj MPEXH WIM TEPMUHATHOM ypehajy Koje je OCyMEIHYEHO Juie (3a aerna
HaBEJCHA y WiIaHy 6) KOPUCTWIIO J1a Ipeko onpeheHnx Oaznux craHuia Ha oapeherom
MecTy M y ojapeheHO Bpeme NpHUCTyNH TEICKOMYHHUKAIMOHO] PavyyHApCKOj MPEXKH.
Omnyka cyaa calIpKd IOJaTKe O KPUBUYHOM JETy, OIKC OKOJHOCTH M3 KOJUX
NPOM3JIa3H JIa Cy UCITYE-CHH YCIIOBH 32 oJpelhuBame pajmbe, BPEMEHCKH TEPHOJ 32 KOjH
ce Tpaxke mojanu W ojapehuBame 0a3He cTaHUIE Koja je mpeamer panme. Ocum
HaBeJIeHUX paJbH, 3aKoH y uiany 23. ypehyje paowy mexnuukoe naozopa ypehaja xoja
nojpasymeBa Haju3op W npaheme omepanuja y oapeheHoM padyHapy WU Apyrom
TEXHUYKOM ypehajy Wi mojaTaka moxpameHUX Y lbuMa alld He M ca3HaBame cajapxkaja
nojgaraka. Panma ce MOXE OApPEIUTH YKOJIUKO j€ OJ M3y3eTHE BAXKHOCTH 32
pazjammemne oape)eHnX TemKuX KpUBUYHHX Jerna (wian 16.ctaB 3) U TO y Tpajamy 10
Hajayxe mecell JaHa. OyKy JOHOCH Cy[, a OHa CaAp KK OCHM I10/1aTaka O KpUBUYHOM
Jiely W OIuca YHMEGHUIA M3 KOJUX HPOMCTUYE OINpPaBJaHOCT INpPUMEHE Mepe H
onpehuBame TEXHUYKOT ypehaja wim mporpama Koja je mpeaMeT Haazopa u npahema. Y
[IWJbY TIpeay3uMamka CBUX HABEJICHUX pabH, OJIIYKOM cyaa ce oapelyje Koju opras je
HaJUIe)KaH 3a U3BpIIaBamke paimu U oBjlamhyje ra y ckiamy ca wiaHoMm 26. 3akoHa aa
MHCTAJIUpa WIN YKJIOHH ypehaj, mporenypy Wiu Hporpam paad TEXHHYKOT Haa30pa
onpeheHor nHPOPMAIMOHOT CUCTEMA, Kao M Ja 3ao0ube, peuHCTaNMpa WX Ha JPYTH

aJIeKBaTaH HAYMH NPUBpPEMEHO OHEMOTryhu Mepe 3alThTe y HH(POPMALIMOHOM CUCTEMY.
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2.7. Jletonuja

3aKOHMK O KPHBHYHOM IOCTYIKY Jlemonuje®® ypeljyje ¥ murame eKcrieaHTHBHOT
qyBamka padyHapckux mnoxaraka (wiaH 191) u mnuTame mapuujalHOr OTKPHBAMba
nojgaraka o caobOpahajy ocTBapeHux KomyHHKanuja (wian 192). HMcrpaxuress u3
noceOHe jeAMHUIIE TONUIje 3a 00pOy MPOTHUB KOMITjYTEpCKOT KPUMHUHAIA U 3AIUTUTY
MHTEJIEKTyaIHe CBOjUHE MOXKE HapequTu vy (Omno KoM (PU3MYKOM WM TPaBHOM
JUIly, YKJbY4YyjyhM W Tmpykaole yciyra eJIeKTPOHCKE KOMYHHKAIWje), Koje uMma y
NOCeAy WM BPUIM KOHTPOJY HaJ PadyyHApPCKHUM CHCTEMOM Y KOM Cy YCKIIQAWIITEHU
noTpeOHHM MOJAIM /1a UX cadyyBa y HEU3MEH-EHOM OOJMKY 32 MEPUOJ 10 TPUAECET daHa
(a Taj mepuo MOke OUTHU MPOIYKEH MO 0JOOPEHY UCTPAKHOT Cy/AH]j€ 32 jOII TPUAECET
naHa). HapenOa ce onHocH Ha 4yBame OMIIO KOje BPCTE pauyyHApPCKUX MOJIaTaka Koju Ccy
PENIeBaHTHH 32 UCTpAry, a UCTPAKUTEp MOXE IO OJ00pemy HCTPAKHOT Cynuje 1a
TPaXXH O MPYXKaola ycJIyra eJIeKTPOHCKMX KOMYHHUKaIlFja 1a OTKPHje U Mpeaa MmoaaTke
HOXpambEHEe y EIEKTPOHCKOM HH(POPMAIIMOHOM CHCTEMY KOjH Cy CauyBaHHU.

VY unany Koju perynuiie Bpiiewke yBuhaja (wian 160) HaBeACHO je a YKOJIHKO Ce
TOKOM BpIIema yBuhaja mojaBu moTpeda a ce M3BPIIM MPETPEeC MPOCTOpHje WIH
npenMeTa, To je Moryhe caMo y CKaay ca oApea0ooM Koja peryiuiie BpIICHe peTpeca,
3a mTa je moTpedbHo o0100peme ucTpaxkHor cyauje. Mcrpaxun cyauja Hapehyje nperpec
cucTeMa 3a ayTroMaTcKy oOpajy mojaTraka (WM Jefla CHUCTeMa) YKOJHMKO MOCTOjU
BEpoBaTHONha Jja ce y cHCTeMy Haja3e eJIeKTPOHCKH JI0Ka3u (a TO Cy y CMHUCIY 4jaHa
136. undopmanuje o oapeheHUM UHEHUIIAMa y EJNEeKTPOHCKOM OOJIMKY Koja je
obpahena, moxpameHa WK Ce MPEHOCH y ypehajuma uim cucteMuMa 3a ayTOMAaTCKy
oOpany moaaraka). M3puunrto je npeasubeHo 1a ce mperiiea cucreMa 3a ayToMaTcKy
o0OpaJy mojaraka He BpIIM Ha JIMIly MECTa, HEro Jla ce CHCTeM (WIM HEroB JIe0)
0/ly3UMa, Ha Ha4YMH J]a C€ HE M3MEHHM WHTETPHUTET Mojaraka koje campxku (wian 160.
ctaB 6). Y ckiany ca uigaHoMm 219. mperpec padyHapa ce BpIIM pajd NpOHaJaXermha
NOXpameHNX padyyHapCKUX MOoJaTaka M OCTBapUBama MPUCTYNIa TUM MoJanuMa, a
Moryhe je oIpequTH M YKIamame oapeheHux mnomataka 0e3 3Hama JHIA Koje je
BJIACHUK WJIM JpiKajlall CHCTeMa, Kao W TPaBJbEHE KOMHja TMojaTaka W CUCTeMa Y

HEIUHUA. YKOJMKO IIOCTOjU MoTpeda 3a MpUCTyN IMojJaluMa Kojuma je Moryhe

%2 Krimindlprocesa likum, http://www.knab.gov.lv/uploads/eng/criminal_procedure law_2014.pdf.
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NPUCTYIUTH NPEKO CUCTEMA KOjU je IMpeIMET MpeTpeca, MoJMiyja je opiamheHa aa to
YUMHU ¥ 0€3 HOBE OJJIyKe UCTpaKHOT cyauje. [lomuiuja Moxe HapeIuTu JIUIy Koje je
BJIACHUK WJIM JApKajall eJIeKTPOHCKOT MHPOPMAIMOHOT cUcTeMa (a TO je B (PU3HYKO U
NpaBHO JHMIIE Koje oOpalyyje, CKIQAMINTH WJIM MPEHOCH TOJAaTKEe Yy EJIECKTPOHCKOM
UHPOPMALIMOHOM  CUCTEMY, YyKJbYdyjyhu © mpyxkaoma yciayra eJIeKTPOHCKUX
KOMYHHKAIIMja) A2 Mpeay3Me CBE HEOMXOAHE PaIhe /1a Ce 0uyBa MOTIIYHOCT ojpeleHnx
padyHapCcKHX MoJaTaka 3a MOoTpede KPUBUYHOT IMOCTYNKA, K0 M HEIOCTYITHOCT THUX
nojaraka JAPYyruM JIMIUMa, W TO 3a nepuon no 30 maHa, KOjU ce TEepUOoJ MOXKE
MPOIYKUTH 32 jOIII TOJMKO Ha OCHOBY OJUTYKE UCTpaxkHOT cynauje. Takohe, momnwimja
MOXE HAapeIUTH JHIY Koje Haariaena (QyHKIHMOHUCAKE padyyHapCKOr CHCTEMa WIIN
o0aBJpa 3aJjaTKe y BE3M ca O0OpajoM, CKJIQIUINTCHEM HIIM IMPEHOCOM IojaTaka y
cucTeMy Ja mpyxu HH(MOpMaIuje MOoTpeOHe 3a Mpeay3uMare IMpeTrpeca, Kao U Ja
npeay3Me HEONXOJHE TEXHHUYKE Mepe Ja Ce OCUTypa HWHTETPUTET padyHapCKHX
nojaTaka, a HApOYHUTO Ja ce yurHe HepocTynHuM Tpehum mumuma. Ocum Tora, Ta JIuna
ce obaBe3yje Ha JY)KHOCT Jla Kao TajHy YyBajy YME-CHUILY Ja Cc€ Mpeay3uMa MpeTpec,
Ka0 U Ha MOCIIE/IUIIE HEeTIOCTYIIamka 110 HCTO).

Mehy noceOHUM JTOKa3HUM pajilbaMa 3aKOHHK y wiaHy 215. nmpeasuha U KOHTpOITY
1oJIaTaka KOjU Cy IMOXPamkeHu y CUCTEMUMA 33 ayTOMAaTCKy 00pay mojaraka (tauka 3).
Oga moceOHa JT0Ka3Ha pajilba MOXKE OJIPEIUTH Y MOTIIey Mamke 030MbHUX, 030MIBHHUX H
HAPOUYNTO 03GHJBHUX KPUBHUHKX AENa°20, pay MPHKYILUbabha caMo OHHX HH(pOpMaLHMja
MOTPEOHMX 32 TOKA3WBabe YHHCHHUIIA Y KPUBUYHOM MOCTYIKY 32 KOHKPETHO KPUBUYHO
JIeNI0 WM 32 JIOKa3uBamke JPYror KPUBHYHOT JieJla 3a CIpeuaBambe HEMOCpeAHe U
3HaYajHE MpeTHE Mo jaBHy 6e30eaHocT (unan 211). KpuBuuHa nena moBoioM KOjUX ce
MOX€E OJJpeJMTH OBa paJa Cy CBa 3a Koja je Moryhe oJIpeauTH Ka3Hy 3aTBOpa O]l
HajMambe TPU Mecela, TaKko /1a 3aKOH OBY paj/ilby TPETHpa Kao MoceOHy He ¢ 003UpOoM Ha
TEXKWHY KPUBHUYHOT Jiena, Beh 3aro MTO Cy NPHKPHBEHE, OJHOCHO BpIIe ce 0e3
o0aBerITaBama JIMIa Ha KOje Ce OJTHOCE.

Mebhy noceOHMM OKa3HUM palilbama JIemoHCKU 3aKOHUK O KPUBHYHOM MOCTYIKYY

ynany 215. mpeaBuba W Haodzop komyHnuxayuja Koje je ocmeapyjy ynompebom

526 KpuBuunu 3aKoH oapeljyje KaTeropuje KpHBHYHKX €A, TAKO IITO Cy Mame 030U/bHA OHA KPHBHYHA
Jieria 3a Koje je moryhe mu3pehu xa3Hy 3aTtBopa ox1 3 Mecela 70 3 ToIMHe, 030MJbHA Cy OHA KpUBHYHA Jeja
3a koje je Moryhe u3pehu kazHy 3aTBOpa 01 3 10 8 roAnHA, a HAPOUUTO O30MIBHUX CY KPUBHYHHX Jiefia 32
Koje je moryhe m3pehm ka3Hy 3aTBopa ox HajMame § TOAWHA WM JOXKHBOTHY KasHy. Umam 7. K3:
http://www.knab.gov.lv/uploads/eng/the_criminal_law2014.pdf.
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mexHuykux cpedcmaga (Tadka 2) U KOHMPOIY caopicaja nooamaxa Koju ce npeHoce
(tauka 4). OBe moceOHe TOKAa3HE Palllbe MOXKE OJIPSIUTH UCTPAXKHH CyIHja Y MOTIEHY
Mamke O30WJbHUX, O30MJBHMUX U HApOUUTO O30MJPHUX KPUBHYHHX Jefia, paau
INPUKYIJbalba CaMO OHUX HH(poOpMaIHja MOTPEOHHX 3a JOKA3UBAKE YHUICHHUIA Y
KPUBUYHOM IOCTYIKY 32 KOHKPETHO KPHUBUYHO JICTIO UJIU 32 CIIPEUaBambe¢ HEMOCPEIHE U
3HauajHe MpeTHhe Mo jaBHYy Oez0emanoct (wian 211). Hamzop Tenedona m apyrux
cpelcTaBa KOMYHUKaluje Oe3 3Hama YYeCHHKa Y KOMYHMKAIMjU WM MOIINJbaola U
npuMaolia HHhopMaIfje MoKe OAPEIUTH UCTPAKHHU CyJHja aKo IMOCTOju BepoBaTHOha
Ja Ce W3 pa3roBopa WM MNpeHeceHHX HWH(popMaluja MOTy JOOUTH HHGOpMAaIje
noTpeOHEe 3a JIOKa3HMBakEe OKOJHOCTH Yy KPUBHYHOM IOCTYIIKY a TO HHje Moryhe
ocTBapuTH Ha Apyru HauumH. Ocum Tora, uman 220. mpensuba na ce mpecpemarve,
NPUKYN/bAIbE U CHUMAFEe N0O0Amaxa Koju ce npeHoce y CUcmemuma 3a aymomamcky
0bpady nooamaxa ynorpedboMm ypehaja 3a KoMyHUKanujy 0e3 3Hama BIIACHUKA WIIH
JpXaona TOT CHCTEMa, MOXE OJIPEOUTH YKOJMKO IOCTOjH BepoBaTHoha ma ce u3
NPUKYIUbEHUX TMOJaTaka MOry nobutu wuHdopmaiyje MNoTpeOHE 3a O0Ka3HBaHmE

OKOJIHOCTH Y KDUBUYHOM IOCTYIIKY.
2.8. Hopgemka

VY Hopsenikoj 3akoHa 0 KpUBUYHOM HOCTyHKy527 caJip’)ku Hemanu Opoj ozapenadba
Koje cy uHTepecaHTHe. Ha nmpempecare pauyHapa nmpuMemyjy T€HepaiaHe oJpende o
npetrpecy (wranoBu 190-202). [Iperpec npocropuja, APyrux MpOCTOPHja 3a CTAHOBAHHE
U CKJIAUINCHE MOXKE C€ M3BPIIUTH YKOJIMKO CYy y BIACHHIITBY JIMIIA 332 KOj€ TOCTOjH
CyMHa J1a je U3BPILWIO KPUBUYHO JIEJIO 3a Koje je Moryhe oapeauTu Kas3Hy 3aTBopa, a
YKOJMKO Cy Yy BJACHUIITBY JpYTUX JHIe, Nperpecame je Moryhe y cienehum
CUTyallfjaMa: ako jeé KPUBHUYHO JIEJI0 M3BPIICHO Y TH MPOCTOpHjaMa WM je y BbHhMa
yXallleH OCYMIHMYEHM WIM je yxBaheH Ha Jely WM aKo IIOCTOje HapouyuTa
BepoBapHuoha /1a 11e y TUM NpOocTOpHjaMa MOXKe MpoHahy OCyMI-MUEHH WM TParoBU U
JIOKa3u TOTpeOHM 3a TOKpeTame KpUBMUHOr mocTynka. [Iperpecame je moryhe
W3BPIINTH WM Y3 CarJIACHOCT JIp’Kaolla MPOCTOpHje WM IMpeIMeTa JaTy y IMHCAHOM

00JIMKY WJIM Ha OCHOBY OJJIyKe cyla (y M3Y3€THHM CIIy4ajeBUMa YKOJWKO TO HAJIAXy

%27 Koncomumosas Texer Lov om rettergangsmaten i straffesaker (Straffeprosessloven) 53/2006 gocrymnan

je Ha cnenehem nmuaky: http://www.ub.uio.no/ujur/ulovdata/lov-19810522-025-eng.pdf.
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pa3io3u XWUTHOCTH, OJUTYKY MOXKE TOHETH W jaBHHM TYXKWJAll, ald je MOTPeOHO aa
HAKHAJHO o100peme Te omiyke aa cyn). CiaydajeBu y KojuM je 6e3 oryke moryhe
U3BPIINTH TIpeTpec Hucy mnpensulenu. Ilperpecame Bpimu mosumiyja, y HPUCYCTYje
jemaH CBEIOK, KOjH MOTIHUCYje 3alUCHHK. JemHa oapenda ce WU3PHYUTO OJHOCH Ha
nperpec ypehaja u cucrema 3a ayromarcky oOpanay mnonaraka. Ymanom 199a
npenBul)eHo je JAa cy CBa JIMIa KOja MMajy KOHTPOJIY HaJ CHUCTEMOM JIy>KHA Ja TPYKe
o0aBeIITemha HEONMXOJHA 3a MPUCTYI TOJalKMMa TOXpPAamkbeHUM Yy HUMa, jep ce Y
CYIIPOTHOM NPOTHB HHX MOXE TOKPEHYTH IIOCTYIaK 3a KPHUBHUYHO JIEJI0 OMETama
npaBJe.

[Ipenvetn (v padyHapCKW MOJAIM) KOjU MOTY HMMAaTH 3HA4aj J0Ka3a 00y3UMAajy
NPUBPEMEHO JIO JIOHOIICHA MPABHOCHAXHE CYACKE OJIyKe. Y Ciydajy JA00pOBOJbHE
npeJaje mpeaMeTa, jaBHU Ty>Kuilall JOHOCH Hapea0y o y3anmhewy npeamerta (U MoJuluja
MIPHJIMKOM BpIIICHA MPETPeca, aJld j& O OTME JAYyXHa Ja 00aBECTH TYXKHOIA). Y TOorjieny
MUCaHUX JOKYMEHTa WM JPYrHuX NpeaMeTa KOjH CaApXkKe H3jaBe JHMIa Koja Cy
ocnoOoheHna ayXHOCTH CBelOYEHa WM MOTY OJOUTH Ja Jajy McKa3 300r oabeBe3
qyBama Mpo(ecuoHaNIHEe WIH CITY)XOSHE TajHe, Oy3UMarkhe Ce MOXKE U3BPIIUTH CaMoO Ha
OCHOBY OJUTyKe cyna. Jluie o1 Kora ce oay3Majy MpPeAMETH, Y CBaKOM CIIy4ajy MOXKe
TPKUTH TIPCHCIIUTUBAKE OJITYKE TYXKHUOIA Off CTpaHe Cyda O 4eMy ce obaBellTaBa
OPUIMKOM O/y3UMama IpenMeTa, HO MOCTOju MOTYhHOCT Ja ce TakBa O0aBelITeHe
OJITIOKE YKOJIUKO C€ pajid O KpUBUYHOM JIeTy 3a Koje je mpeaBuleHa ka3zHa 3aTBopa oj1
HajMame IIEeCT MECEIH.

[TocebHO je peryimcaHo o00dysumarbe nucama, NOWUBKU U OpYeUx cpeocmasa
komyHukayuje (amanosum 211-213). Ilomra u omeparepu KOju TIPYKajy YCIyre
MpHUCTYNa EJIEKTPOHCKO] KOMYHHUKAIMOHO] MpPEXH WM Jpyre Yciayre y Be3u ca
€JIEKTPOHCKUM KOMYHHKaIlMjaMa JY)KHH Cy Ha OCHOBY CYJCKE OJUIyKE Ja Tpenajy
MOIIMJbKE YKOJIMKO MOTY MMaTH 3Haua] Jokasza. ObaBe3a mpeiaje MommbKU OJHOCH CE
Ha CBE BPCTE€ KOMYHKaIIMj€ YKOJIUKO MOCTOjU CYMIba JIa j€ U3BPIICHO KPUBUYHO JIeNa 32
Koje je mpenaBuleHa Ka3Ha 3aTBOpa O] HajMame IIECT MECElU. YKOIHUKO TO Pa3io3u
XUTHOCTH 3aXTEBajy, jaBHM TYXWJIAall MOXXEC HApPEIUTH OBHUM JIMIIMMa Ja 3aJpiKe
MIOIIHMJBKE IO JIOHOMIEHa CYJICKE OJUTYKE, ald He JyKe O] Helesby JaHa. M3puunro je
npeaBUhEeHo Jla ce HU jeHa moiuibka (OUIo Koje BpCTe KOMYHAKIMje) He oTBapa 0e3

OIUTYKE Cyda UJIN CAIrJIaCHOCTH IOIINJbOIIa UJIKU ITpUMaola AaTy y NMCaHoOM O6J'II/IKy. Cse
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MOIINJBbKE KOje HUCY O 3HaYaja 32 KOHKPETaH IMpeaMeT, mpociielyjy ce Iuily Ha Koje Cy
ajJipecupane, a moTpedHe ce mpeajy TYKHUOILY pagy Jajber MOCTyHama.

Unan 215a perynuie xumuo obezbehusarne pauynapckux nooamaxa M MpUMEmBY]e
CE Ha CBE BPCTE payyHApCKUX MMOJaTaKa M y NOTJIeAy CBUX KpUBHUYHUX nerna. Hapmexxnn
JaBHU TYXHJIAIl MOXe HM37aTh Hapeady Aa ce oOe30ene yCKIaJWIITEHH PadyyHapCKU
noJany KOju MOTY MMaTH 3Hayaj €JIEKTPOHCKOT J0Kasa, YKJbydyjyhn U mopatke o
OCTBapeHUM €JIEKTPOHCKUM KOMYHHKalHjaMa KOjH Cy y MOceldy MpyXkaolla yciyra
NPUCTYIIAa MPEXKH WM IPYTHX yCIyra eJIeKTPOHCKHX KOMYHHKAIIHMja, U TO 33 MEPUOJ 10
neseneceT Aana. Hapenba ce mpeko mosmnuje ynyhyje (eIeKTpOHCKOM IMOIITOM HITU
dakcoMm, y3 TpPeTXOAHO 00aBJbEHU Tele(OHCKH pPa3roBOp) KOMIIAHUJU TIPYKAOILY
yCIyre KO0joj Ce Hajlaxe Ja cayyBa PeJCBaHTHE MOJAaTKe, a KOMIIaHHWja je Ay)KHa Ja
HAKOH IOCTYIMamka MO HAJIOTY MOTBPIU (EICKTPOHCKOM MOIITOM WK (hakcoM) aa je
cauyBajla TPaXCHE padyHApCKe MOJATKE M TO 3a onpeleHn BpPEMEHCKH TEepHO.
OcymmHueHO JHIe ce o0aBemraBa o0 MpPeay3eToj MEprU OJMax HAKOH IITO Cy MOJalu
06e30ehenu.

3akoH y 16. mornamBjby peryjuiie Haa30p KOMYyHHUKaiuja (OJHOCHO, Haa30p
KOMYHHKaIuja U KOHTpoiry ypehaja 3a komyHukanujy). Cymx Moke HapeIuTH HAO30p
KOMYHUKAyuja Xoje ce ocTBapyjy ynorpedbom tenedoHa, padyHapa u Ipyrux ypehaja za
€JIEKTPOHCKY KOMYHHKAIIH]Y 3a KOje ce MPEeTHOCTaBjba Aa Cy Y BIACHHUINTBY MJIH Ja MX
KOPHUCTH JIUIIE OCYMEIMYCHO Ja je YYMHWIO WM Jla TPUIIPEeMa W3BPIICHE KPUBHUHUX
nena 3a koja je 3ampeheHa kasHa 3aTBopa oa HajMame 10 rommHa 3aTBOpa WM
TaKCaTUBHO HABEJACHUX KPUBUYHHUX nema?. y ynany 2166 ce, nak, ypehyje konmpona
ypehaja y cMUCIy a) OMeTama WM TpeKHaama KOMYHHKaIlMje KOja C€ OCTBapyjy
ynoTpebom TenedoHa, pauyHapa U ApYrux ypehaja 3a eleKTpOHCKY KOMYHHUKALHU]y 3a
KOj€ Ce MPETHOCTaBJba Ja Cy Yy BIACHHUIITBY WM Jla UX KOPHCTH JIUIE OCYMILHUYCHO 12
j€ YUYMHUJIO WK Ja TIpUIIpeMa U3BpIICHEe KPUBUYHUX Jiea 3a Koja je 3anpeheHa ka3Ha
3aTBOpa OJ] HajMamke 5 roIMHA 3aTBOPA UM TAKCATUBHO HABEJAEHUX KPUBUYHUX Jiela, 0)
oHeMoryhaBama paja ypehaja KojuM ce ocTBapyje KOMyHHKaIH]ja, B) HACHTU(UKOBaHA

ypehaja ymoTpeOOM TeXHHUYKE OIpeme, I') 3axTeBama O] BIACHHKA WM TMPYyKaola

528 Pagu ce 0 KPHBHYHHM JIeIMMa TPOTHB HE3aBHCHOCTH JP)KABE W NPOTHB yCTABA M HAjBHIINX
NpeCTaBHUKA JpsKaBe W KPUBHYHOM JIey HeoBiamhieHa IPOM3BOIba U CTAB/bAKE Y TIPOMET OTOJHUX
apora (wianose 90, 91, 91a, 94, 104. u 162 K3 Hopsemixe), http://www.ub.uio.no/ujur/ulovdata/lov-
19020522-010-eng.pdf.
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ycayra MpUCTyNa pauyHapCKO] MPEXHU/ycayra eIeKTPOHCKMX KOMYHHKAIMja J1a Ipeaa
MOJIMIU]U TIOJIaTKEe O TOME Koju ypehaju 3a KOMyHHKAIUjy y oapeheHOM BpeMEHCKOM
nepuony he ourn/cy Omam moBe3anu ca ypehajuma KojuMa ce 0CTBapyje KOMyHHUKAIHja,
Kao W JApyre IMojaTKe y BE3M ca OCTBApEHOM KomyHHKarnujoM. KoHTpoiy, Takohe,
Hapelyje cy, am U3 paszinora XUTHOCTH, OJITYKY MOKE TOHETU U JaBHU TYXKHUIIAIl, C THM
HITO je MOTPeOHO HAKHAJIHO 0JI00peme cyna y poky oxa 24 yaca. Hamzop koMmyHuKanmja
1 KOHTpoJia ypehaja 3a komyHHKaIUjy cya oapehyje camo ako oBe pabe MOTy OUTH O
U3Y3CTHOT 3HAa4Yaja 3a pellaBambe KPUBHYHE CTBApPH, a IITO OM MPUMEHOM JPYIHX Mepa

om0 Temrko (wiaH 21611) a BpeMe Tpajama OBUX PaJibH je OTpaHIYCHO Ha 4 Heesbe.

2.9. ®paniycka

Y dpasHmyckoM 3aKOHUKY O KPHUBHYHOM HOCTyHKy529 HE TOCTOjH CcrenupuIHa
onpenda 0 XUTHOM 4YyBamy padyyHapCKHX IOJIaTKa i Ha OCHOBY OBJamhema Ja mo
HapeaOW jaBHOT TY)KMOIIA M3BPIIM MPETpecC padyHapa U Hapeau Ipe/laBame
padyHapCKHX IMOJaTakKa, Cy/cka MOJHUIMja MOKEe 3aXTEeBaTH OJ1 JIMIA KOoje y oceny uma
norpebHEe TonmaTke O caoOpahajy ocTBapeHe KOMYHHKAIMje, HE CaMO Ja HMX Ha
eKCIICIUTHBAH HAYWH CadyBa, HETO W Ja JEITUMHYHO TOJUIUjU OTKpHUjy onpelhene
nogatke (wiad 56). Ha ocHoBy wiana 60-2. cBa mpaBHa JMIA Cy Jy)KHA Ja MOJHIMjH
OTKpHjJy CBE YCKJIAJUIITEHE payyHapcKe MoJaTke IMOTpeOHe 3a HCTPaXHUBambe
KOHKpETHOT ciy4yaja. OcuM Tora, CyAcCKa MOJIUIMja MOXKe, [0 HAJIOTy JaBHOT TY)KHOIIA, a
[0 TMPETXOJAHOM OJ00pemy Cyauje 3a JbyJCKa IpaBa, Ja 3axTeBa OJ Ipyxaiala
€JIEKTPOHCKMX KOMYHHUKaIlja Ja Tpeay3My CBe IOTpeOHE TEeXHHYKEe Mepe Ja ce
ca/ipkaj pauyHapCcKUX MoJaTaka dyyBa M TO 3a MEPHUO 0 HajayXe roauHy AaHa. Jluie
Koje Oe3 ompaBHaHOr pasiora oj0Mje Ja MOCTYHNH MO Hapeadu MoXKe Ce Ka3HUTH
HOBYaHOM Ka3HOM y u3Hocy of 3750 eypa.

Cyncka mosuifja BpIIA MPETpec CTaHa OKPUBJHEHOT WJIM JIPYroT JIMIA 3a KOje Ce
CyMma J1a y MOceAy MMa padyHapcKe MOJaTKe KOjU MOTY MOCIY)KUTH Kao J0Ka3 y
KPUBHUYHOM IIOCTYIIKY O Y€MYy cacTaBjba H3BewmTaj (wiaHoBu 97-98. 3akoHuka o

KpUBUYHOM ToOCTymKy). [Ipe omy3umama pauyyHapCKUX IOJaTaka, BPIIU Ce MpeTpec

29 KomcommmoBan texkcr Code de procédure pénale goctymam je ma ciueneheM  JIHHKY:

http://www.legifrance.gouv.fr/affichCode.do?cidTexte=LEGITEXT000006071154&dateTexte=2005121
3.
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padyHapa Ha JIMIly MECTa, y3 TOIITOBama IpaBa OKPHBJHEHOI U JIOKYMEHaTa KOjH
NpelcTaBibajy mpodecuonandy tajuy. Omy3uMajy ce camMo OHM PadyyHApCKU I10JaIu
KOjU MOT'Y OMTH KOPHCHU 3a YTBpUBamke UCTHHE Y KPUBUYHOM TOCTYIIKY, @ HA OCHOBY
onobpemwa cyaa. [loganu ce oay3uMajy WK Tako ITO ce ypehaj y KoM Ccy moxpameHu
u3y3MMa ca JIMIa MeCTa U NpeAajy y CYACKH JCMO3UT WM Tako ITo ce IN Situ mpaBu
KoIuja MOTpeOHUX nojaraka. Konupame ce BpIIM y MPHCYCTBY JIpKaolia MPOCTOPH]je
WIA JIMIa KOje OH OJpeqd WIM JBa CBeloka. Jluma Koja MOry JaTh KOpPHUCHA
obaBerTema 0 PYHKIMOHUCAKY pavyyHApCKOT CHUCTEMa Ce 3aprKaBajy Ha JIUIy MecTa
KOJIMKO je TOTPEOHO Ja ce pajiiha U3BPIIH, a YKOJIUKO JIUIE oA0uje J1a mpeaa motpedHe
padyHapcKe MojiaTKe, Cy/CKa MOJIMIMja MOXKe Ka3HUTH HOBYAHOT Ka3HOM of 4500 eypa.
OpnykoMm cyza pauyHapCKH IMOJIalld 4YHje TOCEA0Bamke WM yrnorpeda Cy HE3aKOHHTH
WIH TIPEACTaBJbajy OMACHOCT IO OMINTYy 0e30eIHOCT MOry ce TpajHO o0pucatu u3
ypehaja koju HUCY MpeAaTH y CYACKH JACMO3UT. Y CKIaay ca wiaHoMm 57-1, cyncka
NOJIMIIM]a je oBJamheHa Aa MpOIIMpH MPETPeC padyHapa Ha IPYTH pauyHAPCKU CUCTEM
y TOj TPOCTOPHUjU WM HA JIPYIOM MECTY, YKOJIUKO CE€ MCTOM MOXE TPHUCTYIHTU W3
WHUIIMjATHOT payyHapa, T¢ Jia MPUCTYIH Y BbUMa MOXPAakbCHUM PEJICBAHTHUM I101alliMa
U JIa UX KOIupa Ha oAroBapajyhu ypeha;.

3aKOHMK O KPUBHYHOM IOCTYIKY CaIp)KU OJPENOe O npecpemarby KOMYHUKAYuja
Koje ce ocmeapyjy ynompeoom meieKoMyHUKAyuoHux cpedcmasda, ajau ce MpecpeTame,
CHHMambe M TPaHCKPHUIIIIKja KOMYHHUKAIIH]ja MOKE OPEIUTH CaMo y TIOTJIely KPHBUYHUX
Jena 3a Koje je 3ampeheHa ka3zHa 3aTBOpa O] HajMame JBE TOAWHE, U TO Ha OCHOBY
OJITYKE€ UCTPaXHOT Cyauje Ha mepuoj A0 4 mecena (y3 MOoryhHOCT mpoayxema 3a joir 4

Mecella, YKOJIMKO M JIaJbe MOCTOje pasyio3n 300T KOjuX je Mepa u oapeheHa).
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3. JOKA3UBAKE JIEJIA BUCOKOTEXHOJIOILIKOI' KPUMUHAJIA ¥
I[TOJEAVHUM JIPKABAMA BUBIIE C®PJ

3.1. llpna 'opa

Pagme nokasuBama ypehene cy oapeabama y OKBHPY IJIaBe OCMe 3aKOHHKA O
KPHBHYHOM TIOCTYIIKY ',

VY mnornexy onpehuBama pasnora 3a nmpempecarbe CTaHa, IPYTHX TPOCTOpHja,
MOKPETHUX CTBApH W JUIlA, IPeaBUl)EHO je Ja Ce MOXKE MPEAY3eTH aKO MOCTOje OCHOBH
cyMmme n1a he ce mperpecameM OKPHBJBEHH yXBaTUTH WM na he ce mpoHahu TparoBu
KPUBHUYHOT JIeJIa WIKA NPEAMETH BaXKHU 33 KPUBUYHH MOCTYIaK. M3pHUuT je HaBeleHO
Jla ce MpeTpecame MOKPETHUX CTBapU 0OyXBaTa W MPETPECAe pavyyHapa U CIUYHUX
ypehaja 3a ayromarcky o0pajy mojaraka Koju Cy ca pauyHapOM MTOBE3aHH.

VY Be3u ca TuM, JIHIE KOje Ce KOPUCTH padyyHapoM IYXKHO je Ha 3aXTeB Cyla Ja
oMmoryhu mpuctyn pauyHapy ¥ NMPEHOCHBHM MEIMjUMa Ha KOJUMa CE 4yBajy TOJAllH
KOjHU ce OJJHOCE Ha mpeaMeT nperpecama (auckoBu, Y Ch-dunem auck, YCB-xapa quck,
JTUCKETEe, Tpake W CIMYHO), Ka0 W Ja MPYXKHU NOoTpeOHa obOaBemTema 3a yIoTpely
pauyHapa. Jluie xoje To ogduje, Moke OUTH KKHEHO (YKOJIMKO 32 TAKBO OJI0H]jame HE
MIOCTOj€ Pa3io3y M3 WiIaHa KOjH C€ OJHOCH Ha MOTYhHOCT J1a CBEJJOK YCKpaTH OATOBOD
Ha I0jelMHa TMHUTamba YKOJIMKO OM JaBame OJroBopa cebe miM cebu OIUCKO JIHie
TEIIKOj CPAMOTH MJIM KPUBHUYHOM romeny). Jluie koje oaduje f1a nocTynu mo Hapenou
cylla MOXe ce Ka3HUTH HoBYaHOM Ka3HoM a0 1.000 €, a y cinyuajy gamer oadujama
MOXXE C€ 3aTBOPHUTH. 3aTBOp Tpaje M0 MOCTyNama M0 Hapeadu WM J0 3aBpIleTKa
KPUBUYHOT TOCTYIKA, a Hajayke JaBa Mecena. Ha muctu HaumH moctynuhe ce mpema
CIIy’)KOCHOM WJIM OJTOBOPHOM JIMIlY y AP>KaBHOM OpraHy, MPUBPEIHOM JIPYIITBY WIH
JPYroM TpaBHOM JIMILY, alld OBE MEpPe HE MOTY Ce€ NMPUMEHUTH IpeMa OCyMIUYCHOM,
OJIHOCHO OKPHMBJHEHOM WJIH JIMIIUMA KOja Cy ociio0oleHa Ty KHOCTH CBEI0YEHA.

[Iperpecame ce mpeay3uMa Mo HapeAOH CyZAa, a Ha 3aXTeB JP>KaBHOI TY)KHOLA

WIM Ha 3aXTEB OBJAMINEHOT CIYXXKOCHOT JIHIla MOJNHIHje Koje je Mo0mino omolpemme

530 "Cmyx0enu muct LI™, 6p. 57/2009, 49/2010, 47/2014 - Ognyka YC LI, 2/2015 - Omryka YC LI u
35/2015. Konconunosan TEKCT 3aKoHUKa JOCTYyIIaH je Ha JINHKY:
http://www.pravda.gov.me/ResourceManager/FileDownload.aspx?rid=214598&rType=2&file=Zakonik
9%200%20Kkrivi%C4%8Dnom%20postupku,%20pre%C4%8Di%C5%A1%C4%87eni%20tekst%20jul %2

02015.pdf.
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JPXKABHOT Tyxuoua . M3y3eTHO, 3aXTEB ce MOXE IOIHETH U YCMEHO, Kaj MOCTOjH
OIMACHOCT OJ] OJJlarama, TaKo IITO CE CAOIINTaBa CyIHjH 33 UCTpary U Teiae(OHOM,
paaro BE30M WJIM JIPYTHM CPEICTBOM CICKTPOHCKE KOMYHHKalHUje. Y TOM Ciyuajy,
cyauja 3a uctpary he aabu TOK pasroBopa 3a0CieKUTH, a Y CIy4ajy Kall ce KOPUCTH
ayJMo WM cTeHOrpa)CKU 3alMCHUK, Y POKY 01 24 caTa, HampaBuhie ce HEeroB Mperuc
yrja he ce MCTOBETHOCT OBEPUTHU M YyBATHU Ca OPUTHHAIHHUM 3alMCHUKOM. Tume ce
JI03B0JbaBa MOCTYIAKE Y XUTHUM CJIy4ajeBMMa MHUMO OCHOBHOT TIpaBHJIa, YKOJIUKO O y
XUTHUM Clly4ajeBUMa [UCMEHa OW KOPECIOHJCHIMja JOBela 10 OMaCHOCTH
omarama’ >,

Kan cynuja 3a uctpary npuMu 3axTeB 3a JOHOLICHE Hapeade, ako ce ca BUM
caracu, JOHOCH OAMax HapeaOy 3a IpeTpecame’, Kojy H3BpIIaBa je moauumja. Ha
OCHOBY Hapeja0e O MpeTpecamy MOry Ce OIy3eTH HE CaMO MpPEAMETH HABEACHU Y
3aXTeBy 3a JIOHOLICE-C HAPEIOE, HETO M APYTH MPEAMETH . YKOIHKO IPETPecarhy HHje
NPUCYCTBOBAO HA/JICKHH JPKaBHU TYXHJIALl, OH C€ 0JMax 00aBelITaBa O MPOHAIACKY
npeaMeTa, pajau MOKpeTama KPUBUYHOT MOCTYIKA, 1A aKo JPKaBHH TyXwujal Habhe aa
HEMa OCHOBA 3a MOKPETamhe KPUBHUYHOT IMOCTYITKA, @ HE MOCTOJU JAPYTH 3aKOHCKH OCHOB
o KoMe OW C€ TH MPEAMETH MOTJIH OJy3€TH, MPUBPEMEHO OIYy3€THU MpeAMeTH he ce
OIMax BPATUTU. YKOJHMKO C€ KOJ TpeTpecama padyHapa M CIUYHHUX ypehaja 3a
ayToMaTcKy oOpajay mojaraka oay3my oxpeheHu mpeaMeTH, oHu he ce oaMax BpaTuTH
CBOJUM KOPHCHHIIMMA, aKO HUCY IMOTPEOHU 3a Boljeme MOCTYIKA, a JIMYHH TOJalu
NPUKYIUBCHU TIPETPECcameM MOTY C€ KOPHCTUTH CaMO y CBpPXY BOhema KPHBHYHOT

MOCTYNKa ¥ OpHIIly C€ UMM Ta CBpXa MPECTAHE.

531 3uxmes 3a domowere Hapedbe TIOTHOCH Ce y TIHCAHO] (OpMH, a cajpKi: 1) Ha3HAYEHE MOJHOCHOIA
3axTeBa; 2) Ha3WB Cyna KojeM ce 3axTeB ymyhyje; 3) UMmeHHIe W3 KOjHX IPOM3HiIa3H BepoBaTHoha
MOCTOjamka pasliora 3a MpeTpecame; 4) uMe W mpe3uMe, a 1o MoTpeOH W OMHC JHUIA Koje je TOTpeOHO
YXBaTUTH TOKOM IIpeTpecama CTaHa WM APYTHX IPOCTOPHja, OOHOCHO OYeKUsame mpazose u Onuc
npeomema Koje je nompebrno npempecarwem nponahu; 5) oopehusarne npeomema na xome he ce obasumu
npempecare y3 HaBohemwe ajapece, rojaraka O BJIACHUKY, OJHOCHO JIP)KAOIly CTBapW WJIM CTaHa WU
JPYrUX TpOCTOpHja W JPYrMX I[OoJaraka Koju cy OWTHH 3a yTBphUBame HIEHTUTETa; 6) MOTIHC
MOJIHOCHOLIA 3aXTEBA.

532 11. Panynosuh, Komenmap 3axonuxa o kpusuunom nocmynxy Lpne I'ope, Iloaropuna 2009, 122.

53 Hapen6a caapxu: 1) momaTke HaBeieHe y 3axTeBy; 2) Aa he mperpecame M3BPIIMTH IOJTHIHja; 3)
MOYKY Jla ce MpeTpecame BPIIM y CKIady ca 3aKOHHKOM; 4) IOTIHC CYAHje W CIy>KOEHH IedaTr cyja.
VYKoNMKO ce, MaK, cyauja 3a MCTpary He carjacd ca 3aXT€BOM 3a JIOHOLIeHE Hapende 3a mpeTpecame,
onMax he 3aTpakKUTH J1a 0 3aXTEBY OJIY4H BaHpacupaBHO Behe y poky ox 24 vaca.

534 Hauwme, yKonHMKO Ce NMPHIMKOM IpETpecama CTAaHa MIH JIHIa Hal)y mpeIMeTH Koju Hemajy Bese ca
KPMBHYHHUM J€JI0M 300T KOjer je mpeTpecame HapeeHo, anu Koju yKasyjy Ha APYro KpMBHYHO JEJO 3a
KOje ce TOHM MO CIYXOEHOj MY>KHOCTH, OHH C€ ONHCY]y y 3alMCHUKY W TMPUBPEMEHO OIy3uMajy, a O
OJly3uMamy Ce 0JIMax n3jaje MoTBp/a.
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Ilpuspemerno odyzumarbe npeomema Koju ce mo KpHUBUYHOM 3aKOHUKY HMAjy
OJly3€TH WJIM MOTY IMOCIYXXHTH Kao J0Ka3 y KpUBUYHOM MOCTYIIKY oapelhyje pememeM
CyZ, a Ha MPEIOr APXKABHOT TyXHola (wian 85)°°°. M3puunto je HaBeaeHO na ce
HaBeJIeHa TpaBHjIa OJHOCE M Ha IOJATKe KOjU ce uyBajy y ypehajuma 3a ayromarcky,
OJIHOCHO €JIEKTPOHCKY 00pany mojaTaka W MeAHje y KOjuMa ce TH TOJaIy 4yBajy, a
KOjH C€ Ha 3aXTEB CyJa MOpPajy MpeJaTH y YATIbUBOM U Pa3yMIJbUBOM OOJIHKY.

Jlutie xoje apkM MmpeaMeTe AYXKHO je Ja MX Ipeaa, a YKOJIMKO oa0uje TO aa
YYHHH, MOXE C€ Ka3HUTH HOBUYaHOM Ka3zHoM jo 1.000 €, a y ciydajy maseer onoujama
MOYE Ce 3aTBOPHUTHU (3aTBOP Tpaje 10 MpeAaje MpeaMeTa Hild J0 3aBpLIeTKa KPUBUYHOT
MOCTYIIKA, a Hajayxe JaBa mecena). Ha uctu HaunmH mocrynuhe ce mpema ciyxOeHOM
WIM OJrOBOPHOM JIMIYy y JAPKaBHOM OpraHy, HNPUBPEIHOM JAPYIUTBY HIIH JPYTOM
NPaBHOM JIMIy, ali CE OBE MEpPEe HE MOTY C€ NPUMEHHUTH IpeMa OCYMILHYCHOM,
OJTHOCHO OKPHBJHEHOM WJIM JIMIIUMA KOja Cy 0ciio0oheHa TyKHOCTH CBEI0YCHA.

3akoHUK mpenBuha W HEKOJIMKO H3y3€Taka y CMHCIY Ja TPUBPEMEHOM
OIy3UMamy HE TMOUIeXKY: CIUCH W Jpyre HCIpaBe Ip)KaBHUX OpraHa uuje Ou
o0jaBibHBamk-€¢ OBpEAIIO 00aBe3y yyBama TajHUX MOJaTaka y CMUCIY MPOIKCca KOjuMa
ce ypehyje TajHOCT mopmaTtaka, JOK HAQ/JICKHU OpraH HE OMIy4YH Jpyradyuje; macma
OKpPHUBJbEHOT OpaHMOIY WM OJIMCKUM JIMIIMMA, OCUM aKO MX OKPUBJBEHH JOOPOBOJHHO
npeza; 3anrucy, U3BOIM U3 PETUCTPa U CIMYHE MCIIPaBe KOje ce Hajla3e Ko OpaHHoIa, a
KOje Cy OHa CayMHMJIAa O YUH-CHHIIaMa KOje Cy Ca3HaJId OJ OKPHUBJHEHOI y 00aBJbamby
CBOI 3aHMMama, YUjUM o0OjaBJbHMBameM Ou Ouina mnoBpeheHa TyKHOCT uyBama
npodecnonanHe TajHe. Mmak, oBakBO OrpaHUYEHE€ C€ OJAHOCU Ha OpaHUOLla WIIH JIULIE
ocno0oheHo o00aBe3e cBenOYEHA, aKO IOCTOJU OCHOBaHAa CyMma Jla Cy IoMaraiu
OKPUBJbEHOM Yy H3BpULICHY KPUBUYHOI JleJla WIM Cy My MNpYXWId noMmoh mnociue
U3BPILIEHOT KPUBUYHOT JIea WM Cy MOCTYNMIN Ka0 IPUKPUBAYH.

[TpunukoM oxy3umama mpeaMeTa HazHauuhe ce rae cy mpoHalheHu u ommcahe
ce, a nmo norpebu he ce W Ha APyrdu HayuH 00€30eIuTH YTBphHUBAmHE HUXOBE

I/ICTOBjeTHOCTI/I, a 3a O0AYy3€TC NpCAMETC Hsnaje CC IOTBpAA. Hpe,[[MeTI/I CC IPpHUBPEMECHO

5% Pemree 0 NPUBPEMEHOM Oy3HMary MpPEAMeTa Caupyi: 1) Ha3MB Cyga KOjH JOHOCH peuleme; 2)
NPaBHH OCHOB 3a NPUBPEMEHO OJly3UMame IpeaMeTa; 3) O3Hauewme M ONMC TpenMmera koju he ce
MPUBPEMEHO 01y3eTH; 4) UME W Mpe3nuMe JIUIa O KOjer ce MpeaMeT MPUBPEMEHO OJy3uMa M MECTO Ha
KOjeM, OJTHOCHO Yy KOjeM Tpeba MPUBPEMEHO Oy3eTH OApel)eHr peIMeT.

228



Olly3UMajy U Tpelajy Ha 4yBame CyJIy WIU Ce Ha ApYyrd HauuH 00e30elyjy HBHUXOBO
qyBambe.

3akoHUK y moceOHOM unaHy ypehyjy mnpuspemeno ooyzumare nucama,
menezcpama u Opyeux nowusnsky (wian 88). Hamme, Ha 3aXTeB AP)KaBHOT TYXKHOIA
Cyadja 3a HCTpary MOX€ HapeIuTH [a MOIITAHCKa, JApyra NpUBpeIHa JAPYIITBA U
IpaBHA JIMIIA PErHCTpPOBaHa 3a MPEHOC WH(popManuja 3aApKe U Ja My Y3 MOTBPAY
npujema, rpeajy nucMa, TejerpaMe 1 Ipyre noubke Koje cy yryheHe ocyMmBbHueHOM
WA OKPUBJLEHOM HJIM KOj€ OHH IIaJby, aKO IMOCTOje OKOJIHOCTHU 300T KOjUX CE OCHOBAHO
MOKE OYEKUBATH J1a he OBe MOUIMIJbKE TMOCIYKUTH Kao JI0Ka3 y MOCTynky. [lommuspke
0TBapa Cy/uja 3a UCTpary y MpHCYCTBY JIBa CBEJOKa, a MPUIMKOM OTBapama Masu ce Ja
Ce HE IMOBpEJC IeYarT, JIOK he ce OMOTH M ajpece cadyyBaTH, O YeMy CE CacTaBjba
sanucHUK. O camgpikajy mucama, Telerpama W JAPYrux MOIIMJBKH Cyldja 3a HCTpary
o0aBermTaBa APKABHOT TY)KHOIIA M HA FHETOB 3aXTEB MY JIOCTAaBJba HLUXOBY KOMH]Y U
INpUMEpaK 3alyiCHUKA CACTaBJBEHOT IMPHIMKOM OTBapama. AKO HHTEPECH TMOCTYIKa
JI03BOJbABAjy, CAJPKaj IMOIIUJBKE MOXE CE CAOMIITHTU y ILEIWHU WIH JEIUMUYHO
OCYMEbMYCHOM WJIM OKPHUBJBEHOM, OJHOCHO JIMIly KOMe je ymyheHa W Moxe My ce
MOILIMJbKA U TIPEIAaTH, & YKOJIUKO jé OCYMIbUYCHHU WM OKPHBJHEHU OJCYTaH, IMOIINJbKA
ce MOXe, YKOJHMKO TO He OM IITeTWIO HMHTEpeCHMMa KPHBHYHOT MOCTYNKA, BPATUTH
MOILINJBAOLLY.

3aKOHUK Yy JEBETOM MornaBiby ypelyjy mepe majuoe nHao3opa. 3akoHOJaBall
MO3HAje JIeCeT Mepa Koje ce MOT'Y OJIpeIUTH y MOorey oApeheHNX KpUBUYHMX Jera, a
KOje c€ pasnuKyjy 1o wmartepujasiHoM (y TIOrJieny TIoCTojama BepoBaTHohe) u
dopmainom (y morieny oBiamheHor nmma 3a oapehuBame Mepe) YCIOBY 3a
onpehuBame. Mepe ce MOTY OJpEAMTH aKO MOCTOj€ OCHOBU CyMEb€ /1a je HEKO JIMIIEe
caMmo WJIM y Cay4eCHUIITBY Ca JPYTUM HM3BPIIWIO, BPIIH WK CE MPHUIPEMA 33 BPIICHE
TAKCATHBHO HABEJICHMX KPHBHYHHX Jena >, Meljy KojuMa Cy HM3pHYNTO HaBeIeHa

KpUBHUYHA JIeJIa MPOTUB 0e30€JHOCTH pauyHapCKHUX MOJaTaKa.

53 Mepe ce MOry HapemuTH 3a KpHBHUHA jeia: 1) 3a Koja ce Moxe u3pehu kasHa 3aTBOpa y Tpajamby Of
JleceT ToAMHa WM TeXa KaszHa; 2) ca elleMEHTHMa OpraHH30BaHOI KpHMHHaNa; 3) MPOY3pOKOBAE
JaXHOT CTedaja, 3JIoyrnorpeba IpoleHe, NpHUMame MHTa, JaBakbe MHTA, NPOTHUB3AKOHUTH YTHIAj,
370ynoTpeda ciryOeHOT MoJIoXKaja, Kao 1 310ynoTpeda opiamhema y NpUBPEAN U IpeBapa y CIIy>xou 3a
KOja je NporucaHa Ka3Ha 3aTBOpa OJl OocaM TOJMHAa WM TeXa Ka3dHa; 4) oTMHIA, M3HYyHA, YIIEHa,
MIOCPE/IOBake Y BpLICHY MPOCTUTYLHjE, MPUKa3UBamke NOpHOrpad)cKOr MaTepujalia, 3eJeHaITBO, yTaja
nopesa U JONpUHOCA, KpUjyMuapeme, He03BOJbEHO NpepahuBame, oAIarame U CKIaJUIITeHhe OacHUX
Marepuja, Hamaj Ha CiIyxOeHO JHIe Yy BpLIelY CIyKOeHe IyXKHOCTH, CIpedyaBame JOKa3HBamba,
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VKOJIMKO ce Ha JPYyrd HaYMH HE MOTY NPHKYIUTH JOKAa3W MM OU HUXOBO
NPUKYIJbAkbE 3aXTEBAIO HECPAa3MEPHHU PU3WK WM YIPOXKaBambe XKHBOTA JbY/H, IpeMa
JMIIAMA 32 KOjU MOCTOjH TIOTpeOaH CTEICH CyMEbE Ce MOTY e OJIpeiuTH ciieaehe mepe:
TajHM HAI30p M CHHUMAame TEICPOHCKUX pPa3roBopa M JPYrHX KOMYHHUKaldja Ha
JaJbUHY; TpecpeTame, NMPUKYIUbAlkhe M CHUMAamhe PauyHAPCKHX I0JaTaka; yia3ak y
POCTOpHje paau TajHOTr GoTorpaducama U BUACO U ayJU0 CHUMAkbA Y MPOCTOPHUjaMa;
U TajHO npaheme U BUACO M ayJAHo CHHMame JIMia U npeamery. [IpBa mepa ce mMoxe
HapeJWTH W TpeMa JIMIy 3a KOje IMOCTOjeé OCHOBU CYMHIbE JIa W3BPIIMOILY WJIHA O]
U3BPIIHOIIA KPUBUYHUX JIeNIa TIPEHOCH MOPYKE Yy BE3M Ca KPUBUYHUM JICJIOM, OJTHOCHO
Jla Ce U3BpIIWIAIl CIYy)XH HBUXOBHUM MPHKBYYIIUMAa Ha TeleGoH WIH JAPYTUM
CpeACTBMMA 3a E€JIEKTPOHCKY KoMyHuKanujy. OBe Mmepe onpelyje cyauja 3a mcrpary
MUCaHOM Hapea00M Ha 00pa3IoKEHH MPEUIOT APKABHOT TYXKHOIIA.

YKonHKo, IMaK, OKOJTHOCTH CiTydaja yka3yjy na he ce ca HajMame MmoBpe/a mpasa
Ha TMPUBATHOCT MPHUKYIMUTH JIOKa3M, MpeMa JHUIMMa 3a KOje MOCTOjU MOTpedaH CTerneH
CYMHIb€ MOTY C€ OJPEIWTH: CUMYJIOBaHAa KYyINOBHHA MPEIMETa WM JIMIA U CUMYJIOBAHO
JIaBakbe U MPUMAKE MUTA; MPYXKAkbe CUMYJIOBAHUX IMOCIOBHHUX YCIIyTra WM CKJIAINambe
CHMYJIOBaHMX MpPaBHUX I[IOCJIOBA; OCHHUBambe¢ (PUKTUBHOI TPHBPEIHOr JPYINTBA,
npalieme NpeBo3a M UCIOpPYKE MpeIMeTa KPUBUYHOT JIejia; CHUMame pasroBopa y3
NPeTXOJHO HH(MOPMHCAkEe U CarjJacHOCT JETHOr OJl yYeCHHKAa pas3roBopa; W
aHTa)KOBamE NPUKPHUBEHOT HCIECTHHKA M capagHuka. OBe Mepe NMHUCaHOM HapeaooM
onpehyje nOp’kaBHM TyXWiall Ha OOpPa3lIOKEHH NPEUIOr OBIAMINEHOT MOJUIN]jCKOT
CIy’KOECHHKA WIIH TI0 CITy’KOEHO] TyKHOCTH - . VI3y3eTHO, ako ce IHcaHa Hapenoa He
MOX€ U3/aTH Ha BpEME, a MOCTOjU OMACHOCT OJ OJUIarama, Mpeay3uMame Mepe MOXKe
3alo4YeTy Ha OCHOBY YCMEHE HapenOe Cy/uje 3a UCTpary, OAHOCHO JIPYKABHOT TYXKHOIIA.
VY toMm cry4ajy mucaHa Hapenda mopa na Oyne mpuOaBibeHa y poKy on 12 catu ox

W3/1aBamba yCMEHE Hapeaoe.

KPUMHUHAJIHO YIPY)KUBAIe, OJlaBake TajHUX I0JIaTaka, MOBpeJa TajHOCTH IOCTYIIKA, MpPambe HOBLA,
(dhancuduroBame HOBIA, (alcUPUKOBamE HCIpaBe, (haacuPUKOBAKE CIYKOEHE HCIpaBe, NMPaBJbEHE,
HabaBJbamhe W JIaBamkbe JPYrOM CpEACTaBa W MarepHujaia 3a ¢aicu(uKoBame, yIECTBOBAKHE Y CTPAHUM
opyXaHMM (QopManyjama, JIOrOBapame MHCX0/a TaKMH4YeHa, HEJ03BOJEHO JApKame OopykKja u
eKCIUIOBMBHHUX MaTepHja, HEeIO3BOJBEH IIpena3 JpXKaBHE TPAaHUIE W KpHjyMyapeme JbYAH; 5) NMPOTHB
6e30eTHOCTH pauyHapCKHUX I10/1aTaKa.

53 TIpemnor u HapeaGa o M3aBaEky MEpa TAjHOT HAA30pa CApye: BPCTY Mepe, HOJAaTKe O JIILY IpeMa
KOME Ce Mepa CIIPOBOJIH, aKO je TO JIMIE MO3HATO, Pasjore 3a OCHOBE CyMHbE, HAUuMH M3BpIICHA MeEpe,
HEH 1IMJb, O0MM U Tpajarbe.
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Cee Mepe (ocrM) MOTY TpajaTd J0 YeTUPH Mecella, ali je Moryhe mpoayxeme
U3 OIpaBJaHMX pa3jora, NpemMa MCTOM JIMIY U 32 UCTO KPUBHUYHO JIENIO Hajayxe a0 18
Mecelr OJ1 JIOHONICHa MpBe Hapeade 3a oJpelhuBame Mepa TajHOT Haa3opa. M3Bpiieme
Mmepa he ce HapenOOM NPEKWHYTH Kaj MpEecTaHy pasiio3d 3a BUXOBY NPHMjEHY, HO,
npensuljeHa je MOTyhHOCT Ja ce Mepe 4Hje je HU3BpIICHE NPEKUHYTO MOTY U3
OIpaB/JaHUX pa3jiora HAaCTaBUTH IpPEMa HMCTOM JIMIY M 33 MCTO KPUBUYHO JENO Ha
OCHOBY Hapezn0e, y KOM cly4ajy ce Yy MakCHMallHH pOK Tpajamkba Mepe payyHa ce W
BpeMe IMpeKuia U3BpIiemka Mepe. HakoH mpoTeka poKoBa M3 OBOT CTaBa, HE MOXE Ce
HACTAaBUTH M3BPLICHE, HUTH CE MOXKE OJPEAUTH HOBA Mepa 3a MCTO KPUBUYHO JIEJIO H
npemMa uctoM wu3Bpmmony. OcuMm MoryhHocTHM Tpekuaa, 3aKoHoJaBall mpenBuba
MoryhHOCT 3ameHe Mepe. HauMme, yKOJIHMKO ce y TOKY M3BpIICHa Mepe MOKaxe Ja ce
TOM MEpPOM HE MOKE MOCTHhU CBpXa, OHA CE MOXKE 3aMHjCHUTH JPYrOM MEPOM U Taja
ce y MakCHMallHU POK Tpajama HoBooapeheHe mepe padyHa ce M BpeMe Tpajarmba
PETXO0IHO oapeheHe mepe.

Kana ce uzmaje mHapenba 3a Mepy TajHHM HAA30p U CHUMAame Telle(OHCKUX
pa3roBopa W JpYyruX KOMYHHKAIMja Ha JaJbUHY, y3 By Cyadja 3a HCTpary paau
U3BpIICHa U3/aje mocedaH HaIor y KojeM he HaBectn camo TeneoHCKH Opoj WK e-
MawiI —aapecy WM WHTCPHAIMOHATHU WACHTU(UKAIMOHU Opoj KOPHCHHUKA,
WHTEPHAIMOHAHU HWACHTH(HUKAIIMOHN Opoj MoOwmimHOr ypehaja w aapecy HHTEpHET
IPOTOKOJIa M Tpajame Mepe. Taj Hamor opiamheHH MOJIHMLMJCKU CIYXOEHUK mpeaaje
onpeheHUM TIpUBpPETHUM CyOjekTUMa y TIOCTYNKY U3BpIIeHma Mepe. Hauwme,
3aKOHOJIaBaIl j€ IPOTIHCA0 Jia Cy MOIITAHCKA, ApyTra MPUBpPEIHA APYIITBA U TIpaBHA JTUIA
pEerucTpoBaHa 3a MpeHolekhe HHPOopMaIija TyKHA Cy Ja OBJANEHOM IOJIHUIN]CKOM
CIIy’)KOeHHKY omoryhe W3BpIICHE Mepa TajHOT Hal30pa U CHUMAmE TEIePOHCKUX
pas3roBopa M APyrux KOMyHHKAIlHja Ha JaJbUHY.

Cnyx0eHa 1 0JJrOBOpHA JIMIA KOja YYECTBY]Y Y MOCTYIKY JOHOIICHa Hapeaoe u
U3BPIICHY Mepa TajHOT HaJ30pa Ay>KHA Cy Ja Kao TajHE MOJAaTKe 4yBajy CBE MOJATKE
KOj€ Cy Ca3HaJId y OBOM IOCTYIIKY.

AKO ce TpWIMKOM TIPUMEHE Mepa TajHOr HaJa30pa 3a0eneke Momald |
obaBemTema Koju yimyhyjy ¥ Ha HEKO JPYTO JIUIIE 33 KOje€ IMOCTOj€ OCHOBU CYMIbE J1a je
M3BPIIWIO KPUBUYHO JIETIO 3a KOje je oapehena mepa TajHOr Haa30pa WIM HEKO JPYro

KPUBHYHO JIeJIo, Taj JIe0 MaTepujaia U3/Baja ce U JI0CTaBJba JIP>KAaBHOM TYXKHOILY, a
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MOXE C€ KOPHCTUTH Kao JOKa3 caMO 3a KPUBHYHA Jieja y MOIJIeAYy KOjux je moryhe
onpehuBame Mepa TajHOT HAA30pa.

Mepe TajHOT HaI30pa W3BpIIABa OBJAIINCHHM TMOJUIMJCKH CIIYKOCHHK KOJH je
JyaH J1a BOJM padyHa Jia ce y IIITO Mamk0j MjepH HapylaBa MPUBATHOCT JIMIA HAa KOja
ce Mepa He OJHOCH. Y TOM IUJbY JTyKaH je Ja BOIAM €BHJCHIIM]Y O CBAKOj MPEIy3€TO]
MepH, O YeMy AP>KaBHOM TY)KHOILY, OJJHOCHO CYJIMjU 33 UCTPAry J10CTaBJba MEPUOTUIHE
u3BjenITaje. AKo JpXKaBHHU TYKWIJIAIl, OJHOCHO CYJHja 3a UCTpary OIICHW Jia BUIIE HE
nocroju morpeda 3a mpeay3uMameM HapeheHux Mepa, JoHOCH Hapealdy O HHUXOBOM
oOycraBpamy. [lo m3Bpmiely Mepa oBiamheHW MONMIMJCKH CIYKOCHUK docmassba
OpoKcasHoM —myodicuoyy KOHAYaH W3BEIITa] W OCTAIM MaTepujal MpuOaBbEH
npey3uMamkeM Mepe, Ia YKOJIMKO OJUTYYM Ja HE IOKPEHE KPUBHYHH IIOCTYIIAK,
OJTHOCHO aKO IMoJany ¥ MH(OpMaIuje MPUKYIUbEHU MPUMEHOM Mjepa TajHOT Hal30pa
HHUCY TOTPEOHM 32 KPUBUYHHU TOCTYIAK, TYKWJIAIl JOCTaB/ha MaTepHjall y 3aTBOPEHOM
OMOTY ca MOCEOHOM O03HAaKOM CYAHjH 3a UCTpary, koju he HapeauTH aa ce marepuja
YHUIITH Y IPUCYCTBY JPKABHOT TY)KHOIIA M CY/IHj€ 3a UCTpary, O CaunibaBa 3allUCHHK.
Cynuja 3a uctpary he oBako MOCTYNHMTH U aKO JP)KaBHU TYXHJAI[ JJOHece Hapealdy o
crpoBohely UCTpare MpOTUB OCYMIMYEHOT MpeMa KOME Cy Tpeay3eTe Mjepe TajHOT
HA/130pa, ay TOOUjeHH pe3yaTaTH Uil €0 HHX HUCY NOTPeOHU 32 BOheHe KPUBHYHOT
MOCTYIIKA.

VY mnornexy obaBemTaBama JUIa NMpeMa KOME je Npeay3eTa Mmjepa TajHOT
Ha/130pa y ciiy4ajy KaJ He joh)e 10 moKpeTama KpUBUUHOT TOCTYIKa, peABuleHo je aa
je, TIpe Hero MmTO Ce YHUIITH MaTepujaj JH0O0HjeH H3BPIICHEM Mepa TajHOT Haa30pa,
CylHja 3a UCTpary JyXaH Jia 00aBECTH JUIIE IpeMa KOME je Mepa Mpeay3eTa, a TO JIHUIE
MMa MPaBo yBHUJA y NPUKYIJBEHH MaTepHjal. YKOJIHKO, MehyTuMm, OCHOBaHa 0oja3aH J1a
O6u obaBelmITaBame JHMIA WM YBUJI Yy NOOMjeHM Marepujaid MOIJIO Jia IMpeacTaBba
030MJbHY OIACHOCT MO JKMBOT W 3/IpaBJb€ JbYAM WJIM OM MOTJIO YTPO3HTH HEKY O]l
UCTpara Koje ¢y y TOKy WIH M3 APYrHX ONpPaBJaHHUX Pasliora, CyAHja 3a UCTpary, o
NpruOaBFEHOM MUIUBCHY JAPKABHOT TY)KHOILA, MOXKE OJUTYYHTH J1a HE oOaBelTaBa
JMIIe IpeMa KOMe je Mpey3eTa Mjepa 1 Jja My He J03BOJIM YBUJ Y 100UjEHU MaTepujal.

VY morneny npuKyIJbama 1ojiaTaka O eIeKTPOHCKO] KOMYHUKAIIM]U O] 3Ha4aja je
u onpenda koja ypehyje jenHo o omnamihema monuidje y w3BHhajy: JTOCTaBIbarke

1oJaTaka O eJIeKTPOHCKOM KOMYHHUKaIMjcKoM caoOpahajy (wian 25). Haume, ykomuko
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MOCTOj€ OCHOBU CYMHIEC JIa j€ PErHCTPOBAHM  BIIACHUK WJIU  KOPHCHHUK
TEJIEKOMYHHUKAIM]CKOT CPEACTBAa M3BPIIMO, BPIIM WIH CE MPHUIpPEMa 32 BpIICHE OHUIIO0
KOT' KPMBHYHHUX Jieja 332 KOja ce€ TOHM MO CIIY’)KOCHOj ITY>KHOCTH, palyd OTKPHBamba
YYUHHOIA ¥ TPUKYIUbakha JI0Ka3a WU Paay JIONUpamka WM WIACHTUDUKAIM]E JIUIa U
Tparama 3a JUIEM KOje ce Hajlla3W y OjeKCTBY WJIM JIMIAa 33 KOJUM j€ pacrucaHa
MelyyHapoHa MOTePHUIIA, TIOJUIIHja MOXKE Ha OCHOBY Hapea0e Cyauje 3a UCTpary Jia oJ1
oreparepa KOMYHHKAIMjCKHX YCIIyra 3aTpakKH HpPOBEPY HCTOBETHOCTH, Tpajamba H
YUECTAJIOCTH KOMYHHUKaluje ca oJpeheHuM eJICKTPOHCKMM KOMYHUKAIIH]CKHM
aapecama, yTBphuBame MecTa Ha KOjUMa Ce Haja3e Julla Koja YCIOCTaBJbajy
€JIGKTPOHCKYKOMYHHUKALIM]y, Ka0 M HACHTH(HKAIM]CKE O3HaKe ypehaja; TeXHHUKUM
ypehajeM U3BPIIUTH WACHTHU(PHUKAIM]Y MUHTEPHAIIMOHATHOT HACHTU(UKAIMOHOT Opoja
KOPUCHMKA M HMHTEPHAIMOHATHOT HJEeHTH(UKAMOHOT Opoja MoOuiHOr ypehaja u
Jonupame TenedoHa 1 APYyrux CpeacTaBa 3a eICKTPOHCKY KOMYHHKAIIH]Y.

VYKOIMKO Ha MPEUIOT APKABHOT TYXHOIA Y POKY O YETHPH caTa CyAHja 3a
UCTpary u3fa Hapendy, y3 By u3laje W moce0aH Hajor y KojeM he HaBeCcTH camo
TeneoHCKH Opoj, e-Mausl ajapecy WM HWHTEPHALMOHAIHU HICHTU(DUKAIUOHH Opoj
KOPHCHHMKA, WHTEPHAIIMOHAIHN UACHTU(UKAIMOHU Opoj MOOWIHOT ypehaja u aapecy
MHTEPHET MPOTOKOJIA JIMIA Yy OJHOCY Ha KOje C€ MPHUKYIJbajy MOJAIH O EIEKTPOHCKOM
KOMYHHKaIHjckoM caoOpahajy. M3y3eTHo, ako ce mucaHa Hapexda He MOXKE M3aTH Ha
BpeMe, a MOCTOjH OMACHOCT O[] oJularama, NMpery3uMame Mepa ce MOXKE 3alo4yeTd Ha
OCHOBY yCME€He Hapende CyAMje 3a MCTpary, y KOM Cilydajy MucaHa Hapenba mMopa Ja
Oyne mpubaBsbeHa y pOKy 0] 24 yaca o]l u3/1aBamka yCMEHE Hapeoe.

AKO JIpKaBHU TYXXHJIAIl OUTyYH J1a HE TMOKPEHE KPUBUYHU MOCTYIAK, OJJHOCHO
KaJ| ce JIUIIe 3a KOJUM ce Tpara npoHale, NpuKymubeHn marepujai he ce y 3aTBOpeHOM
OMOTY JOCTaBUTH CYAMjH 3a UCTpary, Koju he HapenuTu Ja ce MaTepujasl YHUILTH y
MPUCYCTBY JIp’)KaBHOT TY)KHMOLIA U CyJIWj€ 3a UCTpary, o 4emy he cyauja 3a ucTpary
CauMHUTH 3anucHUK. VcTo Tako he cyauja mOCTYnUTH U KaJl APKaBHU TYXKUIIAI[ JOHECE
Hapealy O clpoBol)emy UcTpare NPOTUB OCYMEHUEHOT, a MPUKYIIJbEHN MaTepHjall UiH
M0 Marepujaia HHje NoTpebdaH 3a Bolheme KpUBHYHOT MOCTynka. M3puuuto je
npeaBuheHO na ce mojany NpuOaBJHEHW MPOTHUBHO OperndaMa 3aKOHAa HE MOTY ce

KOPUCTUTH Ka0 JA0Ka3 y KPpUBUYHOM MOCTYIIKY.
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3.2. Peny6nuka Cpricka

Mebhy paagmama 1oka3uBamba 3aKOH O KPUBHYHOM TIOCTYNKY PemyOnmke
CpHCKe538 peryjuiie IMpeTpecame craHa, npocropuja u jmna (wiaHoBu 115-129),
IIPUBPEMEHO OJy3UMame MpeaMeTa U UMoBUHE (4naHoBH 129-140), a ocum Tora, 3akoH
Mmehy onpendama koje ypelhyjy TOK KpUBUYHOT TIOCTYIKA CaApKU M oApe0e moceOHUM
UCTPaKHUM paamama (wiaHoBu 234-241).

[Ipenmer npempecara MoTy OUTH CTaH, OCTaj]e MPOCTOPHje U OKPETHE CTBApU
OCYMIbHYEHOT, OJHOCHO ONTY)XCHOT W JAPYrHX JHIA MOXE C€ IMPEery3eTH YKOJIHKO
MIOCTOjU JTIOBOJFHO OCHOBA 3a CyMHIbY Jia C€ KOJ HbUX Hajla3e yYMHHJIAIl, CAay4YeCHUK,
TParoBU KPUBUYHOT Jieja WM MPEIMETH BaKHU 3a mocTtynak. Ocum Tora, Moryhe je
U3BPIINTH TPETpecame MOKPETHUX CTBAapHW HABEJICHHWX JIMIA M BaH CTaHAa, OJHOCHO
OCTaJINX MPOCTOPH]a.
W3puunTto je npeauleHO N1a TpeTpecame MOKPETHUX CTBApH 00yXBara M MPETPECame
KOMITJYTEpCKUX cUCTeMa, ypehaja 3a moxpamHBame KOMIIJYTEPCKUX U EJIEKTPOHCKUX
1oJiaTaka, Kao U MOOWIIHUX Telle()OHCKUX armapaTa. Y CTaHOBJbEHA je 00aBe3a JIMIa Koja
ce xopucte oBe ypehaje ma omoryhe mpucTyI, npenajy Meauj Ha KOMe Cy MOXPambeHU
noJjialy, U Ja mpyxe noTpedHa odaBemTema 3a ynorpedy Tux ypehaja. Ykonuko nune
o0uje BHUXOBY Mpenajy, MpeaBuleHa je caHkirja - JTUIE ce MOKe Ka3HHUTH HOBYAHOM
ka3znom 10 50.000 KM, a y ciryuajy naseer og0ujama - MOXKe c€ 3aTBOPUTH (TIpH UeMy je
Tpajamke 3aTBOpa OrPAHUYEHO A0 Tpeaaje MpeamMeTa WKW J0 3aBpIIeTKa KPUBUYHOT
MoCTyNKa, a Hajayxxe 90 mana). 3akoH caapKu joll jeqHy BaXHY oApendy y Be3u ca
npeTpecameM KOMIjyTepa U CIMYHUX ypehaja, a To je na ce oBa paama obaBiba y3
nomoh crpyunor nuna. CBe crane onpeade Koje ce OJHOCE Ha MpeTpecame CTaHa
OJIHOCE CE€ Ha MpeTpecame CTBAPH, a TUME U Ha KOMIIJyTepe U CiIudHe ypehaje, mro je
U3Y3€THO 3HAUYajHO.

3aKoH caip KU Mperu3He opeade o MOJHOIICHY 3aXTeBa 3a U3/aBame Hapeaoe

3a mpeTpecame .. YKOJIMKO CYIHja 3a IIPETXOIHH MOCTYAK YCTAHOBH Ja je 3aXTeB 3a

538 3akon 0 KpuBHUHOM TOCTYIKY Perry6muke Cprcke (Co1. rmacuuk PC 53/2012).

539 Hanme, 3aXTeB ce MOXKe MOJHETH y MICAHO] MM YCMEHOj (hopMH. 3aXTEB Ce NPBEHCTBEHO HOTHOCH Y
ncaHoj GOpMHU M CaJpKH: a) HAa3UB Cy/a, Ka0 M UMe U (YHKIH]jY MOJHOCHOLA 3aXTeBa, 0) UHICHUIIE
KOje yKa3yjy Ha BepoBaTHOCT Ja he ce iuia, OJHOCHO TparoBu M IpeaMeTH H HahM Ha O3HAYEHOM WIIN
OMHCaHOM MECTy HJIM KoJ ojapel)eHOr nmma u B) 3aXTeB Ja Cyd HW3/4a Hapealy 3a IpeTpecame paau
NpOHANaXeHha JHIa WIN ofy3uMama npeaMmera. OcuM 00aBE3HHX €IEMEHATa, y 3aXTEBY Ce MOXE ce
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U3JlaBamke Hapea0e 3a mpeTpecame OMpaBaaH, MOXKe 000paBa 3aXTeB U H3/1aje Hapeaoy
3a mperpec. YKOJIUKO Cy/JHja 3a MPETXOAHHU TOCTYNaK OJIyYd Aa M3Ja Hapenaly 3a
npeTpec Ha OCHOBY YCMEHOT 3aXTjeBa, IOJHOCHIIAI] 3aXTEBa CaM CacTaBiba Hapealy U
JLy’KaH je IPOYMTATH Y LEJOCTH CYAHjHI 32 IPETXOIHU MOCTYIIAK .

3akoH mpenu3Ho ypehyje mocTynak u3BpIIeHka Hapende 3a mpeTpecame. 3aKOH
cazpxu oxpendy KojoM ce oapeljyje BpeMe u3Bplea Hapende 3a mperpecame . [pe
MoYeTKa IpeTpecama OBJamheHo CiyO0eHo juile oOaBemTaBa O CBOjO] QYHKIHMjU U
pasJiory Jojacka W MpeaaTd HapenOy 3a MpeTpecame JIMIy Ko Kojer he ce u3BpmTH
nperpecame. AKO je HaKOH TOora OBJamheHOM CIIy>)KOS€HOM JIMIly MPUCTYH yckpaheH,

542
MOXE YMOTPEOUTH CHIIy y CKJIaAy ca 3aKOHOM .

KopucHuky craHa u napyrux
npocropuja omoryhaBa ce na Oyae HpUCyTaH IpeTpecamy, a ako jé OH OACYTaH -

no3sahe ce HmEros 34CTYIIHUK HWJIKX HCEKO OA OApacCuX 4YWIaHOBA I[OMahI/IHCTBa nim

NPEIOKUTH: a) Jia ce Hapeada 3a IpeTpecame U3BPIIHN y OMII0 KOje BpeMe 3aTo IITO MMOCTOjU ONpaB/aH
pasior na mperpecame Hehie mohu OuT m3BpiieHo y mepuony o 6.00 vacosa qo 21.00 uac, ma he ce
TpakKeHH MPEMETH CKJIOHUTH WM YHUIITHTH aKo ce Hapeaba He M3BpIIM 0Max, Kao u aa he nuue koje
ce Tpaky 1oOehy MM MOYMHUTH APYTO KPUBMYHO JIEJIO WIIK JIa MOKE Yrpo3uTH 0e30eqHocT oBianrhenor
CITy>KOCHOT JIMIIA WJIM IPYTOT JIMIa ako ce Hapeabda He W3BPIIU oAMax win y nepuonay ox 21.00 yac mo
6.00 vacoBa u 0) nma omnanicHO CIy»XOCHO JIUIIC U3BPIIU Hapea0y Oe3 MpPeTXoHe Mpeaaje Hapende ako
MIOCTOjH OCHOBaHA CyMHba Ja CE TPaKCHM IPEIMETH MOTY JIaKO M Op30 YHHIITHTH aKO c€ OAMax He
oIIy3My, Ja Ipenaja Hapende MOXe YIPO3UTH 0e30eIHOCT OBIanTheHOT CITy:KOCHOT WIH IPYTOT JIHIa Kao
u 1a he nuie Koje ce TpaKK YIMHHTH Ipyro KpUBHYHO Aeio. M3y3eTHo, 3aXTeB 3a M3/laBame Hapenoe 3a
IpeTpecame ce MOXKEe MOAHETH YCMEHO Kaja MOCTOjH OIacHOCT of oArahama. Y ToMm ciydajy, cynuja 3a
MPETXOAHU TOCTYMAK j€ JyXaH Ja JaJbl TOK pa3roBopa 3adenexu. Y ciydajy Kaja ce KOPHCTH 3BYyYHH
W CTeHOTrpadCKU 3aIUCHUK, CY/Mja 3a MPETXOHH MOCTYIIAK je JyXKaH Jia 3alMCHUK Mpea Ha Mperuc,
TE J1a OBEPU UCTOBETHOCT MpEIHca U Mpejia OPUTHHAIHY 3alMCHUK U NPENKC CYAY Y POKy on 24 vaca on
u3gaBama HapenOe. Y ciydajy IOCIOBHOT Oelieerma pa3roBopa, Cyadja 3a MPETXOAHU IMOCTYIMaK
MOTIHUCYje KOIH]jY 3alMCHUKA U [IPe/aje je CYAy Y POKy o1 24 yaca o1 U3/1aBama Hapeaoe.

My MoTJIeAy cajpikaja Hapemde 3a mperpecame, MpeABUleHO je aa caapKu: a) Ha3uB Cy/Ja KOju uU3jaje
Hapen0y, ocHM Kajia ce Hapez0a 3a nperpecame 0100paBa Ha OCHOBY YCMEHOT 3aXTeBa M MOTIHC CyJHje
3a MPETXOJHU TOCTYIMaK KOju m3laje HapenOy, 0) ako ce Hapeaba 3a mpeTpecame 000paBa Ha OCHOBY
YCMEHOT 3axTeBa, TO C€ HABOJAM y3 Ha3HAUeHE MMEHa CyAWje 3a IMPETXOIHM IOCTYNaK KOjH H3Jaje
HapeaOy ¥ BpeMeHa M MecTa H3JlaBama, B) CBPXY IpeTpecarma, I) UMe U (PYHKIH]y OBIamheHor JIuia Ha
Koje ce Hapenda OIHOCH, 1) OIMHUC JHIa Koje Tpeda mpoHahW WM ONHC CTBapH Koje Cy TpeaMeT
nperpecama, 1)) ompehuBame WM ommC MecTa, MPOCTOpHja WM JIMIA KOja ce Tpaxke, ca HaBOhemeM
ajipece, BIACHUINTBA, MMEHAa WIM CIMYHOT 3a CHTYpHO yTBphUBame HWICHTHTETa, €) YIMYTCTBO Ja ce
Hapeaba Tpeba w3BpiMTH y Bpemeny usmely 6.00 u 21.00 wim opnamheme na ce Hapemba MOKe
U3BPIIUTH y OHIIO KOje Bpeme, k) oBianihierse, Kafga TO CyJ U3PHUUTO OJPEIH, U3BPIIHOIYy Hapeade na
Moke yhu y mpocTtopuje Koje Tpeba a ce mperpecy 0e3 mpeTxoHe HajaBe, 3) YIIyTCTBO Ja ce Hapeaba u
OJlly3eTe CTBapH JIOHecy y cyn 0e3 oarahama M M) NOYKY Ja OCYMIHMUEHHM MMa IMpaBo Ja 00aBeCTH
OpaHHOIIa U A2 ce TpeTpecame MOXKE U3BPIINTH M 0€3 MpHCYCTBa OpaHMOIa aKO TO 3aXTEBajy M3Yy3ETHE
OKOJIHOCTH.

%1 Tako je npeasulieHo ga ce Hapea6a MOpa ce M3BPIIMTH HajKacHuje 15 MaHa o1 W3aBama Hapeaoe, a y
CynpoTHOM ce, 06e3 oxaralama, Bpaha cyny. Hapenba ce u3BpiaBa Owiio Kojer JaHa y HEleJbH, U TO Y
neproay ox 6.00 gacoa 10 21.00 gac (ocumM ako y HapeOH HHje U3PUUHUTO JaTo oBiamheme 1a ce Moxe
W3BPIIUTH y OWIIO Koje 1o0a naHa wiu Hohu).

%2 Obagesa obaBemTaBamba O (YHKIH]H M PA3IO3MMA NPETPECArba, HE IOCTOjH AKO Cy CTAH HIH APyre
MIPOCTOpHUj€ Tpa3He MM aKo OBJAMNEeHO CIy)XOeHO IHUIle OINpaBAaHO cMaTpa Ja Cy NpasHe Wiu je
HapenooM M3puIHTO oBNamheHo na yhe 6e3 mpeTxoHe HajaBe
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xomimja®®, O cBakoM mpeTpecamy CTaHa, IPOCTOPHje MM JINIA (HE CTOjH H3PHIHTO 1
3a mpeTpecame CTBapH) cacTaBuhe ce 3alMCHUK KOjH TMOTIHCYje JHIE KO KOjer ce
BPILIU TIPETpPEcame WIM Ha KOJeM C€ BPIIM NpETpecame H JIMIA YHje je TPUCYCTBO
00aBe3Ho.

[MpunukoM BplIeka MpeTpecama OIy3MMajy C€ NPUBPEMEHO CaMoO OHHU
IpeIMETH M UCIPaBe KOjH Cy Yy BE3H ca CBPXOM IpeTpecama. Y 3alUCHUK Ce YHOCE U
TA4HO OIHUCYjy TMPEIMETH M HCIpaBe KOjU C€ OJy3MMajy, IITO Ce Ha3Ha4YaBa U y
NOTBP/IM O OAy3UMamy IMpeaMeTa Koja ce OJMax HM3JaTH JIUIY KOjeM Cy MPEIMETH,
OJTHOCHO HcCIpaBe ojny3ere. HakoH HpUBpEeMEHOr Oy3MMarma IMpeiMeTa Ha OCHOBY
HapeznOe 3a mperpecame, oBiamheHo Ciry:kKOeHO JHie U3/aje MOTBPAY y KOjoj HaBOAU
oJly3eTe MpeIMETe U Ha3MB CyJa KOjH je M3/1a0 Hapealy. AKO je mpeaMeT MPUBPEMEHO
ony3er oa oxapeheHor nuia, TakBa MOTBpAa MOpa C€ YPYYUTH TOM JHUIY. AKO je
OpeMeT MPHUBPEMEHO OJIy3eT M3 CTaHa WM TNPOCTOpHje, TakBa MOTBpJa MOpa ce
YPYUYUTH BIACHUKY, CTaHApy WJIM KOPUCHHUKY. HakoH omy3umama mpeaMera Ha OCHOBY
HapenOe 3a mperpecame, OBIAIheHo CiykOeHo nuie Mopa, 6e3 oarahama, BpaTUTH
Cyldy Hapen0y W TpemaTH TMpeAMETe W CIHCaK OJy3eTUX IpeaMeTa, a CyJ HaKOH
npujeMa CTBapH OJy3eTHUX Ha OCHOBY Hapez0e 3a Mmperpecame, Cy 3aApiKaBa MpeaMeTe
0] CBOJUM HAJI30pOM JI0 KOHayHe O/iIyKe. AKO ce, MeyTuM, IPUINKOM TpeTpecama
CTaHa, TPOCTOPHje, OJHOCHO JMNA (HE CTOJU HM3PUYUTO W TPUIMKOM IPETPECamhe
CTBapH) Hal)y MpeIMeTH KOjU HUCY y BE3M ca KPUBMYHHM JeJIoM 300T KOjer je m3aara
Hapeznla 3a mpeTpecame, alu ynyhyje Ha Apyro KpUBUYHO JI€J0, OHU C€ OMHCY]Y Y
3alMCHUKY W MIPUBPEMEHO OJIy3MMajy, O UeMy Ce OJIMax HM3/IaTH IMOTBpJa U 00aBenITaBa
ce Tyxmwiain. HanMe, ako TyXKuial yCTaHOBH Jia HEMa OCHOBA 32 TMOKPETamhe KPUBUIHOT
MOCTYIKA, a HE MOCTOjU HEKH JPYrHM 3aKOHCKH OCHOB IO KOjeM OU ce TH NpenMeTH
MOTJIN OJly3€TH, IpeIMETH ce Bpahajy.

3aKoH caJpKu oJpeAdy Koja ce€ U3PUYHUTO OJHOCH Ha MpeTpecame KOMIIjyTepa.
Haume, mnpeamern ymorpebsbeHu (Moxkaa Ou Tpebaso: mnpoHaheHH?) NPUITUKOM

nperpecama KOMIjyTepa U cauuHuX ypehaja 3a ayromaTcky oOpany mojaTtaka Bpahajy

3 VKoNmMKo IMIe KOJX KOra ce mperpecame TpeGa W3BPLIMTH HHje MPHCYTHO, HApeaba ce OCTaBiba y
MPOCTOPHjH TJIe CE BPIIHU MpeTpecame, a MpeTpecame U3BpIIaBa u 0e3 BeroBor npucycrsa. [Iperpecamy
MPUCYCTBY]jY JIBa IyHOJIETHA TpaljaHrHA Kao CBEIOLHM KOjU ce Ipe MoYeTKa mpeTpecama yrmo3opasajy na
nas3e Kako ce MpeTpecame BPIIH, Ka0 U Ja UMajy MpaBo Ja Mpe MOTIUCHBabha 3alMCHUAKA O MPETpecamby
CTaBe CBOje MPUTOBOPE, aKO CMATPajy Ja cajapikaj 3allMCHUKA HUje TadaH.
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CC HAKOH IpeTpecama MHUXOBUM KOPHUCHHMIIMMA, aKO HHUCY IMOTpeOHM 3a Bohewme
KPUBHYHOT ITOCTYIIKA.

OcuM TIPWIMKOM MpeTpecame, MpeAMeTH Koju mo KpuBuuHOM 3akoHy Tpeba na ce
OJly3MY WJIM KOjH MOTY IOCITY>KUTH Kao JI0Ka3 y KpUBUYHOM IOCTYIIKY MPUBPEMEHO Ce
MOTY OJIy3€TH ¥ Ha OCHOBY CYJICKE OJJIyKe ce 00e30elyje muxoBo uyBame. Hapendy 3a
OJly3UMame MpeMeTa U3/1aje Cyiija Ha IPeIoT TY>KHUOIla MIIM OBJIANTNEHOT CITYKOESHOT
JUIIa KOje je J0OUI0 0100pemhe o1 Ty>1<1/10ua544.

IIpuspemeno odysumarne npeomema moryhe je u 6e3 Hapende, YKOJIHKO OCTOJH
ormacHoCT oj oarahama. YKOJIMKO ce€ JHIE KOje ce MpeTpeca M3PHUUTO YCIPOTHUBU
OJly3UMamy TpenMera, Tyxwial he y poky oa 72 yaca o] HU3BpPIICHOT MNpeTpeca
TIOJTHH]E€TH 3aXTjEB CYJIUjU 3a MIPETXOIHU MOCTYIAK 32 HAKHAJHO 0JI00PCHE 0/1y3MMamba
npeMeTa, HO YKOJHMKO CyAHja 3a IMPETXOJIHU IOCTYNaK OJIOMje 3aXTEB TYXKHOIIA,
OJIy3€TH MPEAMETH C€ HE MOy KOPHUCTHTH Kao J0Ka3 y KPHUBHYHOM IIOCTYIIKY, a
IPUBPEMEHO O/Iy3€TH MpeaMeTH hie ce 0iMax BpaTHTH JIUILY O] KOJjer Cy OIy3ETH.

3akOH y TOCEOHOM 4YJaHy peryjuiie MPUBPEMEHO OIy3MMame IHucama,
TeJierpamMa M JAPYruX MOUIMJBKH YIIYNeHUX OCYME-HUYEHOM, OJHOCHO OMNTY)XCHOM WIIH
KOj€ OH OJIallINJbe, a KOje ce Hallaze KoJ npeay3eha u iria koja BpIe mociIoBe MOMITE U
TeleKOMYyHUKaIMja. [lomubKke ce MPUBPEMEHO MOTY OJy3€TH aKO IOCTOje OKOJHOCTH
300r" KOjUX C€ Ca OCHOBOM MOJKE OYEKHBaTH Ja he OBe MOIIUIbKE MOCIY)KUTH Kao JI0Ka3
y TOCTYIKY, alid CaMO Ha OCHOBY Hapea0e CyAMje 3a NPETXOMHH IOCTYIMaK a Ha
npeuior Tyxuona. Hapenba o0aBe3HO caipku: MOAATKE O OCYME-HYCHOM, OJHOCHO
ONTYXXEHOM Ha KOjer ce Hapeada OJHOCH, HAYWH U3BpIICHa Hapende U BpeMe Tpajama
Mepe, Kao u npeay3ehe koje he u3BpmuTH HaJIokKeHY Mepy. M3y3eTHo, Hapeady Moxe
U3JaTH W TYXWIAll, aKo IOCTOjH OMacHOCT on oxarahama, ¢ THM Ja O HEHOM

notBphuBamwy oJulydyje cyauja 3a NMPETXOJHHU IOCTyMak y poky oa 48 dacoBa on

>* perusHo je yrephen caapkaj HapeaGe, TAKO 1a CaapyKU: HA3HB CY/a, IPABHH OCHOB 33 PHBPEMEHO
olly3uMame MpeaMeTa, Ha3HaKy MpeaMeTa 3a OJy3uMame, UMe JIMIA OJ KOjer ce OJy3uMajy MpeIMeTH,
MECTO OJly3MMarma MpeIMeTa U POK 3a Ofy3uMame rnpeaMeTa. JInuia koja Ipixe TakBe IMpeaMeTe TyXKaH je
Jla ¥X Ipefa o Hapeadu cyda. YKOJIMKO, IaK, 00Mje 1a TO yIuHU Moxe ce kasautu 10 50.000 KM, a 'y
Ciydajy Jajber ol0Hjama - MOXKE Cce 3aTBOPUTH, MPU YeMY 3aTBOP Tpaje J0 mpeaaje MpeaMeTa Wid J0
3aBplIeTKa KPUBUYHOT IMOCTYIKa, a Hajayxe 90 maHa (OBe CaHKIMje ce HE MOTY MPUMEHUTH Hpema
OCYMILMYEHOM, OJHOCHO ONTY)KEHOM HHTH JIMOHMMa Koja cy ocioOoljeHa JyKHOCTH CBEIOYEHA).
Wzpuunr je npensubeHo na ce oapende o oly3uMamy IpeIMeTa OJHOCE CE M Ha MOJATKE MOXpameHe y
KOMITjyTepy WM CIMYHUM ypehajuma 3a ayTomMarcky oOpajy mojaraka, Kao M Ja C€ NpPU EbHXOBOM
npubaBsbaky MOCEOHO BOAM padyHa O IPONKMCHUMA KOjU Ce€ OJHOCE Ha YyBame TajHOCTH oxapelheHux
MojiaTaxa.
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MPUBPEMEHOT OJly3UMama IMOIMJbKH. Y cloy4dajy JAa Hapemba Tyxuola He Oyxae
notBpheHa, Te MOmMIbKEe ce HE MOT'Y KOPHUCTUTH Kao J0Ka3 y KPUBHYHOM TOCTYIKY.
[Ipeny- 3eTe Mepe Cy BpPEMEHCKH OTpaHHMYCHE, jep je MpeABUNEHO N1a MOTy TpajaTH
HajIy)Xe TPH Mecella, a W3 BaXHUX pasjiora Cy[uja 3a MPETXOIHH MOCTYMaK MOXe
NPOAYKUTH Tpajarbe OBUX Mjepa 3a jOII TPH Mecela, ajl MX YKHJIa YUM IpPEeCTaHy
pasJio3u 3a BUXOBO JIaJbe MPEy3UMAhE.

OcuM 0Be Mepe Koja ce Tpeay3uma rpema rnoimbkaMma, 3akoH CaapKu oapeaoy
KojoM ce ypehyje mpenaja momaraka o KOMyHHUKarjama. Hamme, yKOJNIHMKO MOCTOje
OCHOBU CYMb€ JIa j€ JIMIIe U3BPIIMIO OMIIO KOj€ KPUBUYHO JIENO0, CyJl MOXKe (Ha OCHOBY
npeyiora TY)KHOIla WM Ha IpeIJior oBiamheHuX ciayXkOeHHX JMia Koja cy Jo0uia
0I0Opee O]l TYKHOLIA) Ja HAPEIUT oIeparepy TEeJICKOMYHHUKAIMja WU JAPyroM
NPaBHOM JIMILY KOj€ BPIIIH MPYKake TEICKOMYHUKAIIMOHHUX YCIIyTa Jia JOCTaBH MOAATKe
0 Kopumhemy TeIeKOMYHUKAIMOHUX YyCIyra TOT JIMIA, MOJl YCIOBOM Ja OM TakBU
nojJal MOTJIM Ja Oyay JoKa3 y KPUBHYHOM TIOCTYNKY WM Jia IOCITyXe 3a
NPUKYIUbake HH(pOpMAIHja KOje MOTY Jia Oyay O KOPUCTH Y KPUBUYHOM IOCTYIIKY.
HapenOy y XuTHHM CilydajeBUMa MOXKE JIa M3[a W TYXHJIAIl, ald ce paaa JA00HjeHU
nojanM JOK He Oyle wu3hara cyiacka Hapenda Mopajy 3amedatutH. Hamme, o
Ipeay3eTUM MepaMa TYKWIall OfMax oOaBeliTaBa CyAWjy 3a MPETXOIHHU IMOCTYIAK,
KOJU MOXeE Yy POKYy 0] 72 Yaca m3AaTtu Hapena0y, rma y ciy4ajy Ja cyauja 3a MPeTXOIHH
NOCTYNaK He u3Ja Hapenly, TyXKHJall je AyKaH Ja MojJaTKe BpaTH omeparepy 0e3
IPEeTXOAHOr oTBapama. lIpommcana je QyXHOCT omepaTepa TeJIeKOMyHMKalMja WIN
JIpYr'uX TMpaBHUX JUIAa KOja NpYKajy TEIEKOMYHUKAIIMOHE YCIyre 1a TYXHUOLY U
TIOJIMIIM]CKUM OpraHuMa omoryhe cripoBoheme oBe mepe. OcuM mpemMa OCyMEUUYEHOM,
palima ce MOXKe OJPEAUTH U IIpeMa JIMILY 3a KOje IIOCTOje OCHOBU CyMHIbE Ja YUUHUOILY,
OJIHOCHO OJ1 YYMHHMOIIa IPEHOCH MH(pOpMalKje Y BE3U ca KPUBUUHUM JIEJIOM, OJJHOCHO
Jla YYUHWIAI] KOPUCTH HETOBO CPEJICTBO TEIEKOMYHHUKAIIH]E.

Y moriemy mNOCEOHHMX HWCTPaXHHUX paaibd, 3aKOH IPOIHUCYje J1a CE€ MOTy
OJIPEIUTH MPOTHB JIMIA 3a KOjeé MOCTOjé OCHOBHM CyMHIb€ Ja j€ caMO WM 3aje[HO ca
JPYTUM JIMIIIMa Y4€CTBOBAJIO WM YUECTBYj€ y U3BpLICHY OJpeheHuX KpUBUUHOT JIela,
aKo Ce Ha JIpyrd HauWH He MOTYy MPUOaBUTH JI0Ka3H WK OM HBUXOBO NMPUOaBIbambe OUII0
MOBE3aHO ca Hecpa3MepHUM Temkohama. Kpyr nmuma mpeMa KojuMa ce MOTY OJpeIAuTH

OBE pajilbe je MPOIIUPEH, jep je IpeaBul)eHo a ce UCTe MOTY OJIPeIUTH U TpeMa JIUILY
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3a KOje MOCTOje OCHOBH CyMIb€ J1a YUYHMHHOILY, OJHOCHO O] YYMHHOIA KPUBUYHOT Jeja
npeHocy MHQOpMalrje y Be3u ca KPUBUYHUM JEJIOM, OJHOCHO Jia YUYMHHIIAI] KOPUCTU
HETOBO CPE/CTBO TEICKOMYHHUKAIIH]E.

VY morneay KpUBHYHHX Jieia, U3PHUYUTO Cy HaBelleHAa KPHBHYHA JieJia MPOTHB
Peny6inke Cpricke, KpUBHYHA Jefla MPOTHB YOBEYHOCTH U MelyHapoIHOT mpaBa H
TepopH3aM, HO, C 003UPOM J1a je IpeaBul)eHO Ja ce MOTY OJPEIUTH 3a KPUBUYHA KOja ce
npema KpuBHYHOM 3akOHY MOke m3pehu Ka3Ha 3aTBOpa OJ TPU TOJUHE HIIM TEXa
Ka3Ha, Kpyr KpUBUYHUX JIeJa je PeJIaTUBHO MIMUPOK. 3aKOH Mel)y moceOHUM M3pUYUTHM
panmama mpeaBuha M HAA30p M TEXHUYKO CHUMAmbE TEICKOMYHHKAlMja W IMPHCTYII
KOMIIjYTePCKUM CUCTEMHUMA U KOMIIjYTEPCKO CPABIHEHHE MOATaKa.

Uctpaxkne paame oxapehyje HapenOoMm cyauja 3a MPETXOIHU TMOCTYyIMaK, Ha
00pa3IoKeH MPEIUIOT TYXKHOIA, KOjU CaIpPXH: MOJATKE O JHILY MPOTUB KOTra Ce pajimba
npeay3uMa, OCHOBE CyMIbE, pasJiore 3a BEeHO MPeIy3uMame U 0CTalle ONTHE OKOJTHOCTH
KOje 3aXTeBajy Mpeay3uMame pambi, HaBoleme pajbe Koja ce 3aXTeBa M HAYMH HBEHOT
u3Bohema, 00MM U Tpajame paame. OCHM ToJaTaka Koje CaAp)Kd MPEIIor TYXKHOIA,
Hapez0a calpku U yTBphuBame Tpajama HapelheHe paame. M3y3eTHo, ca u3BpiaBambeM
UCTPaXHE paalkbe MOXKE C€ 3alo4eTd W Ha OCHOBY yCMeHe Hapeale cyauje 3a
NPETXOJHU MOCTYIAK, YKOJIMKO C€ MHCaHa Hapeabda He MOXKe JOOMTH Ha BpEME M aKo
MOCTOjU OMACHOCT 0oJ] oAarahama. ¥ TOM Cily4ajy, TUCAaHH HAJIOT CyJHje 3a MPETXOIHH
MOCTyMaK Mopa ce nmpubaBUTH y POKYy o 24 yaca o W3/1aBamkba yCMEHE Hapenoe.
HapenOy u3BpIaBa noiauuMjcku oprat, a npeayseha koja Bplie mpeHoc nHpopmaruja
JyXHa Cy Jia Ty)KHOILY U TIOJMIIHjCKUM OpTaHuMa omoryhe cripoBol)eme pabi.

Hamsop W TEeXHHUYKO CHUMame TENEKOMYHHKAIMja U TPHUCTYI KOMIIjYTEePCKUM
CUCTEeMHMa W KOMIIJYTEPCKO CpaBH-CHE IMOJaTaka MOTY TpajaTH HajayKe 10 Mecell
JlaHa, a U3 MOCeOHO BAXKHUX pas3jora Mory ce, Ha oOpasjoXeHH MpeIor TYXHOoIa,
IPOIY’KaBaTH 3a MO Mecell JaHa, ajli He MOTY TpajaTd YKYITHO JYK€ IIeCT MECEIH O]l
MPBOOWTHO M3JaTe HapenOe. Y CBaKOM Cydajy, CyAHja 3a MPETXOJHU IMOCTYMaK je
Iy’KaH J1a MMHCaHUM Halorom, 6e3 oarahama, 00yCTaBU U3BPIICHE MPEAY3ETUX PATHHI
aKo Cy IpecTajld pas3io3u 300r KOjux cy paame Ouie oapehene. Hakon mpecranka
pUMeEHe paby TTOJUIIN]CKA OPTaHH CBE MH(OpMaIlrje, MoJaTKe U IpeaMeTe 100ujeHe
MpPEeAYy3eTHM pajbaMa, Kao W HW3BEIITa] O TOME Mpeajy TYXKHOIYy, KOjU JO0CTaBJba

Cy,Z[I/IjI/I 3a MMPETXOJHU IMOCTYIIAK IMUCAHU I/ISBCIJ_ITaj O MMpPEeAYy3€TUM palimkaMa, Ha OCHOBY
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KOT CyAMja 3a MPETXOJHH MOCTYyNaK IpoBepaBa Ja JH j€ MOCTYIUbEHO IO HEroBoj
HapenaOu. VYKOJMKO TYyXHJAIl OIyCTaHEe OJi KPUBHYHOT TOHEHA, OJHOCHO aKo
uHpopMaIyje u moAany NpuoaBbeHH TPUMEHOM HapeheHUX paamy HUCY TOTPEOHU 3a
KPUBHUYHH IMOCTYIAK, YHUIITHNE Ce T10]] HaJ30pOM CYJIH]j€ 32 MPETXOAHU OCTYIAK, KOjU
he o Tome cactaBsba ocebHu 3anucHUK. CaMo y TOM ciy4ajy, O Mpeay3uMamy paambH,
pasiio3uma 3a BUXOBO Mpeay3uMame, nHpopManuju Aa A00MjeHN Marepujai Huje Ouo
OCHOB 3a KPHBHYHO TOHCHE M J]a je YHUIITEH MUCAaHO ce O0aBelTaBa JIUIEC MPOTHB
KOjer je paama npeaysera. JIuie mpoTuB Kojer je pajma Ouia nmpeay3era Moxe o1 cyaa
3aTpaKUTH UCIIUTHUBAGE 3aKOHUTOCTH Hapea0e U HaYMHA Ha KOjU je CIIPOBEICHA palmba.

[Momanm m wHpOpMaIMje NOOUjEHU TMPEIy3UMAbEM PAIlbU C€ UyBajy JOK Ce
YyBa CYACKH CHHC. TEXHMYKE CHUMKE, HCIpaBe M NPEIMETH NPUOABILEHH O]
YCIOBMMa W HAa HAYMH IMPOIKCAH OBUM 3aKOHOM MOTY C€ KOPUCTHTH Kao JIOKa3u y
KPUBUYHOM TIOCTYIIKY, alli, aKO CY paliibe mpeay3ere 0e3 Hajora Cyamje 3a MPEeTXOaHH
MOCTYIAK MM y CYIIPOTHOCTH Ca HOM, Cy/ Ha MPHUOAaBJLEHUM MOJAIMMA WK JI0Ka3uMa

HE MO’KE 3aCHMBATHU CBOJY OJAJYKY.

3.3. XpBarcka

3aKOH O KpPUBUYHOM IIOCTYNKY IpeaBuha MoryhHocT mpoBepe ycrocTaBibarba
TEJIEKOMYHUKAIIM]JCKOT KOHTaKTa (339a)545. Hanme, ykonmmko mocToju cymMma jaa je
PETUCTPOBAaHM BIIACHUK WM KOPHCHUK TEIEKOMYHHKAIMJCKOT CpPEJCTBA yYHMHHO
KPUBHUYHO JIEJI0 32 KOja c€ KPUBUYHU MOCTYMaK rnokpehe mo ciayx0eHoj 1yKHOCTH (Kao
U 3a JIMIIE KOje je MOBE3aHO ca OCYMIMYEHHMM) MOJIMIMja MOXKE Ja, Ha OCHOBY Hajlora
CyIMje ucTpare, a paJy MPUKYIJbamka JJ0Ka3a, O] OTepaTopa jaBHUX KOMYHHKAIIN]CKUAX
ycayra 3aTpakd MpOBEPY HCTOBETHOCTH, Tpajaba M YYeCTATIOCTH KOMYHHKAIHje C
onpeheHuM eJIeKTPOHCKMM KOMYHMKALIMJCKUM ajpecama, YTBphHUBame TM00Xkaja
KOMYHHKaIHjcKor ypehaja, kao u yTBphHBame MecTa Ha KojuMa ce Hajlaze ocole Koje
YCIIOCTaBJba]y €JIEKTPOHCKY KOMYHHKAIM]y, T€ HJICHTHU(PHUKaIMjCKe O3HaKe ypehaja.
Cynuja uctpare je nyxaH Ja 0 oOpasioKeHOM MPEJIory jaBHOT TY)KHOIA JTOHECE

OJUIYKY Y POKy o 4 caTta oja mpujema mpeiora. MehyTum, mocToju U H3y3eTHa

> Zakon o kaznenom postupku Republike Hrvatske (NN 152/08, 76/09, 80/11, 121/11, 91/12, 143/12,
56/13, 145/13), http://www.zakon.hr/z/174/Zakon-0-kaznenom-postupku.
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MoryhHOCT, 1a y ciy4yajy OHNacHOCTH OJf OATOJE, jaBHU TYXHJAIl HM3/a HaJor 3a
IpoBEPY, aKo Bepyje Aa Ha Bpeme Hehe Mohu npuOaBUTH HANOT CyAMje, ajH je Tajaa
JOy)XaH Jla y poKy ox 24 cara on HW3AaBamba HAJIOra, YIMyTH CYIUjH JOMHC y KOM
oOpaziaxke pas3nore 3a TaKkBO IIOCTyNamke M Taga CyAdja pEHICHEeM OIIydyje O
3aKOHHTOCTH HaJlora y POKy o 48 caTu o mpujemMa Hajora M JOIKca, MPOTUB KOT
pelema jaBHUA TYXHIIAI] HEMa IpaBa kajide. YKOJIMKO Cy mojanu npubaBibeHH 0e3
HaJlora CyJMje MCTpare OJHOCHO aKoO jaBHHM TYXWJAll HHUje y POKY JOCTaBHO CyIHje
UCTpare HAJIOT WM aKo je OA0MjeH 3aXTeB AP>KaBHOT TYXKHOILA 3a MOTBPIY HaJjora 3a
IPOBEPY YCIIOCTaBJbabha TEIICKOMYHUKAIM]CKUX KOHTAKaTa, TaKO MPUKYIJbEHH TTOAIH
HE MOT'Y C€ YIOTPEOUTH Kao JJOKa3 y MOCTYIIKY.

3aKkOH O KPUBMYHOM IMIOCTYNKY HPONHUCYjy Ja C€ MpeTpec Mpelay3uma ako je
BepoBaTHO j1a he ce nponahu TparoBu u npeagMeTy NOTPEOHU 3a KPUBUYHH MTOCTyNaK (y
ynanoBuMa 240-250), Ha ocHOBY Hayora cyauje ucrpare (KOju peliaBa O 3axXTEBY
0JIMax, a HajKaCHHUje y POKY OJl YeTUPH caTa O] MpHjeMa 3aXTeBa) a KOjU Cce M3BpIIaBa
ce y POKy OJ TpH JaHa Of JaHa W3JaBama (HAKOH MPOTEKa pOKa, MPETPec ce BHIIE He
MOK€ M3BPIIMTH Ha OCHOBY TOT Hajora). OcuMm Tora, jaBHU TYXHJIAll MJIM TOJHIH]ja
NPWIMKOM BpIlickha yBulaja Jiniia MecTa 3a KpUBHYHO JIEJI0 KOje Ce TOHHU IO CIIYKOCHO]
TYKHOCTH MOJKE CIIPOBECTH TPETPEC OJMax, a HajKaCHHWje O0CcaM CaTH HAKOH IITO je
KPUBUYHO [E€JI0 OTKPHUBEHO, YKOJHMKO j€ TO NPEKO TOTPEeOHO paad OTKIAmarmba
OMACHOCTH TIO JKMBOT W 3/[paBJbe¢ JbyAM WM HMMOBHHY Beher omcera wimm paju
OCUTypama TparoBa M JJOKa3a KOjH Cy Yy HEMOCPEIHOj BE3U C KPUBUYHHUM JIETIOM 300T
Kojer ce o0aBsba yBuhaj (OCMM ako ce paau O MpeTpasu joMa). Y wiany 257. Kojum ce
ypehyje mperpec mMOKpeTHE CTBapu, MOCEOHO je HaBEJAEHO Jla OBa pajma oOyxBaTa U
nperpec padyHapa U C BUM noBe3aHux ypehaja, apyrux ypehaja koju ciyxe
NPUKYIUbakby, MOXpambHBakby W NPEHOCY IojaTaka, Tele@OHCKHM, pauyHapCKUM H
JpyruM KOMYHHKAallMjaMa i HOCHIIAIla rmojaTtaka. JIuie Koje KOPUCTH padyHap WA uMa
NPUCTYNl padyHapy WM JAPYroM ypehajy WM HOCHOIY IoJaTaka, Te TMpyxkajail
TENICKOMYHUKAIM]CKUX YCIIyTa, TYXKHO je Ja OpraHy KOju CIPOBOJH IMpeTpec oMoryhu
NpUCTyNl padyHapy, ypehajy wuiam Hocuoly TmojmaTaka M Ja TMpYyXH TNOTpeOHa
obaBelITemha 3a HECMETaHy yrnoTpedy U ocTBapeme IiibeBa nperpeca. OcuM Tora, Juia
Cy Ay)KHa MO HAJOTy OpraHa KOju Tpeay3uMa pajiy Ja Hpeay3My Mepe KojuMa ce

CIIp€uaBa YHUIITCHC HWIIM MCHAKLC IMOJJaTaKa, a I(Oje paamke OpraH MOXKE HAJIOKUTH U
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cTpyuyHOM noMohHuKy. JIuiie Koje KOPUCTH padyyHap WM MMa HPUCTYI padyyHapy WA
apyrom ypebhajy, kao u mpyxainai TeJIeKOMYHUKAIIUjCKUX YCIIyTa, a KOjU HE MOCTYyIe y
CKJIally ca MOMEHYTUM obOaBe3ama, CyAuja UcTpare MokKe Ha MpeJIor jaBHOT TYXKHOLA
Ka3HUTH (HOBUYAHOM Ka3HOM y u3Hocy 1o 50.000,00 kyHa, a ako W HAKOH Tora He
MOCTYIU TI0 3aXTEBY, JIUIIE CE MOXKE C€ Ka3HUTH 3aTBOPOM JIO M3BpLICHA 3aXTEBa, a
Hajay’Ke Mecell JaHa), alld ce oJpenda O KaKiaBamby HE OJHOCH Ha OKPHUBJHEHOT. Y
BE3U ca MpPEeTpPecoM padyHapa je pajmba HOPUBPEMEHOT OAy3MMama MpeaMeTa.
[TpuBpeMeHo ce ony3uMajy MpeAMETH KOjU Ce OAY3UMajy MpeMa KPUBUYHOM 3aKOHY
WIA KOJU MOTY MOCTYXHUTH TPU YTBphUBamy YMi-eHHIA y mocTynky. CBa Juma Koja
JpXe TakBe IMpeaMere, Ay)KHA Cy Ja WX Mpenajy Ha 3aXTeB jaBHOT TY)XKHUOIA WIH
MOJIMIMje, KOjU AprKaolle MpeaMeTa YIo30paBajy Ha IOCTeAulle KOje MpOoM3iIa3e U3
onbujama MoCTynama Mo 3axTeBy. YmaHoMm 263. mpensul)eHa je cXxogHa MpUMEHa
OIIITHX MpPaBUJIa O OMy3UMamy NpeAMeTa U Ha MOJATKe OXPamkbeHe Y padyHapuMa U ¢
BUM TIOBe3aHUM ypehajuma, Te ypehajuma Koju CiyKe NPUKYIUbaky W MPEHOCY
noJiaTaka, HOCHOIIE ToJlaTaKka M Ha MpeTIUIaTHUYKEe MH(pOpMalMje KojuMa pacroiake
npyxanan ycnyra. [lonanu ce Ha mucaHu 3axTeB jaBHOT TYKHOIlAa y KoM ce ofpehyje
POK y KOM C€ HOJaly Npefajy, U y HeIOBUTOM, H3BOPHOM, YHTJFUBOM M Pa3yMJbUBOM
00muKy. Y ciydajy onOujama npesaje, Cyauja ucrpare Juma (OCHM OKPUBIBEHOT U JIHIA
KOje cy ociio0oheHe Ty KHOCTH CBEIOYCHAa) Koja oJ0Mjy J1a mpeajy mpeamere (a 3a To
HE MOCTOj€ OIpaBJIaHM PA3JIO3U), MOXKE HAa OOpPa3IOKEHM MNPEAJIOr jaBHOT TYKUOLA
Ka3HUTH (HOBYaHOM KazHOM Yy u3Hocy 1o 50.000,00 xyHa, a ako M HaKOH Tora He
MOCTYIU TI0 3aXTEBY, JIUIE CE MOXKE C€ Ka3HUTH 3aTBOPOM JIO M3BpIICHA 3aXTeBa, a
Hajay)ke mecel] gaHa). [lomanu ce cHUMajy y peaHOM BpeMeHy, a MpHU MpuOaBIbamy,
CHHMamy, 3alITUTU U YyBamy MOJaTaka MoceOHO ce BOAM payyHa O MPOMUCHMA KOJU ce
OJIHOCE Ha YyBame TajHOCTH ojpeheHux nmoaaraka. [Ipema okogHOCTHMA, MOAALMU KOJU
Ce He 0JIHOCE Ha KPUBHUYHO JEJI0 300T KOT ce TOCTYIa, a MOTPEOHHU CY JIUILy IIpemMa K0joj
Ce CIIPOBO/IM pajiiba, MOTY Ce CHUMUTH Ha OJroBapajyhe cpeacTBo U BpaTUTH TOM JIUILY
U Tpe OKOHYama NocTynka. Ha mpeasor jaBHOr TyKHOL@ CyAdja HMCTpare MOXe
pelemheM OAPEAUTH 3alUTHTY M YyBamke CBUX pAauyHApCKUX IOjaTaka, JOK je TO
noTpebHO, a HajayXKe IIEeCT Mecelld, a HaKoH ce Bpahajy, ocUM ako Cy yKJbYY€HHU Yy
U3BpIICHE KPUBUYHUX JIeNIa MIPOTUB PAdyHAPCKUX CHCTEMa, IPOrpaMa M IoAaTaka i

JIPYTOr KPUBHYHOT JeJia 332 KOje C€ TOHHM IO CIY)KOEHO] MYKHOCTH a YYHUILEHO je
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nomohy padyHapckor cucrema. Bpeana momeHna je oapenba wian 331. xoja npensuba
Ja ce mpuMeHoM ojpenaba wiana 257. (kojum ce ypelyje mperpec mokpeTHe CTBapu),
262. n 263. (xojuma ce ypelhyje TpUBpEMEHO OAYy3MMame MpeaMera) MnpudaBiba
€JICKTPOHCKHU (TUTHTAIHK) JT0Ka3 (oapehen y cmuciy uwiaHa 202. craBa 2. tauke 303.
Ka0 TMOJaTaK KOjH je Kao JOKa3 y €IEKTPOHHUYKOM (JIUTUTAITHOM) OOITUKY.

Y XpBarckoj ce moceOHE OKa3HE PaJme MOTY OJPEAUTH YKOIUKO C€ H3BUIU
KPUBUYHUX Jieja He OM MOIJIM CIIPOBECTH Ha JPYT'M HAuWH WM OM To Ouio moryhe
camo y3 HecpasmepHe temikohe. Ha mucanum oOpa3iiockeHU 3aXTEB jaBHOT TYXHOIA,
CyIja WCcTpare MOKe IMPOTHUB JIMIA 33 KOjy MOCTOje OCHOBE CyMIbE Ja j& MOYMHHUIIO
HEKO OJf KpUBUYHHX Ji€la HaBeJeHUX y wiaHy 334. 3akoHa 0 KpUBHUYHOM HOCTyHKy546,
NUCaHUM, OOpPAa3JIOKEHUM HAJIOTOM OJPEAMTH IMOCeOHE IOKa3HE palkbe KojuMa ce
NpUBPEMEHO OrpaHu4aBajy oapeheHa ycraBHa mpaBa rpahana, a mehy kojuma cy
peneBaHTHE 1Be: 1) HaI30p M TEXHUYKO CHUMambe TEIC(HOHCKUX pa3roBOpa M IPYrUX
KOMYHHKAIMja Ha JaJbMHY, U 2) IpecpeTame, MPUKYIUbakhe U CHUMAmhE pauyHapCKUX
nojaraka (y wianoBuMa 332-334). M3y3eTHO, HAJIOT MOXE M3JaTH U jaBHU TY)KHJIAI,
aKo MOCTOjU OMACHOCT OJ1 OATO/IC U aKO jaBHU TY>KWJIall Bepyje Ja Ha Bpeme Hehe mohu
nprOaBUTH HAJIOT CyJHje UCTpare, ajld caMo Ha BpeMe O]l JIBajieceT ueTupH cata. [lpu
TOME j€ jaBHM TYKWJIAIl JTy’KaH Ja HaJor, C O3HAKOM BpEeMEHa M3/JaBarba, U JIONHC, Y
KOM OOpasfiake pas3jiore 3a HEeroBO M3JaBame, Y POKY OJ] 0caM CaTH O] M3/aBamba
JIOCTaBU CYAHjU HUCTpare. VICTOBpeMEeHO, YKOIMKO cMarpa Ja Tpeba HAcTaBUTH ca
crpoBohemeM 1noceOHe TOKa3HE pajibe, MOJAHOCH CYAHMjH UCTpare NUCaHu 00pa3IokKeHN

47
3aXTEB 3a JaJbHe CIpOBOheme’

. Mebhyrtum, jaBHM Tyxuial HMje oBiamheH na u3aa
HaJIOT 32 Ipely3uMame PaJibe MpecpeTame, NMPUKYIIbAalkhe U CHUMAKBE PAuyyHAPCKUX

noAgaraka, ako HaA4YWMH U3BPUICHA TC paldbC 3aXTCBA YyJIa3daK y JOM WJIH YAAJbCHU YJla3akK

% IToceGHe n0Ka3He pajEbe MOTY Ce OJPEIUTH 33 TAKCATHBH HABEICHA KPMBHUHA Jera Meljy kojuma cy u
uckopuinhasawa jiene 3a nopHorpadujy), KpuBUYHA Jiefia MPOTUB MHTEJEeKTyaHor BiacHumTBa (I'naBa
XXVII) ako cy moummeHa ynopaboM padyHapCHX CHCTEMa WM Mpeka, Kao M 3a CBa KpPHMBHYHA JieNa
MPOTHUB PavyyHapCKHUX CHCTEMa, Iporpama u nojaraka (I'maBa XXV).

Cyadja uctpare oaMax MO TpHjeMy Hajlora W JIONHCca WCHHTYje Ja M Cy MOCTOjajd YCIOBH 3a
W3/1aBambe Hajlora M OINAcHOCT O] OJroJie, 1a pelIeHheM OJUTydyje O 3aKOHHTOCTH Hajora. AKo cyauja
ucrpare oJ00pH HAJIOT, a jaBHU TY)KWJIAIl je TO/HEO 3aXTeB 3a Jajbihe CIpoBoleme JIOKa3HE palibe,
JIOHOCH HAJIOT O cripoBol)emy ImoceOHe JoKa3He paame. AKO ce He CIIOXKH C HAJIOTOM jaBHOT TYXKHOIIA, O
TOME OJUTydyje BaHpaclpaBHO Behe y poKy oJ JBaHAaeCT caTH OJ mpHjeMa 3axrteBa. Ako Behe morBpau
HaJIOT, a jaBHU TY)XWJIAI| je 3aXTeBao AaJbibe CIpOBOleme J0Ka3He pajme, Behe m3maje Hamor o
cnpoBohewy pajme. YKOIMKO, Nak, Behe He 0100pu HaOT, y pelIemhy Hajlaxe Ja ce oaMax o0ycraBe
panme, a IoJany NPUKYIJBEHN HAa OCHOBY HAJOTa jaBHOT TYXKHOLA C€ NpeAajy CyIHjH UCTpare KOju uX
YHHIITaBa ¥ O TOME CaCTaBJba 3aIMCHUK.
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y pauyHap OCYMHBUYEHOI KOjU C€ Haja3u y HEroBoM nomy. Jlakie, mpecperame,
NPUKYIUbakhe U CHUMAhEe pauyHApPCKUX IMoJlaTaka je Moryhe oipeluTH Tako Jia ce BPIIU
yIaJbeHH yia3aK y padyHap OCYMILHUYCHOT KOjU CE Hala3H Y HErOBOM JIOMY, alldl CaMo
Ha OCHOBY HaJIOTa Cy/I¥ja UCTpare.

Hamzop 1 TexHMYKO CHUMame Telne(OHCKUX Pa3roBOpa M JPYruxX KOMyHHKAIMja Ha
JaJbUHY MOXKE CE OJPEIUTH M IpeMa JMIUMa 3a KOje IIOCTOje€ OCHOBE CYyMHIE Ja
YYMHHUOILY WM O] Fbera IPEHOCEe CAONIITEHha U OPYKE Y BE3H ca JeJIOM, OJHOCHO Ja Ce
YYMHWIALl  CIYXH HUXOBHM  NPUKBYYIMMa Ha TenepoH WIM  JIPYTUM
TEJIEKOMYHUKAIIMjCKUM ypehajem, Koje Kpujy YYMHHOLA KPUBHYHOT Jelia WU MY
NPUKPUBAKEM CPECTaBa KOjUMa je KPUBUYHO JETI0 YUYUEEHO, TParoBa KpUBUYHOT Jeiia
WM TpeJIMETa HACTAINX WJIM NMPHOaB/bEHUX KPUBHYHHUM JEJIOM WM Ha JIPYrd HauyMH
noMaxy za He Oyzae oTkpuBeH. OcuM Tora, obe rmoceGHe J0Ka3HE palke MOTY ce Y3
NUCAaHU MPHUCTAHAK JIMIA KOje je YYECHHUK Y KOMYHHKAIHjH, IPUMEHUTH Ha CPEJCTBa,
npocropuje u npeamere Te ocode. OBe mocedHe JOKa3HE pajbe W3BPIIaBa MOJUIH]a, a
OIEPAaTHBHO-TEXHUYKHU IIEHTAp 32 HAJA30p TEIEKOMYHHKaIMja, KOju 00aBba TEXHUYKY
KOOpJHMHAIM]Y C TMpYKaoluMa TEIeKOMYHHKALUjCKHX YCIyra, Kao M IpYKaoIH
TEJIEKOMYHUKAIN]CKUX YCIIyTa, AY)KHU CY JIa MOJUIIJH OCUTYPajy TOTPEOHY TEXHHUYKY

nomoh>*®,

8 3a HemocTymame 10 0BOj 0GaBE3H, CyIHja MCTpare Ha OBPA3IOKEHH NPEUIOr jaBHOT TYXKHOLQ,
MOXe€ TpyXKaolla TEJICKOMYHHUKAIMjCKe yCIyre Ka3HUTH HOBUaHOM KkazHoMm 10 1.000.000,00 kyHa, a
onropopHo June y OmnepaTHBHO-TEXHMYKOM LEHTPY 3a HaJI30p TeleKOMYHHKaldja Koju o00aBiba
TEXHUYKY KOOPAMHALM]Y W Y TPYXKaolly TEeIeKOMYHHKALMjCKUX YCIyra, MOXe Ka3HUTH HOBYaHOM
ka3HoM y usHocy 10 50.000,00 kyHa. AKO M HaKOH TOra HE U3BPILIU PELIEHE, OATOBOPHO JIUIE CE MOXKE
Ka3HUTH 3aTBOPOM JIO U3BPIICH-a, alli Hajly)Ke Mecell JaHa.
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IlecTH neo
MEBYHAPOJHA CAPAJIIBA Y CYIIPOTCTAB/bABY
BUCOKOTEXHOJIOIIKOM KPUMHWHAJIY

BucOKOTEXHONOKN KpUMHHAT je (EHOMEH ca HM3PaXEHOM TPAaHCHALMOHAIHOM,
r100aTHOM JTMMEH3UjOM KOja OpraHuMa romema Hamehe moTpely 3a MpUKYIUbamkbeM
JI0Ka3a U XBaTalkbeM YUYMHHUOLA KOJU C€ Haja3e Ha mepumopuju opyeux opacasd,
YKOJIMKO C€ MU3BPILIWIALl paJkhe KPUBUUHOT JIea HaJla3u Ha TEPUTOPUJU jeIHE JIpKaBe, a
nocjieaulle paame u omTeheHa aua Ha TEPUTOPHU)U jeTHE WIIM BUIIE JPYTUX JpKaBa.
OBaj mpoOneM HHUje jEJUHCTBEH CaMO 33 BHCOKOTEXHOJIOIIKM KPUMHUHAJN, jep Cy
YYUHHOLM KPO3 UCTOPH]Y MpeNa3suil y JpYyry Ap>KaBy y OJHOCY Ha TEPUTOPHU]Y Y KOjO]
Cy M3BPLIMJIM pajiby KPUBUYHOI' Jeja Kako OM M30€ryii KPUBUYHO T'OBEHE U OCYIY.
OHO mTO je cnenu(UYHO 332 BHCOKOTEXHOJIOIIKA KPUMHHAJ jEeCTe Ja Cy TaKBH
CIICHApHjH yYecTalIh JO T€ Mepe Ja Cce MOXKE TOBOPHUTH O TpaBwily. Excman3mja
UHPOPMALIMOHUX TEXHOJIOTHja, HapouuTo VIHTepHETa, Kao cpeiacTBa W IpeaMeTa
U3BpIICHA KPUBUYHOT JI€Jla, OJHOCHO OKpYXelma Yy KOM Cc€ palmba H3BpLICHA
npemy3uMa, JIOBeNa je JI0 TOTa 0d HAOAeNCHU OpeaHu jeOne Opacase He mozy 0Oe3
capaomwe ca HAONEHCHUM OP2aAHUMA Opy2e Opacase 0a ce eqPUKACHO CYNPOmMCmage 080M
obauky kpumunana. llpumepa pagu, 2006. roauHe OpUTaHCKHM MpyXajal yciayra
€JIGKTPOHCKUX KOMYHMKallM]ja je MpHjaBUO MOJUIUjH Ja je CTBOPEHa Mpexka OOTHETOBa
on1 oko 19.000 pauyHapa uMju BIACHUIIM Cy KOPUCHUIM Te KonMaHuje. Mako je pauyHap
KOJU je KOMIIPOMHTOBAO OOTHETOBE MNPBOOUTHO OWO Jomupad y JloHAOHY, nasbu
OIepaTUBHU paj je T0Ka3ao Jia je ocymmuueHu u3 Kanane yop3o ,,ipebdanno KOHTpoy
Ha cepBep Jonupad y Hemaukoj, morom y Kopejy u CAJl, na je y uctpasu HyXHO
yHeCTBOBAIA MIOJAIMja CBUX HABEICHUX aAprkaBa’ . Y omeparmjn Rescue Ha pasGujamby
Mmpexke on 70.000 numa ocyMHBUYEHHX Ja Cy pa3MemUBaIM MpUKa3e MopHorpagdckor
Mmarepujana mnpeko ¢opyma boylover.net yuectBoBana je momuimja u3z 13 I[p)I(aBaSSO.
Tokom 2008. u 2009. ronune Ha Tepuropuju Pemybmuke CpOuje omrehena nuia

npHjaBwiia Cy JeceT ciyyajeBa ca eineMmMeHTuma , Hurepmjckux mnpeBapa wiu ,,419

9 R. Bryant, P. Stephenson, ,,Policing Digital Crime: the International and Organisational Context,
Bryant, Bryan, op.cit, 111.

0" http://ceop.police.uk/Media-Centre/Press-releases/2011/HUNDREDS-OF-SUSPECTS-TRACKED-
IN-INTERNATIONAL-CHILD-ABUSE-INVESTIGATIONY/.
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npeBapa” MPOTHB HEMO3HATHX YyYMHWJIAA Y KOjUMa Cy pajmbe KPUBUYHHX Jeia
npeny3ere Ha noapydjy Hurepuje, Cenerana u benwna, mehyrum, mehynapomHa
NOJIMIIMjCKA capajiba ca HaBEJCHUM Jp)KaBaMa J0 JiaHaC HHUje JOBeNa J0 3HA4ajHUjuX
pe3ylITaTa HCTpare OBHX clydajeBa’ .

TpagunuoHaaTHO ToMMamke WHQPOpPMAIMOHE 0e30eTHOCTH KOje y IICHTap MaXKHe
MOCTaBJba M30JI0BAaHH PauyHAPCKH CUCTEM HUje aJeKBATHO y OKOJIHOCTHMA JWUTHTAIHE
U OexuyHe MoBe3aHOCTH. KOHIIENT MO KOM Cy padyyHapCKH IMOJAI MOXPAamEHU Y
onpeheHOM padyHapCKOM CHCTeMY Ha ojpeheHOM MeCTy W y OKBHPY jeIHE Jp)KaBe
10CTaje CBE Mame pelieBaHTaH M3 pas3iora INTO je JIOKAalHja Ha KOjoj ce pavyyHapCKu
nonany HecrabmnHa. Haume, momanu ce ,,kpehy* usmel)y cepBepa u jypucIukimja win
MOTY OUTH M3 pa3iora CUTYPHOCTH M JOCTYITHOCTH ,,IPECIMKAHK * HA BHIIIC JIOKAIMja U
TUME C€ HAJa3UTH Yy TEpUTOpHjamMa pa3IMYUTHX JApXKaBa Y UCTO BpeMe, Kao IITO
cajpkaj BeO CTpaHWIIA MOXKE OWTH CacTaBJbCH OJ] JUHAMHYKH IOBE3aHUX H3BOpa
uH OPMAIlHja JONMPAHAX HA DA3ITHYMTHM cepBepuMa 2. Tako ympexcenu ceem
nocmao je eauKo ,uepanuwme’  3a  u3épuiuoye KpueuYyHuUx Oeid TPOTHB
MOBEPJHUBOCTH, IEIOBUTOCTH M JOCTYITHOCTH PAavYyHAPCKUX CHUCTEMa M I0JIaTaka,
OJTHOCHO JieJla BHUCOKOTEXHOJIOIIKOT KPHMHHAJIA YOMIITE. /H3a308U MEXHOIOUKOS
Hanpemxka Tpe]] OpraHuMa rolbeba Ce OrNIeAajy y nogehianom obumy nooamaxa Koju ce
4yBajy, 00pal)yjy Wiu mpeHoce Kpo3 padyHapCKe MpExKe, YIIOTPEeOu suuue pasiuyumux
ypehaja 3a TPUCTYN TMOAanKMMa, MOTYHHOCTH W3BpLIMONA Ja CAKPUBA]Y Mpazose
akmueHocmu u oyyeajy aHoHumuocm (KopuiIhemeM eHKpHIMuuje, proxy cepsepa, TOR
pyTepa, ycayra MHOCTpaHHX TMpy)Kajiala yciiyra eJeKTPOHCKUX KOMYyHHKaIiuja, Voice-
over-IP texHonoruja u npyro), uckopuwhasary pauyHapa HeBUHUX TUYA UTU YOA/bEeHUX

ungopmayuonux cmpykmypa 3a W3BpLICHE Jeja BHCOKOTEXHOJIOIIKOI KpUMHHAJa

51 V oBum KPpUBUYHUM JICJIUMaA omrehenn Cy NPUMUIIN CJICKTPOHCKY IMOIITY Yy KOM C€ MOJIM J1a IOMOTHE
y npebanmBamy Behie cyme HoBua 3 Cenerana y Adpunu. Ilommpaony 0BakBUX MejIoBa yriaBHOM Ce
NPe/ICTaB/bajy Kao pohalM HEKMX O 3BaHMYHMKA WM JIp)KaBHUKA CTPAHUX 3eMalba, KOjU YBEK iKeje Ja
npebalie BEIMKE CBOTE HOBIA, 3a IITa UM je MmoTpebaH OAHKOBHM padyyH M3 ApPYyre 3eMJbe, a 3a y3BpaT
obehaBajy oapeheny mposusujy. Onmcane npesape Cy yrjaBHOM BpIICHE MoMohly Spam mopyka mpeko
OecIIaTHUX HAIora 3a eJISKTPOHCKY MOIITY oTBapaHuX Ha MHTepHeT cepBucuma Yahoo, Hotmail u np, a
ynorpebsbaBaHe cy W JaxHe VIHTepHeT ajgpece Ha KojuMa cy ce Hamaswie VHTepHeT mpeseHTanuje
MIOCTaBJbEHE OJI CTpaHE M3BpIIMJIANA KPUBHYHUX Jejla, ca HaMepoM Ja oOMaHy HaWBHE KOPHCHHKE
Wnrepnera. Y peanmsanuju npesapa kopumhena je n gpancupukoBaHa JOKyMEHTaIM]ja Ap>KaBHUX OpraHa
u npenyseha Hurepnje, 'ane, Cenerana, KamepyHna n npyrux npxasa ca Tepuropuje 3amangne Adpuke.
%2 s, Gareth, Website Location:  Cyberspace vs. Geographic  Space, 2008,
http://www.coe.int/t/dghl/cooperation/economiccrime/cybercrime/t-
cy/Gareth%20Samson%20Website%20L ocation. pdf
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(amp. 'y Buay botnet nananma), xopuwihery ycayea cloud computing-a xojum ce
CJIGKTPOHCKM JIOKAa3W TOXpamyjy Yy CepBepuUMa Ha paziuyumum Jjokayujama (y
cepBeprMa Ha TEPUTOPHJU jEIHE WJIM BHINE Jp)KaBa) WU 6e6 cmpanuya uuje ce |P
adpece Henpekuono merajy>>>. CBe OBE TEXHONOLUIKE NPOMEHE O3HAYaBajy ce

TepMUHOM ,,ryburak jokaumje” (“loss of location”>>*

), IITO UMA JTUPEKTHE MOCIEIULIE
Ha paj] OpraHa Ha/IJIS)KHUX 32 OTKPUBAKE U JIOKA3BAhE KPUBUYHHX JICTIA.

Jakiie, moMeHyTH (GakTOpH JAONPUHOCE TOME Ja je OTKpUBamE Jiella U YYMHUIIAla
OTeXaHO, a y oapehenum ciydajeBuma W Hemoryhe 0e3 capaime ca HaICKHHM
OpraHMMa Jpyre apKaBe, Ia je crora noTpedHo npoHahu mexanuzam ynorpedoM Kor ou
Ce MOIJIH 00e30edumu eieKmpoHCKU O00KA3U KOju Cy HeNOCMOjaHu, HecmaOuiHu u
pacymu y pazdumum Haoxexchocmuma. lIpuMeHa Mepa W paamu 3a MPUCTYI
€JIEKTPOHCKUM JI0Ka3uMa MoJjpa3yMeBa Mpero3HaBame opeheHe Jokamuje Ha K0joj Cy
padyHapCKH TMOJAIM IOXPAameHH. YKOIMKO C€ TpaKeHW MOoJall Hajlaze BaH
TEPUTOPHjATHE HAIJIS)KHOCTH  Jp)KaBe, HAUICKHU OPTraHU Te JApXKABE HE MOTY
npeay3uMaTH JIOKa3He Pajibe Ha TEPUTOPHUJU JAPYre ApiKaBe y CKIIAIy ca MPHHIUIIOM
TEpUTOPHjaTHOT CyBepeHuTera. OCHM TOra, MPUCTYI JIOKa3uMa O TPaHCHAIMOHATHUM
o0MIMMa BHCOKOTEXHOJIOIIKOT KpuMHUHanma Tpeba ga Oyae OCTBapeH y CKIaay ca
3aKOHOM KaKO OH ¢€ OHHM MOTJIM KOPUCTH IPEJ CYIOM Y KpUBUIHOM MOCTYIIKY.

CranmapaHa mporenypa y OBOj CHTYallMju TOApa3yMeBa aKTHBHPAamE MEXaHH3aMa
MPEKOTpaHUYHE capafmbe HAAJISKHUX oOpraHa (Kako TMONHIHje, TaKo M jaBHUX
TykunamraBa) u MchyHapame mpaBHe momolim Y KPHBHYHHM — CTBapuMa .
[IpubaBsbame M0Ka3a MyTeM MehyHapoHe MpaBHE MOMOhM WTrpa BaXXHY YJIOTY y paay
MOJIMIMjE ¥ TYKWIAIITBA 33 TOMKEHE YYMHWIANA CBUX KPUBHYHHX Jella ca

MMPEKOTPAHNYIHUM CIICMCHTHUMA, AJIM 3a T'OWBCHE U UCTpaAry Acjla BUCOKOTCXHOJIOMIKOT

KpuMHHaAJa, HOTpe6a 3a CapadmkbOM CE€ HE MOXKE HHUKaJa IMPEBUIIC HATJIACHUTH. Kako

3 G. Laykock, “New Challenges for Law Enforcement”, European Journal on Criminal Policy and
Research 1/2004, 42.

>4 Cloud Computing and cybercrime investigations: Territoriality vs. the power of disposal?
http://www.coe.int/t/DGHL/cooperation/economiccrime/cybercrime/Documents/Internationalcooperation
/2079_Cloud_Computing_power_disposal_31Aug10a.pdf, 5.

° Melynaponna kpuBMuHAa MOMOh Ce JemM Ha BENHKY KpHBHYHONpaBHY momoh (mpasHy momoh y
IIMPEM CMHCIY - KOja Ce€ OJHOCH Ha H3BpIICHE CTpaHe KPUBHYHE ITIpecylie, yCTyName KPUBHYHOT
rObeHha CTPAHO] JPIKABU, TC W3/IAaBAC OKPUBJHCHUX U OCYhEHHX) M Mally KPHBHYHONpPABHY MOMOh
(npaBHy nomoh y y’keM cMHUCITy) KOja ce OJTHOCH Ha ojpeljeHe o0nnKke npolecHe U J0Ka3He acHCTEHIIH]e.
Bumn, M. Ilkynuh et al, Vecaerawenocm odomahux nponuca ca uncmumymuma Eeponcke yHuje y
obnacmu mehynapoone npaene NOMOAU y KPUSUHUHUM CMEAPUMA U NPENOPYyKe 3d XAPMOHUZAYU]Y,
Vapyxkerme jaBHUX TyKHUjala u 3aMEeHHKa jaBHUX TyxKuaia, beorpax 2011, 9-10.
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,,JUCHTATHE KPUMHHAI He I03Haje rpaHuie u3Mel)y apskaBa’ “ HECIIOPHO je ja ,,00p0a
MPOTUB BHUCOKOTEXHOJIOMIKOT KpHMHHAaiIa Tpeba Oynme wim TiaobanHa widm Hema
emucna“®’ jep »,0e3 003upa KONHKO je eruKacaH MpaBHU OKBUP jeIHE ApKaBe (JIOKATHU
NPONHKCH), TJ00AHA MPHPOJIa BHCOKOTEXHOJIOMIKOT KPHUMHHAIA YWHU Mel)yHapoHy

558 :
“*¥*. Nakze, mehyHapoaHa capaama je uMieparuB 3a epukacHo

capaamy HEH30C)KHOM
CYNPOTCTaBIbAE r7100aIHOj TPaHCHALMOHAIIHO] MIPUPOAH 3JI0yTOTpeOu
WH(pOpPMAIMOHUX TEXHOJIOTH]a Y KHOEp IIPOCTOpy.

Kako cy mexanu3mu npyxama MeljyHapoaHe npaBHE TOMONH CIIOPH a y M0jeIHHAM
ciIy4ajeBMMa U HemocTojehu, akTyenHo je MHUTame Ja I U TOJ KOJUM OKOJHOCTHMA
HA/IJISKHU OPTaHU jeJIHE JIpJKaBe MOTY JICTalTHO Jla MPeay3uMajy pajlib-e U3BaH rpaHula
COICTBEHE 3eMibe (YKIbYuyjyhH CHTyalujy Ja ce J0Ka3u 4yBajy y "obmaky", koju Ou
Morao jaa Oyae Owiio T/e), OJHOCHO Aa TUPEKTHO MPUCTYIE padyyHapCKUM IOAaUMa
KOjU Cy IOXpameHU y pauyHapCKUM CHCTEMHUMa/MpekaMa Yy HHOCTPAHCTBY IPEKO
padyHapa Ha TEPUTOPHjH ApKaBe, MOCCOHO y CiIy4ajy KaJia MoCTOj! MoTpeda 3a XUTHUM
pearoBameM.

VY oBoM nornasiey hemo HacTojaTH Aa JaMo OAroBop Ha ciieneha nurama:

1) [IpumMeHOM KOjUX Mepa M pajiibH HAa/UIC)KHU OPraHd MOTY Jia 00e30e/1e U MPHUCTYIIe
€JIEKTPOHCKUM JIOKa3uMa YKOJHMKO Cy padyyHApCKU TMOAALIM M PadyHApPCKH CHUCTEMHU
Halla3e y HAJUICKHOCTH jeJHE WM BHIIE JPYTrUX Ap)KaBa WM YKOJIUKO j€ HHXOBA
JOKalMja Hermo3HaTa WM ce Mewa? Panu mnpoHanakema OATOBOpa Ha TO NHTAameE,
npukazahemo Hajpe onwime okseupe 3a Tpyxamwe MelyHaponHe mpaBHe nmomohu y
KPUBHUYHUM CTBapUMa.

2) Jla nu je ompaBIaHO MHCHUCTUpATH Ha PEJOBHUM MEXaHM3MHUMa 3a NpYKambe
npaBHE NOMOhM y KpUBHYHUM CTBapuMa, a KOjU Cy AYTOTpajHH, JOK je NpHupoja
nojaTaka Koju MOTy OMTH eNeKTPOHCKH JIOKa3M TakBa Jla Ce OHU JIaKO U Op3e Memajy,
OJIHOCHO TpPUKpUBA)y U Tybe. Y TOM cmuciay he OuTH caryenaHu cneyuguunu
MexaHuzMuy KOJU Cy HEOTXOIHH 3a yOp3aBame NMPEKOTpaHWUYHE CapaJrbe HaIISKHUX
OpraHa y OTKpHBamY, UCTPaXKUBAKbY U TOBEHY OJHOCHO CYMPOTCTaBJbalkby KPUMHHATY

KOjy IOYMBa Ha 3JIOYHNOTpPEeOM IUTUTaIHE TEXHOJIOTHje M payyHapcKux cucrema (y3

5% Grabosky, op.cit, 15.

%" R. Broadhurst, ,Developments in the global law enforcement of cyber-crime®, Policing: An
International Journal of Police Strategies and Management 2/2006, 414.

> Clough, op.cit, 4.

248



yKa3uBame Ha MOTpedy CTBapama CKCIeAUTHBHHUX IMPOILEAypa 3a XHTHO UyBambe
nmoJiaTaka Kako OM ce CIpedYro HUXOB I'yOMTAaK WIIM M3MEHA Tpe OKOHYama pPEeIOBHE
npoIlelype Cilama U MOCTYIamka M0 3aMOJTHUIIAMA),

3) [Tox xojuM ycinoBHMa U y KOjOj TIPOLIEYPH JIpKaBe jeIHa IPYT0j MOTY JO3BOJIUTH
CIpoBOheme MPEKOTPaHUYHOT MPEXKHOT MPETpaKMBamba, a y3 IOIITOBAlkE IpaBa
OCYMIMYCHOT, Kao M IpaBa M uMHTepeca Tpehux numa. Y ciaydajy Ja ce HaJUIeKHUM
OpraHuMa CTpaHe JIp>KaBe MPEKOTPAHUYHO MPEKHO MPETPAKUBAKHE HE O3BOJIH, Ja JIU
6u Owio Moryhe Ha onapeheHnm HauMH 00e30eqUTH TOJaTKe Koju ce obpalyjy,
CKJIQINIITE U TPEHOCE y OKBUPY paduyHapCKe MPEKe WM CHCTeMa Ha TEPUTOPHUJU TE
JpKaBe U y KakBOj Mporeaypu (IpeKorpaHnYaH MIpUCTYIl padyHapuMa).

VY 11Jby OCTBapUBama capaibe HEOMXO0HE 3a Bo)eHhe KPUBUYHOT MOCTYIIKA 3a Jeja
BHUCOKOTEXHOJIOIIKOT KpUMHHAJAa Cca MPCKOTPAaHUYHUM EJICMEHTHMA, HaJJIC)KHU
IpXXaBHH OpPTraHU HMMajy IBe MOTYNHOCTH: jeHa Ce OIHOCHU Ha CHOHMAHY pPA3MeH)
ungopmayuja u onepamusHy capaowy, a Apyra Ha opmanne Mexamuzme NpyrHCarbd
ysajamne npasne nomohu. Y TOM CMHCITY, MOT'Y C& PAa3JIMKOBATH TPH HUBOA CapalmHe ;
Makpo-HUBO (capaima Koja ce ocTBapyje wusmely npxxaBa u MehyHapomHux
opraHu3zaiija Ha OCHOBY MYJTHJIATEPATHUX U OMJIaTepaIHUX YroBopa Koje npeasuhajy
MEXaHH3MeE 3a Mpyxkame Mel)yHapoiHe ITpaBHE TOMOhH Y KpUBHYHUM CTBapHMa), Me30-
HUBO (capalma Koja ce OCTBapyje m3Mel)y HaJUISKHUX NP)KaBHUX OpPraHa I0jeIUHUX
napxaBa 3a ad hoc morpebe, HIp. CTBapameM 3ajeTHHUYKHX HCTPAKHUX THMOBA), U
MUKpO-HUBO (AMpeKkTHa HedopMamHa capama HAAJIEKHUX OpraHa Koja je HeOmXOoIHa
paaM akTHBUpama (HOpPMATHUX MEXaHHW3aMa capajmbe). Y OCTBApUBAKY TOMEHYTHX
BUJIOBA Capa/ilb¢ Ha HABEJICHUM HHBOHMMA, JPXKABE M FHUXOBU HAIC)KHH OpPraHU MOTY
KOPHCTUTH Kako OIIITH OKBUP 3a IMpyxkame MelyHapogHe mnpaBHe mnoMohu y
KPUBUYHHUM CTBapuMa, Tako M crenudpuyne moryhHocTu 3a yHampeheme capaame Ha
CYNPOTCTaBJbalby BHCOKOTEXHOJIOIIKOM KpUMHHATY Tpensuhene y KoHBeHIHjE 0

BHUCOKOTCXHOJOMIKOM KPpUMHHAITY.

> Bryant, Stephenson, op.cit, 112-113.
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1. OIIIITU OKBUP 3A ITPYKALE MEBYHAPOHE ITPABHE I[IOMORH
Y KPMUBUYHUM CTBAPMA

To 1mTO W3BPIIMONM KPUBUYHOT Jelia HE MO3HAjy TPaHUlle Yy KHOEp MpPOCTOpy, HE
3HAYM J]a HAJJIC)KHU APKAaBHUA OpPTaHU HE MOpajy Ja MOIITYjy TEPUTOpHjaliHEe TPaHULIe
CyBepeHUTeTa Japyre apkaBe. be3 o03upa Ha ,,0e3rpaHudHOCT KHOEp MpOCTOpa,
capajilba ca HAJICKHUM OpraHuMa Jpyre apxase je umrepatuB. CyBepeHe ApiKaBe
jenna npyroj ymyhyjy Mon0y y cHTyalMju Kajaa je paad NpHUKyIJbamka JoKa3a 3a
KPUBHYHH MOCTYMAK MOTPEOHO MPEAYTE3H MEPE U Palibe Y APYroj ApXKaBH, Y OKBUPY
y3ajaMHe IMpaBHE MOMOhM WM ApYyrux obauka mehynapoane capaame. Mehynapoana
capa/ilba JApKaBa WIaHUIA Y KPUBUYHUM CTBapUMa j€ MPHINYHO KOMIUICKCHO IMHUTAhC
Ha Koje yruuy OpojHH (haKTOpH, MPU YeMY je CTBapame MPaBHOT OKBHPA CaMO jeIaH O
wux. [lpumepa pagu, npobnem kopuirhewma OOTHETa y KPUMHHAJIHE CBpXE H
HEMOT'YhHOCT pearoBama MPAaBHOT CHCTEMa Ha CIIpeYaBame, OTKPUBAKE U JJOKA3HBAKE
OBOT' 00JIMKa BHCOKOTEXHOJIOIIKOT KPUMHHAJIA TIOCTA0 j& ajJjapMaHTaH HaKOH Hamlaaa y
Ectonuju Tokom anpuna u maja 2007. roaune, Kajga BayKHU JIEIOBU jaBHUX KPUTHUHUX
UHPOPMALMOHUX MH(PPACTPYKTYpa U BEIHUKH J1€0 HHHOPMAIIMOHUX CUCTEMa MPUBATHOT
CeKTOpa JaHWMa HHCY (YHKIMOHHCAIM ycJel Hamajga BEIHKUX pa3Mepa Ha HHUX
(zuctpuOyupaHor Hamaja yckpahuBama yciyra MOCPEICTBOM IPEKO MHJIMOH 30MOU
pauyHapa). Kao pesynrar oncexxnux Hamazia [lapgaMeHT je T0HEO OAIYyKY O OJOKHpamy
cucTeMa eJIeKTPOHCKe IOIITe, JBe BeluKe OaHke mpucytHe y EcToHuju cy mormyHo
obycraBmie On-line mocnoBame U OJOKHUpaJe CBOje KOHTAKTe ca WHOCTPAHCTBOM, a
KaKo je HamaJHyT €CTOHCKHU TeIe(POHCKHM CHUCTEM, OMETaH j€ paj CBaKe JpPYyre jaBHE
Tesie(hOHCKE LIEHTpase, eCTOHCKe MHeTeHeT cTpaHule HUCY Ouiie JOCTYIHE JaHuMa U
cinyHo. Bume IP aznpeca koje cy KOpUCTHIM OCyME-MUEHHM Cy Ouie JoLupaHe, ajau
pe3yaTaT uctpare je Ouo J1a je caMmo jeHO JIUile UACHTU(UKOBAHO Ka0 OCYMIbUUYEHH, U
TO JpKaB/baHUH EcTOHMjEe, KOJU je KpUBUYHO TOWEH U OCyheH, JOK Cy ocTaau
ocymmbHueHH Kopuctwim [P aapece nouupane y apxkaBu Koja HHMje MOTHHCHHUIA
KonBeHnuuje o BHCOKOTeXHOJOUMIKOM KpuMuHany (Pycuja) ma y KOHKpETHUM
cly4yajeBUMa HHUCY Moriie Outu mnpumemeHe oxapende Konpeniuje o oOnumuma
MehyHaponHe capaame a Pycuja je ombuna mocTymamke MO MOJIOM E€CTOHCKUX

Ha/IJISKHUX OpraHa jep MocTojehn MexaHu3MH 3a MpyXkame y3ajaMHe MpaBHE MOMOhH
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HHCY OHIM ofroBapajyhin>’’. Y NpHHIMITY, TIOCTOjambe IPABHOT OKBHPA j¢ HEONMXOaH
IPEIyCIIOB 33 YCIOCTaBJbamke, OJHOCHO yHampeheme capaime, aau U ApYrd (akTopH
Urpajy BaxHy yiory. UumeHHIa Ja NpaBHU HHCTPYMEHT IOCTOjU HHUjE€ HUKaKBa
rapaHigja Ja ce IpaBHia MOCTaBJbEHA y HEMYy NPHMEYjy y TMpakcu Ha npeaBubeH
HAYMH HUTHU J]a CE MOCTHXKY OYEKHWBaHU pe3ynrtaTH. Kao mpumep na mocrojame npaBHOT
OCHOBa 3a MeljyHapoJgHy capalmby HHjEe PE3yATHPAIO TOBEHEM YYMHHOIA MOXE Ce
HaBECTH ciydaj y koM aytop Love Bug Bupyca, mako je mocrojajia capaama usmehy
HAJIeKHAX oprana OUIANNHA W APYTHX ApXKaBa, HHje 61O romen” .. Bupyc je y poky
ox 2 wdyaca 3apa3uo BuIIe oJ 45 MHUIMOHAa KOpUCHUKAa y npeko 20 napxaBa u
MPOY3pPOKOBAa0 IITETy Koja ce mpouewyje uaMehe 2 u 10 mwnmmjapam jmomapa.
Hctpaxaum pammama je yrBpheHo Ja BHpYC moTHue ca teputopuje Ounununa, a Ha
ocHOBY capanmwe FBI, uctpaxxuux oprana GununuHa u npyxanana yciayra, yrBpheH je
UJICHTUTET Kpearopa BHpyca. Kako mpaBibeme BUpyCa M YHOLICHE Y padyHapCKy
MpeXy HHUje Ouio mpenBul)eHO Kao KPUBHUYHO JIETI0 Y TOj ApXKaBH, OWIO je moTpeOHO
HEKOJIMKO JlaHa Jia CYJICKM OpraHd Ojjdyde Ja i he J03BOJNUTH IpEeTpec CTaHa
OCYMIbMUCHHX, 32 KOje BpeMe Cy NPUKPHIIM BEJIUKHU JICO CICKTPOHCKUX J0Ka3a y BE3H
ca MOMEHYTUM aKTHBHOCTMMA. Hamor 3a mperpec crana je u3gat u mnpoHahenu cy
nokasu npotuB jexnor juua (Onel de Guzman). Kako y ®wimnuHuMa HHje OWIIO
WHKPUMUHUCAHO HUTH OMETAame PAauyHAPCKOT CHCTEMa HHUTH AUCTPYOyHpame BUpYCa,
JMIIE je ONTYXEHO 3a IpeBapy y Be3M ca KPEJUTHHUM KapTHIlaMa, alu je ONTyxOa
o10MjeHa M3 pas3iora HejocTaTka JoKas3a 3a Ta KpuBHuYHa Jena. C apyre cTpaHe, HU
excrpanuuuja Huje Ouna moryha y CAJl u3 pasnora mro HHje OMO HUCIYHEH YCIIOB
JBOCTPYKE HHKPHMHHAIHjE 2.,

Mehynaposana npaBHa nomoh y kpuBH4HMM cTBapuMa y Permyomunu Cpbuju ykasyje
ce MPBEHCTBEHO M0 OCHOBY MOTBpheHMX MehyHapoIHMX yroBopa KojuMa ce ypelhyje
capa/ba HaUIS)KHUAX AP)KaBHUX OpPTraHa y BE3W Ca TOHBEHEM M KPUBHYHHUM ITOCTYIIKOM,
a aKo TakaB yroBOp HE TOCTOjU WM OJjpeljeHa mUTama lUMe HUCY peryircaHa, moMoh

ce yKa3yje cXoJHO oapenbama 3akoHa o Mel)yHapo/IHOj MpaBHO] MOMONhHM y KpUBUYHUM

%0 Bumie 0 npo6ieMnMa HenocTojama oarosapajyher mexanusma 3a MeljyHapoany capanmsy, E. Tikk, K.
Kaska, ,Legal Cooperation to Investigate Cyber Incidents: Estonian Case Study and Lessons”,
Proceedings of the 9th European Conference of Information Warfare and Security — Thessaloniki, 2010,
290.

%1 Singh, op.cit, 62.

°%2 Goodman, Brenner, op.cit, 141.

251



cTtBapuMa (y J1aJbeéM TEKCTY: 3MIIIT)**

. Perrybnuka CpOwuja je MOTHUCHHIIA BETUKOT
Opoja MehyHapoIHHX yroBopa y o0lacTH capaambe y KpUBUYHUM CTBAPHMA, U TO KAKO
KOHBEHIIMja, TAKO W OMJIATEepalHUX YroBOpa, KOjU MPEICTaB/bajy OCHOB 3a MpYKambe

MelyHapoHe TpaBHE nomohn®*

, @ 0] HapouuTe BaxkHOCTH je Koweenyuja Casema
Eepone o yzajamnoj npasnoj nomohu y xpusuunum cmeapuma u3z 1959. rogune (ca
nparehium [Tporokomom u3 1978. romuue™. KoHBeHIM]ja je U3y3eTHO 3HAdajHa, jep je
KOHIICTIT, TI0 KOM je 3a Mpyxame Mel)yHapoIHe TIpaBHE MOMONM HEOIXOTHO IMOKPETahEe
oarosapajyher mocrynka ynyhuBameM ¢dopMaiiHe MOJI0€ MPEKO HAUICKHHX OpraHa
jeaHe Ap:kaBe HAAJICKHUM OpraHMMa 3aMOJbEHE JIpKaBe, MPEICTaBIba0 MOJET KaKo 3a
KacHHU]je YCBOjeHE KOHBEHIIMjE KOje caapike oApende o mpyxamy MehyHapoaHe TIpaBHE
nomohu (ma u 3a oapende y KBK), tako u 3a pemema y 3MIIII, na u 3a nporniuce EY y
0BOj 00JIaCTH.

Kako je Pemmyonmka CpOuja npkaBa KaHIUAAT 3a WIAHCTBO y EBpOIICKOj yHH)H,
Ha yMy Tpeba UMaTh U aKTe YCBOjEHE Y IIUJbY OCTBapUBAaha CapaIibe apKaBa WIaHHIA
y KpUBHYHMM CTBapuMma. [IpBM KOpak y MpaBily CTBapama OKBHpa 3a MPYKambe
y3ajamHe nipaBHe nmoMohu u3mel)y HaJUIe)KHUX opraHa JaprkaBa wianuia EBporicke yHuje
MPEJICTaBIbANIO je yeBajaBame Kounsenyuje Eeponcke ynuje o ysajammnoj npasnoj nomohu

y kpusuunum cmeapuma 2000. roauue . Kako je y HpakcH MOCTYIAma HAUICKHIX

563 «Cir.rnacauk PC*, 6p.20/2009.

%4 Melyy noTBpheHHM MyITHIATEPIAHHM yrOBOPHMA Haj3Hauajumju cy cienehnm: Komsenmuja
VjenumeHnx Hal@ja MPOTHB TPAHCHAIMOHAIHOT OpraHu3oBaHOr KpuMuHana, Konsenimja Casera
EBpone o melhycobHOM mpykamy NpaBHEe NOMONhM y KpUBHYHHMM CTBapHMa ca JOJATHUM IMPOTOKOJINMA,
EBporicka KOHBEHIHja O SKCTPAIHUIIMjH Ca JOJaTHUM MPOTOKOIMMa, EBpOIicKa KOHBEHIH]ja 0 TpaHchepy
ocyhenux nmua, EBporicka KoHBEHIHMja O Mel)yHapomHOM Bakely KpUBHYHHX Tpecyna, EBporicka
KOHBEHIIMja O MPEHOCY MOCTYIKA Y KPUBUYHUM CTBapuma. [1omuc MynTHIaTepalHUX U OWIaTepaaHuxX
yroBopa O MpaBHOj moMohM y KPHBHYHHUM CTBapUMa MOXE Ce BHACTH Ha chenchem nHHKY:
http://arhiva.mpravde.gov.rs/cr/articles/medjunarodne-aktivnosti-eu-integracije-i-projekti/medjunarodna-

pravna-pomoc/medjunarodni-ugovori-0-pravnoj-pomoci-u-krivicnim-stvarima.html.

°% 3akon o notephuBamy Eporncke KoHBeHImje 0 y3ajaMHO] npaBHOj mOMOhH y KDHBHYHEM CTBAapHMa,
ca momaTHAM mpotokosioM (,,Ci. muct CPJ-Mehynaponuu yrosopu®, 6p.10/2001).

%66 Council Act of 29 May 2000 establishing in accordance with Article 34 of the Treaty on European
Union the Convention on Mutual Assistance in Criminal Matters between the Member States of the
European Union (2000/C 197/01): http://eur
lex.europa.eu/LexUriServ/LexUriServ.do?uri=0J:C:2000:197:0001:0023:EN:PDF. Kanga je mortpeGHO
Jla ce mpeny3my oapeheHe paame y Be3u ca KPUBUYHUM IMOCTYIIKOM Y jETHOj 3€MJBbH, HAJUIC)KHU OpTaHH
Te 3eMJbe UMajy MOTYhHOCT Ja 3aTpake MOMOh 0/ HaIUIe)KHUX OpraHa Jpyre IpKaBe WIAHHIE Y CMUCITY
Jla Tpeay3My T€ paJikbe Y OKBHPY CBOje HA/UICKHOCTH a YHjH PE3YNITATH CE IMOTOM MOTY KOPUTHTH Y
KPUBHYHOM TIOCTYIIKY KOjU CE€ BOAM y JApPXKABH WIAHWIHK Koja je NMOMOh y KOHKPETHOM CIy4ajy
sarpaxmia. [Ipema oxpenbama KoHBeHIMje Npykame y3ajaMHE INpaBHe HOMohW ce 3acHMBA Ha
MEXaHU3My MMHCAHHUX 3aMOJHHIA: APKAaBa MOJIMIbA TOAHOCH NIPYTOj APKABH MPEKO HAIJICIKHUX OpraHa
3aMOJTHUITY, y3 OAroBapajyhy MOKyMeHTaIujy, a 3aMoJbeHa JpkaBa y oApeheHOM MOCTYNKy OAroBapa Ha
3axTeB 3a MpyXambeM MmoMohu cajpkaH y 3aMOJIHHIM aKo Cy HCIyleHe ojpelheHe MpeTIocTaBke H
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OpraHa youeHoO Ja IOCTaBJbEHH YCIIOBH U MOCTYIAK MpYyKamka y3ajaMHe MpaBHE MOMohn
YHHE OBaj ,,TPAIUIIMOHATHU OOJIMK Capajme CIOPUM M KOMIUTUKOBAHUM, a THME U
Hee(UKacCHUM, OCMHUIIJbEHA je& ,HampeaHuja“ ¢gopmMa capaame Koja ce 3acHHMBA Ha
NPUHIUIY MehycobHoe npusnasearea 001yka. OBaj OOJUK capalkbe y KPUBUYHUM
CTBapuMa je 1moctao Moryh HakoH yckiauBama peJeBaHTHUX HAIMOHAIHUX IPOIHCA
KpO3 MPUMEHY 3ajeJHIYKIX MUHUMAIIHUX MpaBWIa Mponucannx Ha HUBOy EY, koja ce
yIJIaBHOM OJIHOCE Ha YCIJIOBE 3a MPUXBATJHUBOCT JI0OKa3a M IpaBa MPOLECHUX cyOjexara
y KpUBUYHUM NOCTyNuMa. [1ocToju HEKOIMKO MpaBHUX MHCTPYMEHATa YUjU je IuJb Ja
ce 06e3bean MelycoGHO MpH3HABAGE OUTyKA y KPHUBUYHHM cTBapuMa . Ca LuibeM
OJIaKIIIaBama U yOp3aBama capaame n3Mely apkaBa WiaHHIA Yy MOTJey HPUKYIJbamba
U MIpeHoca J0Ka3a 3a motpede KpUBUYHOT MOCTynKa, 3. anpuia 2014. rogune 1oHeTa je
Hupexmusa 2014/41/EY o esponckom Hanocy 3a ucmpazy y KpuSUuHuUM cmeapwwaseg.
[Topen momenyTor, nuib JIMpeKTUBE je ¥ XapMOHH3AIlMja Tpomuca Koju ypehyjy oBaj
o6k mehyHaponHe capanme m3Mmel)y apkaBa wiaHWia. 3amucao je na JlupekrtuBa
3aMeHH TmocTtojeha mpaBWiia O MNPEKOTPAaHUYHOM MPHUKYIUbalky JoKa3za paau
npeBaswiakema (parMeHTanyje MpaBHE peryjaruBe y OBOj OOJacTH Ha HUBOY
EBpornicke ynuje. Mnak, TeHAGHIHM]H Ja Ce CHCTEM y3ajaMHE IpaBHE MOMOhM 3aMEeHH
MEXaHH3MOM 3aCHOBAaHWM Ha MPUHIUITY Y33ajaMHOT NMPH3HABHA OJJIyKA Y KPUBHYHOM
IOCTYIIKY, MOTY C¢ YIyTHTH ofpeljeHH mpuroBopu > . Paiy MOACTHLARmA Capambe
MPaBOCYIHUX U TIOJMHUIMJCKUX OpraHa y KpHUBHYHUM CTBapuMma Ha HUBOYy EVY cy

Gopmupana u oopehena mena u azcenyuje, OJi KOJUX HAaj3HAUAjHU]Y YJIOTY HMajy

YCJIOBH. ITomoh ce Ipy’Ka y CKJIady Ca HAallMOHAJTHUM IIPpOIMUCHUMA U OJ CTPAHC HAJICIKHUX OpraHa
3aMoJbeHe ApkaBe. OcuM Tora, peaBuleHa je MoryhHOCT CIOHTaHe pa3MeHe HHpOopMalrja o UcTparama
y TOoKy (0e3 ciama 3aMOJHHIA W JyTe HpoILeAype), Kao M MOoCceOHH OONUIN capalme: KOHTPOIMCAaHA
HCIIOPYKa, 3aj CAHUYKHU UCTPAKHU TUMOBH, IPUKPUBCHC UCTPpAre UTA.

3a mpernes MpaBHUX HMHCTpyMEHaTa O Mel)ycOOHOM INpH3HaBamy OMIyKa Y KPUBHYHMM CTBapHUMa
Buau  http://ec.europa.eu/justice/criminal/recognition-decision/index_en.htm. PeneBantHa npaBwiaa y
NorjeAy IIpU3HaBama OJUIyKa, a Y BE3M Ca CcapagmoM Yy CYNPTOTCTaBJbalkhy BHUCOKOTEXHOJOIIKOM
KpUMUHANIY Hanaze ce y cienehum uHcTpyMeHTHMa: OKBHpHA OJUTyKa O MPUBPEMEHOM OJy3UMamby
MMOBUHE M Jo0Ka3a, ycBojeHa 2003. romuwne, OKBHUpHA OJJIyKa O MPHUKYIUbAaKky JOKa3a y CMHCITY
oly3uMama IpeJMeTa, HCIpaBa M I0jaTaka 3a ynorpeOy y KpHMBHYHHMM cCTBapuma, ycBojeHa 2008.
roauHe, OKBHpHA OJUTyKa O CIIpeYaBamy M pellaBamby CyKoOa Ha/UIeKHOCTH y KPUBHYHOM HOCTYIIKY,
ycBojeHa 2009. ronune.
%% Directive 2014/41/EU of the European Parliament and of the Council of 3 April 2014 regarding the
European Investigation Order in criminal matters (Official Journal of the European Union L130/1).
%9 Bume o Tome Bux. L. Bachmaier, , European Investigation Order for obtaining evidence in the
criminal proceedings: study of the Proposal for a European Directive®, Zeitschrift fir Internationale
Strafrechtsdogmatik 9/2010, 581.
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Jenununia EBporicke yHuje 3a mpaBocyany capaamy (EUROJUST: The European
Union's Judicial Cooperation Unit°"%) u Eeporncka nomuuuja (EUROPOL®™).
[IpekorpanuyHN 3axXTeBH 3a TpyXKamke NOMOhM Cy OJ HapoduTor 3Hayaja 3a
o0e30eheme eIeKTPOHCKUX JO0Ka3za jep IOCTOjd BeIuKa BepoBaTHOha W3MEHE WJIN
ryOMTKa W BEJIMKMA HM3a30B 32 OpraHe je Ja UM ce omozyhu ypeeHmHO peazosarve,
OJTHOCHO J1a ce pajmhe mpeny3my 1ro je npe moryhe. Jla Ou nmpekorpanuyHa capajmba
HaJUIC)KHUX opraHa Ouia edukacHa, O] CYIITHHCKOT je 3Hayaja Jla ce nompebOHe u
npeyusHe ungopmayuje Mo2y pasmersueamu CHOHMAHo, OP30 U ehuUKACHO Yy OKBHPY
onroeapajyhux mporeaypa U MexaHw3ama, U 300T Tora je CBPCHCXOJHO U KOPHCHO
yMpexaBame 0a3e mojaTaka HAAJISKHHX APKABHUX OpraHa BUINE ApKaBa y jeIHY
UH(OPMAIMOHY CTPYKTYpY. Y TOM CMHCIY je HeIBOojOeHO 3HadajHa ynora Interpol-a
Kao Mel)yHapogHOTr OKBHpa 3a pa3MeHy MH(pOpMaIlMja U capajmby Ha ONEPaTUBHOM
HUBOY wM3Mel)y monuiuja napkaBa wiaHuma. Y okBupy Interpol-a ¢ynkimonume
unghopmayuona ungpacmpykmypa Kojy 4nHe 0aze mojaTaka WiaHWIA U 3axBajbyjyhu
TOM 3alITHNEHOM KOMYHHKAIIMOHOM CHCTEMY JpXKaBe WIAHUIIC MOTY KOHCTaHTHO
CBAKOJIHEBHO JIa Pa3MemYyjy mojaatake 6e30eH0 u Op30, MITO JONMPHHOCH KBAIUTETHOM
pemaBamby KPUMHUHAIACTHYKHAX CIydajeBa Kako Ha JIOKAJTHOM IUIaHy, Tako H Yy
pernoHaaHOM M Mel)yHapoJHOM HHMBOY W TUME ce oMoryhaBa MpPOMOTHO pearoBame

KPUMHHAJIUCTUYKE HOJII/IIII/Ij€572. Hanwonanuu tientpaiaau 6upo Interpol-a y beorpany

50 EUROJUST je cranna arenrmja EBporicke yHuje ca mpaBHEM CyOKETHBHTETOM OCHOBaHA OJTyKOM
Cagera 2002. ronune (koja je usMemwena u nonymwena Omrykama Casera u3 2003. u 2009. ronune) ca
UJbEM Jla TIOJIPXKM M KOOPIOMHHUpA Capajiiby HaUISKHUX IMPABOCYJAHUX OpraHa Jp)kaBa wWiaHHLA Y
UcTparama 1 romerby KpUBHYHHX JeIa OPraHU30BaHOT IPEKOTPaHUYHOT KpuMuHana. Y wr.4.ct.1.Omryke
n3 2009.roguHe HABOAM CE Aa Ce PagW O KPUBHUYHHMM JIEJIUMA 32 KOj€ je YCIIOCTaBJbeHa HaJUIeKHOCT
EUROPOL-a u ca muM a IoBe3aHUM KPUBUIHUM JICITAMA.

1 EUROPOL je ocroBan 1998. rommme, a ox 2010. roxuHe je cramHa arenumja EBporcke yruje ca
MPaBHUM CYOjEKTHBHUTETOM KOja MMa 3a IWJb Ja OJIaKIIa capamy MOJHIHje Ap)KaBa WiaHWNa y 6opou
MPOTHUB OPraHW30BaHOI NPEKOTPaHWYHOT KpuMHUHANa. Pamum ce o cienehuM KpuBHMYHHNM jaennMa:
HEJI03BOJbEHA TPrOBUHA JPOrOM, WIeTallHe MUrparuje, Tepopusam, ¢aicuprKoBame HOBIA U JIPYTUX
cpencraBa uiahiama, TProBuHA JhYIACKHUM Ouhinma, yrwyuyjyhiu Oeujy nopnocpagujy, HEI03BOJbCHA
TProBUHa MOTOPHUM Bo3uiuMa W npame HoBua. Jaxie, EUROPOL mma maHpmar camo y OJHOCY Ha
T0je/InHA JieJla BUCOKOTEXHOJIOIIKOT KPUMHHANA U TO YKOJHMKO CY MOCJEIMIA AeI0Bakha OpraHM30BaHOT
KpUMUHAA.

52 Komuko je morpebma 106pa 3amruTa MHMOPMAMOHOT CHCTEMA 3a yIpapibame 0asaMa [oJaTaka
nokasyje cnenehu npumep. Tokom 2012. roaune (y nepuony ox 28.02. no 01.03.2012. rogune) xakepcka
rpyna Anonymous msspummia je t38. DD0S nHamax Ha cajt Interpol-a. Haume, ca 698.274 HutepHer
aJpece ca CBUX KOHTHHeHarta Owio je cumynrtano ynyheHo u go 400.000 nanaga y munyth (2.300.000 y
npBUX 25 MuHYyTa) 300T Yera je O6uo ,,000peH™ cajT aJli HHWje OCTBApPEH HMjelaH cilIydaj HeoBiamheHor
npuctyna 0a3ama mojaTaka, HUTH j€ YrpoXeH 3aliTHheHH KOMYHHMKAllMOHM cucTeM. I eHepaiHu
cekperapujat Boauo je omeparmjy Unmask, kojom npuimkom je smmieHo ciobome 25 muna u3 lnanuje,
Komymb6uje, Uniea u ApreHTrse.
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Hayasu ce y cactapy MVYII-a Penyonuke Cp6uje (y okBupy Ympase 3a mehyHapoaHy
omepapaTuBHY TMOJUIMJCKY capailky) M TPEeKo mera ce ojiBuja MehyHapoaHa
MOJIMIIMjCKA capaiiba, y CMHUCIY pa3MeHe HH(POpPMaIFja O] ONIEPATUBHOT U TAKTHYKOT, a
y W3BECHUM CJIy4ajeBUMa M CTpaTemIKor 3Hadaja. CBOJUM CHCTEMOM CBHICHIM]EC U
BohemeM JlokyMeHTanuje HamwoHamHM 1eHTpadHH OUPO HYHMHH  JOCTYITHHM
OTIEpaTUBHUM OPTaHHU3AI[MOHUM jeIMHUIIaMa YTIpaBe KPUMUHATUCTHYKE MOJIUIIN]ES, aTH
U Ipyrux ynpaBa MuHHCTapCTBa yHYTpalmbuXx rnociosa Penyonmke Cpouje, y KpaTKoM
BPEMEHCKOM POKY, KPHUMWHAIMCTHYKMA 3HA4YajHE TOJAaTKe M3 OKO Iojla MHJIMOHA
nocujea® . OcuM CHCTeMa 3a pasMeHy IojaTaka, y okBupy [ eHepalHOr cekperapujara
Interpol-a o6pasoBan je [loooupexmopam 3a 6Oopby npomue @OUHAHCUJCKOS U
BUCOKOMEXHONIOUKO2 KPUMUHALA KOJU jeé CBOjy Maxkmy YycMmMepuo Ha ciuenehe
KPUMHHAIIHE AKTUBHOCTH: (alICU(PUKOBakE HOBIA, Ipamke HOBI@A, 3JI0YNOTPeOy
WHTEJICKTYaJIHe CBOjUHE, IMpeBape IUIaTHUM KapTullaMa, Hamajae KOMIT)YTEPCKUM
BUpycuMa U kubep Tepopuszam. Y okBupy llommupekropara ce popmupajy pamHe rpyre
Koje ce 0OaBe KOHKPETHMM CIly4ajeBMMa U3 TPaKce KPUMHUHAIMCTHYKUX IMOJHIIH]jA
Ip>KaBa YilaHHIlA, OJHCHO 00e30elyje ce moapIika wiaHuiiaMa y cBUM (hazama ucrpare

5 Tako

Jiesia BUCOKOTEXHOJIOMIKOT KpUMHHAJIA 1 KOOPIMHHICAHE 3ajeAHIYKUX HCTpara
je, Ha TpuMep, y CKJomy MehyHapoaHe MonWIMjcKe akiuje y cy3Oujamy nedmje
nopHorpaduje Ha MuTepHeTy, nmoymnuja Pemyonuke CpOuje y capaamu ca HEMadyKkoM
CaBEe3HOM TMOJIUIMjOM, mocpeacTBoM Interpol-a, mpukymnuiaa momatke o Behem Opojy
auna ca repuropuje CpOuje koju cy myreMm MHTepHeTa BpPIIMIM IUCTPUOYLH]Y BUAEO

MaTepujana nopHorpadcke caapKUHe, HacTajle McKopullhaBamkbeM MaJIOJNIETHUX JIUIA,

573 VYpomuesuh, Banosuh, Yspanos, op.cit, 85. u 110.

™ PajHe rpyne umMHe MPEICTABHUIN HALMOHATHAX KPUMUHATHCTHUKAX CIy’XOH, KOjH Pajd pa3sMeHe
OTepaTHBHUX TIOJaTaKa J0j1a3e Ha MecedHe, [ecToMeceuHe, roauiimke u ad hoc cacranke, KOju ce MOTY
opranuzoBatu y ['eHepanHom cekpertapujary Interpol -a mmm y cemumTy KpUMHHATHCTHUYKE TTOJIHITH]jE
BeroBe apxase wianuie. [lopea osora Interpol je aktuBan W Ha moJBy Cy30Wjama W CIpevaBama
KpUMUHAINTETa VIHTEpHET TEXHOJIOTHja, Y OKOBHUPY KOjer cy (GopMHUpaHE PETHOHAIHE pajHe TpyIe y
EBporn, Appunm, Asuju u jyxnom Ilanuduky, te JlatnHckoj Amepunm. HbuxoBa HamiexHoOCT je y
obyactu 370ymnoTpeda: OGexuyHux TexHonoruja, 3G MoOwiHHX TenedoHa, MYJNTHMEIHjaTHUX ITOpYyKa
MMS u BupTyenHor HoBua. [loceban 3Ha4aj OBe pajHe rpyre UMae cy Ha IUIaHy eAyKaluje NpUIaJHuKa
HallMOHAJTHUX Oupoa y noriexy 6opOe NpOTHB BUCOKOTEXHOJIOIIKOT KpUMHUHANA. Y OKBHpPHMa €BpPOIICKE
pazHe TpyIe 3Ha4ajHu cy npojexTu: IIpojexaTr nommumjckor Hajxzopa BupryesHor MurepHera, [Ipojexar
NPBUX MOJMIHM]CKUX CIy)XKOCHMKa Ha MECTy HM3BplIema Jena, [Ipojexar npahema OotHeroBa, [Ipojexar
(dopeH3uKe mojaraka y peajHOM BpPEMEHY Y)KMBO WIIM IMPOjeKaT CYNpPOCTAaBJbarbe aHTH()OPEH3MIKHM
Mmepama. Buiire o Tome, Ypoiesuh, Banosuh, Yisanos, op.Cit, 117-122,
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nmrmMa ca teputopuje Hemauke®”. Ocum Tora, mocrojame T38. Cyber Fusion Center
omoryhaBa HaJ30p UM aHAIM3y MAIMIMO3HUX AKTUBHOCTU Ha VIHTEpHETY y pearHoM
BpeMEHy, Te TpyKame HHPOpMaIja U CTPyYHE MOJpIIKE MOTpeOHe 3a edukacHy
I/ICTpaFy576, a TokoMm 2014.ronqune y CHHTamypy je modeo ca pajioM (hopeH3uuxu yeHmap
10J1 HA3UBOM ,,[ TOGATHE KOMILICKC 33 HHOBALH]e" Y KOM Ce HAlas3H HajcaBpeMEHMU]a
dopensnuka maboparopuja 3a MOAPIIKY UCTparama JUTHUTAITHOT KPUMUHAIA TTOJIULUjU
NpKaBa YIaHUIIA.

Esponcka nonuyuja y IAIby OJaKIIaBamka capajimbe MOJUIHje qpkaBa wianuna EY y
0opOM TIPOTUB OPraHM30BAHOT MPEKOTPAHWYHOT KPUMHHANA TPUKYIJha, oOpahyje u
pasMemyje momarke u uH(popManuje, o0aBemTaBa Jp)KaBe WIAHUIE MPEKO
HAIIMOHAJTHUX WIaHOBa 0 MH(pOpMaIMjaMa PEJICBCHTHUM 3a MCTpare y THM JpKaBama,
3axTeBa OJI JpXKaBa Jla TOKPEHY, BOJEC WM KOOPIWHHPAJy HUCTpare M Mpeuiaxe
dopMupame TUMOBa 3a 3ajeIHMYKYy HCTpary, o00e30elyje omepaTUBHY aHAIH3Y,
uspaljyje crparemke u3Bemraje u o0e30elyje eKCrepTu3y U TEeXHHUYKY IMOAPIIKY 3a
HCTpare Koje ce BOJE HA TEPHTOPHjU ApKaBa wiaHuna® . C THM y Be3M je 3HayajHa
Oonyka 2008/615/JHA o yumanpehery npexocpanuutne capaore, nocedno y 6opbdu
npomue mepopuzma u npexkoeparnuunoz kpumuuana 3 2008. roguue’’® 3acHOBaHA Ha
13B. lIpymckom cnopazymy. Cmucao Ojuiyke HHUje YCIIOCTaBJbambE jEAMHCTBEHE
Ha/JHAI[MOHAIHE 0a3e mojaTraka, HEro cy IMpaBWja 3acCHOBaHA Ha ,,yMpEeKaBamy

HanmMOHAJIHUX baza noaaTraka ApiKaBa YJIaHHULA paard ayTOMATCKE PasMCHC JIMYHUX

5% Y HacTaBKy aKije, CpIicka M HeMadka TOJHIMja Cy TpHOaBHIie 1e0 JOKA3HOT MaTepujaia KOju je
JMCTpUOyHMpaH myTeM WHTepHeTa, Kao W TMOJaTKe KOjU Cy TIOCHYKWIM 3a HWACHTHOHUKALM]Y W
NpoHATaXerme n3BpIniana Ha repuropuju Cpouje. HakoH pasMene u yBuma y MpruOaBJbeHH MaTepHjal,
yTBplEHO je a ce paau O BHACO W APYTUM MaTepHjaJuMa Yy €JIeKTPOHCKOM (GopMaTy, KOju HpPUKa3yjy
BYJITAPHO CEKCYAITHO 3II0CTaBJbarbe jelie. Ha OCHOBY MPHKYIUBCHHX MOJAaTaka, y OJBOjEHHM aKIlHjama,
uneHTnrkoBanu cy ocymmudenu. Kpajem mapra 2010. rox. y CpOuju je 1ouuio o Juinema ciiodoae
Bullle Jnia Ha moxapy4jy Kukunae u Beorpanga 30or 300r mocrojamba OCHOBa CyMHIbe Ja CY M3BpIIHIIA
KPUBHYHO JIENO TpHKa3WBame, TNPHOaBhAlE W IMOCEIOBame MOPHOTPadCKOT MaTepujama u
uckopuihaBame MaJIONICTHOT JIKIA 3a nopHorpadujy. Ypoumesuh, UBanosuh, YipaHos, op.Cit,115-116.
5% hitp://www.interpol.int/Crime-areas/Cybercrime/Cybercrime.

"7 INTERPOL Global Complex for Innovation (IGCI), http://www.interpol.int/About-INTERPOL/The-
INTERPOL-Global-Complex-for-Innovation.

8 Bume o sagauuva  u  opmamhemHMa,  OpPraHM3aUMjd M HAYMHY  paja,
https://www.europol.europa.eu/sites/default/files/council_decision.pdf.

> Council Decision 2008/616/JHA f 23 June 2008 n the stepping up of cross-border cooperation,
particularly in combating terrorism and cross-border crime, www.europarl.europa.eu.
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nojaTaka y LUJby CIpeYaBama KPUBUYHHUX JIeJla M OJAp)KaBamkbe jJaBHOT peaa u
6e36E/IHOCTH Y BE3U ca MACOBHMM JoraljajiMa ca MPeKOrpaHHIHOM JNMEH3HjOM ..

OBe nBe Haj3HauajHuje MehyHapoaHe mosmmujcke opranu3anuje cy 2011. roguHe
MIOCTHUTIIC 002080p O 3AjeOHUYKO] uHuyujamusu 3a jadame MehycoOHe capaame u
yHanpeheme ri00amHOr oaroBopa Ha mpoOieM MelyHaponHUX KPHUMHUHATHUX
AKTUBHOCTH, Ca 3aKJbYYKOM JIa IbUXOB OJIHOC HHUje PUBAICKU, Beh KOMIUIEMEHTapaH W
YCMEpeH Ka 0opOu MPOTHB UCTHX OOJHMKA KPUMHUHAIHUX aKTHBHOCTH Ca €JIEMEHTUMA
OpPraHW30BaHOCTH M TpPaHCHAIMOHATHOCTH (Mehy KojuMa je ¥ BHCOKOTEXHOJIOIIKU
kpuMuHan)> . MeljyTimM, npoGiieM y capaimi MPeACTABIbA]y pasaHunTd 3amTrheHn
KOMYHHKAIIMOHH CHCTEMH 3a pa3MeHy IojlaTaka IUXOBUX JApKaBa wiaHuna. Ha
OpojHUM cacTaHIIMMa OBUX Mel)yHapOAHHX MOJIMIMJCKUX OpraHu3anuja pazpahuBana cy
moryha pelema 3a NpeBa3sHIKEHhE OBE TEXHUYKE M METOJIOJOIIKE MPENPEeKe U Kao
pemewe je npoHalien nocmynax unmeponepaburnocmu (IOBE3MBaEkHE KOMYHHIIMOHUX
cUcTeMa paad CTBapame Oe30eqHe Be3e 3a pa3MeHy IoJaTaka) a ca IHJbeM
oMmoryhuBamwa © TmOjelHOCTaB/bMBaba Melh)ycOOHE pa3MeHe ToJlaTaka OBHUX
MehyHapoHHMX TOJMIMjCKUX OpraHu3aiyja, Kako Ha ONEpaTHBHOM, TaKO M Ha
CTpPATEIIKOM HUBOY.

Criontana pa3MeHa HH(OpMaIFja je OCHOBA 3a EKCIIEUTHBHY Capaliby y OJHOCY Ha
IYroTpajHe u crope (opMalHe MEXaHW3ME IpyKama y3ajamMHe momohu, Koju cy,
Mel)yTuMm, jolml yBEeK HEONMOXJIaH M HE3aMEHJbUB MYyT 3a OCTBApUBAKE Capajibe.
[Tpukazanu QopmamHM MEXaHU3MH y3ajaMHEe NpaBHe NMoMohu jecy AYroTpajHu, aiu
CIIOHTaHa pa3MeHa uHpopmaija He 00e30el)yje mpuKymbame J0oKa3a KOJU Ce MOTy

KOPUCUTH Y KPUBHUYHOM IIOCTYIKY, HEro YBEK HpPETXoau (OpMalIHOj MPOLEIYpH 3a

%% omazehu oz Tora na Gu GIHKa MOTHIM{CKA U IPABOCY/IHA CApaha y KDUBHUHHAM CTBApHMa TPaGaio
Jla ce CTIPOBOJM Y CKJIaAy ca MOUITOBamEM OCHOBHHMX IIPaBa M cI0007a, MTOCceOHO MpaBa Ha MOIITOBAHE
NPUBATHOCTH U IpaBa Ha 3aIUTHUTY JIMYHUX [0JIaTaKa, OMJIO je HEOIXOJHO YCTAaHOBHTH IOCE0aH PEeXUM
3alTHTE T0aTaKka, Koju Ou OHO mpuiaroljeH crnenu(puuHO] MPUPOIU PA3TUINTUX OOJHKA pa3MeHE
nojiataka, a Hapouuto onpelene cnerpduaHOCTH MpeKorpanuaHor online mpucryma 6azama mogaraka. Y
TOM CMHCIy 3HadajHe cy oapende OJIyke Koje MPOIMHCYjy MpaBWia 3allTUTe TojaTaka MPUITMKOM
ayTOMAaTCKOT NIPeTpakuBama 1 yrnopehnuBama peleBaHTHHX IoaTaka. Bumie o 3Hauajy OKBUpHE OJUTyKeE,
[Mucapuh M.: ,,YHanpeheme pa3smeHe moparaka y OKBHPY IPEKOTPaHWUYHE MOJIMIM]CKE M NMPABOCY/HE
capajlme y KpUBHYHUM cTBapuMma Ha HUBOY EBponcke ynuje - "[Ipymckn mponec”, 300pHUK panoBa
[IpaBHor ¢axynrera y HoBom Cany 3/2010, 560.

%81 https://www.europol.europa.eu/sites/default/files/flags/interpol_.pdf. Ilws Cnopasyma jecre
yHanpelheme pa3MeHe CTpaTeIlKuX M TAKTUYKUX MH(pOpPMaIHja U KOOpAHANNja aKTHBHOCTH, KPO3 Pa3Boj
3ajeTHIYKMX CTaHAap/a ¥ aKIMOHWX IUIAHOBA, 00yKy M Hay9YHa WTPaXMBama, T€ pasMeHy oduimpa 3a
BE3y.
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npykame ysajaMHe mpasHe momohn” 2. Edukacna 60p6a MPOTHB TPAHCHAIMOHAIHIX
obnuka 3710ynorpeba HMHGOPMAIMOHMX TEXHOJOTHja, a HAPOYUTO MPHKYIIbAkE
€JIGKTPOHCKHUX JIOKa3a, 3aXTeBa XUTHO U Op30 pearoBame, U3 KOT pasjiora je nocmojehe
onwme oKgupe capaore HAONEHCHUX Op2aHa NOMPeOHO NpuIacooumu CneyupuuHumM
u3a306uma Koje Tpeja HUX I0CTaBjba MoceOHa MPHUpoJa Jeia BHCOKOTEXHOJIOIIKOT
kpumuHana. CTora CMO MHIUBbCHA Ja OW HajICIOTBOPHUJU HAYMH 32 IOCTH3AmE
exe(TUBHE M e(UKACHE capalibe HAUICHKHHX APKABHUX OpraHa y CYIpPOTCTaBJbakby
BUCOKOTEXHOJIOIIKOM KPHUMHUHAILY OHO Kpo3 nomnyHo uckopuwhasaree mozyhnocmu

koje npeosuha Koneenyuja CE.

2. CIIEHMONYHU [TPABHU MEXAHU3MU CAPAIBLE ¥V CYIIPOTCTABJBABY
BUCOKOTEXHOJIOILIKOM KPUMUHAJTY

KonBeHIMja 0 BUCOKOTEXHOJIOMIKOM KpuMuHany y [lornasssy 111 cagpsku oapentde (y
yiaHoBuMa 23-35) koje ce omHOce Ha Mel)yHapoIHY capajiby HaUICKHHX JPIKaBHUX
OpraHa cTpaHa IOTIIMCHHUIIA Y BE3U Ca HCTPAroM Jiejia BACOKOTEXHOJOMIKOT KpUMHUHAIIA
U TPUKYIJbAEEM EJIEKTPOHCKUX JIOKa3za O OWiIo KoM KpuBHYHOM Jeny. KoHBeHimja
CaJIpKM OIIITE U crieupUIHe Oapende Koje ce oJHOcCe Ha MehyHapoaHy capaimy, a
NPUCTYI YCBOjeH y TeKcTy KOHBEHIM]je MpenCcTaBIba KOMOUHAYU]Y NPUBPEMEHUX Mepa )
yuny obesdeherba eileKmpoHCKUX 00KA3a HA eKkcneoumuéan HauuH (peleBaHTHE Cy
onpende umanoBa 29, 30. m 35. koje mnpeaBubajy omnepaTUBHE MEXaHHU3ME) cda

MPAOUYUOHATHUM OOIUYUMA Y3ajamMHe NnpasHe Nomohu y noziedy npeoy3umarba

%2 Tako cy y ciydajy HHrepHjcKHX MNpeBapa, HAKOH IMOJHONICH-A KPUBHUHHMX TpHjaBa omrrehermx
IpxaBipaHa PeryOmuke CpOuje, HONMIMjCKH CIY)KOSHHUIM TNPHUKYIHIM JOKa3e W TparoBe y BHAY
€JISKTPOHCKHX T10/1aTaKa O OCTBapPEeHOj KOMYHHUKAIMj1 KOja ce ofBHjasia n3Mel)y M3BpIImiana KpuBUIHUX
nena u omrteheHnx, kao U moaatke o (GMHAHCHjCKUM TpaHCaKIMjaMa, Koje je omreheHn u3Bpmmo mpema
MHCTpyKIMjama Koje je n1o0uo ox u3Bpiumiana. HakoH ommcaHor obaBibeHe Cy MpoBepe Jior ¢ajioBa
cepBepa y notpasu 3a [P anpecom, y 1uiby Jonupama cepBuca MPEKO KOjUX Cy U3BPLIMOLU KPUBHYHOT
Jiella Cllaly eNIeKTPOHCKE Mopyke omTeheHnMa, Kao U Mperjie]] IeI0KyIHe eJIEKTPOHCKE IMOIITE KOjy je
omrehenu npumuo (y3 ynopehuBame momataka ca cepsepa U padyHapa omreheHor), Kako Ou ce yodriIn
MPOIYCTH HANPABJLEHH OJ] CTPaHE U3BPLIMOLA & KOJH Cy MOTJIM YKa3aTH Ha MI0CTOjabe KPUBUYHOT JieNa 1
MecTa ojlaKiie je m3BpuieHa npeBapa. Hakon msonoBama WII agpece m BpemeHa ciama €IEKTPOHCKUX
nopyka u3 Jior (ajiroBa npexo MHTepnona cy, y 3aBUCHOCTH OJ] Ip>KaBe ca YHje je TEPUTOPHje U3BPIICHO
KPHMBUYHO JI€JI0, BPIIEHE NTPOBEPE y BE3W KOPUCHUKA KOME je OHa Omia J1o/ieJbeHa y TPEeHYTKY BpIICHa
KpuBHYHOT fena. OBe mpoBepe Cy BpIICHE NpeMa PAcIIoNIOKHUBUM MTOJaluMa y3 3aXTeBe IIpeMa JpkaBama
MOpEeKJIa HeXEJbEHUX WIIM NTPEBApHUX MMOPYKA Ha HAYMH CJIarba HEKOT BHJIA 3aMOJIHUIE O Npeny3uMamby
MOjeINHUX OIIEPAaTHBHO-TAKTUYKKX panmu. Ypomesuh, B. Yisanos, C. Bykosuh, P.: ,Ilomuunja n
BHCOKOTEXHOJIOMIKH KpuMuHaI — [IpuMepn u3 mpakce u npobiemu y paxy MVYII-a Pemryonuke Cp6uje”,
ZITEH 2006, 345-346.
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nojeQuHUx OOKa3Hux padru. Y OJAeJblIMMa KOjU cliefe, aHaIM3UpaHe Cy ojpende
KoHBeHIMje Koje caapike OIINTa MpaBWia y Be3W ca IMPYXKAKbEM y3ajaMHE IpaBHE
nomohu (Mehy mUMa M NpaBuUiia O E€KCTPAAMIUJH), a TIOTOM OJpea0e KOje PEryIHIILY
obaBe3e AprkaBa IMOTIHCHUIA HA TIPYXamkbe y3ajaMHe TTOMOhHU y 0JJTHOCY Ha MPUBPEMEHE
Mepe U JokazHe paame. [loceban omesbak mocBeheH je pa3smarpamy moryhHocTH 3a
NPEeKOrPaHUYHH MPUCTYII MOAALKMMA TIOXPAbECHUM y PauyHAPCKUM CHCTEMHMA Y JIPYTOj

JIp>KaBH.

2.1. Ommra npaBuna KoHBeHIMje y Be3W ca NpYyKameM Yy3ajaMHE IpaBHE

nomohu

Kao ommmre Haveno y Be3u ca mehyHapogHom capanamom y wiany 23. KonBeHiuje
npensuleHo je ma ctpaHe yroopHHIe MelycoOHO capalyjy y Hajmupem Moryhem
o0uMy, IITO MOIpa3yMeBa Ja Ce OJ OpXKaBa OueKyje CHpeMHOCm 0da NOCMYnajy no
oo0zosapajyhum ochosama 3a npysxcaree mehyHapoOwe npasHe nomohu, y3 wmo
PECMpUKmueHuje Nnosuear.e Ha CMemmwe Y capadkwu ca JIPYyruM Jp)KaBama
NOTIMUCHHIIAMA Y BE3U Ca UCTParoM W KPUBHUYHUM ITOCTYIIKOM 33 KPUBUYHA JeTla Y BE3U
ca pauyHapCKUM CHCTEMHUMA M MPHUKYIIJbAmbEeM JI0Ka3a y eIeKTPOHCKOM O0JIMKY 3a OUII0
KOje KPUBUYHO JIEIIO.

VY mnornexy ocHOBa 3a mpykame MelyHapoJHE NpaBHE MOMONhM, NpPUMEHEH je
npunyun cyocuoujapumema. Haume, KonBeHnuuja npeasuha na aprkaBe MOTIHCHUIIE
capahyjy y ckimany ca oxapendama mnoriasiba III Kosenmuje a xpoz npumeny
00zosapajyhux mehyHapooHux uHcmpymeHama o mehyHapooHoj capaorw y KpUeUUHUM
cmeapuma, 002080pa  YCAIAWEHUX HA OCHOBY JeOHOOOPA3HUX UMU PeyunpoyHux
nponuca, kao u oomahux nponuca o mMehyHapoOHO] NpasHoj Nomohu y KpusuuHum
cmeapuma. To 3Haum na oapendoe Konseniuje Hucy 3ameHa 3a moctojehe ocHoBe 3a
capaamy y KpPUBUYHUM cTBapuma (HOTBpheHe MynTWiarepalHe M OuaTepaiHe
Mel)yHapoaHe yroBope), Hero npedcmasbajy c80jespcHy OONYHY MuM UHCIMPYMEeHMUmMa
capaome. Y TOM CMHCIY, y WwiaHy 39. u3pHuuTO je mponucaHo aa je cBpxa Konsenuuje
je ma momyHu Bakehe MynTWIATepalHe WM OWiIaTepaliHe YrOBOPE WIIM JIOTOBOPE
u3mel)y apxaBa yroBopHuila, YKJbyudyjyhu oxapenbe: EBpomcke KoHBeHIHjE O

eKcTpaauuuju; EBporncke KOHBEHIMje O y3ajaMHOj TOMOhM y KpUBHYHUM CTBApUMa H
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JonatHor mpoTtokona y3 EBpoOICKYy KOHBEHIHjy O y3ajaMHOj mOMOhM y KPHUBHYHUM
ctBapuma. Onpende OBUX KOHBEHIIHMja Cy Mpenu3upane ojarorapajyhum oapendama y
Onepky 3. KoHBeHIMje Koje c€ OAHOCE Ha CIenuUIHOCTH TpYyXamka MoMohu y
CMHCIY TIpeAy3uMarma ONCPAaTHBHHUX M MPOICCHUX Pallibll OTKPHBAaKkA M JJOKA3HBamba
KpUBHYHUX Jena Ha koje ce KonBennuja onnocu. Kako 6u, gakie, apxaBa yroBOpHHUIIA
UCTIOIITOBasIa 00aBe3y Jla IPYrMM CTpaHaMma yroBOPHHUIIAMa MPYXKH y3ajaMHy IOMOh y
HajimupeM Moryhem o0uMy y MOCTYIIIMMa KOjU Ce OJHOCE Ha KPUBUYHA Jiella y BE3H ca
padyyHapCKMM CHCTEMHMa W TOJAIMMa WM TMPHKYIUbalkby J0Ka3a Yy EJIEKTPOHCKOM
00JIMKY O KPUBHYHOM €Ny, NOmpeOHO je 0a Yy HAYUOHATHUM NPORUCUMA NOCMOjU
adekeaman MpAGHU OCHO8 HEONXO00aH 0a OpAHcA8a U3BpuU obasese YCMAHOB/bEHe
ynanoguma 27. 0o 35. Koneenyuje. YKOIUKO Cy JBE WM BUIIE Jp>KaBa YrOBOPHHIIA
UMajy 3aKJbYUeH CIIOpa3yM KOjU C€ OJHOCH Ha MaTepHjy peryiucany KoHBEHIIM]OM KT
Cy Ha Jpyrd HaYyMH YCIIOCTAaBUJIE CBOjE€ OJIHOCE MM YKOJIMKO TO y OymyhHOocTH ypane,
OHE MOTY J1a MPHUMEY]y Taj CIOpa3yM WM YrOBOp WM J1a Ha APYTH HAuWH, CXOJHO
TOME, YCIIOCTaBe CBOje ofHoce. MehyTum, ako Jp)KaBe YrOBOPHUIIE YCIIOCTAaBE CBOjE
OJIHOCE Y BE3M ca MaTepujoM Ha Kojy ce ogHocu KoHBeHIMja, Apyraudje Hero Imito je
HOME IpeBul)eHO, OHE TO MOTY J1a ypajie caMO Ha Ha4MH KOjU HHUje y CYINPOTHOCTH Ca
JbeBMMa U Hadenuma KoHBeHmmje.

[Ipema Tome, apxkaBe capal)yjy Ha OCHOBY OWJIATEpaTHUX W MYJITHIIATEPATHUX
cnopadyma, a KonBeHuuja Tpeba Ja ciayXH Kao JONYyHAa, OAHOCHO creuuukaimja
onpenaba y moTBpheHuM MmelyHapogHUM YroBoprMa y TMOCTYIKY MpyKamba MpaBHE
noMohu y KpHBHYHUM CTBapHMa y IMOTJIETY JIeIa BUCOKOTEXHOIOMIKOT KPUMUHANIA ATl
MOYXeE J1a TPEJICTBaJha OCHOB 3a capajmpy, YKOIUMKO m3Mely npikaBa Jpyru OCHOB HE
MOCTOj U.

VY morneny mponuca koju ce npumerbyjy y TOCTYINIMMa 3a TpYXKame y3ajaMHe
nomohu, nmpensuleHO je 1a ce MPUMEBY]Y VCI08U npedsuljeHu 3aKOHUMA 3aMO/bEHe
Opocase Wnu BaxkehuM yroBopuma o y3ajamMHO] momohu, ykipydyjyhu u pasnore Ha
OCHOBY KOJUX 3aMOJb€HA JIp:KaBa MOXe Ja oa0uje capaamy (wiaH 25. ctaB 4). 3axTeBU
3a y3ajaMHYy MOMOh Ce u3spuiasajy y ckiady ca NOCMYnyumMa Koje 00peou opicasa
MONUbA, W3Y3eB YKOIMKO Cy y CYNPOTHOCTH Ca 3aKOHMMA 3aMOJBCHE IpiKaBe .

OBakBO peniewme je MOTpeOHO U3 pasjora kKako Oum ce 00e30emmiio 1a J0Ka3u KOju

%8 TakBo pemesse je capxkano u y 3[IMIII y wnany 90.

260



HACTaHy Kao pe3yiTaT Impeay3uMarma paaby 0]l CTpaHe OpraHa 3aMoJbeHE JIp)KaBe OyIy
NPUXBATJBUBU Y KPUBHYHOM IIOCTYNKY IpEJ CYAOM Yy Jp>KaBU MOJWJBH. Tako ce y
ckiany ca wianoMm 12. 3[IMII y moctynky mpykama MelhyHaponHe mpaBHe momohu
CXOJHO IpUMERY]y oapende 3aKOHHKAa O KPUBHYHOM IOCTYIKY M 3aKOHA KOjUMa ce
ypehyje opraHu3zanuja W HaAJICKHOCT CYI0BAa M JaBHUX TYKWIALITABA, d HA 3AXMes
HAONeJICHO2 Op2aHa Opacase MOUbe npedy3umarbe paorbl OCMAIUX 00IuUKd
mehynapoowne npasne nomohu (Mehy kojuma cy......., yBuhaj, mperpecame IpocTopuja u
JuIa, TPUBPEMEHO OJy3UMame IpeaMeTa; MPUMEHY Mepa, Kao INTO Cy Haa3op U
CHHMame TeNe(POHCKUX M JIPYTUX Pa3roBOpa WIM KOMYHUKAaIMja ¥ ONTHYKA CHHUMAambha
JWIA, .....pauyHapCKO NpeTpaxuBame M 00paja mojaTaka; pa3MeHy oOaBelmTema U
JIOCTaBJbame MUCMEHA U MpeIMeTa KOjU Cy Y Be3H ca KPUBUYHUM MOCTYIIKOM Y IP>KaBU
MOJIMJbU, JIOCTaBJbahe MOJaTaka 0e3 3aMOJIHULIE; ........ 1) epwu ce ma nauum Koju
npeosuha 3aKoH00a8CmMe0 OpaHcage Moumbe, ako TO HUje Y CYIPOTHOCTH Ca OCHOBHHM
HavenuMma npaBHOT nopetka Pemybmmke Cpouje. Mmak, 1a 6u ce yomire mocTynaio 1o
MOJIOM 3a Ipeay3uMarme OocTanux o0auKa MehyHapoaHe mpaBHE oMohu mopajy 6umu
ucnyrene npemnocmaske uz unana 7. 3[IIMIIII, kao u ycnosu npedsuhenu 3axoHuxom o
KPUBUYHOM NOCMYNKY 32 TIPEly3UMambe THX PaJibu.

VY Be3u ca ycrno8om 06ocmpyKke UHKpUMUHAYUje, CMaTpa ce Ja je Taj yCIOB HCITYHEH,
6e3 0031pa Ha TO Ja JIM 3aKOHU 3aMOJbEHE JIP’KaBe HE MPOIHCH]Y TO JIENIO Y UCTOj TPYIH
KPUBUYHHX Jlella WM ra HE O3HAYaBajy MCTUM TEPMHMHHMMA Kao M JApKaBa MOIUJIbA,
JIOKJIE TOJI je pajia Koja je Y OCHOBM KPHUBHYHOT Jiela y BE3M 3a KOje ce y3ajaMHa
nomoh 3axTeBa, ojpeheHa Kao KpUBUYHO JI€JI0 U M0 HEHUM 3aKOHHMMa (wiaH 25. cTaB
5).

3a cnommawny pasmeny ungopmayuja je BakHa ojpenda MO KOjoj JpriaBa
YrOBOpHHUIIA MOJKE, y TpaHHIlaMa JoMaher mpaBa U 6e3 MpeTXoIHOT 3aXTeBa, /1a Ipyroj
CTpaHu YrOBOPHHITU MPOCeu HHPOpMaIIKje 10 KOJUX je JOIIa Yy OKBUPY COTICTBEHUX
UCTpara, YKOJIMKO cMaTpa Ja Ou OTKpHUBame TaKBUX MH(OpMalMja MOIJIO J1a TOMOTHE
IpakaBd YTOBOPHMIIM KOja WX TpHUMa, Yy TMOKpeTamy WM BOhewy HcTpara WU
MOCTYyTAaKa y Be3H ca KPUBUYHHUM JIeTTUMa MIPOMUCAHNM Yy cKiIany ca KoHBeHIHjoM, Uil
kKama Ou Te wmHQopManuje Morje Ja JoBeny 10 ynyhuBama 3axTeBa T€ CTpaHe
YTOBOPHHUIIE 32 y3ajaMHY capajimky, Ha OCHOBY OBOT morJiaBska (wiaH 36). [Ipe Hero mto

J0CTaBU TaKBEC PIH(bOpMaI_II/Ije, ApiKaBa YrOBOpHUIIA KOja X JOCTaBJba MOXEC 3aXTCBAaTU
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na oHe Oyny YyBaHE y TajHOCTH WJIM Jia C€ MOTY KOPHCTUTH caMo moja ojapehenum
yCIOBMMA. YKOJIMKO Jp)KaBa yroBOPHMIA KOja NMpuMa HH(pOpMaIUje HE MOXE Ja
NPUXBATH TakKaB 3aXTEB, O TOME je¢ IyXHa J1a 00aBECTH CTpaHy YrOBOPHHILY KOja
JocTaB/ba WH(pOpMaIMje, Koja HaKOH TOora OJyIydyje na jJu he uImak aa mpocienud Te
uHpopMalnyje, a YKOIMKO Jp)KaBa YrOBOpHHUIIA TPUXBATH HWHPOPMALHU]y TOA
onpeheHuM ycioBuMa, TH YCIIOBH CY 3a By 00aBe3yjyhu.

CBaka cTpaHa yroBopHHIIa Tpeba Ja 00pedu opean 3a KOMYHUKayujy Ha npunyuny 24
cama 7 0ana y Hede/bu HA KOJU HAYMH OW ce OMOTryhuiio mpykame TpeHyTHe ToMohu y
ucTparama Wid KpUBUYHUM MOCTYIIIMMA Y BE3H Ca KPUBUYHUM JIeJIUMa KOja ce OJIHOCE
Ha padyyHapcKe CHUCTeME M MOJaTKe WIM pajy NPUKYIJbamka JI0Ka3a y eJIEKTPOHCKOM
o0JIMKYy O KpHBHYHOM Jeny. TakBa momoh Tpeba nga 0OyXBaTh OJIaKIIaBame HIIH,
YKOJIMKO TO Jomahe 3aKOHOJAaBCTBO J03BOJbaBa, HEMOCPEIHO cripoBoheme ciemehux
Mepa: a) JaBamke TEXHMUKHX caBeTa; 0) 3allTUTY Mojaraka y ckiany ca wi. 29. u 30.
KonBeHnuje, u B) NpUKYyIUbamke J0Ka3a, JaBamke HH(POpPMalLMja MpaBHE NPUPOJIE H
jgouupame ocymmudyeHux. Opran onpeheH Kao KOHTakT Tpeba Ja pacroiake
MoryhHOCTHMa JOBOJBHHUM J]a MOXKE Op30 J1a pa3MemYyje MOpyKe ca JIMIUMa U OpraHuMa
3ay’KeHHM Ka0 KOHTaKT OJ1 CTpaHe JIpyre IpakaBe YroBOPHUIIE. Y KOJIMKO JInle/ OpraH
KOje je oJpeamiia qp)kaBa YTOBOPHHIIA HHje J€0 HEHUX JPKABHUX OpraHa WM OpraHa
HQUIOKHUX 3a MehyHaponHy y3ajaMHYy MOMOh WM eKCTpagulMjy, MOTpeOHO je
00e30enut MoryhHocT na TO Jnne/ opraH Moxe jAa Op3o aa capabyje ca THM
opranuma. Kako je mpyxame y3ajaMHe NMOMOhMM y KPMBHYHUM CTBapHUMa IpeaMeT
mpoleaype Koja MOXKe AYro jJa Tpaje, MPOMUCAHO j€ Ja CBaka Jp)kaBa YrOBOpPHHIIA
MOX€, Y XUTHUM CJTy4ajeBUMa, J1a MOJHECe 3aXTEB 3a y3ajaMHY MOMOh WM TIpyXame
uHpopmanuja, kopuctehu ce Op3uM cpeAcTBUMa KOMyHHKalMje (a He yoOHuYajeHHM
KaHAIMMa KOMyHHKaIje ), yK/bydyjylin (akc WIH eIeKTPOHCKY TOIITY, Y MepH Y
KOjO] OBa cpeiacTBa Mory jga oOe3bene oaroeapajyhu cremeH 0e30e€IHOCTH U
ayTeHTUYHOCTH (YyKibyuyjyhu kopuinheme mmdpu, kaaa je moTpedHO) y3 HAKHAJAHO
¢dopmanHo ynyhuBame Moj0e 3a momoh, ako 3amMoJbeHa JIp)kaBa TO 3aXTeBa, JOK je
3aMOJbEHA JIp’KaBa AYXKHAa Yy TOM CIy4ajy Jla MPUXBaTH U OJIrOBOPU Ha 3aXTEB Op3uM

CpeICTBOM KOMYyHUKanuje (wiaH 25. ctan3).

%84 Kao mro je, npumepa pazu, npensulero y wiany 5. u 6. SMITII.
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On wm3y3erHe BaxkHOCTH cy onpende caapxkane y 4. Omnessky III mormasiba
Konsennuje kojuma ce ypehyje npyxame mel)ynaponne npasHe nmomohu y curyarnujama
y Kojuma u3mel)y aprkaBe MOJIUIbE U 3aMOJbEHE JIPIKABE He NOCMOoju 8axcehiu y2080p uiu
002060p O y3ajaMHO] TIOMONM Ha OCHOBY jeAHOOOPA3HOT WJIM PEIUIIPOYHOT IIpaBa,
OJTHOCHO KaJia HE TMOCTOjU OCHOB 3a IpPY)Kame MpaBHE IMOMONH, U y TOM CMHCIY OBE
onpende ypehyjy oaroapajyhe ocHoBe, ycnoe u nporenype. [loctoju Buiie HaunHa 3a
ynyhuBame 3axTeBa 3a Mpykame mnpaBHe momohu. Hajmpe, Konennuja mnpensuha
o0aBe3y Jp)KaBe TMOTIHCHUIC Ja TPWIMKOM TOTIUCHBAaKka WM JICTIOHOBAkha
MHCTpyMEHaTa O TMOTBphUBamWYy, MpHUXBaTamy, OJ00paBamky WIH MPHUCTYIABY
KonBeHuuju, umenyje yewmpainu opean uiu opeaHe OATOBOPHE 3a ClIAkbEe H
OJITOBapame Ha 3aXTeBE 3a Yy3ajamMHy noMoh, u3BpIIaBame wWin MpociehuBame
OpraHuMa HaJJICKHUM 32 BHXOBO H3BpIICHE (KOjU OpraHu IUpeKTHO MehycoOHo
KOMYHHIIMpajy ynyhuBameM 3axTeBa 3a y3ajaMHy 1momoh), Te Aa AocTaBu | eHeparHoM
cekperapy Casera EBpome mMeHa M agpece THX MMEHOBAaHHMX OpraHa, KOju O TOME
dopmupa 1 oxprxkasa perucrap . OCHM HaBEICHOT, y XUTHUM CIIy4ajeBUMa, 3axmes 3a
y3ajaMHy TOMOh win oOaBelITeha y Be3U ca HUM (1M KOjU HE CaApKe elIeMEHTE
NpUHY/E), TPABOCYJHH OPraHH JIpXKaBE MOIIUIBE MO2Y OUPEKMHO 0d NOWA/bY
002o08apajyhum HaonedxicHumM opeanuma samosbene opoicaée (y TaKBUM CIIydajeBHMa
NPEeKO IEHTPATHOI OpraHa Jp)KaBe MOJHJbE Tpeda HMCTOBPEMEHO IOCIATH KOIHUjy
3axTeBa LIEHTPAJIHOM OpraHy 3aMoJbeHe Jp)kaBe). AKO je 3aXTeB MOJHET OpraHy Koju
HUje HaJyUIeXaH Jla MOCTYIU IO 3aXTeBYy, OH 3aXTeB Ipociehyje HaiexkHOM JoMaheM
Oprany W O TOM€ TUPEKTHO 00aBelITaBa Ip)KaBy MOJIMIby. Takole, CBakM 3aXTEB WIIH
o0aBemTemhe MOXKE Jla Ce CIPOBEAE HEmocpeaHo mpeko MehyHapoaHe opraHuzaiuje
KpuMHHanucTuuke nonunuje (Muartepmon).

He nocroju o6aBe3a 3aMoJbeHE JpaBe J1a MOCTYIH 10 3aXTEBY JpXKaBe MOJIUJbE Y
cBakoM ciydajy. Haume, 3amosbeHa npikaBa MoOXKe Aa o0buje da npyscu nomoh, mopen
cily4ajeBa KOju Cy mpelnBul)eHH y HEHOM 3aKOHOJIAaBCTBY M aKO C€ 3aXTEB OJHOCH Ha
JIeJI0 KOje cMaTpa MOJUTUYKUM JETUKTOM WM JIEJIOM KOj€ je TMOBE3aHO ca MOJUTUYKUM
JIETUKTOM, WJIM aKo cMaTpa Jia M3BpIICHE 3aXTeBa BEPOBATHO MOXE Ja YIPO3U HEH
CyBepeHUTET, 0e30eIHOCT, jaBHH NOpeAaK WM Jpyre OWTHe MHTepece (IpU 4YeMy

pasJjor ,,Jpyru OMTHM MHTepecu* He Ou Tpebayo MpeBulle €KCTEH3UMBHO TYMAdyHUTH Yy

http://www.coe.int/t/dghl/cooperation/economiccrime/cybercrime/Documents/Internationalcooperation/
Res internatcoop authorities_en.asp.
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KOHKPETHOM CITy4ajy, Y CKJIaJy ca ONIITUM HadyeJoM Jia ce moMoh mpyxa y HajmupeM
moryhem o6umy). Ocum MoryhHOCTH Aa ond0uje na TpYXH 3aTpakeHy IMomoh,
3aMOJbEHA JpXKaBa MOXKE Jla 00J0JNHCU NOCMYNnarbe TO 3aXTEBY YKOJIUKO OH OHO
YIPO3UII0 KPUBUYHE UCTPAre MM MOCTYIKE KOje CIIPOBOJIC HeHH HAIUICKHH OpTraHu. Y
CBaKOM cIy4ajy, Ipe oJ0Hjama WM OJjarama mpykama nmoMohu, 3aMoJbeHa ApKaBa
pasmarpa Ja Jd 3aXTEBYy MOJXKE /1a yJOBOJBH JEIMMUYHO WM he M3BpILICHE 3aXTeBa
BE3aTH 33 WCIYHEHkEe ojApeheHnx ycioBa, Koje cMarpa HEONXOJHUM, a HaKOH
KOHCYJITAIlHje ca IP>KaBOM MOJIMJbOM Kaja je TO IEITUCXOJIHO.

3aMoJbeHA JpKaBa OJIMax oO0aBelITaBa JAP)KaBy MOJUIBY O UCX00Y U36puLerva
3axmesa 3a MOMOh, TpU YeMy je Iy>KHa HAaBECTH pasliore 3a 0l0ujame WU OJlIarame,
Kao W O pasjory Koju oHemoryhaBa W3BpILICHC 3aXTeBa WM BEPOBATHO, y 3HAYAjHO]
MepH, ojJiake u3BpIIemke. OCUM Tora, Jp)kKaBa MOJIMJba MOXE Jia TPAXKHU Jla 3aMOJbeHa
Jp>KaBa dyBa y TajHOCTH IIOCTOjar¢ 3aXTeBa Kao W CajpiKaj 3aXTeBa, Y MEpPHU Koja je
HEOIXO/Ha Jja OM 3aXTEB MOTao Ja € U3BPILIHU, HO YKOJIUKO 3aMOJbEHA JIp)KaBa HE MOXKE
Jla MCIYHU 3aXTEB y Be3W ca TajHounhy, o ToMe oamax oOaBelnTaBa ApPXKaBy MOJHIBY,
KOja 3aTuM ojIy4yje na Ju he, ypkoc Tome, Ja yIyTH 3aXTE€B Ha W3BpIIeke. Takohe,
CBaka Jp)KaBa YTOBOPHHIIA KOja JOCTABJbaA MOJIATKE, MOXKE JIa 3aXTEBa O Jpyre ApKaBe
YTOBOPHHUIIE Ja jOj, Y BE3H Ca THM YCJIOBOM, 00pa3jioku y Kojy he CBpXy Te mojaarke Ja
yrnoTpedu. Y TOM CMHUCIY, 3aMOJbEHA Jp)KaBa MOXKE JOCTABJbAbE TPAKECHUX I0/IaTaKa
Jla YCIIOBHU: a) YyBamkeM TajHOCTH 3aXTEBa, KaJla 3aXTEBY 3a y3ajaMHY MpaBHY MOMOh He
MOXe Jla ce yJI0oBOJbM 0e3 Tor ycioBa; 0) 3abpaHoM Kopuinhema 3a norpede Ipyrux
UCTpara Wi IMOCTYyINaka, OCHM OHUX KOjU Cy HaBEIEHH y 3aXTEBY. YKOJHKO IprKaBa
MOJIIJba HE MOJKE JIa HCITYHU HEKH O]l OBUX YCJIOBa, O TOME OJMax 00aBelITaBa JAPYry
CTpaHy YyrOBOPHHILY, KOja 3aTUM OJIydyje nAa U he, YmpKoc TOMe, Ja JOCTaBH
uHpopMalyje, a yKOIMKO IPUXBATH YCIIOB, 00aBe3Ha je /1a T'a UCITyHH.

VY ckimamy ca TO3UTUBHOIIPABHUM TIPONUCUMA, Yy TIOTIEAY HOCMYNKA U3PyyYerbd
OKPHUBJHEHOT WJIM OCYhEHOT PBEHCTBEHO ce mpuMenyjy oapende Konsennuje CaBera
EBpone o exkcTpaauuuju ca JIOJaTHUM IpoTOKoiIMMa Koje je PemyOnmkxa CpOuja

586 .
noTnucaia u patuukoBaia’ ~, OMHOCHO Omnarepianu yroop usmehy CpOuje u npyre

%8 3akon 0 moTBphUBay EBpoICKe KOHBEHIMjE 0 EKCTPATHUIIIH ¢4 JOJATHHM IPOTOKOMHMA (,,CILIIHCT
CPJ — Mehynaponuu yrosopu“, 6p. 10/2001). Crpane yroBopHuie ce obOaBe3yjy na he, mpema
IpoNMCHMa U YCIIOBUMa KOjH Cy HaBeneHH y KOHBEHIMjH, U3/1aBaTh jeJHE JpyruMa JIMIa Koja ce ToHe
300T MOYMEEHOT KPUBHYHOL Jlella WIM Ce TpaXke Paau HM3BpIICHa Ka3He WM Mepe 0e30eIHOCTH ol
CTpaHe NPaBOCYAHUX OpraHa CTpaHe Mojmbe. M3maBame he ce BpmmTH 3a jAena 3a Koja je, mpema
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IpkaBe. Y ciydajy Aa Apyra JIpkaBa HUje moTnucHuIa KOHBEHIH]e O eKCTPaauIuju
HUTH U3Mel)y e u CpOuje mocToju OunarepaiHu yroBop WM Kajua ojpeheHa murama
noTBpheHuMm MehyHapoaHUM yroBopuMa HHCY YypeheHa, mpuMemyjy ce oiapende
3IIMMITY. V tom cmucny 3Hadaj KBK ornena ce y Tome mro nornucHuie o6aBe3yjy
na Koneenyujy cmampajy 3a ocHog 3a ekcmpaouyujy n3Mely ap>kaBa yroBOpHHUIIA YaK U
aKo OHE HHUCY NOTIHUCHMIIE HEKe KOHBEHIHMje Koja mpeaBuha oOeBe3y NpomHcHBamba
eKCTpaJMLIMje WM Kaaa u3Mel)y \uX He IOCTOjU OuaTepaHu YyroBOp Ha OCHOBY KOT
01 ce MOIJIO 3aXTEBATH U3PYYEHE YYUMHMJIALA Jiela BUCOKOTEXHOJIOMKOT KpUMHHATIA.
Haume, na ocHoBy umana 24. KonBeHIMje, 32 yYMHOWIIE KPUBUYHHX Jella Koja Cy
mpornucana y ckiaay ca wi. 2. 1o 11. y ciydajy ga je HCIyHEeH YCIOB JTBOCTPYKE
MHKpPUMUHAIIMjEe, OJHOCHO IIOJ YCIOBOM Jia Cy OHa IO 3aKkoHMMa o0e cTpaHe
YrOBOpHHULIE IpeBul)eHa Kao KpUBHYHA J€ja 3a KOja je MpOoIMcaHa Ka3Ha 3aTBOpa OJ
HajMamke TOAWHY JaHa, JAp)KaBe NOTIUCHHUIIE MOTY TpPaXHTH jeIHa O Jpyre
eKCTPA/MIIH]y, YaK U aKO HE IIOCTOjH HHjeaH APy OCHOB 3a TO . Y MOIJIeLy OCHOBA
3a eKCTpaaulyjy, mnpeaBuheHO je Oa y clydajy Ja JpskaBa YrOBOpHHIA, Koja
eKCTPaJMIIM]y YCIOB/baBa MOCTOjalEM YroBOpa, NMPUMM 3aXTEB 3a E€KCTPaIULU]y O]
Jpyre ApaxkaBa YrOBOPHHUIE Ca KOjJOM HEMa YroBOp O EKCTPaJMIIMjH, OHA MOXE Ja
cmarpa oBy KOHBEHIIMjy MpaBHUM OCHOBOM 3a €KCTPAIHIH]y Y TMOTJIEAYy KPUBHUHHX
Jiena Mponucannx y ckiany ca wi. 2. no 11. oBe Konsenmmje. C apyre ctpane, cTpaHe
YTOBOPHHUILIE KOje €KCTpaJullfjy He YCIIOBJbaBajy MOCTOjaleéM yroBopa, cmarpahe Ta
KpUBHYHA JieJa JIeluMa Koja noiiexy Mel)ycoOHoj ekcTpanunuju. Y mnorjieny yciioBa u
MIOCTYIaKa 3a eKCTPAAULINjy, IPUMEHY]Yy C€ MPOMUCH 3aMOJbEHE JPXKABE YrOBOPHUIIE
WM Baxehu yroBopu O eKCTpagulvju, YKJbyuyjyhu M pas3jiore Ha OCHOBY KOJUX
3aMOJbEHA JIpaXkaBa MOXe Ja oAluje ekcTpaauuujy. Jlame je npensuheHo na y ciyuajy

Ja 3aMOJbCHA JpPiKaBa 0;[61/1je eKCTpa,[[I/II_II/ij CaMO Ha OCHOBY ApPJKaBJbaHCTBA JIMIIA KOje

3aKOHMMa CTpaHe MOJINJbE U 3aMOJbEHE CTpaHe, Kao HajBeha ka3Ha mporucaHa Ka3Ha JMIIeHa cino0o/e
Wi Mepe 0e30eIHOCTH, JIMIICHka CI000/1e 0/ HajMamke FOHHY JaHa WM CTpOxa KasHa. Kama ce paau o
Ka3HU WK Mepr 0e30€THOCTH U3PEUYEeHOj] Ha TEPUTOPHjH CTpaHE MOJIUIbE, TPajamhe U3peueHe KazHe Mopa
Ja Oyze HajMamke YeTUPH Mecela.

%87y Peny6miu CpGuju Cy MHTama H3pyUeHa OKPHBIEHOT/ ocyleHor perymucana y wianosuma 13-40.
3akoHa 0 MpyXamy MelyHapo1He IIpaBHE TOMONN Yy KpUBHYHNM CTBapHMa.

*%8 Takolje, M3pHUMTO je HABEIEHO Ja Ce CMATPa 1A OBA KPMBHUHA Je/1a CIajajy Y IPyIly KPHBHUHHX Jela
KOja TOJUIeXY €KCTPaAMIHjH Y CBAKOM YroBOPY O €KCTPaJAMIHjH KOjH IMOCTOju m3Mmely nBe wiu BuIe
Jp’KaBa yroBOpHHMIIA, NPH YeMy CE HCTe 00aBe3yjy Ja y CBaKH YroBOp O €KCTpaaulMju Koju yOyamyhe
3aKJbydyjy ca JIBe WM BHIIE [p)KaBa yroBOPHMIA Ta Jeja yKJbyue y TpyIy Jeia Koja IMOIUIeKY
eKCTPaIUIIY]jH.
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Ce TpaXW WM 3aTO MITO CMAaTpa Jia MMa HAJUIC)KHOCT 3a TO JeJ0, a y CKIaay ca
npuniunom aut dedere aut judicare, Ha 3aXxTeB Jp)kaBe MOJIMJbE j€ AYKHA Ja JOCTaBU
IpEeIMET CBOJUM HAUIC)KHHM OpPraHUMa pajad TOmberba a IMOTOM CTPAaHH YrOBOPHHIIU
KOja TPaXKH EKCTPAJUIIN]y OJIaroBpeMEHO CAOIIIITH KPajibi UCXOJ, TIPH Y€MY HaJIEKHN
OpraHu IOHOCE OJUTYKY, CIIPOBOJIC UCTPAare U MOCTYIKE, KA0 y CIy4ajy OUIIo KOT APyror

. 589
AcJia CJIMYHE IIPpUpOJC, y CKiIaay €a CBOJUM 3aKOHHMMA .

2.2. [Ipyxame y3ajamMHe IpaBHU TOMONH y OZTHOCY Ha IPUBPEMEHE MEPE

Pauynapcku momamm koju ce CkiaammTe, oOpalyjy W mpeHoce y padyHapCKHM
MpeXaMa U CHCTEMHMa, KOju OM MOTJM OWTH O]l 3Hayaja Kao EJCKTPOHCKHU JIOKa3 y
KPUBUYHOM IIOCTYIIKY, IO TIPUPOJIM CYy HETIOCTOjaHH M MOJIOXKHH M3MEHaMa, a Kako Ou
ce CTBOPHO OCHOB Jla C€ 3aXTeBa 3allTUTa OBHX IMOAATaka J0 noOujama oBiamrhema
HAQ/JIOKHUX OpraHa Jp)KaBe MOJMJbE Ja MPHUCTyNle THUM NOJalMMa y CKIagy ca
IporucuMa O Y3ajaMHOj MpaBHOj momohu, moTpeOHO je mpeaBuaeTd MoryhHocT
HA/IJICKHUX OpraHa jeJlHe JIp’KaBe Jla O] HaJUICKHHUX OparaHa Jpyre Jp:KaBe Tpaxke Ja
npeay3My oapeheHe Mepe y iy Ja ce CIpedr IyOUTaK WM U3MEHa TUX padyHApPCKUX
nmojataka, ¥ TO y CKIaay ca ojpemdama kojuma ce ypehyjy mepa Xumwuo uysarbe
VCKAAOUuWmenux pavynapckux nooamaxa w3 wiana 29. Konsennuje u mepa Xumno
OMKpUsarve yCKAaouWmeHux pauynapckux o caoopahajy n3 unana 30. Konsenuyje.

Pauynapckum nojanuma Koju Cy YKJIaJUIITEHH y PadyyHapCKUM CHUCTEMHMMa KOJU ce
Hallaze y APYrUM JprkaBa Cce€ MHa4ye MPHUCTYyNa y CKJIaay ca MPOLECHHM paJamama U3
yinana 31-34. KonBeHiuje, anu nporeaypa 3a npely3uMame TUX Paibid 9eCTO 3aXTeBa
BUIIIE BpeMEHa M CIIOKEHHja je (3axTeBa ce OINpaBJame 3a NpeAy3UMame Mepe,
ono0peme cyla, oOaBelITaBake OCYMIMYEHOI U HEroBa onarorapajyha mpasa) y
OJIHOCY Ha EKCIEIUTHUBHO 4YyBame mojataka u3 uiarna 29. Kousenyuje Koje uMa

KapakTep XUTHE Mepe jep ce HEHUM Mpeay3umameM o0e30ehyje TpeHyTHO uyBame

%89y oBom OJIEJBbKY j€ caJprkaHa M oJjpe/10a 1o K0joj cBaka Jip>KaBa yrOBOPHHUIA, IPHIMKOM ITOTITHCHBAHA
WIM TIpUIMKOM JICTIOHOBaka WHCTPyMEHaTa O TOTBphUBamy, INpHXBaTamy, 0J00paBamy WIH
IpuUCTymamky, nocTaBiba ['enepaiHoMm cekperapy Casera EBpone mme u ajgpece CBUX opraHa Koju cy, y
Cily4ajy HerocTojama YroBOpa, OJrOBOPHH 32 IMOJHOLICHE WM IMPHjEM 3aXTeBa 3a EKCTPAJULH]y WIN
NpUTBOp, Koju (opmHpa M onpXaBa aXypHOCT pervcTpa HaJUIe)KHUX opraHa koje onpelyjy npkase
YTOBOPHHUIIE.
http://www.coe.int/t/dghl/cooperation/economiccrime/cybercrime/Documents/Internationalcooperation/R
es_internatcoop_authorities_en.asp.
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nojiataka kKoju ce Beh Hanase yCKJIQJUIITEHH Y pa4yHapPCKOM CHCTEMY (K20 CBOjEBPCHO
,»3aMpP3aBamke” y HEU3MEHEHOM OOJIMKY), M TO KaKo Mojaaraka o caoOpahajy, Tako u
calpkaja OCTBapeHe KOMYHHUKaIHje, KOjU Cy Yy TOCeay TMpyxaiana yciayra
€JIEKTPOHCKUX KOMYHHKAIIHja, ali U OWJI0 KOT JAPYror (GpU3WYKOT WIM MPABHOT JIUIIA.
Mepa XUTHOT 4YyBama YCKIQIUINTCHUX PAadyyHAPCKHX IOJIaTaka Ce OJHOCH Ha TayHO
onpehene pauyHapcke MOJaTKe KOjU MOTY OMTH OJl KOPHUCTH 3a KOHKpPETaH CiIy4aj,
OJTHOCHO YIOTPEOJbEHU Kao EJCKTPOHCKH JOKa3 y KPHUBHUYHOM IIOCTYIKY, a HE Ha
HeozpeljeHe padyHapcKe IoaTKe .

JlpxaBa yroBOpHHIIAa MOKE APYTroj Ip>KaBU YrOBOPHHUIIE YIYTUTH 3aXTEB y CMUCIY
Jla HEeHU HAJUIeKHH OpraHd Hapele WM Ha APYrHM HauuH 00e30e/ie XUTHY 3alITHTY
noJaTaka cadyBaHHX MPEKO PavyyHApCKOT CHUCTEMa KOjU C€ Hala3d Ha TEPUTOPHjH
3aMOJbCHE JIPKABE U Yy BE3W Ca KOJUM JpKaBa MOJIHMJba HaMepaBa Jia TPAXKHU y3ajaMHy
noMoh y CBpXy IpeTpare Wik CIMYHOT MPUCTYIIA, 3aIlUIeHEe WIK CIUYHOT 00e30ehema
nJIn OTKpUBamba HOZ[aTaKaSgl.
Kana Hamne:xxHu opraHu 3aMOJbEHE JIp)KaBe MPUME OBAaKaB 3axTeB, JYXKHE Cy Ja
npeay3My cBe oxaroeapajyhe Mepe ga OM ce XHWTHO, y CKJIaay ca HaIMOHAIHUM
NPONKCHUMA, XUTHO CadyBajy TPAKEHH IOJIAIIH.

Y mornexy MoryhHOCTH aApaBe Aa OJ0Wje TOCTYName 0 OBAaKBOM 3aXTEBY,
HaBEJICHO j€ Jla Ip)KaBa HE MOJXKE JIa CE 3aXTeBa MOCTOjambe IBOCTPYKE KAKIUBOCTH Kao
ycioB 3a o0e30eheme 3amTHuTe mNoOAaraka. YKOJIMKO Jp)KaBa 3axTeBa BOCTPYKY
K2)XIUBOCT Kao YCIIOB 3a OJITOBOP Ha 3aXTEB 3a y3ajaMHy IoMoh y CBpXY mpeTpare Win
CIIMYHOT TPUCTYIA, 3aIllJIeHE WM CIMYHOI o0e30ehema WM OTKpUBama cauyBaHUX
nojiaTaka OHa MOXeE J1a, y Be3H ca JIpyTUM JeIrMa, OCHM OHHMX Ha Koje ce KonBenuuja

OJIHOCH, 33JIpKM TPaBo Ja oAOHje 3aXTEB 3a XUTHO UyBame, Yy CllyuyajeBUMa y Kojuma

nMa OCHOBaA Ja Bepyje Ja 'y BpEMC OTKpHBaka, YCJI0B JIBOCTPAHC KAKKELUBOCTHU HE MOKE

% Bume o Tome, M. Mucapuh, ,,Mepa xumnoz uyeara yCKIAOUWMEHUX PAYYHAPCKUX ROOAMAaKa‘,
300puuK pagoBa [Ipasuor ¢akynrera y HoBom Cany 1/2014, 230-231.

*%! VKONMKO TOHOCH OBAKAB 3aXTEB, HA/UICKHH OPraH JAPKaBE MOJIMIBE je AykaH jaa Hapene cienche
MOJIaTKe: a) Ha3WB OpraHa KOjU 3aXTeBa XWTHO YyBame Mojaraka; 0) Jeno Koje je NMpeAMeT KpUBHYHE
UCTpare WM MOCTYIAKa ¥ Ca)KET ONUC YMI-CHUIIA y BE3U €A TUM; B) KOjH pauyHapCKH rojany Tpeda aa ce
cauyBajy M BUXOBY MOBE3aHOCT ca JIeJIOM; I') CBE PaclojIoKuBe MH(OpMalije Koje NASHTHDUKY]Y JInIe
KOje ITOoceyje WM I10Jl KOHTPOJIOM MMa HOTpeOHe padyHapcKe MOJATKE WIIM MOAATKe O MECTy IIe ce
HaJla3W padyyHapCKH CHCTEM; JI) PasJior 300T KOjer je HEONXOIHO Ja ce MOJAllM XWTHO cadyBajy; H 1)
HaBOJIE JIa JIp)KaBa YyrOBOPHHIIA HaMepaBa Jia IoJJHeCe 3aXTeB 3a y3ajaMHy IoMoh y cBpXy mperpare win
CIIMYHOT TIPHCTYIA, 3aIUIeHEe WM CIMYHOT oOe30eljerba WM OTKpHBama CadyBaHHX padyHAPCKUX
nojiaTaxa.
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Ja ce I/ICHYHI/ISQZ. [MpunukoM oanyuymBama Ja Jid he mo 3axTeBy MOCTYNUTH Wiau he
no3uBajyhn Ha HaBeJCHE OCHOBE TAaKBO IOCTYName ONOWTH, HAJUIEKHH OpraHd
3aMOJbEHE JIp>KaBe Takohe MOTy Ja, YKOJMKO NpOIeHEe Ja XUTHO 4dyBame Hehe aa
00e30e1m Oyayhy MOCTymHOCT mojaTaka Wi, MakK, 1a yrpokaBa TajHOCT WM Ha JPYTH
HAuYWH yrpo’kaBa HCTpary, 0 TOMe oamax oOaBecTe Ap)KaBy MOJHIbY, KOja 3aTHM

593
. Y Be3u ca

omnydyyje na au he, ympkoc TOMe, N1a YIyTH 3aXTE€B HA H3BPIICHE
npey3uMamkeM MEpe XHTHOT UYyBamka YCKIQJWIITEHUX pPAavyyHApCKHUX II0JIaTaka Ha
3aXTEB JpXKaBe MOJIUJbE je U oapenda urauna 30. Koneenyuje xojom ce ypehyje XuTHo
OTKpHBamkE CavdyBaHUX IojaaTraka o caoOpahajy. Hamme, yKOIMKO TOKOM H3BpIICHA
3axTeBa, KOjH C€ OJJHOCH Ha XWUTHO YyBame Mojaraka o caoOpahajy koju ce ogHOCe Ha
onpeheHy KOMYHHUKaIlWjy, 3amMOJbeHa JpkaBa OTKpHje Ja je Mpyxkajam yciayra
CJIEKTPOHCKUX KOMYHHKAllMja Yy Jpyroj JApXKaBH YMeEIIaH Yy TPEHOC TaKBe
KOMYHHKAIlMje, 3aMOJheHAa JpkaBa Tpebda XWUTHO Ja OTKpHje JAPYyroj ApKaBU
YrOBOPHUIIM KOJUYHHY ToJaTaka o caoOpahajy koja je JOBOJbHA 3a UIACHTH(PHUKAIU]Y
Npy’Kaola yciIyre U MmyTambe KOjOM je KOMyHHKaluja ocTBapeHa. OTKpUBame mojaTaka
o caoOpahajy je Moryhe oIOMTH camMO YKOJHMKO C€ 3aXT€B OIHOCH Ha JIeJ0 Koje
3aMOJbEHA JIpXKaBa cMaTpa MOJUTHYKUM JICIUKTOM WM JIEJIOM KOje je MOBE3aHO ca
HOJUTHUYKUM JICIIMKTOM, WM YKOJIMKO 3aMOJbCHA JIp)KaBa cMaTpa Jia 3BPILICHE 3aXTeBa
BEPOBATHO MOXKE JIa YIPO3U HEH CYBEPECHHUTET, 0€30€THOCT, jaBHU MOPEIaK WK APYre
OWTHE UHTEpece.

[IITo ce TMye MUMILIEMEHTAIMje OBHX OJpeaada y MPONUCHUMA TMOjeTUHUX JpKaBa,
noTpeOHO je HaBecTH Ja BehwHa He caApKu crnenuduyuHe oapende O OBUM paamama,
HEro ce KOPHUCTe MEXaHU3MHM MpYyXama y3ajamMmHe momMohu y Be3u ca oapenadama Koje

594

ypehyjy oBe NpHuBpeMeHe Mepe Kaja UX Npeay3uMajy AoMahu HaaJeKHU OpraHu .

W3puuute oapende y nujby UMILIeMeHTaluje wiana 29. KoHBeHLuje caapxu, mpuMepa

592 .
Wnak, mocTyname 1Mo 3axXTeBY 3a 3alUTHTY [T0JaTaka 3aMOJbEHA Ap)KaBa MOXeE Ja ce 00Hje camo: a)

aKo Ce 3aXTEB OJJHOCH Ha JIeJI0 KOje CMaTpa MOJUTHYKUM JIEJIMKTOM HJIM JIEJIOM KOje je TOBE3aHO ca
MOJIMTHYKUM JEJIMKTOM, WM 0) ako cMaTpa Ja M3BpIICHE 3aXTeBa BEPOBATHO MOXKE Jla YIPO3H HCH
CYBEPEHUTET, 0€30€THOCT, jaBHH MOPEIaK WIH Jpyre OUTHE HHTEpece.

>% ykomuko MoCTyna MO 3aXTeBy KOjU yMyhyje IpkaBa MOJMJbA, XUTHO UYYBamkE YCKIATUIITEHUX
padyHapcKHMX Iojaraka je morpedHo o0e30exantn y poky no 60 nana, na Ou ce Ap)KaBH MOJIHJBH
oMoryhmio s1a mojiHece 3aXTeB 3a MMPeTpary WK CIMYaH MPUCTYI, 3aIUICHY WIH CIMYHO 00e30eheme nim
OTKpHUBAE I0JIaTaKa, a XUTHO YyBamke IOJaTaka rmojaTaka hie ce OCHIypaTd W HAKOH IPHjeMa TaKBOT
3aXTeBa, y 10 JOHOIIEHa OTyKe /1a JIK he ce 10 ’heMy IOCTYIUTH.

5% Assessment report Implementation of the preservation provisions of the Budapest Convention on
Cybercrime, 2012, http://www.coe.int/t/dghl/cooperation/economiccrime/cybercrime/T-
CY/TCY2013/TCYreports/TCY 2012 10 Assess_report v30_public.pdf.
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paau, MOPTYrajacKku 3aKoH KOMITjyTepckoM kpumuHAny. OBaj 3aK0H caapku oapendy
KOja c€ HEeMOCPETHO OJHOCH Ha XUTHO YYBambE U OTKPHBAKE PAUyHAPCKUX IOJAaTaKa y
okBUpy MehyHapoaHe capanmwe. HaiesxHu opran crpaHe JpiKaBe MOXKE TPaXHUTH
eKCIEeIMTUBHO 4YyBame€ I10/1aTaka KOJU Cy IOXPAamEHM y pauyHApCKOM CHCTEMY Ha
teputopuju Ilopryranuje, a TakaB 3axTeB Tpeba /a caJpKu HA3WB KPUBUYHOT Jeja H
YHICHUYHE OKOJHOCTH Cllydaja W3 KOJHUX MPOUCTYE MOTpeda 3a OBOM MPUBPEMEHOM
MEpOM, O3HauaBame pauyHApCKUX IoJaTaka Koje Tpeba 00e30eIuTH U HUXOBY
MOBE3aHOCT Ca KPUBUYHHM JICJIOM, JOCTYNHE HWHMOpMaIje Koje HICHTUPHUKYje
JprKaola MOTPEeOHUX pauyHAPCKUX I0JaTaka MM JIOKAIM]y padyyHapCKOT CHUCTeMa y
KOM Cy IMOXpameHU MOJallM, Ka0 W HaMepy opraHa Ja ynmyTu (opManaH 3axTeB 3a
y3ajaMHy MpaBHY 1omoh y morjeay npucTymna Tako ooez0ehenux noganuma. Ha ocHoBy
TAaKBOI 3aXT€Ba CyJ MOXXE HApeJUTH JP)Kaolly MM JHIy KOjé MMa KOHTPOJYy Hasj
noganuMa (IPBEHCTBEHO NPYKaolKMMa yCIyra eNeKTPOHCKHMX KOMYHHUKaluja) [1a
npeay3My moTpedHe Mepe 3a obe3beheme MoTpeOHHMX ToJaraka, a YKOJHMKO IOCTOje
pas3yio3n XUTHOCTH WM OMNACHOCT Of OJyUlarama, MEpy MOXKE HapeIuTH M CyAcKa
noauuyja (y3 HaKHaJHY ayTOpU3alujy O]l CTpaHe cyna). Y HapeaOu 3a XUTHO 4yBambe
mojaTaka ce O3HayaBa MpHUpOJa I0JaTaka, W3BOP W OJPEIHINTe KOMYHHUKAIHje,
BPEMCHCKHU IEPHOJ 32 KOjH je moTpeOHO momatke obe3deautw (10 TpU Mecena, y3
MoryhHOCT mpoaykema 10 HajBUIIIEC TOJAUHY JaHa 0 MOMeHTa onpehuBama mepe). Cyn
MOYe OJJOUTH Jia U3/1a Hapea0y YKOIMKO Ce 3aXTeB MHOCTPAaHMUX OpraH OJHOCHU Ha JeJo
KOj€ je MOJIMTHYKE MPUPOJie UK Ou U3aBame Hapeale yrpo3wiio CyBEpEHUTET JpiKaBe,
JaBHY 0€30€IHOCT WM Jpyre BaKHE MHTEpece, YKOJIUKO JIp)KaBa YMjU OpPraH je yIyTHO
3axTeB HE MpY)Ka JJOBOJLHO TapaHIlfja y MoTJey 3allTUTHTE T0JaTaka O JIMYHOCTH WK
aKo je BepoBaTHO Ja he ce 3axTeB 3a MpyXame y3ajaMHE MpaBHE MOMONM OJOUTH U3
pasJiora IITO HUj€ UCIYH-EH 3aXTeB ABOCTPYKEe MHKpUMHUHanMje. CXoHa MPUMEHA OBUX
npaBwia npenBuheHa je Wy CUTyallMju J1a MOPTYTaJCKM HAJUIeKHU OpraHHu YIyTe
3axXTeB 3a EKCIIEJAUTUBHO UyBambhE MM0IaTaKa HaIJIS)KHOM OpTraHy JIpyre Ap)KaBe.

VY norneny unana 30. KonBennuje y Behunu apxapa je 3a AETMMUYHO OTKPUBAHE
nojaTtaka o caoOpahajy HaJIeXKHUM OpraHuMa JApyre Ap)KaBe MOTPeOHO aKTHBHpAHE
MexaHu3zama MmehyHapogHe mpaBHe mMoMohu, YuMe ce He OCTBapyje CBpxa ojnpende y

CMHUCITy €KCIEAUTHBHOCTH OBe npuBpeMeHe mepe. Tako ce y Hemaukoj y ckmamy ca
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3aKOHOM 0 MeljyHapOIHOj IIPABOCYAHO] caparmbi > (wiaH 61. 1 92.) CIOHTaHa pa3MeHa
uH(OopMalrja 0cTBapyje Ha OCHOBY (pOpMaTHOT 3aXTeBa 3a Mel)yHapoIHy mpaBy momoh.
JenuHo MOMeHyTH WwiaH 22. IOPTYTraJcKor 3aKoHa INpensula Ja MmoJMIyja HaKoH IITO
jOj mpykaouu yciyra, moctynajyhm mo HapeaOu 3a XHTHO 00e30eheme mojaraka,
JocTaBe MmojaaTtke o caoOpahajy (koju WIGHTUPUKY]y CBE MpPYXKaole YKbY4eHE Y
OCTBapMBam-¢ KOMYHUKAIlMje W MyTamby KOjOj Ce OHAa MpPEeHOCH) Te TmojaTrke 0e3
oJutarama Tmpociielyje HaJJIe)KHOM HWHOCTPAHOM OpraHy Kako Ou ce omoryhuio

ynyhuBame (OpMaNHOT 3aXTeBa 32 OCTBAPUBaLE MPUCTYIA TUM OIaLMMA.

2.3.  llpyxame y3ajamMHe ITpaBHU MOMONK OJJHOCY Ha TOKa3HE pajibe

VKOIMKO TOKOM HCTpare Jeja BHCOKOTEXHOJIOIIKOI KpHMMHHAla TI0jaBU 3a
NPUKYIUbAkEM EJICKTPOHCKHX JI0Ka3a KOjU C€ Haja3e y HMHOCTPAHCTBY, ITpaBHia
Mel)yHapoaHOT jaBHOT IMpaBa HAJIAXY Ja C€ Y TAKBUM CIIy4ajeBHMa KOPHCTE MEXaHU3MH
OpyXama y3ajaMHE IpaBHE IOMONM Yy KpUBHYHHMM CTBapMMa, Ha OCHOBY KOjJUX
Ha/IJIe)KHU OpraHu jeaHe JpkaBe ynyhyjy mMosnOy J1a HaJUleKHH OpraHu Jpyre Ap)KaBe
npeny3My TOjeIMHe JOKa3He pajibe Kako O ce JTOKasH J0 KOjux ce Johe HBHXOBOM
OPUMEHOM YMOTpeOWIM y KPUBHYHOM MOCTYNKy. Ha oBOM mpaBmity ce 3acHUBajy U
pemema y wianosuma 31, 33. u 34. KonBenmyje.

Tako Ha ocHOBY unana 31. KouBenuuje (Vzajamna nomoh y eesu ca npucmynom
YCKAAOUWMEHUM PAYyHAPCKUM nooayuma) HAIJISKHA OPTaHU jelHE Jp)KaBe MOry ja
YIIyTe 3aXTEB Jia HAJIS)KHUM OpraHMMa 3aMOJbEHE JIp)KaBe Jla MpeTpake WM Ha APYTH
CIIMYaH Ha4yMH MPHUCTYIE, 3allJIeHe WM Ha JIPYrd CIMYaH HauyuH o0e30elne U OTKpUjy
NOJaTKe YCKJIAAMIITEHE Y pauyHapCKOM CHCTEMY KOjU C€ Hala3d Ha TEpUTOPHjH
3aMOJbEHE JAp)KaBe, YKJbYdyjyhH U MojaTKe y OJHOCY Ha KOje Cy NMpHUMEHEHEe Mepe U3
wr. 29. KouBeHnnuje. 3aMosbeHa JipikaBa Tpeba J1a OMrOBOPH Ha 3aXTEB HA HAPOYHTO
eKCIeIMTUBAaH HA4YWH NMPUMEHOM Mel)yHapoJHWX WHCTpyMeHaTa, JOTOBOpa M 3aKOHA,
YKOJIMKO: @) TIOCTOjJU OCHOBU CyMHb€ J1a Cy OJIroBapajyhu mojany HapouMTO MOJUIOKHU
ryOMTKY WM W3MEHH, WJIM O) MHCTPYMEHTH, JIOTOBOPH M 3aKOHU W HMHAye HaJaxy

E€KCIIEIUTUBHY Capalimby.

%5 Gesetz (lber die internationale Rechtshilfe in  Strafsachen, http://www.gesetze-im-

internet.de/englisch_irg/englisch _irg.html.
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C o03upom Ha TO Ja Cy 3a KpUBUYHH MOCTYMAK OJ 3Ha4aja HE caMO MOJAIN KOJH CY
Beh yCKIaIWIITEHU y jeHOM PavyyHapCKOM CHUCTEMY/MPEXH, HETO M MOJalH KOjH ce
TEHEpUIYy y peaJlHOM BPEMEHY JIOK CHTHall KpO3 pauyHapCKy MpEeXy Ipojia3u O
U3BOpa JI0 OJpEIuIlTa KOMYHHKAallWje, MOTPEOHO je Yy IMPOLECHOM 3aKOHOAABCTBY
IpeBUIETH MOTYRHOCT MPUKYIJbamkha THX MOJaTaka, U TO KaKo rmojaaraka o caobpahajy
Tako M TOJaTaka KOjU C€ OJHOCH Ha caM caJpkaj KOMYyHUKamnuje. Y TMOTIeay
npeay3uMama palmbi IPUKYIUbakha HABEJCHHUX 10/1aTaka a y OKBUPY y3ajaMHE IIpaBHE
nomohu, peseBaHTHE ¢y oapenoe wianoBa 33. (Vzajamna nomoh y eesu ca npukynarem
Y peanHom epemeHry nooamaka o caobpahajy komynuxayuja) u 34. (¥Y3ajamna nomoh y
6e3u ca npecpemarbem caopoicaja komynukayuja) Konsenuumje. Tako, y ckiangy ca
ynanom 33. Koueenyuje, npxase Tpeba ga ob6e3dene yszajamHy momoh y muipy
PUKYIJbalba Y pEATHOM BpeMEHY IojiaTaka o caobpahajy, koju ce onHoce Ha oapehene
KOMYHHKAIIHj€ KOje Ce OCTBAPY]y Y OKBHPY pauyyHapCKHX MpeXka U CHCTeMa Ha BUXO0BO]
TEepUTOpHju. Y TOTJeNy y3ajaMHe HoMOhM y Tpecperamy IMojaTaka M3 caapixaja
KOMYyHUKaluja, y ckiuaay ca uianom 34. Koueenyuje npxase Tpeba ma obe3bene
y3ajaMHy IOMORh y IIMJbY NPUKYIJbalha WIM CHUMaka Yy pealHOM BpEMEHY IoJaTaKa U3
campkaja oxpeheHMX KOMYHHWKalMja, MPEHETHX IPEKO PpadyHApPCKOI CHUCTEMa, 0
rpaHUIle KOjy 103BoJbaBajy Mel)ycoOHo Baxxehu yroBopu u nomahe npaso.

Ha ocHoBy ananmm3e mpomnuca MmojeInHuX ApXKapa, JOUUTA CMO JI0 HEABOCMHCIECHOT
3aKJbydKa Ja ce JIOKa3He pajibe 3a MOoTpede KPUBHYHOT IMOCTYNKAa KOJU CE€ BOJOU Yy
Jpyroj Ap>KaBM TNpeay3uMmajy y CKIaay ca HalMOHAIHUM MpPONHCHMAa O MHpYXKamby
MelyHapoaHe mpaBHE NMOMONM y KpPUBHYHHUM CTBapuMa, a M3BpIIaBajy uUX jaomahu
OpraHu IO TpaBuMMa Koje ypehyjy kpuBuuHy npouenaypy. Jlakie, Haaje:)KHU OpraHu
jeaHe npkaBe HUCY oOBJAmINeHM Ja TNPUKYIUbA)y Yy pEaHOM BpEMEHY IMOJAaTKe O
caoOpahajy KOMyHHUKallja HUTH Jia ipecpehy KOMyHUKalije, Hero y ciydajy norpeoe
3a TMM ynyhyjy 3axTeB 3a MpyXameM NOMOhM Jpyroj Ip’kaBH, A YKOJIUKO CYy
WCITYH-€HU YCIIOBHU 3a MpYyKame MOMONH, TpeIy3uMamkeM OAroBapajyhux paamu U Mepa
y CKJIay ca MpOIUCUMa 3aMOJbEHE JIpKaBe, HAaIJIEXKHU OpTaHU Te JIp)KaBe Mpeay3uMajy
panme M 0 pesynraTMMa oOaBelITaBajy opraHe Jpxase Moyinibe. [Ipyxkame momohu
npeay3uMamkeM OBHX paalkd ce, JaKie, OCTBapyje y CKJIaay ca yCIOBHMa H
MIOCTYIIIUMA TIPOTIMCAHUM TIPAaBOM 3aMOJbEHE APKABE M TO HajMame y IMOTJIeNy OHUX

KPUBHYHUX JIeNIa 32 Koje OM MpUKYIUbame MojlaTaka o caoOpahajy y peaqHoM BpeMeHy,
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OJTHOCHO TIpecpeTame KOMyHHKaluja ouino Moryhe y cnmuunom apomahem mpenmery. U3
TOT pas3yiora je M3y3eTHO BaKHO Ja MPOMHCH KOjU CaAp)kKe OBjIamhema HaIIeKHUX
OpraHa 3a NIpeny3uMambe Paalbd U Mepa y HHUJbY NMPHUKYIJbamba CIEKTPOHCKUX JI0Ka3a
Oyny y mto Behoj Mepu ycarmameHu, Kako OM ce JOKa3W NPUMEHOM IPOLECHUX
onpenaba y jeqHoj ApKaBH MOTJIM KOPHCTUTH Kao JO0Ka3 y KPHUBHYHOM MOCTYIIKY Yy
apyroj apxasu°C. V toM cmucay KOHBEHIH]a 0 BHCOKOTEXHOJIOMKOM KPUMHHAIY j&
O] HENPOLICHHUBOT 3HAUaja.

JacHo je 1a nprkaBe HHUCY CIIPpEMHE J1a C€ OJIPEKHY CBOT CYBEPCHHUTETA Y OBOM JICIY.
MehyTtumM, y Hay9HO] ¥ CTPYYHO] JABHOCTH j€ aKTYJICHO MUTAkE Ja JIU je U TOJ KOjUM
ycioBuMa Moryhe pga opraHu jeqHe Jp)KaBe MPUMEHOM TEXHUYKHX CpelCcTaBa
npeay3uMajy paimbe Y HUiby MPUKYIUbamka NoJaTaka 3a NoTpede KPUBHYHOT TOCTYIIKA
3a Jiela BUCOKOTEXHOJIONIKOT KPUMHHAJIA, OJHOCHO Ja JH MPHUCTYN padyHapy H
padyHapCKUM CHCTEMHMa KOjU C€ Hajla3e Ha TEPUTOPHUjU Jpyre APKaBe a KOpHUIINeHeM
mehyHapogHe KoOMyHUKanmoHe HH(]pacTpykType, KakaB je VHTEpHET, NpencTaBiba
KpIICHE NPUHIMIA TEPUTOPHJjATHOT CYBEPEHHTETa WM IPEBa3WIAKEHY OBOT
npobiema  Tpeba  NPHUCTYNUTH  MParMaTUYHO  TPONUCHBameM  MoryhHocTh

EKCTPaTepUTOPHjATTHOT JIEJIOBaba APKABHUX OpraHa MmoJi oJpe)eHuM yCIoBHMaA.

2.4. IIpexorpaHn4HU NPUCTYII pa4YyHAPCKUM CUCTEMHUMA

JlpxaBa je 3aMHTepecoBaHa HE caMO Ja HMHKPUMHUHMIIE EKCTpaTepUTOpHjasiHa
NOHAaMIamka Koja MMPOM3BOE 3HA4ajHE MOCIIEIUIIE Y OKBUPY HBEeHE TEPUTOpHje, HETro U J1a
HBCHH HAUICKHH OPraHW HMCTPAXyjy Ta TOHAMIamba MpEeay3uMameM IMPEKOTPAHUIHOT
OpUCTYNa W TpeTpare yJAaJbeHOI pauyHApCKOT CHUCTeMa/Mpeke KOjUu ce Hajla3u BaH
rpaHuIa BeHe TepuTopuje. HaanexxHu opranu cy y MojeAMHUM Jip)kaBama oBiaitheHu
0a oamuncKu npempasice, Tj. Ha 0iroBapajyhu HauMH MPUCTYIE padyyHAPCKOM CUCTEMY,
OJHOCHO JIeJTy pauyHapCKOT cucTeMa Kao U ypehajuma 3a CKIIaINIITeHE M01aTaka Koju
Ce Hanaze HA Mepumopuju opacase, YKOIUKo je geposamuo a Cy MOAaly MOTpeOHHU 3a
JIOKa3MBamke Jeja BHCOKOTEXHOJIOIIKOI KpPHUMMHAIA TOXPAkEHH Y TOM JPYrom
padyHApCKOM CHCTEMY WJIH /Iy Pa4yHApPCKOT CHCTEMa a IlHUMa C€ MOXKE NMPHUCTYIHTH,

OJIHOCHO Ha oJipel)eHM HayuH MOTy MOCTaTu JOCTYIHH MPEKO pavyyHapCKOI CUCTeMa

%% O oBoj mpoGuemarnmu, Rashbaum K. et al., ,,Admissibility of non-U.S. Electronic Evidence®, The
Richmond Journal of Law and Technology 5/2011, 1-76.
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KOjH ce mpeaMet npBoduTHe mperpare. Tako ce y CAJl Ha ocHOBY Pen register kopuctu
remote forensic software - mporpam 3a €JIeKTPOHCKH MOHHTOPHHI Ha 0a3u TpojaHalia
KOjH ce JaJbUHCKU WHCTAIMpPa Ha padyHap KOjH je MpeIMeT MpeTpare, paau CHUMamba 1
NpEHOIIeHha CBUX padyyHapCKUX IOJaTaka Ha padyyHap HAJUICKHUX JPXKaBHUX OpraHa,
Te mpaliere aKTHBHOCTH padyHapa Ha Muteprery’ ' (138. Magic Lantern , ommocHo
Computer and Internet Protocol Address Verifier: CIPAV®®). V Espomu je Hemauka
Owna mpBa 3eMJba KOja je 3aKOHOM TMpeABHUCIa MOTYNHOCT  yJIaJbeHOT
NPEKOTPaHUYCHOT MPUCTYIIAa M TpeTpare padyHapa y BE3H Ca IPEBEHIHMjOM H
OTKPHBAmbeM KPUBHUYHKX JENa [OBE3aHNX ca MelyHApOIHIM TEpPOPH3MOM® > il je Taj
MPOIHC MPOTTIAlIeH HeycTaBHEM . Ilutame je 0a au 6u Haonesxicnu opeanu OGuiu
osnawhenu 0a UHUYUjAIHY npempazy npowupe u Ha maj Opyeu cucmem YKoauko ce oH
Hanasu Ha mepumopuju opyee opaicase. YKOIUKO ON yciea TpaHCHAIIMOHATHE PUPOJIE
BHCOKOTEXHOJIOIIKOT KpPUMHHAJIA M MOTYNhHOCTHM TPOCTOpHE YAaJbeHOCTH wu3Melhy
YYUHHOIA W omTeheHor, HAaKOH AYroTpajHe HCTpare ca IMyHO TEXHUYKHX J1eTasba
OpPraHH TOHEHAa YTBPIWIM Ja Ce padyHap YYMHHOLA Hala3d Yy HHOCTPAHCTBY, C
003UpOM J1a HA/IICKHHU OPTaHH IMPEAYy3UMajy pajib-e caMoO y OKBUPY TEPUTOpPHUjE CBOjE
IpXXaBe, JeIMHH HAYMH Jla Ce TPUKYNE MOTPEOHM JOKa3H W JIMIE JIMIIKA CcI000ze
omHOCMO OM ce Ha Kopuinheme MexaHu3ama MelyHapoaHe mpaBHE MomMohH y
KPUBHUYHUM CTBApHMa, IIITO HAIAXY IpaBuiIa MeljyHapoJHOT jaBHOT mpaBa. Mehytuwm, ¢
0031MpOM Ha Hee(MKACHOCT TAKBUX MEXaHM3aMa y CMHUCIY TyroTpajHOCTH IpoIenypa, ¢
jeaHe cTpaHe, U MPUPOAY IojaTaka Koju ce oOpalyyjy, CKiaauiiTe U MpeHoce MyTeM
HuTepHera n moTpedy XUTHOT pearoBama y KHOep mpocTopy, ¢ Apyre cTpaHe, Aa Ju Ou
0110 OIpaB/aHO, YaK M YKOJIMKO HE MOCTOju Mel)yHapoHu yroBop koju 6u omoryhuo
MehyHapoaHy capaimby y NpeAay3uMamy palmbi NPHKYIUbaka JI0Kas3a, HAOIeNCHUM
opeanuma oamu ognauthere 0a nod oopehenum yciosuma u 'y oopehenum ciyyajeeuma
npucmyne u npempasice pauyHapcke cucmeme u mMpedxice Koja ce Hana3u Ha mepumopuju
Opyee Opoicase, ONHOCHO Ja Tpeay3uMajy oapehene paame paau NpUKyTIbarka

nogaTraka 3a HOTpe6e KPpHUBHUYHOT IIOCTYIIKA 3a J¢CJIa BUCOKOTCXHOJIOIIKOTI KPpUMHUHAJIA

%7 W. Abel, ,Agents, Trojans and tags: The next generation of investigators, International Review of
Law, Computers & Technology 1-2/2009, 107.

%% J. Nogueira, ,,Mobile Intelligent Agents to Fight Cyber Intrusions*, International Journal of Forensic
Computer Science 1/2006, 30.

>% T3p. Gesetz zur Abwehr von Gefahren des internationalen Terrorismus durch das Bundeskriminalamt.

%90 Gercke, Brunst, op.cit, 56-57.
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YaK M BaH I'paHUIa BUXOBe TepuTopuje. OBakaB paguKalaH NPUCTYH HHje IIUPOKO
npuxBaheH jep BehmHa npkaBa HHje CIIpeMHa Ja C€ OJPEKHE CBOI CYBEpPEHUTETa U
NpUXBaTH Ja HAJISKHH OpraHd Jpyre Ap)KaBe Ipenay3umajy onpehene wncrpakHe

paamke Ha HUXOBO] TepI/ITopI/IjI/I601.

HakoH mTO Hajyie)kHW OpraH YTBpIU Ja ce
noTpeOHM MOJAIM Halla3e MOXPAmbeHNU y PadyyHApCKOM CHCTEMY/MPEXH KOja ce Hala3H
y MHOCTPAHCTBY M HAaKOH INTO C€ YTBPAM Ha TEPUTOPHjE KOj€ JApKaBe je JIOLUpaH
cucTeM/Mpexa, opraH IpoBepa Ja JM ca OJHOCHOM Jp>KaBOM IIOCTOjU OJAroBapajyhu
OCHOB 3a IIpYKambe y3ajaMHe MpaBHe oMohu u nokpehy ce mexanusmu melyHapoaHe
capazme’’,

Mehyrtum, norpeda perynucama MPUCTYNa padyyHapy, pauyHapCKUM CHCTEMHMa U
pauyyHapcKMM Mpekama Yy JApyroj ApXaBHM M IpeTpakuBama IojaTaka KOju Cy
yCKJIQAMIITEHU, 00pal)yjy ce WiIn IMpeHoce y BbHUMa MPOU3WIa3Hu U3 YUECHULE A2 je Y
HHTEpHET OKpYKemY, yCiIel IpUpoe OBe MI00aTHe payyHapCKe MPEXe U MMOBE3aHOCTH
padyHapCKMX CHCTEMa KOjH C€ Hajllaze y pas3jIHMuuTHM JAp)KaBaMa, cacBUM Moryha
cUTyalldja Ja HaJUIe)KHU OpraHM jeqHe nApkaBe, npenysumajyhu onpehene mokaszne
palnme He Oyay CBECHU Jia cy mpeTparom oOyxaheHM MoJaiy y OKBUPY pauyyHapCKHUX
cUCTeMa KOjU Ce Haja3e y JpyruM JpkaBama, 4uMe Moxe Johu 10 moBpene
TEPUTOPHjATHOT CYBEpEHHUTETa ApXKaBa YKOJIMKO OM mpeTpare Owmie mpexmysere 0e3
IPETXOAHOr 0GABEITErHA, OIHOCHO CArIACHOCTH apyre apxkase™ . Kako y kubep
NPOCTOPY TPaHUIE HALMOHAIHMUX JpKaBa M HAIJICKHOCTHU ApPXKABHUX OpraHa MOTY
UMaTl HEjaCHE OKBUpPE, MOXE ce JECUTH Jla OpraHd MPHUCTYNajy MOXPamEeHUM
NoJalMMa MPEKO eJIEKTPOHCKUX Mpeka a Jia MIpH TOME HUCY Y MOTYhHOCTH J1a IpOIIeHe
Ja T ce oApel)eHu padyHapCKH MOAANM YCKIAIUIITEHH Y padyHapy KOju ce HU3HIKu
HaJla3d Ha HHUXOBOj TEPUTOPUJU WM Ha TEPUTOPHUjU JApyre apxkase. Osaj npobiem
000amHuo ycnodxcrwasa noseharno kopuwherse hosting ycayea unocmpanux npyscanaya
ycyea enekmpoHCKUX KOMyHuKayuja u npumena ypehaja u ycayea 3acnosanux na cloud
computing-y. JeaHocTpaHW MPHCTYN padyyHApPCKUM MOJAllMMa IMOXPAmbCHUM Yy
pauyyHapcKOM CHUCTEMY Ha CTpaHOj TepUTOpHju Oe3 morpebe ynmyhuBama 3axTeBa 3a

y3ajaMHy TpaBHY MOMON je CII0KEHO MHUTame KOje 3aXTeBa MPEUCITUTUBAE MpaBUia

%! Goodman, Brenner, op.cit, 178.

%02's. Brenner, J. Schwerha, “Transnational evidence gathering and local prosecution of international
cybercrime”, John Marshall Journal of Computer and International Law 3/2002, 356-358.

%03 p_ Bellia, ,,Chasing bits across borders*, University of Chicago Legal Forum, 2/2001, 39-40.
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Mel)yHapoaHOT jaBHOT IMpaBa O CyBEPEHUTETY Ap)KaBe, C jeJJHE CTpaHe, a IOBE3aHo je 3a
3alITHUTOM IIpaBa IMOjeJUHANa y CMHCIYy TapaHIMja y CKIaay ca HalMOHATHUM
npormcnma, ¢ apyre crpane®’. M3 Tor pasiora HEONXOZHO OM OWIO 1a IOCTOje
eKCIUIMIIUTHA MelyHapoJHONpaBHAa TMpaBwia Koja Ou ypehuBama moryhHOCT
NPEKOTPAaHUYHOT TPUCTYIAa M MpeTpare padyyHapCKUX CHUCTEMa W Mpeka, OJHOCHO
CHOpa3yMH KOju Je(UHMINY YCIOBE IMOJ KOjUMa Ce€ IMpeTpara MOKE BPIIUTH, YMECTO
npaxce o npuauumny laisee faire®®.

OBo muTame je Ounmo aktyeiaHo ox kpaja 1980-tux romuHa, a y GpopMmu ,, TUPEKTHE
NeHeTpaurje HaJUIeKHUX OpraHa Ha TEPUTOPH]y JApyre Ip’KaBe IOMHUEE Ce Yy
IIpenopyIy 0 KPUBHYHIM AEIMMA ITOBE3AHNM ca padyHapuma’® u3 1989. romune u y
3aBPIIHOM H3BElITajy EBPOICKOr KOMHTETa O mpoOIeMHMa KpHBHYHHX aena’ u3
1990. romune. Komurer munucrapa Casera EBporne je y [Ipenopyuu xoja ce oqHoCH Ha
npolOiieMe Koje WHPOPMAIMOHE TEXHOJIOTHjE TMOCTaBJbajy MpPE] KPUBHYHO IPOIECHO

npaso®®®

n3 1995. roguHe ykazao Ha XUTHOCT MOTpeOe 3a NPEroBapameM Yy LUIbY
cTBapama Mel)yHapoaHOT criopasyma Koju O peryimcalio MUTame Kaja, Kako U JI0 KOT
obuMa O6u Ouno mMoryhe mpoumpuBame MpeTpeca pauyHApCKOI cHUcTeMa KOju je y
TEPUTOPHjATHO] HAIUIEKHOCTH Jpyre apkaBe. Ha OCHOBY J1Be MOMEHYTe IMpENopykKe, y
Hanpty KoHBEHIMje O BHCOKOTEXHOJOMIKOM KPHUMHHATY j€ YKa3aHO Ha MOTpedy
CTBapama MeEXaHW3Ma 3a peryjJucame NPEeKOrpaHHYHOI IMpeTpeca padyHapa W
Oly3UMame TOXPalkeHUX padyHapcKuX TmojaTaka. Pa3maTtpame motpebe 3a
oMmoryhaBamkeM MPEKOrPaHUYHOT TMPHUCTYNa TMoJallMMa MOXE C€ YOUUTH U Yy

nokymentuMa I'pyne 8, y okBupy koje cy 1999. roaune ycBojenu IlpunHuunu o

IIPEKOIPAaHUYHOM IIPUCTYITY MOXPABEHUM padyyHAPCKUM noxanuMa’’’, 1o KOjUMa ce 0J1

%04 Ocim MpaBHUX 3axTeBa, He Tpeba 3aHEMAapUTH HEMOCTOjalke YTBpEHE W HAay4YHO IIPOBEPCHE
METOJIOJIOTHje 3a MPUKYILbake mojaaraka Ha oaj HauuH. O Tome Buire, E. Kenneally, ,,Confluence of
Digital Evidence and the Law: On the Forensic Soundness of Live-Remote Digital Evidence Collection®,
UCLA Journal of Law and technology 5/2005,17.

605 Kaspersen, op.cit, 26.

606 R(89)9 on Computer-related Crime, http://www.oas.org/juridico/english/89-9&final%20Report.pdf.
7 European Committee on Crime Problems, Final Report, http://www.oas.org/juridico/english/89-
9&final%20Report.pdf

%08 Recommendation R(95)13 concerning problems of criminal procedural law connected with
information technology, http://www.coe.int/t/dghl/standardsetting/media/Doc/CM/Rec(1995)013 en.asp
%9 Mpuanunu cy ycBojenn Ha cactanky munmcrapa y Mocksu. Principles on Transborder Access to
Stored
ComputerData,http://www.coe.int/t/dghl/cooperation/economiccrime/cybercrime/Documents/Points%200
1%20Contact/24%208%20Principles%200n%20Transborder%20Access%20t0%20Stored%20Computer

%20Data_en.pdf.
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http://www.coe.int/t/dghl/cooperation/economiccrime/cybercrime/Documents/Points%20of%20Contact/24%208%20Principles%20on%20Transborder%20Access%20to%20Stored%20Computer%20Data_en.pdf

IpXaBa oOueKyje Ja omoryhe eKCHeIWTHBHO UyBame IOJaTaka M eKCICAUTHUBHY
y3ajaMHy MpaBHY MMOMON, y3 UCTOBpEeMEHO IpeaBuljame MOryhHOCTH Jja OpraHd jegHe
IpkaBe 0e3 MpeTxoJHo ao0ujeHor opnamhema OJf CTpaHe ApPYre Jp)KaBe MPHCTYIE
JaBHO JOCTYITHUM IojaIuMa 6e3 003upa rie cy reorpad)CKu JIOIUpaHH.

[Tomenytu mnpunimunu cy yrpahenu KoHBEHIHMjy O BHCOKOTEXHOJOIIKOM
KPUMHHAITY, aJli HE Y CMUCITY J1a j€ I03BOJbEHO HAJUICKHUM OpraHuMa jeJlHe JIpiKaBe Ja
IpOILIMpe TpeTpary padyHapa Ha pauyHApCKH CHUCTEM KOjH CE Haja3W Ha TEPUTOPHUjH
Jpyre Ap>KaBe a KOM je MHPeKO MPEeTPaXWBAaHOI PAYyHAPCKOT CHCTEMa y OKBHPY
BUXOBUX TpaHuIla Moryhe mpucTynmuTH myTeMm VHTepHeTa WM Apyre padyHapcke
MpeXke, Hero je y ciaydajy morpebe 3a TuM, 00aBe3HO aHTaKOBame OJroBapajyhumx
MexaHHW3aMa y3ajaMHe MpaBHE MOMOhM y KpUBHYHUM cTBapuma (y cmucity wiaHa 31.
Kousennje). Mehytum, y cxknady ca unanom 32. KoHBeHLMje, KOjU peETryJuIle
NPEKOTPAaHUYHH TPUCTYIl KA0 M3y3€TaK OJI TEPUTOPUjATHOT NPUHIINIA, HAIJIC)KHU
OpraHW jeHe JIp)kaBe MOTy, 0e3 ymyhuBama 3axTeBa 3a MpyXkKame y3ajamMHe momohu
JIpYroj ApXaBU YTOBOPHHIM, TON oOpelieHum Ycloeuma jeAHOCTPAHO TMPUCTYIUTH
oopeheHum nodayuma KOjU Cy YCKIATUIITEHW Yy padyHapCKUM CHCTEMUMa Ha
TEPUTOPHjH Apyre ApkaBe. Haume, Ha OCHOBY MMOMEHYTOT YjaHa y KOM je TpeaBulena
panma lIpekozpanuunu npucmyn noxparbeHum pavyHapcKum noo0ayuma y3 ca2iacHocm
unu xaoa cy 00OCMynHu jagnocmu, HaJIJISKHU OpPTraHH jeJHe Ip)KaBe YTOBOPHUIIE MOTY
0e3 npeTxoJHOT 100ujama J03B0JIE U 00aBeIITaBamka APYyre IpyKaBe YTOBOPHHUIIE Ja:

a) MPUCTYIE PAYYHAPCKUM nNOO0ayuMa Koju ¢y uxave oocmynuu jaeHocmu (Open
source), 6e3 o03upa rae ce mojamy reorpapcku Hayase (HIp. HAAJICKHU OPraHU MOTY
NPUCTYITUTH M TPEY3eTH TOJAaTKe KOjH Cy IMOXpameHH Ha VHTepHeT cTpaHumm 0e3
o0aBe3e J1a 0 TOMe 00aBellTaBajy Ap>KaBy y K0jOj Ce HaJla3u pauyyHapCKHU CUCTEM KOjH je
XOCT T€ CTaHUIIE), NN

0) mpucTyIie WK J1a IpUMe pauyHapcKe MoJaTKe MOXpamkbeHe Y HHOCTPAHCTBY MPEKO
pauyHapcKor CUCTeMa Ha CBOjO] TEpUTOPHUjU, YKOJIUKO NpubaBe 3axonum u
0006p0B80OLAH NPUCMAHAK TUYA KOje UMA 3aKOHCKO oslauiherve 0a yyumu OOCMYNHUM
nooamke Npeko moe pauyyHapckoz cucmema (HIp. YKOIMKO OW mie, 4ddja je
€JIEKTPOHCKA TIONITA O/ CTPaHe MpYy’Kaola yciayra YCKIaJuIITeHa Y APYroj Ap:KaBu WIN
KOj€ HaMEpHO YyBa MOJATKE y pauyyHAPCKOM CHUCTEMY Yy JIPYroj ApP>KaBH, TO0OPOBOJHHO

OMOFYHI/IJ]O HAUIC)KHUM OpraHruMa NnpucTymn TumM HO,Z[aI_II/IMa).
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3akonum u 006posopan MPUCTAHAK 3HAYM J1a TIpeMa JuIly Huje ynyhen obaBesyjyhu
3aXTEeB KOJU CaJp>KU MPHUHYAY M IpeJoyaBame IMOCIEIUIA HEMOCTYNamka M0 3aXTEBY
HHUTHU J1a je JuIe oOMaHyTO, a MpUCMAaHax auyd ce IIEHU MpeMa IMPOIHCUMA JPKaBe
npemMa YMjuM OpraHuMa je J1aT, OJHOCHO KOjH OCTBapyjy HpeKorpaHuYHH mpuctyi. Kao
OpPBH TMO3HATH CIy4a] Y KOM je OCTBAPEH MPEKOTPAaHHYHHU MPHCTYN pavyyHapuma y
MHOCTPAHCTBY momume ce npeamery United States v. Gorshkov. FBI je 2001. roaune
UCTpaXyjyhn KpHUBHYHA Jejla Koja Ccy JBa Juna kopucrehu pauynape y Pycuju
U3BPIIMJIA IPOTUB aMEPUYKUX KOMIIAaHH]ja, HA MIpeBapy NPHUOABHO JIO3MHKE 3a MPUCTYII
padyyHapuMa OCYMIbMUEHUX M Ha Taj HAUYMH JOIIA0 70 MHKPUMHHHUIIyher marepujana

Koju je mckopumhien 3a onTyx6y®?

. Mehytum, ynpaBo OBaKBO MOCTYINamke HABOIH CE
Kao HeraTHBaH MPUMEp y JIUTEPATypH, jep j€ MPEKOTrPaHUYHHU MPUCTYII J03BOJHEH CaMO
YKOJIMKO TIOCTOjU 100pOBOJbAH MpHUCTaHaK nuna. [la nu je auye saxoncku osnauhero oa
npeoa nooamke, IEHW C€ MpeMa MPOIMCUMa Jp)KaBe HA YHjOj TEPUTOPHUjU CE Halla3u
padyHap KOM ce€ MPEKOTPaHWYHO MpHCTyNna. BUTHO je W mHUTame MecTa Ha KOM ce
HaJla3u JIMLE Kaja Jlaje MpUCTaHaK, oJHOCHO oMmoryhasa mpuctyn nojxanuma. Ilocroje
JIBE CUTYyalyje, JIMLE ce Hajla3u Ha TEPUTOPUJU JIp’KaBe YMjU HAIJIEKHU OpraHU Tpaxe
IPEKOTPAHMYHN IPUCTYIl HMIM C¢ HAIa3H y HMHOCTPAHCTBY '), y KOM CIy4ajy je
noTpeOHO BOJUTH padyyHa O TOME, Ja JH j€ KaXIHUBO IMPHUKYIJAE W OJaBambe
nojaTaka MHOCTPAHUM JIpyKaBHUM OpraHuma 0e3 mocpezacTBa gomahux opraHa, yak u
paxy moTpeGe Bohjera KpHBHUYHOT MOCTYIKA’ 2. BHTHO je HAalOMEHYTH ja ce Ha OBaj
HAUUH MOXE MPUCTYIUTH CaMoO MAaiyHo 00peleHuM pauyHapckum nooayuma KOju cy
jacho noyupanu, a 1a TO HUJE JAO3BOJREHO Y TOTJEAYy HeolpeheHnx mojaTaka 3a Koje
HUje yTBpheHo TA€e ce Haimaze. Takohe, JeTHOCTpaHW TPHUCTYN TOAAIMMA He
noopaszymesa obasesy opaicase 0a obasecmu Opyey OpaiHcagy o NPeAy3eTUM palibama y
CKJIaJly Ca OBUM WIAHOM aJIM TaKBa MOI'YNHOCT HHj€ HU HCKJbYYEHa.

Ocum y curyauujama mnpensuhenuMm y craBoBuMma unaHa 32. KosseHuwje,
HA/IJIOKHUM OpraHUMa jeqHe Jp)kaBe HHUje J03BOJCHO Ja NMPHUCTYNA]y padyyHapCKUM
nojanyMa Koju Cy YCKIQJWUITEHH y PauyyHapCKOM CHCTEMY Ha TEpUTOpPHUJU Apyre

JpXaBe, HEro HuMajy camMo MOryhHOCT Ja ymyTre 3axTeB Yy cMmHchay wiaHa 31.

®10 N. Seitz, ,,Transborder search: a new perspective in law enforcement?“, Yale journal of law and
technology 7/ 2005, 24-25.

611 Kaspersen, op.cit, 27.

612 3. Goldsmith, ,,The Internet and the Legitimacy of Remote Cross-Border Searches*, The University of
Chicago Legal Forum 103/2001, 12.
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Konsennuje. Ha oBom mecty 6ucmo ykaszanu aa je Komurter Konsennuje 2011. rogune
dopmupao paxHy rpymy’ ca mEBEM Ja ce mpercrmTajy MoryhiHocTn yHampehema
perynmucama ¥ TPUMEHE jeTHOCTPAHOT MPEKOTPAaHMYHOT MPUCTYIA padyHapCKUM
HoJalMMa TOXpameHNM Yy HWHOCTpaHCTBY. [pyma wmMa 3a 3agatak aa Kpeupa
uHCTpyMeHT (y BuAy amaHaMmaHa Ha KOHBEHIMjy, JOJAaTHOT TPOTOKOJA WU
IPENopyKe) peryiaucama MPEeKOrPaHuIHOT MPHUCTYIA U IPYTUX JAOKA3HUX PallbH Koje
ce mpeays3umajy Ha MHTEpHeTY, yBakaBajyhu nmpuHIMIE MelyHApOIHOT jaBHOT IpaBa,
CYBEpEHHMTETa JpXKaBa W MPUHIMIE 3AIUTHTE JbYACKHX IIpaBa, jep jeé MOCTOjarmbe
Mel)yHapoaHOT MpaBHOT OCHOBA HEOMXOAAH YCIIOB 32 MPEBa3UIIaXeHhe HeaIeKBaTHOCTU
npolenypa npyxama y3ajaMHe IpaBHE NMOMONM y IMJbY MPHUKYIJbarkbha €IEKTPOHCKUX
JI0Ka3a KOjU Cy TOXpameHH y WHOCTPAHCTBY, Y CMHCIY 3aHEMapuBama IPHPOJIC
pavyHapCKHX I0/IaTaKa Kao NOTSHIIMjaTHUX JI0Ka3a.

[Toctoje aBe cuTyaryje y KojuMa Cy OTPEOHU €JICKTPOHCKH JTOKa3W MOXPAmBCHH Y
padyHapCKUM CHUCTEMHMa y HHOCTPAHCTBY, a YMj€ OKOJIHOCTH YCIIOBJbABA]Yy Pa3IMIUTO
NOCTYIIake HAIICKHUX IpXKaBHUX opraHa: A. HamiexHu opras je mpey3eo KOHTPOIY
HaJl payyHapoM KoOju je moBe3aH ca MHrepHeToM M mMma oBnamheme Ja HPUCTYIH
cajTOBUMa WJIHM padyHapy KOjH C€ Hala3W y TEPHUTOPHUjATHO] HAJICKHOCTU Jpyre
JpXXaBe Ha OCHOBY JqoMaher 3akoHa WM KoMOuHanuje aomaher 3akoHa u oapemada
wiana 32. KOHBEHIMjE O BHCOKOTEXHOJOMIKOM KpuMuHamy  ; wm B. EnextpoHcku
JIOKa3M ce Hanase y "obnaky" - Ha MpuMep, MOpyKe eJIEKTPOHCKE MOIITE OCYMEUYEHOT
ce He 4yBajy y HeroBoM KyNHOM pauyHapy KOjH je OJly3eT, HErO Cy YCKJIAIUIITeHHU Ha
JIPYTOM MECTy, Ha yIa/beHoM cepBepy, Ha mpumep, y CAJI®™. V tom cMuciy Moxkemo
pa3IMKOBATH JMPEKTaH MPEKOTPAaHMYHH TPHUCTYI W TMPEKOTPAHUYHU IPUCTYI

MOCPCACTBOM IIpYyXKaJlala yCiIyra CJICKTPOHCKUX KOMYHI/IKaI_[I/Ija.

>

®13 T38. 4d-hoc sub-group of the T-CY on jurisdiction and transborder access to data and data flows” .
%4 Huey L., Rosenberg R., ,,Watching the Web: Thoughts on expanding police surveillance opportunities
under the Cyber-crime Convention“, Canadian Journal of Criminology and Criminal Justice 10/2004,
600.

615 M. Wittow, D. Buller, ,,Cloud Computing: emerging legal issues for access to data, anywhere,
anytime®, Journal of Internet Law 1/2010, 3.
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2.4.1. JIMpeKTaH IPEKOrpaHUYHU IIPUCTYII Pa4yHAPCKUM CUCTEMHUMA

HeBe3ano 3a pemema caapxkaHa y KoHBeHUUjH, ApXkaBe Cy IpPEBa3HIAXKEHY
IOMEHYTHX IoTelKoha y UCTpa3u Jiejla BUCOKOTEXHOJIOMKOTI KpUMHMHAIA MPUCTYIIUIIE
pasnuuute HaunHe. [lojenuHe monase oJ Tora Aa BUXOBU HAIUIEKHH UMajy MOryhHOCT
Jia Ipey3uMajy yJaajbeHe IpeKorpaHuyHe MIpeTpare padyHapa, OIHOCHO Jja YIOTpeOoM
padyHapa Ha HBUXOBO] TEPUTOPUJU IIPUCTYIE U Mperienajy pauyHapcke MoJaTKe KOju
Cy HOXpameHM y HHOCTPAHCTBY, YKOJIMKO j€ TO ONPABIAHO MOTPEOOM KOHKPETHOT
KPUBUYHOT TpeAMeTa. Y OCHOBM IIOJIa3WIITAa Ja je€ JI03BOJbEHA NPEKOTpaHHYHa
nperpara padyHapa M Jla Cy HQJICKHU OpraHd oOBJamheHdu Ja OCTBAape IUPEKTaH
OPEKOrpaHUYHU TPUCTYN j€ ,BUPTyelHAa HPUCYTHOCT MOJaTaka Ha TEPUTOPHjU
JpXKaBe, OJHOCHO IIPEKO padyHapa y IpaHullaMa BbHX0Be HaJuiexkHocTH. Ha oBaj HauuH
MOCTyNajy W HajuiexHu opraHu y CpOuWju, Mako HE MOCTOjH HENOCPENaH 3aKOHCKU
OCHOB 32 T0°™°, ITO cMaTpamMo 61 GHIIO ONMPABIAHO YKOIMKO OH 3aKOHHK O KPHBUIHOM
HOCTYIKY npenBuzeo TakBy Moryhuoct. ¥ beaueuju je 2000. roaune ycBojeH 3akoH O
UHPOPMATUYKOM KPUMMHAIY, Y BE3U ca KOJUM je y Oelrujcku 3aKOHUK O KPUBHYHOM
nocrynky™’ yHer wian 88ter Ha OCHOBY KOI' HCTP@XHH CyIdja MOXe Hapealy 3a
npeTpary padyHapcKOr CHCTeMa MPOIIUPUTH TaKo Jla Cy OpPraHd YHYTPALIHHX MOCIOBA
opramheHn Ja MPHUCTyNE IPYroOM padyHapCKOM CHCTeMY TJie TOJA Ce HaJla3uo.
Hctpaxknu cyauja npomupyje Hapendy obyxBarajyhu U ynabeHH pauyyHapCKH CUCTEM
YKOJIMKO j€ TO HEONXOJHO 3a YTBphMBame HMCTHUHE a Jpyre UCTPaXHE paambe HUCY
aJIeKBaTHE 3a MOCTH3alke TOT LWJba WM MOCTOJU jacaH PU3MK Ja JOKa3u MOry OUTH
n3ryospeHu (yCJIoB KOJU j€ UCIYHEH YBEK KaJla c€ paau O HEMOCTOjaHUM MoJjaluMa y
pauyHapckoj MpexH). JlaBaweMm oBor opiamthema Moiuigja HeMa NOTIYHY TUCPEKLHU]y
y morieay oOyxBaTa padyHapCKOI CHUCTeMa, jep HCTPaXKHU Cyauja y Hapenou
OrpaHW4YaBa MPOIIMPEHY MpEeTpary Ha TayHO ojpeleHe nenoBe pauyHapCKOT CHCTeMa
KOM C€ MOK€ MPHUCTYHNUTH NPEKO MPBOOUTHO MPETPAKUBAHOI padyHapa. YKOJIHMKO
OKOJIHOCTH yKa3yjy /1a ce MOTpeOHM eJIeKTPOHCKHU J0Ka3U Hajlaze y pauyHapy KOjH je Ha

TEPUTOPHUJH JApyre IprkaBe, MOJAalM KOjUMa Ce NPUCTYNWIo ce Komupajy. O Tom

* IIto npousias3u u3 pasrosopa ca Tyxwuonem u llledhom onceka.

617 COE, Transborder access and jurisdiction: What are the options?, 2012,
http://www.coe.int/t/dghl/cooperation/economiccrime/cybercrime/T -

CY/TCY 2012 3 transborder rep V30public 7Dec12.pdf, 32.
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UCTPaXHU cynauja obaBemTaBa MHHHCTapCTBO NpaBle MNPEKO KaHeiapuje JaBHOT
TY)KWJAITBa, a MUHUCTApCTBO O0aBeIITaBa ApP)KABY HA YHjOj TEPUTOPHUJU CE HaIa3u
padyHapCKH CUCTEM Ha KOjH je MPOIIMPEHa peTpara.

Mebhytum, jemHoCcTpaHO peryinucame MOTyhHOCTH MNPEKOrpaHHYHOT TPUCTYIA
pauyHapy He peliaBa Mpo0eM eKCTPAaTePUTOPUjATHOT JEJI0Bamba U MOXKE Ce CMaTpaTu
HE CaMO MPOTHUBHO MPUHIMIIUMA TEPUTOPUjATHOT CYBEPEHUTETA, HETO U HEKOPUCHHUM U
KOHTPANpPOIyKTUBHUAM 33 OCTBAPHBAE JISTUTUMHHX [TUJHEBA KPUBUYHOT ITOCTYIIKA, jep
MaKo TMPEKorpaHUYHa TpeTpara padyHapa MOKe OWTH JIeTalHa y jeIHO], Y IPYroj
IOpXaBu OM TpejacTaBjbajla KPUBHUYHO JENO y CMHUCIY HEOBJIAamheHOr MpHUCTyIa
pauyHapckoM cucremy. Tako je y [llnaumuju oOcCTBapuBame YAAJbEHOT NPUCTYIA
pauyHapy Moryhe camMo Ha OCHOBY IIPETXOJHOT OJ00pema cylda Ha 00pa3ioKeH
IPEUIOT jaBHOT TYXKHOIA y TMOTJIEAY TEIIKMX KPUBHYHHX JIela, YKOJIHMKO CE JIPYTUM
panmama MOTpeOHM JOKa3W HEe OM MOTJIM MPHUKYNUTH (Kapakrep moceOHEe TOoKa3zHe
panme) anu je oBa MOryhHOCT W3pUYHMTO 3a0pameHa y MOTJeAy padyHapa KOjH ce
HAJIa3¢ y MHOCTPAHCTBY .

3akoHOaBall MOjeMHUX ApXKaBa je Ha CTAHOBUIUTY Jia j€ MPEKOTPaAaHUYHU IPUCTYII
padyHapy KOju je JIOIMpaH Yy UHOCTPAHCTBY a KOME C€ MOXKE MPUCTYIHUTH Ca HUXOBE
TEpPUTOpHje, THTAkE KOje Ce MOXKE pPEIIUTH caMo y CKIaay ca MelyHapoaHuM
yropopuma usMmel)y npxasa. Tako Hopeewku 3aKOHHK O KPUBUYHOM HOCTyHKy619 HE
npensuha MoryhHOCT mpucTyna payyHapcKOM CHCTEMY KOJU Ce Halla3u Ha TEpPUTOPOjU
Jpyre Jp’kaBe MpeKo padyHapa Ha JoMahoj TEPUTOPHjU, HEro ce IMoJla3u Of] Tora Ja
Mepa eKCIIeIUTUBHOT uyBama nojataka (u3 wiana 29. u 30. KonBeHiuje) uma 3a 1usb
o0e30eheme eNeKTpOHCKUX J0Ka3a N0 ynyhuBama MOJ0€ 3a MOMOh HaJIC)KHUM
opranuma Jipyre apxase. CIMYHO pelliemhe CapX U U X01aHOCKU 3aKOH O KPUBUYHOM
l'IOCTyrIKy620 npeasuhajyhu ga moctoju MoryhHocT mpoimpema Hperpeca Ha JIpyru
padyHap YKOJIHMKO C€ HeMy MOXKE MPHUCTYIHTH TPEKO padyHapa KOjU j€ TMpenMeT
npeTpeca M YKOJIHMKO Ce Hajla3u YHyTap TpaHHIla ApKaBe, JOK MPUCTYI padyyHapuMa BaH
Teputopuje XoNaHAMje HHUje J03BOJBEH Y CMHCIY OBHMX ojpenada 3akoHUKa O

KPUBUYHOM IIOCTYIIKY, HETO CaMO NPHUMEHOM IpaBuia Mel)yHapoJHOTr jaBHOI IpaBa,

%18 pradillo, op.cit, 382-383.
619

Lov om rettergangsmaten i straffesaker (Straffeprosessloven) 53/2006,
http://www.ub.uio.no/ujur/ulovdata/lov-19810522-025-eng.pdf.
620 Wethoek van Strafvordering, http://www.wetboek-

online.nl/wet/Wetboek%20van%20Strafvordering.html;
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OJTHOCHO KopuIThemeM pelOBHUX MEXaHHW3aMa 32 y3ajaMHy IpaBHY momoh (uwian 552x).
Unak, y ciuyuajy ,,Bredolab® tokom 2010. rogune je cTBOpeHa Mpexa OOTHETOBA
(ymotpebom 143 cepBepa uuju XOCT je OHMO TpyXajar[ Yciayra eJIeKTPOHCKUX
KOMyHUKanuja y XoJaHI1ju ¥ je HamajJ WHUIMPAH U3 WHOCTPAHCTBA) KOJUM je OHMIIo
3apakeHo mpeko 30 MHJIMOHA padyyHapa W3 BUIIE JAp)KaBa, a XOJIAaHACKA MOJHIHMja je
HAKOH Ipey3uMama OOTHETa W yracuja cepBepe, Te je Iociara ayToMaTcKa IOopyKa
CBUM 3apaXeHHM paudyHapuma. CimuHo Tome, y ciydajy Descartes, monuiuja je
npuctynuia cepsepuma (TOR: The Onion Router) koju ce He Hana3u y XolaHaAHjH, a
Ha KOM Cy Omie moxXpameHH MPUKa3u Jiedje mopHorpaduje — T MoAaly Cy KOMMPaHH, a
IOTOM YKIOBCHH ca cepBepa’’s. Mako je Cya o OBHM aKijama HPETXOLHO OUO
00aBeIlTeH, TAaKBO IOCTYNAlkE MOJUIMje OW Ce MOIJI0O CMAaTpaTd HEI03BOJBCHUM
NPUCTYIIOM payyHapy Y CMHUCITY IIOMEHYTHX opeaada 3aKoHa.

3aHUMJBMBO pEUICHE CaapXKaHO je Yy nopmyeaickom 3aKOHY O KOMIIjYyTepCKOM
KPAMHHAIY 22 KOjH Ce OJHOCH Ha MeljyHapoIHy capaimy HaJUIeKHX OpPraHa y IHIbY
UCTpaXMBamka KPUBUYHUX JIeNla T[IOBE3aHMX 3a padYyHAPCKHUM CUCTEMUMa U
padyHapCKHM TOJAlMMa, Ka0 U y IHJbY NMPUKYILJbakha €ICKTPOHCKHUX JI0Ka3a HEBE3aHO
3a BPCTY KpPHBHUYHOT Jena. VM3puuuTo je mpenBuheHO Na ce CBU BHIOBH Capajmbe
0CTBapyjy y3 moinToBame 3akoHa Op. 67/98 o Tpancdepy momaTka o0 JUYHOCTH (WiIaH
20). IToBomoM MoJOE HAAJICKHHUX OpraHa JIpyre Ap)KaBe Ja UM ce OMOryhu mpucrym
nojanyuMa MOXpambeHUM Yy pauyHApCKUM CHCTEMHMa KOjU Ce Haja3e Ha TepUTopuje
JpXaBe, MpeaBuheHo je /a MOPTYraJCKU HaJJEeKHU OpraHu Npeay3uMajy IpeTpec
padyHapa W OXIy3MMama MojaTaka Ha Moj0y opraHa Apyre Ip)kaBe, H TO CaMO y
CUTyallMjuMa y KOjuMa je TO Moryhe W3BpIIUTH y CKJIaAy ca HallMOHAJTHUM IpONucUMa,
a YKOJIMKO TOCTOj€ OKOJHOCTH KOje yKa3yjy Ha TO Jja OM TpaskeHW MOoJaly MOIJU OUTH
VHUILITEHU WU U3MEHEHU, OPTraHu Cy NY>KHH Jia MOCTYIajy ca HApOYUTOM XUTHOIINY.
Wnak, unan 25. npensuha na HaIIeKHU OpraHU JIpyre Ap’kaBe MOTY 0e€3 MpeTXOAHOT

onoOpema O] CTpaHe MOPTYrajCKuX opraHa: l. NPUCTYNUTU MNoAallMMa KOJU CYy

621 The effectiveness of international cooperation against cybercrime: examples of good practice,
http://www.coe.int/t/dghl/cooperation/economiccrime/cybercrime/Documents/Reports-
Presentations/default_en.asp;

%22 | ei do Cibercrime, transpondo para a ordem juridica interna a Decisdo Quadro n.° 2005/222/JAl, do
Conselho, de 24 de Fevereiro, relativa a ataques contra sistemas de informacao, e adapta o direito interno
a Convencéao sobre Cibercrime do Conselho da Europa,
https://dre.pt/application/dir/pdfl1sdip/2009/09/17900/0631906325.pdf;
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NOXPAEHH y pauyHapCKOM CHCTEeMy Koju ce Hanasu y [lopTyranuju ykoimko cy Tu
NOJAIH jaBHO JOCTYIHHU, U 2. IPUMHUTHU WM MPUCTYIUTH MPEKO PauyyHapCKOT CUCTEMaA
Ha IbUXO0BO] TEPUTOPHJH MOJIATKE KOjU Cy noxpameHu y [lopTyranuju, moj ycioBoMm na
MOCTOJH 3aKOHHUT M JTOOOPOBOJhAH NMPHUCTaHAK JIMIA KOj€ je OBJIAINEHO Yy CKIIaay ca
3aKOHOM JIa T€ MOJATKE YYUHHU NOCTYNMHUM (wiaH 25). Y morieny HpeKorpaHuyHOT
NPUCTYNAa pPAuyHAPCKUM TOAALKMMa KOJU Cy YCKIAQAMINTEHH y PAvyyHAPCKOM CHCTEMY
BaH rpanuna Ilopryramuje 3HayajaH je wiaHoM 16. 3akoHa, a KOjU CE€ OJHOCH Ha
MPEKOTPAaHUYHO OJy3MMame pauyHapCKUX MOJaTaka KojuMa ce MPUCTYMNHIO y CKIIaay
ca wianoMm 15. Hamme, mperpec pauyHapa ce BpIIM Ha OCHOBY HapenOe cyaa paau
npoHajacka oJpeheHuX pauyHapCcKHX IojaTaka y ojapeheHoMm cucremy, a yKOJIHKO ce
TOKOM IpeTpeca YTBPAU Ja C€ TPaKEHHM MoJlaTaka Hallasu y JPYroM padyyHapCKOM
CUCTEMY, I1a U BaH TEPUTOPHjE JpKaBe, a KOM ce MOXKe Ha 3aKOHUT HAYMH MPUCTYIUTU
NPEKO TPETPECaHOr padyHapa, HapeAOOM oOpraHa TOCTYIKa CE€ MOXE MPOIIMPUTH
opnamheme HAIISKHUX OpraHa W Ha Taj APYrd YAaJbeHU padyHapcku cucteM. OBy
MPOLIECHY paamy Hapel)yje jaBHU Ty>KuJall, a OBIamhemhe U3AaTo O] CTPaHE UCTPAKHOT
cyauje je MoTpeOHO YKOJIMKO C€ OJy3MMajy pauyyHapCKU MOJAIU WK AATOTeKEe Yuju
caznpikaj OM Morao Ja yKake Ha JHMYHE WM MHTHMHE MH(POpPMalHje O JUIUMa U THME
yrpo3e BHUXOBO MPaBoO MpUBATHOCTH. OIy3UMarme MmojjaTaka MoKe OUTH y Pa3InIUuTUM
obmuima: gu3uuku (omxy3uMameM (u3MUKOr ypehaja koju je HOCHWIIAI] TOJaTaKa),
KONHMpameM IMoJaTaka, O4YyBamkeM MHTerpurera (0e3 Komupama WM YKIamkama),
TpajHUM OECIIOBPaTHUM YKJIambambeM MoaTaka WK OJOKUpambeM MPUCTYIA MoAaluMa.

Hakon ananm3e 3aKOHCKHX TEKCTOBA MOjEMHUX JAp)KaBa, MOXKE C€ 3aKJbYUHTH JIa Ce
JMPEKTaH MPEKOTPaHUIHU MPUCTYII TPAKTHYHO OCTBApYje HAa HEKOJIMKO HAUYMHA:

A. IlpunukoM U3BpLIaBama MpeTpeca NpocTopHja NoIUIKja Haul)e Ha padyyHap KOju
jé YKJbydeH M HAaKOH WTO Jo0Mje Ha 3aKOHUT HAUYMH O] JMLA NMOTpeOHE JIO3MHKE,
OCTBapyje NPHUCTYN padyHAPCKUM IIOJallMMa KOJH CYy TOXPameHH Yy YAaJbeHOM
pauyHapcKoM cucTeMy. Y Morjiey MOTyhHOCTH TpeTpakuBama yIajbeHOT
payyHapcKOr' CHUcTeMa, pasjiKyjy ce JBe CUTyalldje: y MOjeAMHNUM JpKaBaMa MOoJIuIHja
MOXKE OCTBapUTH YAaJb€HH MPHUCTYN YaK M YKOJMKO j€ OYMIVIEAHO Ja je payyHap
JIOLMpaH y JypUCAUKIUU Apyre npkase (Hrp. y PuHckoj, JIutBanuju, [lopryranuju,
CAJl), mox je y npyruM JapxaBaMma Jajba TpeTpara J03BOJbEHA CaMO YKOJHKO je

o0e30ehen mpucraHak nuna y cmucity udigaHa 32 6 Kouenunwmje (ump. Hemauka,
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[IBencka, Xonanauja) mpyu 4eMy MPUCTAHAK JIMIA HE MOXKE Kao YCJIOB 3aKOHHUTOCTH
panme OWTH 3aMEHEH YaK HH Pas3lio3MMa M3Y3€THE XWUTHOCTH (TaKO MPUKYIJBEHU
€JIEKTPOHCKU JI0Ka3u He OM € MOTJIM KOPUCTUTH Y KpUBUYHOM IIOCTYIIKY).

b. Tlomuumja je Ha 3aKOHUT HAYWH NpuUOaBHIIa JIO3MHKE MOTPEOHE 3a MPHUCTYII
padyyHapCKUM IOJaluMa MOXPAbeHUM Y yIaJbeHUM PadyyHAapCKHM CHCTEMHMa KOjuMa
OCTBapyje MPHUCTYI MPEKO CBOT' pauyHapckor cuctema. OBakBa MOTYRHOCT MOCTOjU y
NOJ€JMHUM HAllMOHAJIHUM 3aKOHOJABTCBMMA YaK U y CUTYallMjH J1a j€ OUUIJIEAHO Ja ce
yJlaJbeHU pauyHap Hajla3u BaH TEPUTOpHUjE AP>KABE U TaKO MPHUKYIJbEHH EJIEKTPOHCKU
JI0OKa3u MOry ce KOpucTUTH Ha cyny (Hop. Puncka, Hopsemka, IllBexacka,
[TopTyranmja).

B. IlpexkorpanvuyHu NpUCTYN YAaJb€HOM padyHapy ce ocTBapyje Kopuurhemem
noce6Hor codTrepa (key loggers, sniffers) win apyrux TeXHHYKUX CpeacTaBa yKOJIHUKO
HUje OYUTIICHO Y JYPUCIUKIIM]H KOj€ NPKaBe je padyHap JouupaH. YKOJIHUKO je, IakK,
HE/IBOCMHCJICHO YTBpH)EHO /Ja ce padyHap y KOM C€ TPaXeHHM MOJAIl Haja3e BaH
TEPUTOpPH]je Ip’KaBe, OBakBa MOTyhHOCT HUje J03BOJbEHA (ca M3y3eTKoM JamaHa).

I'. V Toky ucrpare nonuuuja 1o0uje 3aKOHUT U JOOPOBOJbAH NMPHCTAHAK JHUIA Ha
OCHOBY KOT' OCTBapyje MpPHCTYIl pauyHapCKUM IOAAalKMMa KOjU MOTY IpEICTaBJbaTH
€JIEKTPOHCKM JI0Ka3 a KOjU Cy IOXpameHHW Yy padyHapuMa Y jJYPUCAMKIMJUA JIpyTe
npxase. llonumuja Moke y TOjeIUHHM JAp)KaBaMa MPHUCTYNHTH H  00e30enuTH
(mpey3eTH) MoTpebHe pauyHapCKe MmojaTke, 6e3 0031pa Ha TO I/Ie ce Hajas3M JIMLE Koje
Jlaje MPUCTaHaK - J1a JIM Ha Ha TEPUTOPHJH JIp’KaBe ca KOje ce OCTBapyje MpeKorpaHuyHa
npeTpara Wik Ha TEPUTOPHJU Ha KOjO] c€ yAaJbeHU pauyHap Hajasu (Hop. PuHCKa,
[Topryranuja, [lIBeacka). [a nu nuile Ma 3akOHCKO oBJarthewme ga oMoryhu mpuctyn
nojganumMa, MehyTum, nporemyje ce Ha OCHOBY INpOIHca JIp’KaBe Ha YHjOj TEPUTOPHjU
cy nojanu noxpamwenu (Hrnp. @uncka, [lopryranuja, CA).

VYKOJIMKO JIpkaBe 103B0JbABA]y MPEKOTPAHUIHU MPUCTYI TOJAMMa TTOXPamheHUM Ha
CTpaHo] TEPUTOPHjU, JOOpO pemierme Ou Ouio Ja ce mpeaBuau 0OaBe3a HaJICKHUX
oprasa Jia 1o ca3Hamy Jia ce paJM O TaKBUM IOJalrMa 0 ToMe 00eBecTe Ipyry Ap>KaBy
U 3axTeBajy nomoh y cmuciy onpenada Konsennuje (mpexko mpexe 24/7), eBeHTyalHO
y3 MoryhHOCT Ja HampaBe KONHjy mojaaraka. VHTpy3MBHE TEXHHUKE, TOMYT XaKOBamkba
HaJlora WJIM padyyHapCKOr cUcTeMa, MHCTanupame Key logger-a 3a KOHTHHYHpaHH

HaA30p aKTUBHOCTHU KOPHCHHUKA, YKIIalkbalbC IOJAaTaKa UKW OHEMOT yhaBa}be npucTymna
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CUCTEMY Y CMHUCIY jeHOCTpPAHOT Mpeay3uMama He Ou Tpebarao HH y KOM CIydajy jaa

Oyly 103BOJbEHE.

24.2. [IpexorpanuyHu MPHUCTYN TOCPEACTBOM IMpyXajala yciyra

€JIGKTPOHKCUM KOMYHHKAIHja

OcuM AMPEKTHOT MPHUCTYIIA JaBHO JOCTYITHUM pauyHAPCKUM MOAAIMMA MOXPAHEHUX
y pauyHapuMa BaH IpaHMIIa TEPUTOPHjE WIH KOpUIIhemeM CpelicTaBa y3ajaMHe MpaBHE
noMohu, HaUIeKHHU JPXKABHU OPraHM MOJAalMMa KOjH Ccy (PU3MUYKHM YCKIAQAUIITEHU Yy
MHOCTPAHCTY MOTY MNPHUCTYNIMTH W TPEKO Mpyxanama MHTepHET yciayra M APYrHX
EHTUTETa NPHUBATHOI CEKTOpa KOjU CYy MPYKAOIU JPYrHUX YyciIyra eJeKTPOHCKUX
KOMyHUKanuja (M TO MPEKO MpaBHUX 3aCTYHUKA THUX EHTUTETa y Jp)KaBH WIU
HermocpeqHnM oOpahameM eHTHUTETY KOjU Ce Hala3u y MHOCTpaHCTBY). [locraBika ce
NUTame, M0/ KOjUM yCJIOBMMA M Ha KOjU HAYMH CE OBAKaB MPHCTYI MOXE OCTBAPUTH?
Hauwme, HaqiexxHu opraHd MOTY y TOM MOTJIEy MCKOPUCTUTH MOTYhHOCT y cMHCTy
ynana 320 KouBeHIuje WM 3axTeBaTH Mpeaajy MOTPeOHUX IM0oJaTaka Ha OCHOBY
CYJICKOT Hajiora Apyre JipxkaBe (a Mpeko HHCTpyMeHaTa Mel)yHapoIHEe capaimbe).

YKoJIMKo, TpuMepa pajau, oCyMisuueHd KopucuTH yciryre Google Docs, motpedHu
nojganu Ou MoriM OWTH TOXpameHU Ha cepBepy koju ce Hamazu 'y CAJl (mpkaBa
cequmuta Google-a) wnm y Oumiao kojoj apyroj napxaBud y kojoj Google wuma
npezncTtaBHuka. Jla Oum ocTBapuiia HMPUCTYH MOTPeOHUM MoJalMMa, MOJHMIMja Hajupe
Tpeba Ja yTBpAW JIOKAIM]y HA KOjO] Ce Haja3u CepBep y KOM Cy TMOJAAIM MOXPakEHH,
IITO je Takohe BU MpeKorpaHuvHe mperpare. Moske ce IeCUTH J1a TOJIUIM]ja HEe YTBPIAU
JOKallKjy Ha KOjOj Cy MOAALM MOXPameHH, O YeMy I0JIaTKe MMajy camo MpYy)Kaolu
ycayra, ma ce Moxke oOpaTuTu win HaJuiexxHuM opranuma CAJl koju Ou oGaBe3anu
IpyKaole yciayra eJIeKTPOHCKHX KOMYHHKAlWja Ha TMpenajy THUX MojaTaka WIiH
aupekTHo Google-y. VKOJIMKO YTBpAM JIOKAlHWjy, TOJHUIMja CE 3a OCTBAPHUBAC
OpUCTYyNa TMOJalMMa MOKE OOpaTHTH WIM HAJUIeKHMM OpraHuMa JprkKaBe Ha YHjoj
TEPUTOPHjH Ce Hajla3ze Mojaly (MpeKo MexaHa3aMa y3ajaMHe IpaBHEe OMOhHU TpaxH ce
Jla HaJUIKHHU CYICKHA OPTaHH Te JpXaBe 00aBeXy IMPYXKaole yCIyra eIeKTPOHCKHX
KOMYHHKAIIMja Ha TIpe/ajy mojaraka) win aupektHo Google-y. ITpu Tome, Tpeda nmaru

y Buay [IpaBuiia o mpuBaTHOCTU OBOT MpYXaolla yciayra eJIeKTPOHCKUX KOMYHUKAIlja
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U MoryhHOCT mpenaBama mOJaTaka O KOPUCHHKY YCIyra camMoO Y3 IbEroBy
carIacHocT >,

Ykonuko ce aHanmusupa wiaH 320 KonBeHuwuje koju mpeaBuba ,,3aKOHUT H
NOOpOBOJbAH TMPHUCTAHAK® KAaO OCHOB 3a NpPEAYy3MMame IMPEKOTPaHUYHOT TPHUCTYIIA
noJanrMa y MWHOCTPAHCTBY, MOIJIM OMCMO TOhHM O TOra Ja He IOCTOjU CMETHa Ja
NPUCTAaHAK HAa OTKPHBAKkE IMOJaTaka MOTHUYE M OFf MPABHOT JIHMIA KOjU KOHTPOJIUIIE

624, Mebhytum, nuie Koje aaje mpucTaHak

HOJaTKe, Y OBOM CIly4ajy Hpy’Kaola yciyra
Tpeba 1a MMa 3aKOHCKO oBiaIIherme Ja Te MOJaTKe IMpena, a MPYKaolu yciyra cy
OYXXHH J1a 4yBajy NMPHUBATHOCT CBOjUX KOPHCHUKA M Ja 0€3 HUXOBOI NMPUCTaHKA HE
npezajy nojgaTke o \bUMa HUKOME, 11a HU AP)KaBHUM OpraHMMa - MOTJIA OM €BEHTYaTHO
npenaTy mojaatke o caodOpahajy U 0 KOPUCHUKY ajll HE U caJpkaj KOMyHUKaluje (3a

mra 6u Ouia moTpebHa omyKa cyL[a625

). U3 Tor pasnora, wian 320 He mpejcTaBba
aJIeKBaTaH OCHOB 3a NPEKOrpaHWYHY IMpeTpary y CMHCIy MpHCTaHKa MpyKajana
ycayra, MEMO MEXaHH3aMa y3ajaMHe mpaBHe nmomohu. On mpyskaniamna yciyra ce MOXe
dopmanHO 3axTeBaTH Ja IOCTYNajy Yy CKIaAy ca HalMOHAJIHUM IPONMCHUMA KOjU
ypebyjy mperpec pauyHapa paau IpoHajlacka ojapel)eHMX pauyHapCcKUX MOAaTaka H
oMmoryhaBama mpuCcTyma THUM TOJanKMMa, ajd oOBa CHTyalldja He IojApa3yMeBa
MOCTOjarke JOOPOBOJBPHOT MPHUCTaHKa y cmuchy wiaHa 32.0 KonBenmuje (pagm ce o
UMIUIeMeHTanuju onpenada 18. m 19. KoHBeHIMje) HEro MOCTyName IO 3aXTEBY
Ha/JISKHUX OpraHa. Y HalMOHAJIHMM MpONHCUMa IOjeIMHe JpraBe IMpelBubhajy moj
KOjUM yclnoBUMa ce o mpykanana cloud ycrmyra koju ce Hajgase Ha HUXOBO]
TEPUTOPHUJU MOXKE 3aXTeBaTH Ja oMoryhe mpucTyn mHojanuMMa KOju Cy MOXpameHU Ha
BUXOBUM CEpBEpPHMa y WHOCTPAHCTBY, MehyTuM, morpemHo Ou OWiio 3aKJbydyuTH J1a
1OCTOjU MOTYNHOCT HEOTpaHMYEHOI MpPUCTyNa THM IMOJAIMMa, jep ce MPOIMHCY]Y
OpojHM YCIIOBM KOje Ce€ MOpajy HCHOYHUTH Ja OW HajUIe)KHH OpraHd MOIJM O]
npyXajana yciyra 3axTeBaTd IpUCTYIl TUM ojaauuMa (Hip. Aa je |P agpeca mose3ana

ca TEepUTOPHUJOM Te JApKaBe WM J1a C€ OCYMIMYEHU Hajla3u Ha TEPUTOPUJU WUIIH Ja je

623 Google's Privacy Policy, http://www.google.com/privacypolicy.html

624 3. Schwerha, Law Enforcement Challenges in Transborder Acquisition of Electronic Evidence from
“Cloud Computing Providers, 2010,
http://www.coe.int/t/ DGHL/cooperation/economiccrime/cybercrime/Documents/Reports-
Presentations/2079 reps IF10 reps_joeschwerhala.pdf, 14.

%25 K. Kurek, “How to achieve balance between effective crime preventing and protecting privacy of
citizens, Online search as a new challenge for e-justice”, Masaryk University Journal of Law and
Technology 3/2009, 384.
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3axXTeB MPEIMET CyJCKE KOHTpOJIE U ciudHO). Tako cy y dpaHilyckoj HAAJIEKHU OpTraHu
oprnamheHy Ja 3axTeBajy OJ MpyXkajala yciayra eJeKTPOHCKHMX KOMYHHUKaIHja Ja
oMoryhe mpucTym mojmamuMa KoOju Cy TOXpameHH Ha CEepBepHMa M Yy 3eMJbU U Y
MHOCTpaHCTBY. Y Hemaukoj oBakBa MOryhHOCT He IOCTOjH y TIOTJIELy IO/IaTaKa KOjH Cy
qyBajy Ha pauyHapUMa BaH TEPUTOPH]jE IpKaBe, I0K je y Jlanckoj monumuja oBnamheHa
Ja TaKBUM IMOJallMMa MPHUCTYIH YKOJIMKO TOCTOJH HAJOr 3a MPETpec MpPOCTOpHja
npyxajana yciayra M Ja Ce M3 THX IPOCTOpHja MOXE IMPHCTYINHTH CepBepuMa y
WHOCTPAHCTBY (y CYNPOTHOM, HEOIXOJHO je ymyhuBame Moj0e 3a y3ajaMHy NpaBHY
noMoh HaJIC)KHUM OpPraHMMa JpKaBe HA YUjO] TEPUTOPUjU CE€ CepBEepH Hamasze). Y
cllyyajy Ja HaJule)kHH opranu y Benukoj bpuranuju umajy Hayior 3a HIpUKYIIbAbE
eJIEKTPOHKHUX J0Ka3a, oBJaiheHu Cy Ja 3aXTeBajy mperpary Omio koje uHdopmarmje
KOja je caapkaHa y pauyHapy WU joj ce MOXK€ HPUCTYIHTU U3 MPOCTOpHUje Koja ce
nperpeca, MTO 3HAYM Jla MOJIMIUja MOXKE O]l IpyKajama yciayra 3aXTeBaTH IMpenajy
1ojJaTaka KOju Cy TOXpameHH Ha CepBepUMa y MHOCTPAHCTBY YKOJIHKO C€ CEpBEPY
MOXe MPUCTYIIUTH U3 TPOCTOPHja KOje ce IpeTpeca Ma rjae ce cepsep Hanasno. Y CAJl
je mpuxBaheHo craHoBHIITE A ce KopHIIhemeM 3aKOHCKMX MEXaHW3aMa MOXKE OJ
npyxaoiia cloud yciyra 3axTeBatu aa npena nojatke 6e3 003upa Ha TO TJE Ce Hala3u
cepBep Ha KOM Cy IOXPameHHU, YKOJIHKO je TMpyXajal yCcIyre IMoJA jypHCIUKIIHjOM
IOpXaBe, INTO j€ ciy4a] Kaja je NpUBpPEIHH CYOjeKT OCHOBaH M HWMa CEIUIITE,
cie0eHNKa WK OTpaHaK MM KOHTUHYMPAHO M CHCTEMATCKO MOCIyje Ha TepUTOPHjU
CA/. CnuyHO TOMe, U MPYKAOLM yclyra eJIeKTPOHCKUX KOMYHHKAIMja KOjU Cy TOA
jypucnuknujom Kanane mykHH Cy Aa JOCTaBe CBE PEJEBAHTHE IMMOAATKE HaJl KOjuMa
UMajy KOHTPOJy, y CMHCIY Ja MOTY TNPUCTYIUTH THM MOJAllMMa IUPEKTHO WIH
MOCPEJICTBOM OrpaHKa KoMIaHuje. Y AycTpaluju ce 3aXTeBU 3a MPHUCTYN MOJAlMa
KOjU Cce Haja3e y cepBepuMa Yy MHOCTPAHCTBY MOXKE€ OCTBAPHUTH yIyhHBameM 3axTeBa
npyxaonuma cloud yciayra caMo yKOJIHKO je pajmba KpUBHYHOT Jiejia KOje Ce HCTPaXKyje
M3BpIIICHA HA TEPHTOPH]H APIKABE MITH CE OJHOCH Ha JIHIA KOJU CY CHH JPIKABIAHI 2.

VY Hay4HOj nuTeparypH je npecyna oenrujckor Kacanuonor cyna y Yahoo! npeamery

mperno3Hara Kao cnyqaj O BCJIHMKC BAXHOCTHU Yy MOIJICAY IMPUKYIJbdalkba OOKa3a O[]

626 Bume o Tome, W. Maxwell, C.Wolf, Lovells White Paper: A Global Reality: Governmental Access to
Data in the Cloud, 2012,

http://www.hldataprotection.com/uploads/file/Hogan%20L ovells%20White%20Paper%20Government%
20Access%20t0%20Cloud%20Data%20Paper%20(1).pdf
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Npy’Kaara eleKTPOHCKHX YCIyra ca CEMIITeM y HHoCTpancTBy . Hamme, Genrujcku
nponucu 006aBe3yjy CBe IpyKaolle yiIyra eJIeKTPOHCKHX KOMyHUKalja, 6e3 003upa Ha
CeIUINTE, a TPEeIajy Ha 3aXTeB HAJICKHUX opraHa nmorpebHe mogaTtke. Toxom 2007.
TOJIMHE MOKPEHYT KPUBUYHHU TIOCTYIAK 3a JeJI0 KOMIIIjYyTepCKe MpeBape ynorpeooM
€JIEKTPOHCKE ToITe mpeko Yahoo Hajora, 1a je jaBHH TYKWJIall Ha OCHOBY uiaHa 46.
3aKkOHMKAa O KPUBHUYHOM TIIOCTYNKY YIOYTHO 3aXTE€B OBOM IMPYKaoly yciyra
€JICKTPOHCKMX KOMYHHMKAIlMja Ja JIOCTaBU IOJATKE O KOPUCHUKY (ykibyayjyhwm IP
aZipecy Koja je KopuiheHa MPUIMKOM PETUCTpaldje, 1aTyMe U BpeMe perucTpaiyje),
ajipece eJIEKTPOHCKE IMOIITE MMOBE3aHe 32 HAJIOTOM KOPHUCHHUKA U IpYre MojaTke Koju Ou
MOTJIH J1a TIOCTY’Ke 32 UACHTU(PHUKAIN]Y KOPUCHHUKA. 3aXTEB je mpocieheH mpeko aapece
CNIEKTPOHCKE MOIITY, KOjy je Yahoo! oTBopuo 3a OCITHjCKy TEPUTOPH]Y, ald je y
OJITOBOPY jaBHU TYyXwujam yrnyheH ma ce oOpaTH CeAMINTy TNpyKaoma yciayra
eJNeKTpoHCKMX KomyHHKanuja y CAJl, mro je Tyxwnanm U yduHHo modeTkom 2008.
roaune. Mehyrum, Yahoo! je onroBopro sa ce Ha mbera He OTHOCH OJITHjCKU TPOITUCH,
na je moTpeOHO YIYTUTH 3aXTEB 3a JI0OUjamke MojiaTaka Ha OCHOBY aMEpPHUYKOT 3aKOHA O
€JIGKTPOHCKUM KOMYHHKaIlMjaMa, a TOCPEICTBOM aMepU4Kor MUHHCTapCcTBa MpaBJie.
3Bannyan jomuc je ynyhen jyma 2008. roguHe y KOM c€ 3aXTeBa IMOCTYHAmE IO
OenrujckoM npomucy, Ha mTa Yahoo! Huje oaroBopro. 300r Tora ce TyXuial o0paTuo
IPBOCTEIICHOM KPUBHYHOM CYAy, Koju je maprta 2009. roguHe HoBuaHO Ka3Huo Yahoo!
ka3HoM o1l 55.000 eypa u oxpenuo na he ce 3a caku cieaehu gaH ondujama 1o
3axTeBy Tyxwuomna oapenutn kazHa ox 10.000 eypa. Yahoo! ce sxamno amemarmoHOM
cyny mapta 2010. roguHe, jep je Cyan 3akJby4HoO Ja je, C O03MpOM Ha BUPTYEIHY
NPUCYTHOCT OBOT TPYKaolla yciyra eJIeKTPOHCKHX KOMYHHKAallMja Ha TEPUTOPHjH
benruje, ycTaHOB/beHA TEPUTOPHjATHA HAIUISKHOCT OCNTHjCKUX opraHa u otyaa Yahoo!
uMa 00aBe3y Ja IOCTyNa y CKJIaJy ca 3aXxTeBUMa OpraHa 3a M3/1aBambe TPakeHUX
nojiaTaka, TUM TIpe, IITO C€ UCTH OJHOCE caMO Ha mojiaTke o caobpahajy, a 1a ce ocum
TOTa, aMEPUYKH TIPONMCH HE MOTY NMPHMEHMBATH Ha yCIyre Koje Mmpykajalm yciyra
€JIGKTPOHCKUX KOMYHUKallFja Ipy»ka Ap)kaBjbaHuMa benruje. Onbujame nmocrynama mno

3aXTCBY GCHTI/IjCKOF Cyaa 3aCTYIIHUK KOMHaHI/IjC je 34CHHUBA0 HAa HCKOJIMKO TBPAKBLU: Oad

%27 p, Berman, ,,The globalization of jurisdiction®, University of Pennsylvania Law Review 12/2002, 502.
O mokymajy apkaBe 1a o0aBeXe CBOJUM IIPONMCHMA IpY)Kaolla yciIyra BaH HCHHUX TEPHUTOpHja
3aHUMJBMBA je oTyka BpxoBHor cyna Benuke bputanuje y cinydajy Football Dataco Limited and others
v. Sportradar GmbH and Sportradar AG (C. O'Reilly, "Finding jurisdiction to regulate Google and the
Internet”, European Journal of Law and Technology 1/2011, 9)
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KPUBUYHO JIEJI0 HHje YYMILEHO Ha TepUTOpuju benrwje, na jaBHH Ty>KWial HHjE
MOCTYNao y CKJIaJy ca MEXaHM3MHMa 3a TpyXKama y3ajaMHe mpaBHe mnomohu y
KPUBUYHUM CTBapHMa jep HEMa HUKAKBY (HH MaTepujaJiHy HU MPOLECHY) HAIJICKHOCT
y omHocy Ha Yahoo!, na ta ¢upma He MOKe mpemaTH MOJATKE jep Ou TO OWIIO y
CYNMPOTHOCTH Ca MPONMUCUMA O MPUBATHOCTH KOju Baxke y CAJl rrie ce Halma3u CeauITe
dupme. [ToBogom rxabe 3acTynmHUKa, ANEIAlMOHU CyJ je 3ay3eo ctaB na je Yahoo!
aMepuyKa KOMIIaHHja Koja ce ¢ 003UpoOM Ha TO Ja npezactBiba Web-mail miatdopmy, He
MOXE CMaTpaTH MPEXHUM OIEpaTepoM HUTH NPYXKAOIEM YCIyra eJIeKTPOHCKHX
KOMYHHKAIIHj€ Y CMUCITY O€JITHjCKUX MPOIKCa, IIa CXOJHO TOME 3aXTEB jaBHOT TY)KHOIIA
y cMmucny wiaHa 46. 3aKOHMKA O KPUBHYHOM TIOCTYINKY He oOaBe3yje oBy pupmy 3a
capanmwy. Unak, Kacaumonu cyx je y mpecynu ox 11. janyapa 2011. ronune 3ay3eo cras
na je Yahoo! ,,koMmepiujaiHO™ MpUCTyTaH Ha TepuTopHju benruje y cmuciay 3akoHa o
€JIEKTPOHCKUM KOMYHHKAIMjaMa, jep MpyXka YCIyre IpXKaB/baHWMa Ha TEPUTOPHjH
benruje mocpeactsom MHTEpHETA, U 1a C€ CXOHO TOME M Ha Hhera IpuMemyje oapenda
yjaHa 46. 3akoHUKa KOja ce OJHOCH Ha o0aBe3y IpelaBama IojaTaka 3a CBe (upMe
KOje TIpy’Kajy ycayre eneKTPOHCKUX KOMYHHUKaIlja Ha Teputopuju benruj e®%,

W3 HaBeleHUX pasiiora je mocTajao jaCHO KOJIMKO je capajiiba ca mpyKaoluMa yciryra
ol u3y3eTHor 3Havaja. [lojenuuam mpyxaomm ycnyra ca ceaumreM y CAJl-y cy mpeko
CBOjHX OTrpaHaKa y IojeIMHUM €BPOIICKHAM JIp)KaBaMa IOCTHTIIE CTIOPa3yM O capaibu ca
opranuMa romema (T3B. Criminal compliance programmes) kojuma ce peryJuiie
MoryhHOCT npeaaBama oapeheHnx mojpartaka 3a noTpede KpUBUYHOT MOCTYIKA, YMECTO
cllarba 3axTeBa aMepUYKoM MUHHCTapCTBY MpaBle Y OKBHPY IPOIEAype MpyKamba
MelhyHapoaHe mpaBHe momohu. 3axTeB mpyxaolly yciayre Tpeba na Oyae ynyhen y
CKJIaJly ca 3aKOHOM U OJ] CTpaHe OBJAIINeHOr OpraHa HaUIeKHOT 32 UCTpary KpUBUYHOT
Jienia, OJHOCHO 32 MPUKYIJbabe eIEKTPOHCKUX JI0Ka3a, U3 KOT PasJiora je HEOMXO0IHO Ja
MOCTOj€ jacHE 3aKOHCKE MPOIIeype, a O] HAJICKHUX OpraHa ce OueKyje Ja MOIITYjy
NPUHIAIE 3alITUTE JbYICKUAX MpaBa a HAPOUMUTO MpPaBo mpuBaTtHOCTU. [lomamu koju ce
Tpaxke OM Tpebasio Ja Cy MOBE3aHU ca TEPUTOPHUJOM JAp>KaBe UMjU HAJICKHU OpraHH
ynyhyjy 3axteB (kao mro cy |P ampeca koMmyHuMKanMje HWIM JOMEH Hajlora 3a

CJIEKTPOHCKY MMomITy). KpUBHYHO [1€10 MOBOIOM KOT' Ce MOjalu Tpake Ou Tpebaio aa

628 3a neraspunju mpuka3 ciydaja, P. De Hert, M. Kopcheva, ,,International mutual legal assistance in
criminal law made redundant: A comment on the Belgian Yahoo! Case“, Computer Law and security
Review 27/11, 291.
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Oy/le MHKpUMHUHKCAHO U y 3aKoHonaBcTBY CAJl (a ga ce He paau O MOJUTUYKOM JCIy

629, IIpy>xxaonu cy

HUTH O UCTPAKUBAIY CIIyuajeBa KOjH Cy Y BE3H ca ciio0010M roBOpa)
CIPEMHH JIa MIPe/Iajy MoJaTKe KOjU Cy Y HbHXOBOM MOCEAY U MOJl FhUXOBOM KOHTPOJIOM,
Kao IITO Cy Mojanu o caodpahajy v 0 KOPUCHUKY YCIIyTa, JIOK 3a J0OHjame MPUCTyma
caipkajy Koje Kpeupajy KOpPHCHHUIM (a THME W CaApKajy OCTBapeHE KOMYHUKAIIH]C)
HUje JOBOJbHA OJITyKa omaher cyia, Hero je HeOmXOoqHO ynyhuBame 3aXTeBa y OKBUPY
MelyHapoIHe MpaBHE nomohu®*,

Munusema cMo aa 6u craB KacanmoHor cyma, TEOPETCKH IOCMaTpaHo, MOTao Ja
NOCTY)XM Kao HHCIHUpAalWja 3a 3aCHUBAkE HAUICKHOCTH CBaKe JIpXKaBe ca 4YHje
TEPUTOpPHUjEe C€ MOXKE MPUCTYNUTH mpyxkaouuma cloud ycmyra u  ciaumyHEM
wiatpopmama, 6e3 003upa MTO Ce Paau O CTPAaHUM KOMIIAHHWjaMa W INTO CE TOJallu

HOXpﬁH:»y_iy Ha cepBC€puMa y HHOCTPAHCTBY, a IITO je O MU3Y3€THC BAXHOCTH 3a

MMPUKYIIJbalbC CIICKTPOHCKUX JOKa3a 3a J1€jJla BUCOKOTCXHOJOMIKOI' KpUMHHAJIA.

629K aspersen, op.cit, 44.

630 S Brenner, ,Private-Public Sector Cooperation in Combating Cybercrime: In Search of a Model,
Journal of International Commercial Law and Technology 2/2007, 63. Buiue o tome, Guidelines for the
coopeation between law enforcement and Internet servise providers against cybercrime, 2008,
http://www.coe.int/t/dghl/cooperation/economiccrime/cybercrime/cy_activity Interface2008/567_prov-d-
guidelines_provisional2_3April2008_en.pdf.
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Cenmu 1eo

JAUT'UTAJTHA ®OPEH3UKA

On mojaBe pauyHapa y 1940-uM roamHama MpOIUIOr BEKa jaBJbajy CE€ M IPBH
CIIy4ajeBH HHUXOBE 3J0ynoTpede, a kako oa 1970-ux roguHa NMEpPCOHATHU padyyHapH
1OCTajy CBE JIOCTYNHHUjU INUpeM Kpyry iuna, noehaBa ce um Opoj 3noymorpeda y
KPUMHHAIHE CBpXE, Yera M Ha/JICKHU JPXKABHHU OPTaHU IMMOCTajy cBecHU. TokoM 1970-
UX padyHapu cy Owiu y ynotedu y BETUKUM OpraHu3alyjama u mnpeaysehuma, kao mro
cy OaHke ® ocurypaBajyha apymTBa, ma Ccy C€ TpBH 3a0CIeKCHH CIydajeBH
370ynoTpe6a padyHapa yriaBHOM OJHOCHIM Ha (DHUHAHCHjCKE IpeBape’>. ¥ IOBPELy

632 4 perku cy CiyuajeBH y KOjHMa Cy padyHapH OHid

IpaBa MHTEIEKTyaIHEe CBOjUHE
o0jext Hanana. Kao mocnenuna nmorpebe na ce mpUKyIe TOKa3H 3a FOlBEHE U cyheme y
Clly4ajeBUMa 3II0ynoTpede HH(OpPMAMOHUX TEXHOJOTMja HacTala je JUTHTalHa
¢dopensuka. Haume, Tokom 1980-ux rpyma mpuBpeiHHKa yKasyje Ha moTpedy oOyke
MOJIMIMje Yy IWJby Tpero3HaBama W pearoBama Ha mpobieme (HE)Oe30eaHOCTH
UH(QOPMAIIMOHUX TEXHOJIOTHja, a Cy pa3BUjeHH M NpPBU COPTBEPCKH allaTH Y

633

dopensuuke cepxe . Y CAJl ce dpenepannu arentu 00ydaBajy 3a 00aBibame 3aaTaka

KOjU cHajaajy y pauyHapcky dopeH3uky - y okBupy FBl-a je 1984. rogune 3amouet
[Mporpam 3a marnetne ypehaje (FBI Magnetic Media Program) koju je 1992.
npepactao y Tum 3a pauyHapcky ananu3y u pearoBame (Computer Analysis and

T634

Response Team: CART™™). Takohe, ocHOBaHO je YapyXeme jaBHUX TYyXKHUJalliTaBa 3a

%31 Jeman on mpBuX 3a0elexKeHIX HANAHA HA pPadyHApCKe CHCTEME TOKOM OBOT IEpHOJA 3aCHHBAO CE Ha
«3a0KpyxKHuBamy Kamata» (interest rounding). J. Kizza , Guide to Computer Network Security, Springer
Science & Business Media, Berlin 2013, 299.

632 [IpBu cirydaj Tomema y KPUBHYHOM ITOCTYIIKY 3abenexeH je 1966. y Tekcacy. Pagu ce o cimydajy
Hancock v. Texas, 402 S.W. 2d 906 (Tex. Crim. 1966), y kom je mnuie ocyleHo 3a kpal)y kommjyrepckor
nporpama. M. Rasch, ,,Criminal Law and The Internet“, Ruh, J (yp) The Internet and Business: A
Lawyer's Guide to the Emerging Legal Issues, Computer Law Association, Stanford 1996, 23.

633 Kao mrro cy X-Tree Gold u Norton Disk Editor momohy kojux cy HCTpakuTebH MOIIH 1a
NpENo3HaBajy THUIOBE JATOTEKA U J]a EKCTPaxyjy MoaaTke u3 oneparuBHor cuctema. Kizza, op.cit, 299.

5% On noHowemwa 3akoHa o padyHapcKUM MpeBapama u 3noynoTpedama 1986. roqune y CAJl cBe Buie
3axrteBa je ynyhusano kannenapuju FBI -a pagu npukymbama nokasa 3a notpebe Bohema KpUBHYHOT
MOCTYNKA 3a KpUBMYHA Jjena mpenasulieHa oBuM 3akoHoM. Tokom 1989. romune FBI je 3ajenno ca
AreHnpjoM 3a 3amTuTy *HBOTHEe cpenuHe y CAJl mcrpakuBao ciydajeBe Kopymuuje y (adbpumu 3a
HykieapHo opyxje y Jensepy, CA/l. Pesynratn nperpeca npocrtopuja y ¢abpuiy rnokasaim cy Jia ce
KJbYYHH [IOKa3d Hala3e MOXPAmeHH y padyyHapCKoM cucTeMy 30or dvera je odopmiben ad hoc tum
cacTaBJbe€H OJ CTpy4lhaka 3a padyHapcke nperpare W aHaiauze. Tokom 1991. pagnm Tum, Koju je
pa3matpao mnpolbiieMe y Be3M ca HMCTparoM KPHMBHUYHHUX Jejla MOYHMILCHUX 3JI0yNoTpeOoM pauyHapa,
YCBOjHO je TPETOpyKy 3a CTBapame CTajlHE jeIWHUIlE Koja O Omma cacTraBjbeHa Ol CTPyUmaKa 3a
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TexHomomKy kpahy™> koje je 1986. mpepacio y VYipyxeme 3a HCTpary
BucokorexHojomkor kpumunaia (High Technology Crime Investigation Association:
HTCIA)GSG. OBo yapxeme je nanac Boaehe mehyHapoHO aconujanjama cTpydmaka ca
JbeM OOyKe M pa3MEHEe 3Hama M MCKYCTaBa y 00JacTH ClpeuaBama M UCTPAKHBAMHA
Jiefia  BHCOKOTEXHOJIOIIKOT KpHUMMHANA, 3ajefHo ca MehyHapogHuM yapyKemem
CTpyumaka 3a pauyHapcky ucrpary (Association of Computer Investigative Specialists:
IACIS)637 ocHoBanuM 1989. roamHe, a Koje W3Iaje Hajmpu3HATHje cepTH(HUKATE 3a
cTpyumake aurutaiHe Qopensuke. Y okBupy jnadopatopuje CmyxOe 3a mperiesn
nomranckux nommbku (Postal Inspection Service) dopmupana je 1997. Jenuuuia 3a
pauyHapcky ¢opensuky (Computer Forensic Unit). Ha cacranky ca npencTaBHUIIMMA
FBI -a Tokom 1998. je on rpyme cTpyumaka KOju cy ce HehOpMaaHO OKYIJbAIH C
UbEM TPOHAIAXKEHA HAjOOJbE TpaKce IOCTyNama ca EJICKTPOHCKUM JOKa3hMa
(Technical Working Groups: TWG), ctBopena je Hayuna paaHa rpymna 3a JTUTHTaIHE
nokase (Scientific Working Group on Digital Evidence: SWGDE)®® ca 3agarkom na ce
y OKBHPY € KpEeHpajy CTaHIapId IOCTylama ca JoKa3uMma IOXPambeHUM Yy
pauyHapima’®>’,

Tokom 1990-ux oapkaHO je HEKOJWKO 3Ha4ajHUX MehyHapomHux KoHbepeHIHja
nocBelieHHX padyHapCKUM 10kasnMa y opranmsarmju FBI -a®* ua kojoj cy samocenn y
NOJHUIMjY U TYKHWJIAIITBY Yy ApXKaBaMma MpeCTaBHUIIaMa yKa3alli Ha MoTpedy cTBapama
craHiapaa padyHapcke Qopensuke. Tu Hamopum Cy pe3ylnTHpald CTBapameM
Melynapoane opranusanuje 3a pauyHapcke jgokase (International Organization on
Computer Evidence: I0CE)** kojoj cy 1998. roauue mpxase u3 I'pymne 8 mosepuie

3a/1aTaK J1a u3pajau MelhyHapoJHE MPHUHIUIE U BOAWYE 32 MOCTYMAamke Ca JUTUTATHUM

pereBanTHe oOmactd m 1992. je 3BaHM4HO (opmupaH TUM 3a padyHApCKy aHalM3y M pearoBame.
http://www.fbi.gov/news/stories/2013/january/piecing-together-digital-evidence.

535 District Attorney s Technology Theft Association: DATTA.

%3 http://www.htcia.org/historyi.

%37 http://www.iacis.com/.

%3 https://www.swgde.org/.

639 Ca pasBojeM OBHX CTaHAapia, yodaBa ce moTpeba u 3a cTBapameM mporpama 3a o0yky (opensudapa.
SWGDE je 2002. o6jaBuiia cMepHHIIE 32 00YKY CIIy)KOCHHUX JIMIa Yy HA/JIEKHAM OpraHnMa, a AMEpHYKO
JIPYIWITBO yNpaBHUKA KPUMHHAIHUCTHYKHX Jsabopatopuja (American Society of Crime Laboratory
Directors) je mpemioxuiio cMepHHIE 3a MOCTylame (opeH3nyapa Koju obpal)yjy OururaiHe IoKase.
HaBeneno mpema: C.M. Whitcomb, ,,An Historical Perspective of Digital Evidence®, International
Journal of Digital Evidence 1/2002, 2.

%40 1993. romume y Kamudopuuju, a morom motom 1995. y CAJl, 1996. y Aycrpamuju u 1997. y
XoJaHaAuju.

*1 http://www.ioce.org/.

291


http://www.fbi.gov/news/stories/2013/january/piecing-together-digital-evidence
http://www.htcia.org/history/
http://www.iacis.com/
https://www.swgde.org/
http://www.ioce.org/

nokasuma®. 'V oBoM mepuogy ce mo6GosbliaBajy CO(TBEpPCKH amaTtH®C Koju cy
omoryhaBaim opeH3ndapruMa Jia MPUKYIbajy MoJaTKe y cucTeMy 0e3 u3MeHe OMTHUX
JeTajba THX mojaTtaka (y MOYeTKy ¢y (GopeH3HyYapu MpOCTO KOMHpAIU MOjeTUHAYHE
JATOTEKE ca JINCKA, IITO je PEe3YJITUPATIO HENMPUXBATIFUBOIINY TaKBHX JIOKa3a Ha CyIy
yCJIe/l HeMOITOBaka MPUHIIUIA ayTCHTUYHOCTH ¥ MHTEIPUTETa J0Ka3a), a BPEMEHOM
ce jaBJbajy U HANPEIHH]U AlaTH KOjH Cy HOATHO ONAKIIATH 3aJaTaK HCTPaXUTe/ha’

jep cy cagpkanu (pyHKIIM]y ayTOMaTH30BaHE npeTpareMS.

ITepuon ox 1999. no 2007. cmatpa ce ,,31aTHUM TO0OOM AUTHTAIIHE (bopeH3HKe“646 y
KOM C€ OBa JUCIMIUIMHA TOocMarpajia Kao cBemoryha 3a omopaBak mojaTaka |
PEKOHCTPYKIH]y noralaja U3 MpOoIIOCTH y TUTHTATHOM OKPYXKEHY U MOKIAKAIIO jOj Ce
TOJIMKO MOBEPEHA y CTPYYHO] U OMILTO] jJaBHOCT, J1a je cTBopeH T3B. “CSl Effect”®’, na
Cy Hajla3u U KMCKa3W CTpy4ymaka padyyHapcke (popeH3uke roToBO y BehmHU ciydajeBa
NpUXBATaHH (E3 OCIOPaBarba M OHIIO KAKBE 3aJPIIKE Y IIOCTYIIIMMA TIPS CyIoBAMa ™.
Mehytum, MHOTO TOora ce MPOMEHMJIO O]l Taja W MpPEeJ] IUTUTATHOM (HOPEH3UKOM Cy
OpOjHM W3a30BU YCIIOBJBCHHM PANUIHUM TEXHOJOIIKUM pa3BOjeM, Ta je ONpaBJaHO H
noTpeOHO TPEUCTIMTATH Ja JHu JAWruTadHa (opeH3uKa JaHac 3aJoBoJkaBa onpehene

KpUTEpHjyMe Ja OM ce cMaTpaia HaydyHOM AHMCLUUIUIMHOM M Ja OW pe3ynTaTH HheHe

MMPUMCHC UMAJIM CHAry Hay4HorI' JoKa3a.

%2 O tome Bume, M. Politt, “The very brief history of digital evidence standards”, M. Gertz, Integrity and
internal control in information systems V, Springer, Bonn, 2003, 137-142.

%3 Kao mrro cy SafeBack u DIBS. P. Stephenson, Investigating computer-related crime, CRC Press, Boca
Raton 2000. 254.

%44 Kao wrro cy Encase u FTK.

845 Casey, op.cit, 483.

846 OBaj meprox kapakTepuuie: mupoka ynorpeda Microsoft Windows omepariesor cucrema, penaTHBHO
maiu 6poj hopmara koje je obpahuBana qurutaiHa dopensuka (moxymentu Microsoft Office-a, .jpeg 3a
qurutaigHe ¢dororpaduje, .Avi ¥ WMV 3a BHIEO 3ammce); NUTHTAIHA UCTpara ce BPIIM Ha jeIHOM
M30JI0BAHOM PadyHapy KOjH je y BIACHHUINTBY ojpeheHor nuna; ypehaju 3a cCKragumrene nojaraka cy y
CTaH/IapJJHOM OOJIMKY CIOjE€HM ca payyHapoM IIPEKO MOKPETHUM KabJjioBa M KOHEKOTOpa, Y ynoTpedu cy
NPWIMYHO A0OPH anaTH 32 OMopaBak M30pUCaHKX MOJaTaka; HUje Ouia palupeHa mpuMeHa TeXHOJIOTHje
SHKpHIILMje; UCTpakhBama y obmactu aururaiHe QopeHsuke cy Owiia y HOBOjy M jaBJjbajy C€ INPBH
aKpeANTOBAHM TpOrpaMu 3a oOyKy aurutanHux ¢opensuuapa. S. Garfinkel, “Digital forensics research:
The next 10 years”, Digital Investigation 7/2010, 66.

%7 s, Donald E, The ‘CSI Effect’: does it really exist? NIJ J March 2008; 259,
http://www.ojp.usdoj.gov/nij/journals/259/csieffect.htm

%8 T Talleur, ,,Digital evidence: moral challenge®, International Journal of Digital Evidence 1/2002,2.
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1. IIOJAM JUI'MTAJIHE ®OPEH3UKE

[TocToju Bume neduHHUNM]ja AUTUTATHE (POpPEH3HKE, a Yy JUTEPATypH je Hajuemihe
nutupana (y3 He3HaTHe mMoaudukanuje) aehununuja kojy je 2001. rogune cTBopuia
PagHa Tpyma 3a HCTPaKHBAambe NUTHTAIHE (OpeHsuke® ', [0 KOjoj ,.oucumaina
@opensuxa‘* moapazymena ,,ynorpedy HaydHOM3BEIEHHX M MOTBpHEHHX MeToAa paau
OuyBamWa, INPUKYIUbAKa, BaIUIAlNje, WICHTH(PHUKOBaWka, aHalIHW3e, TyMauycwma,
JNOKYMECHTOBamba W MPEICTaBJbaba JUTHTAIHUX J0Ka3a W3BEACHUX W3 JIUTHTAIHUX
u3Bopa 3a moTpebe omoryhaBama MM MOOOJBIIAA PEKOHCTPYKIHMjE KPUBUYHOT
norahaja“®®. Ocnm Tepmuna quruTanHa QOPEH3NKA, I0jEAMHN AYTOPH KOPHCTE TEPMUH
., popen3uuko pauymapcmeo‘, KOJUM O3HayaBajy HCTE€ OHE AaKTUBHOCTU KoOje Cy
oOyxBaheHe NPETXOJHO MOMEHYTOM ACPUHHIIMJOM IUTUTATHE (bopeH3HK6651 (aym ca
noaTHOM (hYHKIIM]jOM aHanm3e 6e30eIHOCHNIX Hanana Ha HHOpMALMOHe cucteMe ).
JlururanHa ¢popeH3nKa ce ce MOXKe MOCIUTH Ha padyHapcKy dopensuxy (Computer

653

Forensics)™’, ¢opensuky ayauo-3amuca (Forensic Audio Analysis), dopensuxy

%9 The Digital Forensics Research Workshop: DFRWS , http://www.dfrws.org/.

0 DFRWS technical report: A Road Map for Digital Forensic Research, New York 2001,
http://www.dfrws.org/2001/dfrws-rm-final.pdf, 15. Jururanny ¢opensuky npepunuimy u cruenchu
aytopu: C. Garrison, T. Lillard, C. Schiller, J. Steele, Digital Forensics for Network, Internet, and Cloud
Computing: A Forensic Evidence Guide for Moving Targets and Data, Elsevier Science & Technology,
Boston 2010, 279; A. Marshall, Digital Forensic, Wiley, Chichester 2008, 10.

651 ®opensnuko pauynapero (Forensic computing) osHauaBa ,,ymoTpe6Gy HAaydHO W3BELCHHUX W
JIOKa3aHUX METOJa Ca IMJbeM OYyBarma, MPUKYIUbaka, BATUAAIM]e, yOouaBama, aHAN3e, TyMauycka,
JOKYMCHTOBama M IMPCJACTaBJbakba JUTHTATHUX [JOKa3da H3BCACHUX W3 AUTHUTAIHUX H3BOpa y CBPXY
omoryhaBarma WM OJIaKIIaBalka PEKOHCTPYKIHUje aoraljaja Koju MpeacTaBbajy paamkby KPUBUYHOT Jeja,
Kao W y CBpXy mpenBuljama HEOBIAMINeHNX aKTHBHOCTH KOje OM MoOrile OWTH CMeTHa 3a IDIaHHpaHe
omneparuje y uapopmanuonom cucremy”, (B.Carrier, ,,Defining digital forensic examination and analysis
tools using abstraction layers*, International Journal of Digital Evidence 1/2003, 2). Ayropu McCombie
u Warren ykasyjy Ha (QyHIaMeHTaJIHE KapaKTepUCTHKE (OPEH3UUKOT padyHApCTBA Y OJHOCY Ha OCTalle
(hopeH3nUKe TUCHHIUIMHE W OTyIa Ha MOTpe0y YKIbydHBarma THX KapaKTEePUCTHKA Y NEHUHHIN]Y OBOT
nojma (S. McCombie, M. Warren, ,,Computer forensic: An issue of definition®, Proceedings of the First
Australian Computer, Network and Information Forensics Conference, 2003,
http://scissec.scis.ecu.edu.au/wordpress/conference proceedings/2003/forensics/.) Ha ocHoBy aHamm3e
nocrojehux neduuunmja, Hannan 3akipydyje na ,,HMjeaHA NeQUHHUIMja HUje aJIeKBaTHA Y CMHUCIY Ja
obyxBaru 3Hauaj popenzuukor pauynapcrsa““ (M. Hannan, ,,To revisit: What is forensic computing?*,
Proceedings of the Second Australian Computer, Network and Information Forensics Conference, 2004,
108).

%2 Cmuno Tome, D. Barrett, G. Kipper, Virtualization and Forensics: A Digital Forensic Investigator's
Guide to Virtual Environments, Elsevier Science & Technology, Heidelberg 2010, 22.

%3 Hako je nmaHac pauyHapcka (DOpeH3HMKa caMoO JA€0 JUTHTaiIHe (OpPEH3UWKE, TEPMHUH je HCTOPH)jCKU
03Ha4aBao OKBHUpE CaJallibe JUrHTaiHe (OPEH3UKY Yy HNEepHoay Kajaa cy mpeaMeT (opeH3uuke oOpaze
Oum camo padyHapH, a He U Apyru aurutanau ypehaju. Ymop. W. Kruse, Heiser, Computer Forensics:
Incident Response Essentials, Addison Wesley, London 2001, 4; W. Harrison et al, “A Lessons Learned
Repository for Computer Forensics”, International Journal of Digital Evidence 3/2002, 8; Meyers,
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cnukoBHux 3anuca (Forensic Image Analysis) u ¢opensuky Buaco-3amuca (Forensic

Video Analysis)®*

, Kao yxe o0iacty y OKBUpPY AWTHTalIHE (hOpeH3uKe Koje ce OaBe
dbopeH3nykoM 00pajoM MOjenuHUX BpcTa aurutadHux ypehaja. Ilojeaunum ayropwu
yrnoTpebsbaBajy u TepMuH kubdep popensuka (Cyber Forensics) koju, mopex moMeHyTor,
obOyxBata u (opensuky pauyHapckux wmpexa (Network Forensics) u MuTepHer
dopensuxy (Internet Forensics), xao jomr yxy o0jacT y OAHOCY Ha (OPECH3HKY
pauyyHapCKHX MpEka, Ma THUME NpeACTaB/ba I'CHYCHHM II0jaM 3a HaBEJCHE OO0JIACTH
UCTpaXKMBama JUTHTATHUX ypehaja u KuOep mpocTopa yOmITe, pajd MpOHAIAKEHa
PeTCBAHTHHX IMTHTATHEX 10Kasa . Takolje, IOCTOjH MHILBEHE 13 CY (OPEH3HUIKO
padyHapcTBO, padyHapcka (opeH3uka M qururanHa (GopeH3uKa CHHOHHUMH, jep CBHU
TEPMUHU 03HAYaBajy METOJIOJIONIKH, HAYYHO-3aCHOBaH U MPABOM OTPAHMYCHEH IPOIIEC
o0paje paduyHapCKMX CHCTEMa M Mpexa paad TpOHAJaKeHma JoKa3a KOju Ce MOry
KOPUCTHTH TIPS CyIOM "

YIpKkoc MHHOPHHM pa3jivkama y moctojehuM neduHuIrjama, 3a CBE HBHUX Ce Kao
3ajeIHUYKH UMEHHUTEJb MOXKE YOUUTH 1IUJb, @ KOjU CE OrJiefia y moTpedu aa ce 0oe3denu
JI0Ka3aHa cHara pesyiarara gurutaiHe ¢GopeH3uke. Taj €JIeMEeHT ce O3HayaBa Kao:

7
»IIPpaBHa HpI/IXBaTJI)I/IBOCT“GS , »YCKJIaheHOCT ca mpaBWiIMMa O I{OKaSI/IBaH)y“GSS u

,,KBAJIMTET HAYYHOT JI0Ka3a“ 639,

M3 oBora ce MOXe HW3BECTH 3aKJby4aK Jlla je cmucao ouzumantne ¢hopensuxe
u3zHanadxcerne npoueoypa, Memooa U MmMeXHUKa Koje pe3yimupajy OucumdaiHum
0oka3zom xoju Tpeba Jla uMa CHary Hay4JHor Jiokasa. [Ipema Tome, usb oBe (hopeH3HUKe
TUCHUTUIMHE j€ U3HANadMcere HAYYHO U38e0eHUX U hnomepljenux memooa

udenmuukosarsa, ouyearea, NPUKYn/barbd U AHAIU3E PAYYHAPCKUX NOOAMAKA U

npe()cmam;arba pe3yimama me anaiuse 3a nompeﬁe Kpuéuunoz nocmynka. Hpouec

Rogers, op.cit, 8; Vacca, Computer forensics: Computer Crime Scene Investigation, Charles River Media,
Boston 2005, 17.

%54 Barbara, op.cit, 8.

855 A. Brinson et al., ,,A cyber forensics ontology: Creating a new approach to studying cyber forensics*,
Digital Investigation 3/2006, 39. Ymop. A. Marcella, D. Menendez, Cyber forensics: a field manual for
collecting, examining, and preserving evidence of computer crimes, Second edition, Auerbach
Publications, New York 2008, 15; J. Bayuk, Cyber Forensics: Understanding Information Security
Investigations, Springer, New York-Dordrecht 2010, 3.

6% Britz, op.cit, 6.

87 R. McKemmish, ,,What is forensic computing?«, Trends and Issues in

Crime and Criminal Justice 118/2002, www.aic.gov.au/publications/tandi/ti118.pdf.

%8 D, Bem et al, »computer Forensics: Past, Present and Future®, Journal of information science and
Technology 3/2008, 46.

%59 Casey, op.cit, 60 u Carrier, op.cit, 17.
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y KOM ce OJ1 ,,CHPOBHX " pauyHApCKUX MOJaTaka, Ka0 TUTUTATHUX TParoBa, MPUMEHOM
METO/a U TEXHUKA TUTHTaHE (OpPEeH3HUKE J00Ujajy €IeKTPOHCKH JI0Ka3u o3Haunhemo

OUUMAIHOM UCIPA2OM.
1.1. Iurutanna popeH3nka Kkao HayYHa JUCHUTUIMHA

[Tnsb 1 cBpXxa GOPEH3UMUKUX JTUCLMILIMHA j€ 1a C€ KPO3 IPUMEHY HAYYHO NPOBEPEHUX
u objawrbenux Memooa TIPUPOJHUX M TEXHMYKHUX HAyKa o00e30edu pazymesarse
YurbeHuya Koje Cy npeomem OOKA3UBArA ) KPUGUYHOM nocmynky. JlaHac ce nokasu
Koju HacTajy kao pesynrar [IHK ananmsze y3umajy Kao HECIIOpPHHM M HENOOUTHHU Y
KPUBUYHOM NOCTYNKy. Mmak, Tako Huje 6mwio Ha camoM moueTky. [IpBu myT ce oBaj
JI0Ka3 mojaBuo y KpuBuyHOM mnoctynky y CAJl cera aBa ronuHe HakoH mTo je 1987.
[leppuc otkpuo na ce nomohy /IHK m3y3zerHor m3 KpBuM MOK€ M3BPIIUTH HECIIOPHA
uacHTHGHUKAIMja mmna®®, a mrro je ycrmeawmiio 32 roauHe HaKoH mTo ¢y Borcon n Kpuk
yKa3a/IM Ha [0CTojambe oBe cymncranme’ . Kao mTo ce MoXe yOunTH W3 OBOT II0JATaKa,
nporec of ¢akTHUKor orkpuha MeToja A0 ynoTpede y Jl0Ka3HEe CBpXE y KPUBHUHOM
MOCTYIIKY j€ BpEMEHCKH Ayro Tpajao. Haume, HakoH oTkpuha je 6uio je moTpeOHo 1a ce
POBEPU BAIUAHOCT YIOTPEOJHEHOT METO/A OJ CTPaHe APYIHX Hay4YHHKa, OJHOCHO J1a
OPUMEHOM HCTE METOJOJIOTHje Aohe 0 MCTHX pe3yiaTara W THUME JOKaXe TauHOCT
Hay4yHor oTkpuha. be3 Tor mpoueca, cyn Huje OO clipeMaH Ja ce OCIOHH U MOKJIOHU
Bepy oapeheHOM HaydyHOM pe3yaTaTy M YHOTpeOM TIa Kao J0Ka3 y IOCTYIKY.
[Tocmarpajyhu pa3Boj ¢opeH3MUKHX HayKa Koje Cy JaHac mpuxBaheHe Kao rnoceOHe
HayYHE JUCIHUIUTUHE, HEJJBOCMHUCIIEHO CE€ JI0JIa3H JI0 3aKJby4Ka Ja 3d YCHOCMAB/barbe U
sanudayujy jeonoe HayyHoz memooa nompebHo epeme, a 1a OM pe3yiTar NpUMEHE TOT
metona 6uo npuxeahen kao 0okas y KpUBUYHOM IOCTYIKY, UCTH Tpeba Jia ce 3achusa
HA NPOBEPEeHUM HAYYHUM CAZHARUMA, & C6U anamu U npoyedype KOju cy KopuiheHu na
Ou ce g0 Jokaza jonuio, Tpebaso Ou ga  Oymy npeomem  He3aBUCHOZ
mecmuparpa. MehyTuM, 1Ta ce JeliaBa y CUTyallUju Kaja ce MaTepHjaj] Ha KOM ce
onpeheHn MeToA MNPUMEHUBA0 MeHka TOKOM ojpeheHor BpeMeHa MOTpeOHOT 3a
Banuaanujy Tor merona? Oxn kaga cy yrephenu jeaqunctsenu mapkepu y JIHK, meroamn

3a ananmu3y JIHK cy ce memanu: pa3Bujaim cy ce a mojeiuHu cy OWIM o10ariiBaHu Kao

%0 dejem, op.cit, 121.
%1 K. Ramsland, The DNA Revolution, http://www.crimelibrary.com/forensics/dna/6.htm.
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HeoBoJbHO Tipenm3Hy, amu je JJHK kao marepujan ocrao ucru. Mcro tako, MeToan 3a
aHaimzy 00je Cy ce TOKOM roJIMHA MEHAaJIH, aJIi Cy PETKEe HOBE TEXHOJIOTH]E 3a H3PaTy
00je Koje ce He MOTy aHaJu3upaTH HEKOM oj moctojehux m mpuxBaheHux mertona 3a
aHaJIM3Yy, ITO HUKAKO HHje CIIy4a] ca HHPOPMAIIMOHUM TEXHOJIOTH] ama®®,

Jla 6u ce auruTanHa popeH3uKa MOriIa CMaTpaTi HAyYHOM JUCIUILTUHOM, ITIOTPEOHO
je ma 3a70BOJbaBa HEKOJIWKO Kpumepujyma. JTa TOCTOjU pa3BHjeHa TeopHuja (CHUCTEM
W3jaBa W MPHUHIMIIA KOjEMa C€ HAcToje 00jaCHUTH KaKo CTBapu (YHKIIMOHHUINY) U Y
OKBUpY Teopuje oxapehene arcrpaknuje u Monenu (pa3mMarpama MOBPX OYHIJICTHOT,
(aKTHUKOT ¥ YOYEHOT); Ja TEeopHuje IMoia3u O]l oApeheHHX MpPaKTUYHHUX eJeMeHaTa
(oBe3aHe TEXHOJIOTHjE, aJlaTH M METOJAM); Ja TIOCTOJU KOpIyC JHTEepaType H
npodeCHOHAITHE TPAKCe K0 M MOBEPEHE y TEOPUjOM MOTBphEeHEe pe3ynTaTe y Nmpakcu

663
(KOPHCHOCT M CBPCUCXOJIHOCT)

. Y Be3u ca HaBEJAECHUM, MOXKE CE ITOCTABUTHU IMTUTAIBE,
Jla M je quratanHa GopeH3uKa HaydHa aucuuiuimHa? TpeHyTHo Ou ce morio pehu ma
TurHTanHa (POpEH3WKa 3a/J0BOJbaBa CaMO HEKE OJ OBUX KpPHUTEpHjyma, Ja je joil y
NOBOjy ¥ Jia MOCTOjU TMOTpeda 3a JaJbuM yCMepaBameM HhEHOr pa3Boja. Hamme, He
MOCTOjU CarJIaCHOCT y TOTJIey cajpkaja U 3Hayerma IMOjeIMHUX I0jMOBa - MOjeIuHE
neduHUIMje Cy HeaJleKBaTHE a OpOjHU IOjMOBH HUCY HU neduHUcCaHH. [IpakTHaHU
CJIEMEHTH ce orliefajy y yoOudajeHoj ymorpebu onpeheHor Opoja amara M TEXHHUKA
KOjuMa ce yka3yje onpel)eH cTemeH moBepema, MAaKO HUCY pPa3BHjEHH y CKIAay ca
crienu(pUYHUM HAyYHUM CTaHIapAMMa HUTH Cy TECTUPaHU y IOBOJbHO] MepH. Takohe,
HE MOCTOje CTaHJapHa MpaBuia Koja 6 oMoryhuia jeaHOOOpa3HO MOCTYyNamke, HUTH
cy oapehene cnenuduyHe 00JIaCTU 3HaWka U BEUITMHA Y MpaBlly KOJUX j€ MOTPeOHO
0o0y4HTH JHIIe 12 OM C€ OHO MOTJIO CMATPaTH CTPYYHHAKOM 32 TUTUTAIHY (OPEH3UKY.
JururanHa ¢opeH3uWKa je W3BOPHO HacTana Kako OM ce mpuMeHoM ojapeheHux
TEXHHKAa U METOZA MPUKYIHIN PadyyHapCKH MOJAIM KOJU Ce MOTY YIIOTPEOUTH JOKa3M
NOTPEOHU Yy KPUBUYHOM IOCTYIKY NMPOTHB YYMHHJIAIA KPUBUYHUX JIe]la KOJ KOJUX je
pauyHap OMO CpEJCTBO HM3BpIIEHA WM O0JeKT Hamana. HamiexxHu opraHu moctyrnka
Beh Hekonmmko neceTMHa TonMHA OXy3MMajy pauyHape W ca mHMa ToBe3aHe ypehaje
NPBEHCTBEHO 300I TOra MITO MOTY Ja MOCIYy)Xe Kao HM3BOp JI0Ka3a Y KPHUBHYHOM

MOCTYIIKY, a BehW 1e0 HuCTpakuBama Yy OKBHPY AUTHTATHE (opeH3uke je Ouo

%2 p Sommer, ,,Forensic science standards in fast-changing environments®, Science and Justice 1/2010,
12.
%3 Brinson, op.cit, 38.
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dokycupaH Ha €KCTpakIHjy padyHapCKUX TOAaTaka pagd IpPE3eHTOBamba Ipej
cynoBuMa. Mako ce 10 ckopo obiacT mururanHe GOpeH3HKe CTHXU]CKH pa3Bmjana’™,
VIOKEHH CYy BEJHMKH HAIOPH Y TpaBIly (GopMaiu3aiyje MoCTylnama ca eIeKTPOHCKIM
JOKa3MMa Kpo3 m3jaBame onpehennx Bommua®™, a mururanna popeHsHKa moctana je
Opu3HaTa akaJeMcka JUCHUIUIMHA KOja Ce UW3ydyaBa Ha  BHCOKOIIKOJICKUM
yeranoBama®®. Melytum, danac ce Oueumanna opensuka cyouasa ca 6Gpojuum
u3azoeuma.

Jenan o HajBehnx M3a30Ba jeCTe KOMNIEKCHOCH NpoOIeMa NPUKYIbARLA U AHATU3E
nooamaka ycnen cBe Behe paszumoruxocmu Oueumannux ypehaja Koju Cy HW3BOPH
CIEKTPOHCKUX JOKa3a U obuma mamepujara (padyHaApCKUX TOJaTaKa/IUTUTATHAX
nokasa)®™’. Cpaku HOBH xapaBep 1 codTBep Hamehie pasHe H3a30Be CTPYUHALIMA KOjH
HACTOje Jla eKCTpaxyjy JOKa3e: HEINO3HaTe alulMKaluje, HOBM (opMaTH IaTOTEKa,
KapaKTepUCTUKE OINEpaTUBHOI CHCTEMa, JO Taga Hemo3Hare mpolieme Yy
DYHKIHOHKCAY XapiBepa W CIMHHO .. OCHM TOra, Moje/He KOH(HUTypamuje min
ypehaju ca cobom Hoce Heke HecrenuduyHe mpodieme, ma paHuje YTBphHEeHO pelieme
3a clu4aH npobiieM, a Koje je y MPeTXOJHUM ciydajeBUMa Omio edukacHo, y
KOHKPETHO] CHTyalnuju He (YHKIHMOHHIIE W MOTPeOHO je mpoHahu HOBO pememe, 3a
1ITa je moTpeOHO BpeMe (HeKaaa JaHu | Hez[en)essg).

Kako ce pasHoBpcHOCT mpenMera (opeH3WYKe HucTpare mosehaBa, (OpEH3MUKHM
CTpyumalliMa Cy MOTpeOHU anamu KOJU BpILE suuie (hyHkyuja oI MpocTe Mperpare u
IPE3eHTOBaWka JaToTeka, NpuMmepa paaud (QYyHKIMje PEKOHCTPYKIHUje, aHajlIus3e,

CKCTpaxoBamka W rpymnucama mnojgaraka, T¢ ayrTOHOMHOTI JOHOHMICHKA OJIyKa O JaJbUM

»

664 B. Lathoud, “Formalization of the Processing of Electronic traces”, International journal of Law,
Computers and Technology 2/2004,188.
865 Association of Chief Police Officers: Good Practice Guide for Computer-Based electronic Evidence,
2012, http://www.acpo.police.uk/documents/crime/2011/201110-cba-digital-evidence-v5.pdf (y namem
tekcry: ACPO).

® Tako mmp. University of Glamorgan uma axpeauToBaHe CTyamjcKe HpOrpaMe CBHX HHBOA 3a
(hopensuuape pauynapcke popensuke, http://courses.southwales.ac.uk/courses.
%7 Ha cneneheM mpuMepy MOXeMO TPHKA3aTH KaKO Ce jeJHOM YTBpheHa IpaBuia MOCTyIama Merwajy
ycJe]] TEXHOJIOIIKOT pa3Boja. JeaaH o NpBOOMTHHX IMpaBUIa NMPHUKYILbakha eIEKTPOHCKOT J0Kas3a jecTe
na ce momohy oarosapajyher xapaBepcKor win coTBEPCKOT ajlaTa Kperpa Qu3udka KoMuja padyHapcke
memopuje (disk-to-disk copy). Mehytum, oBakap mpucTym mocraje IpakTHYHO CBE TEKE MPUMEILUB, YIe]
noBehama BeNMYMHE XapA [HcKa - yoOuuajeHa BeNMYMHA J0 CKOpo je m3Hocwia 1o 2 TB (terabyte) y
CTaHJapJOM MEPCOHAIHOM padyHapy, a TokoM 2014. Ha TPXKHIUTY ce T0jaBHO XapJ JUCK MEMOPH]jCKOT
kamaiurtera on 8 TB. http:/9toSmac.com/2014/08/26/seagate-announces-massive-8tb-hard-drive-for-
bulk-data-storage/.
%68 A. Geschonneck, Computer Forensik: Computerstraftaten erkennen, ermitteln, aufklaren, Springer,
Heidelberg 2012, 53.
%9 Harrison, op.cit, 1.
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kopanmMma. [IpoGiem mpencraB/ba U TO IITO CE OIAKO NPUXBAMA]Y KAO 6ANUOHU
pesyimamu  auaiuze 00 Kojux ce Ooulio NPUMEHOM KOMepYujaiHux anama 3a
JMTUTAIHY HCTpary, a TH ajaTH HHUCY MPOBEPEHH Yy CKJIaay ca 3axXTeBUMa KOjU CY
MIOCTaBJbEHH MpEJ METOAMMa W TeXHHMKaMa jenHe HaydyHe aucuumuimue. Jla Ou ce
00e30e111a TOHOBJEUBOCT U IIPOBEPJEUBOCT pe3yiITaTa, a THME U BaJIMIHOCT ojpeleHor
anara, motpeOHo je na Oyae nmpuxBaheH oJ cTpaHe MUpPe HAydHE 3ajeHUIIC, aTh TO HHje
Moryhe momTo mpou3Bohaun KOMEpIMjaJHUX ajlaTa He YMHE M3BOPHHU KO IOCTYIIaH

: 670
JaBHOCTH .

O06e30euTH  TOHOBJBMBOCT —peE3yJiTaTa JEIHOT METOJa j€ MHOTO
KOMIUTUKOBaHHj€ HEro OMOTYhHTH MpPOBEPJbUBOCT pe3yiTara AUTHUTalHE HCTpare y
KOHKPETHOM CIy4ajy Y KPUBHYHOM HOCTynKy. Ocum Tora, ¢ 003MpOM Ha pamnujaH
TEMIIO pa3Boja MHGOPMAIMOHMX TEXHOJOTHja, 6eoMa je mewKo eepuduxkosamu
Memoode KOjU ce KOpPHCTe y oOpajy pavyyHapCKUX Tojaraka 3a MoTpede KPUBUYHOT
noctynka. Moxe ce TOCTaBUTH MUTAlkE: 0d U je omyoa onpagoaHo NOKIOHUMU 8epy
OUUMAnIHOM O0KA3Y KOJU je HACMAo KAao pe3yimam npumene Henpuxsahenoz memooa u
HenpoGepenux mexHuxa?

Kako ©Oum ce mnorBpamia ,HaydyHOCT nurutanHe (QOpEeH3HWKe, Koja IpIU
WHCTPYMEHTAPH]YM M3 MPAKTHYHUX JAUCHUILINHA, ¥ UCIPATHIIC TIOMEHYTE TEHICHIIH]E,
noTpebHO je mpuiarohaBame mocrojehux okBHpa 3a mocTymame GopeH3nuapa, ad u
CTBapamke HOBHX METOAa M TEXHUKA, HAPOYUTO M3 pasjora: a) He IOCToje
CTaHJApAM30BaHE INPOLEAYpe U MPOTOKOJIE MOCTyNama, HUTH j€ TEPMHUHOJIOIH]ja
CTaHJapAu30BaHa; 0) ynoTpeOsbaBajy ce aHAIUTUYKHM allaTH KOjU HUCY Yy JOBOJHHO]
MepU UCTIHTAaHU O] CTPaHE JHIA y TOTJeay KOjUX MOCTOjH HEAOCTaTaK MCKYCTBA U
o0yKe; B) MPUKYIUbAlke M aHAIM3a padyHApCKHX TOJaTaka 3a morpede KPUBHYHOT
MOCTYMKa MOXe OWUTH y CyKOOy ca mpuBaTHOLINY MOjeIUHIIA YCIIeJ HECUTYPHOCTU Y
norjiey TauHOCTH M e(PUKACHOCTH TEXHHKa, AY)KMHE YyBama IMojaTaka WTH, IMa
HajJHANpeIHNja pauyHapcKa TEXHOJIOTHja 3a OTpede TUTHTaiHe (POPEH3UKE MOKE OUTH
OeckopHuCHa ako HHUje YMOTpeOJbeHa y CKIIaly ca 3aXTEeBHMa IPaBHOT cucrema’’. Y
BE3U ca MOMEHYTHM H3a30BHMa, MOTPEOHO je JaTH OArOBOP HAa HEKOJIMKO OWUTHHX

nuTama.

%70'S. Garfinkel et al., ,Bringing science to digital forensics with standardized forensic corpora®, Digital
Investigation 6/2009, 4.
871 Geschonneck, op.cit, 13-15.
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- Hwucy cBu padyHapcku mojamy TparoBd, a jOII Mame Cy AMTHUTAIHH
JOKa3H® %, T1a ce MOCTaBIba TUTAMbE 32 UM (opeH3nyap Tpara?

- Tlomazehun on KapakTepuCTHKa padyHapCKHX II0JIaTaKa, Kako Ce
00e30ehyje mHTerpuTeT eNeKTPOHCKUX JT0Ka3a?

- Axo ce uHTErpHTeT J0Ka3a 00e30ehyje cTaHnapAM30BaHUM MTOCTYIIAHEM,
y CKJaxy ca MpaBWIMMa, KO yTBphyje, Ha KOjU HAUYMH U Y KOM OOJHUKY Te
CTaHJap/ie U MpaBuiIa MOCTyNama?

- Ko yrBphyje crangapae kBanutera (I0Y34aHOCT, IPEIU3HOCT, TAYHOCT,
0e30enHOCT, (IIEKCHOUITHOCT, €KOHOMHYHOCT) 32 TEXHHMKE W ajaTe KOju ce
Kopucte y popensznukoj odpaau?

- Koja 3Hama u BemtuHe Tpeba Ja moceayjy Jidiia Koja KOPUCTE TEXHUKE U
METO/Ie, JIa JIU UX je MOTPEOHO cepTU(UKOBATH U KO JOHOCH OJUTYKY O TOMe?

HMako Ha mpBH TOTJIE] MOXKE M3MIIEAATH Aa Cy OBa MHTamka CaMO O] MPAKTHYHOT
3Ha4aja, OJITOBOP Ha HHX 3aXTEBa HAYYHO MCTPAKUBAKE U NITBPAY. Y TOMe Tpeda 1a ce
orjiefa CMHCao AWTUTaTHE (OPEH3UKE KAao HAy4YHE JHMCIUILUIMHE jep je EbCH b
NPEBA3UIIAKEHEC ANCMPAKMHE U JIAKO USMERUBE NPUPOOe PAUYHAPCKUX NOOAMAaKd paou
obe3zbeherwva unmezpumema u NOYy30aHOCMU e1eKMPOHCKUX O00KA3d HA HAYUH 0d ce
06e3bedu kearumem Hayunoz ookasza (popensuuxu ucnpaenoe 001«1361673), OJIHOCHO
OPYTUM pEUUMa, USHALAMNCEeHEe MemoOd U MEeXHUKA YUjoM NPUMEHOM ce Modice
06e36edumu 0a CmpyKmypa pasyHapckoz noo0amKa 0Cmane Heusmerbena 00 mpeHymKd
Kaoa je ucmu youer u npuxkynwer 00 npeocmasbarsa Ha cyoy.

Humezepumem enekmpoHckoe 00Kaza ce MOXe 008ecmu y numarbe u3 suule pazioza:
a) MoJaTKe y NUTUTATHOM OOJIUKY j€ JeTHOCTaBHU]€ U3MEHHUTH U (PasicuPUKOBATU HEKO
nojatke y GuU3N4YKoM OONIMKY; 0) TOKOM aHanu3e ce Ha oApeheHu HaYMH Mema 00IHK
JUTUTATHOT TOAATKa, (OHO IITO C€ Mpe3eHTyje Kao EeJIeKTPOHCKHM JoKa3 Ouio y
eJIEKTPOHCKOM Omyto y ¢usuukom (hardcopy) obmauky mposia3u Kpo3 HEKOJIHKO CII0jeBa
Tpanchopmalje U npedanrBama W3 jeAHOT OOJMKA y APYTH) MpHU YeMy HE TOCTOje
KOPEKTHH MeXaHU3MHU TpaHchopMmanuje U mnpeBohema u3 jeqHor oOnuka (Koju ce

oOpabyyje) y npyru (koju ce mpesenryje); B) BehuHa aHanusza ce 006aBjba Ha TUTUTAIIHO]

672 J.M. Dinant, ,,The Long Way from Electronic Traces to Electronic Evidence®, International Review of
Law Computers & Technology 2/2004, 174.

873 Kopucru ce u tepmun: “forensically sound” . R. McKemmish, ,,When is Digital Evidence Forensically
Sound?*, y: Ray I, Shenoi S., Advances in Digital Forensics IV, Springer, New York 2008, 6; Casey,
op.cit, 3.
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KONHjU WM KJIOHY ypehaja; r) ofjammema aHATUTHYKAX METO/1a MOTY OUTH KOH(pY3HA
U TOTPEIIHO C€ pPa3yMeTH; J) HEAOCTajy CTaHIapIy IOCTyNama ca JUTHTATHHM
mojamnyMa, Ia CTora IOCTOju MpoOJjeM aHATUTHYKE CYOJeKTMBHOCTH; l)) Tpu TOME
MOCTOjJM BEJIMKH Opoj aylata M Meroaa momohy kojux OmiIo Ko 0e3 MpeBHIle 3HaWkA U
BEIITHHA MOXXE HM3MEHUTH CKOPO CBE aTpuOyTe J0AEJbEHE IMOJATKY y JUTHTATHOM
o0muky. M mopex momMeHyTHX Temikoha, MHTErpuTeT je moTpeOHO 00e30enuTH u
OUYyBaTH, KaKO c€ He OM OCTaBWIJIO MPOCTOpA 3a CyMBbY Y MOY3IAaHOCT U MOBEPEHE y
JIOKa3 KOjHU je HAacTao Kao pe3yJiTaT aHajlu3e MPUMEHOM oJpeheHUuX METo/a U TeXHUKA,
jep aKo je o4yBaH MHTETPHUTET a TUME U MOY3/JaHOCT J0Ka3a, o0e30ehena je u jmoka3Ha
BPEIHOCT.

Jla 6u ce 00e30eau0 MHTErPUTET M TOY3aHOCT JUTHTAIHOT JI0Ka3a, Mpoleaypa
o0Opaje 1oka3e Mopa Ja 3aJ0BOJbM JBa OCHOBa mmiba: 1. [Ipukynspambe M aHaimsa
€JIEKTPOHCKHUX 3aIKca Ce BPIIM TAKO IITO C€ MPETXOAHO MPEay3My CBH KOpaIH Kako Ou
ce 00e30en1uio J1a MoJalM OCTaHy Yy CTamky Y KOM Cy OTKpHBEHH, U 2. DOpeH3UYKH
IpoIleC HE CME HU Ha KOjU HAYMH JIa YMambH JOKa3HY BPEIHOCT CIEKTPOHCKHUX 3aIuca
KPO3 TEXHUYKE, MPOLEAYPaTHE WIH UHTEpIPEeTaTUBHE Tpelike. Jla Ou TUTUTaIHU J0Ka3
om0 ,,(hOpEeH3NYKH HCIIPaBaH"’, OJJTHOCHO UMAa0 KapakTep ,,HAydHOT* JJ0Ka3a, MOTPEOHO je
OPEIBUICTH W TPATUTH KOpPake y TOCTyMamy O] OTKpuha eIeKTPOHCKUX 3armca
(IMTUTAIHUX TparoBa) M0 HUXOBE MHTEPIIPETAIMje KA0 JUTHTAIHUX JIOKa3a Ha CYIy.
CBakako 7a je OBaj KOHILENT JIOTMYaH M CBPCUCXOMAAH, aju Ja OM OCTBApHO IyHY
BPEIHOCT, MOTpPeOHO je nocmuhu yHugopmnocm y nocmynarwy ca eieKmpOHCKUM
3anucuma. MehytuM, MHUIUBEHA KOj€ KOpake Tpeda TMpeay3eTd Ha MyTy O]
€JIEKTPOHCKHUX 3aluca 10 TUTHTAIHUX JI0Ka3a, OJHOCHO INTa YWHU TPOLEC JTUTHTAITHE
UCTpare pasiukyje ce oJ ayropa 1o ayropa. Ctora cMarpaMmo J1a HUje JIOBOJHHO CaMo
pasmarpaTy TeXHUYKE METOJIE U ajaTe Koje je HajooJbe KOPUCTHUTH, HETo je, Kako Ou ce
rapaHTOBAO MHTETPHUTET M TOY3IaHOCT €IEKTPOHCKUX JI0Ka3a M yMamuia aHATUTHYKA
Cy0JEeKTUBHOCT Yy JUTHTAIHO] (POPEH3UIM, O]l KJbYYHOI 3Hauaja MaKeky MOCBETHUTH
CTaHAapAU3aIjH.

Cyna jecte Taj KOju OLIeHYje TI0Ka3e, Ik Cy/ Y OIIEHH TUTUTATHOT JI0Ka3a OMpaBIaHO
oueKyje nomoh nuya Koje nocedyje cmpyyHa 3HaArA nompeOHaA 3a ymephusarbe

YUREHUYA U KOje npumersyje nposepene mexHuke y OK8Upy cmanoapou308aHux npasuia
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NOCMYNara 3ACHOBAHUX HA HAYYHOM Memoody, U Mmume npyxica 2apanyujy oa cy

pe3yrmamu he2o802 padda noy30aHu.
2. CTAHAAPAM3ALINIA JUTUTAJIHE ®OPEH3UKE

VY obOmactu QopeH3MYKUX HayKa akTyellHa je pacmpaBa 0 KOpHIIhewmy cTaHaapia
KBaJIMTETa Ka0 CpPEJCTBA 3a JIEMOHCTPAIM]y HOJOOHOCTH HAYYHHUX METO/Aa YHjOM
NPUMEHOM C€ JIOJIa3H J0 Marepujajia KOju e MOXE KOPUCTHTH Kao JIOKa3 y OKBHPY
cHUCTEMa KPUBUYHOT HpaBocylja674, jep je ,,yCIoCTaBJbamhe BaJTHIHOCTH HOBUX HAYYHHX
TEXHUKA WJIM TE€OpHja U OCHOBA 32 HHbMXOBO TyMaueme HEONXOIHO, MpE HEro IITO ce
JIOKa3| JI0 KOju ce Johe BUXOBOM IMPUMEHOM MOTY KOPUCTH Ha CyAy™, a ,,...0JICYyCTBO
JIOTOBOPEHOT MPOTOKOJIA 32 BAIM/AIN]Y HAYYHUX TEXHHUKA JIa TIPe BbUXOBOT Kopuithema
Ha CyJly je TIOTIIyHO HeanXBaTJLHBo“675.

JurutanHa QopeH3uKa je TOJNMKO IIUpOoKa oOiacT na je moryhe TroBOpHTH O
crenyjanuzanjaMa IurutanHux ¢opensudapa. Hako cy yrBphene nedununmje
onpeheHUX TOjMOBA, MPHHLIMIM M CTAaHAAPAU, HUCTE j€ TMOTPEOHO MPUIIArOUTH
nocrojeheM cramy TEXHOJOWIKOT OKpyXema. Melhyrum, u mopen Tora, Kao Hajeehn
M3a30BHU KOjU CTOje (POPEH3MYKUM HayKaMa, UCTHYE CE Ja TOCTOje CIy4dajeBH y KojuMa
je IoKa3 J0 Kora ce JIOIUIO HENpOBEpEeHOM (OPEH3MYKOM aHAIU30M JIOBEO [0

norpemHux ocyhyjyhux npecyna676; ,Ja HE TOCTOjU YHU(DOPMHOCT y H3AaBaBY

cepTuduKaTa popeH3nyaprumMa Kao HU y aKpeJuTauuju GOpeH3nUKuX JIa60paTOpI/Ija677“;

7y Bume pamoBa ce ykasyje Ha moTpeOy cTBapama onapeleHMX craHmapna y Wby BallUaalldje
quruTanHe QopeH3uKe kao HaydyHe muctmmuHe. O Tome, mpuMmepa pamu, Bunu M. Meyers, M. Rogers,
“Computer Forensics: The Need for Standardization and Certification”, International Journal of Digital
Evidence 2/2004, 7; J. Schwerha, ,,Cybercrime: Legal Standards Governing the Collection of Digital
Evidence®, Information Systems Frontiers 2/2004, 133; G. Hall, ,,Toward Defining the Intersection of
Forensics and Information Technology*, International Journal of Digital Evidence 1/2005, 13; S.
Garfinkel et al., op.cit, 7; A. Marshal, “Standards, regulation & quality in digital investigations: The state
we are in”, Digital Investigation 8/2011, 142; P. Sommier, ,,Certification, registration and assessment of
digital forensic experts: The UK experience”, Digital Investigation 8/2011, 99; S. Ballou.,.Emerging
paper standards in computer forensics®, Digital Investigation 8/2012, 96.

o7 Forensic Science on Trial,
http://www.publications.parliament.uk/pa/cm200405/cmselect/cmsctech/96/96i.pdf, 75.

676 Committee on Identifying the Needs of the Forensic Sciences Community, National Research Council,
,,Strengthening  Forensic  Science in  the United States: A Path Forward®, 2009,
http://www.nap.edu/catalog/12589.html, 4.

877" Strengthening Forensic Science in the United States: A Path Forward<, 6.
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,Ja Ce HepeTKO MPHMEHbYjy HeyjeIHaueHa MpaBHiIa MOCTYMama’ o, OJHOCHO 1a He
MOCTOjU KOHCEH3YC O OCHOBHUM acIlleKTUMa JUTruTaiHe (GpopeH3uke.

Tokom roguHa je (opMHpaHO BHUILE yIPYKEHa U OpraHu3allidja Koje 3a Mujb UMajy
npodeCHOHAIM3AIM]Y W CTaHIApAW3alld]y AUTuTagHe (OpPEeH3UKe, MTO Ce HACTOjH
noctuhy  pasBUjaleM CTaHAapAa 3a TOCTyHame, MnpenBuhameM  OCHOBHHX
KOMIIeTeHIIMje 3a (opeH3uuape U mnoBehameM ,HaydHe 3aCHOBAHOCTH MeToJa

quruTanse popensuxe’’’

. Mehytum, poGiem je mrTo cBe OBe Ipyle paae HEe3aBHUCHO
jenmHa of Apyre Ha OCTBapelmhy HCTOT IHMJbA, IITO MOXE OWUTH KOHTPANPOIYKTHBHO.
Crora, u mopej; Haropa MOMEHYTUX aKTEpa, NOCMOoju nompebda 0a ce y OKUpy HayuHe
3ajeonuye nocmuene 002080p 0 00peheHuM yHOamMenmanHum NPUHYURUMA OUSUMATIHE
@opeH3uke, Kao u 0 Mmome Koja OCHOBHA 3HAIbA, BEUWMUHE U CHOCOOHOCMU OU Mpebano
0a nocedyje oueumanHu gopeHzuuap u Ha Koju Hauuu ce nomephyje nocedosarbe mux
KomnemeHnyuja.

W3 cera HaBeneHOT MPOM3IIA3M Jia je, Kako Ou ce nurutanHa (GopeH3uKa cMmarpaia
BAIMHOM (OPEH3UYKOM HAyKOM, YHj€ TEXHHUKE M METOJE PE3YyITUPajy AUTHTATHUM

JI0Ka30M, BeoMa BaXKHO Ja ce cepTtudukyjy QopeHsudapu, akpeautyjy (opensuuke

naboparopuje, BEpUPHUKY]y METOIU M TEXHUKE U CTaHIapIU3Y]y MTpaBUIa OCTyIamba.

2.1.  CepruduxoBame popeH3nUapa u akpeauTanuja Jadboparopuja

OBu mpoliecu UMajy 3a Kb 1a 00e30e/1e KBATUTET yCayra Koje MojeANHIIA, OTHOCHO
YCTaHOBE MPYXkajy, MPU YeMY c€ CepTHU(PUKY]Yy MOjeIUHIM a YCTAaHOBE CE aKpEeIuTy]y.
CeprudukoBame MojeMHala y CiIy4dajy CTpydmaka aurutaiHe ¢opeH3uke tpeba aa
rapaHryje Ja je JMLe KOMIETeHTHO 3a ojpeheny obnact qurutanHe GopeH3uke, 10K je

aKpeIUTOBAaKkE MeXaHu3aM Koju Tpeba Ja TMpyxXH TapaHuujy nAa ¢GopeH3uuKa

678 Strengthening Forensic Science in the United States: A Path Forward*, 133.

679 Hamopu 3a Banmuumauujy nurutanHe (OpeH3uKe Kao IUCLUILIMHE (OPEH3UUKHMX HAyKe MOTy ce
NpPeNo3HaTH Yy JenoBamy cieaehux yapykema W opraHu3andja: MeljyHapogHa opraHuszaimja 3a
CTaHIapIU3aIH]y (International Organization for Standardization (109),
http://www.iso.org/iso/home.html ), EBpomncka mpexa uHctuTyTa 3a (opensuuke Hayke (European
Network of Forensic Science Institutes (ENFSI), http://www.enfsi.eu/), Onbop 3a cepruduroBame
murutanHe Qopensuke (Digital Forensic Certification Board (DFCB), http://www.dfcb.org/),
Melynapoana enekrtporexHuuka komucuja (International Electrotechnical Commission (IEC),
http://www.iec.ch/), Hayuna pagna rpyma 3a aurutanHe pokase (Scientific Working Group on Digital
Evidence (SWGDE), https://www.swgde.org/), Kon3opuujym crpydmaka 3a IUTHTaaHy (OPEH3HKY
(Consortium of Digital Forensic Specialists (CDFS), http://www.cdfs.org/), Amepuuka akagemuja 3a
(dopensuuke Hayke (American Academy of Forensic Sciences (AAFS), http://www.aafs.org/) u apyre.
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naboparopuja uMa cucteM 3a 06e30elermhe KBaMTETa U J1a PUMEbYje HaydYHE METOC
4djH Pe3y/ITaTH IPUMEHE CYTEXHIUKN BaTHmHU . C THM y BE3H Ce [0CTaBIba ITHTAC,
KOja TO 3Hama M BEIITHHE KBAIM(DHKY]y nHIe ga Oyae CTpydmak IUTHTaIHE
dbopeH3uKe, OJHOCHO KOjU KamaluTeTH JjJabopaToTHje YHMHE YHMHE pe3yJTaTe
UCTPAXUBAKA Y H0j] HAYYHO BATHIHUM?

TeXHOJIOMIKU acleKT je Taj Koju oapehyje obmact oOpa3oBama (HACTaBHU IUIAH H
Iporpam CTYAHjCKUX MporpamMa 4dju oOpa3oBHU NPOodUII jecTe AUTUTATHU (opeH3nuap
oapeheHor cTerneHa 3Bama), Crelyjaau3amnujy (MOCTIUITIOMCKUA U CTPYYHH KYPCEBH, T
J0JIaTHO 00pa3oBame M 00yka y oapeheHuM ykuMm 00JacTMa) U cepTU(UKOBamE (011
CTpaHe OBJAamNEHUX HMHCTUTYLMja W H3JaBambe JI03BOJIE 3a paj/ yIUC y perucrap
CyICKHUX BemTaka). Jlakiie, ocuM akameMcKor o0Opa3oBama, CMaTpaMo Jia je moTpeOHO
Jla JHIa CTEKHY U JIoJaTHY OOyKy W Ja To Oyzae motBpheHo ox crtpane oxapehene
HAallMOHAlTHe,  OJHOCHO  MehyHapomHe — opraHuzamyje  3a  CepTU(UKOBAHbE
dopensmaapa®. TpenyTHo moCTOjH BHIIE Mel)yHAPOJHHX YAPYKeHa OCHOBHHX Ca

82

6 .
ubeM cepTU(UKOBamba AUTUTATHUX (opeHsuyapa . Melhytum, ycrnen mocrojama

BEJIMKOTI Opoja ONepaTMBHUX CHCTEMa, XaplBepckux ypehaja W KoHIenmara y

pauyHapCTBY, HE MOXKE C€ OUEKHBATH Ja jeIHO JInIle Oy/ie CTpydmhak 3a CBe, OJHOCHO /1a

ToceLyje 3Hamba U BELITHHE TOTPEOHA 3a PA3INIUTE OKOJTHOCTH ClIydaja’ ..

Hako osaxkas mexanuzam Huje eapanyuja oa ce epeuike y obpaou ookasa Hele
nojagumu, npumeHa cucmema 3a obezbeherwe Keanumema Oueumante ¢hopensuxe

0be36ehyje sanuoHocm Kpajrux pe3yimama, 00HOCHO OUSUMATHUX 00KA3a KAO HAYYHO2

4 .
Ookasa®™!. JlpxaBe Ha pasnHuMTe HAYMHE TPHCTYNAjy PEBAa3UIAKEEY OBOT

685

npobnema  ~, jep Cy TMpeno3Haje NPeIHOCTH cepThuduKoBama (QopeH3uvyapa u

aKkpenuTanuje Jaboparopuja y KojuMa ce Bpie (QopeH3uuka o0paja JUTHTaTHUX

%80 Bume o akpemurammju dopeHsmukux naGopatpuja, D. Watson, A. Jones, Digital Forensics
Processing and Procedures: Meeting the Requirements of 1SO 17020, ISO 17025, 1SO 27001 and Best
Practice Requirements, Syngress, Waltham 2013, 795-825.

%81 O noTpe6u cepruduroBama GopeHsnuapa, Buwe 0 Tome, Brown, op.cit, 55.

%82 Ha oBom Mecry nomenyhemo TpeHyTHO HajsHauajuuje: Cyber Security Institute’s Cyber Security
Forensic Analyst: CSFA (http://www.cybersecurityforensicanalyst.com/), SANS Institute GIAC Certified
Forensics  Analyst  (http://www.qgiac.org/certification/certified-forensic-analyst-gcfa);  International
Society of Forensic Examiners Certified Computer Examiner (https://www.isfce.com/certification.htm);
Computer Hacking Forensic Investigator (http://www.eccouncil.org/certification/computer-hacking-
forensics-investigator).

%3 Bume o tome, D. Kahvedzic, T. Kechadi, ,,Dialog: A framework for modeling, analysis and reuse of
digital forensic knowledge®, Digital Investigation 6/2009, 23-25.

%84 Barbara, op.cit, 25.

%85 O mpermeny mocrojehnx ceprudukara 3a crpydmake gurutanHe Gopensuxe, Barbara, op.cit, 27-42.
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J0Ka3a 3a moTpebe KpuBHMYHOT moctynka. OOa mpomeca je HOTPeOHO ypeauTH
HAIIMOHAJTHUM TIPOIMCUMA Y CKJIaay ca Mel)yHapoJHO YCTaHOBJHEHUM CTaHIApIANMa U
npuxBahHUM KpuTepujymMuMa. Y TOM CMHUCIY Cy BpeaHa IIOMEHa YIIyTCTBa Koje je
MeljyHapoaHo yapy)erbe 3a akpeauTarujy 1aboparopuja’®® yrepamio y ,,CMepHuIama
3a naoparopuje popensmuknx Hayka“ (ILAC-G19)°®". OBe cmepruue cy pencaHTHE
3a mpUMeHy cTannapaa MelyHapoHe opranusanmje 3a CTaHIapAu3alH]jy IOCTaBJbEHUX
y OkBHpY ,OHIITX YycioBa 3a KOMIICTEHTHOCT JlabopaTropuja 3a TECTHUpAmbE U
kanubpanujy» (ISO/IEC 17025688), KOJUM Cy YTBphEHH ONINTH YCIIOBH Koje Tpeba na
ucnyHu nabopatopuja na Ou gobuna omoOpeme Ja BPIIM HCIUTHBAama y 00JacTu
¢dopensnukux Hayka. [lomeHyTn crangapau OM OCTBapWIIM IYH CMHCA0 YKOJIUKO OHU
IpkaBe y ojAroBapajyhum mpomucuMa YTBpAHWJIE Kao o0aBe3HE YCIOBE Koje Ou
naboparopuja Kao W mojeAuHH (opeHsuuapu Tpedano ga ucmyHe na Ou joounu
ono0peme 3a TpakTUKOBame aurutainHe (opensuke. Tako y Bemukoj bpurtanmju

«“®89 yoja je 2011. rommne, momasehu

MIOCTOjH TOKYMEHT ,,[IpaBuiia rmpakce u mocTymnama
O]l MOMEHYTHX Mel)yHapoaHUX cTaHaap/a, ycBojuio nomohno teao Home Office-a paau
perynucama (OpeH3MYKUX HayKa, Kpo3 yTBphHBame MpaBWia 3a MPUMEHY HAyYHUX
TEXHHKa Kako OW pe3yaTaT HBUXOBE NMPUMEHE MOrao ja Oyje J0oKa3 MPUXBAT/bUB Ha
Cyly y KpUBHYHOM MOCTYynKy. CBe ceprudukoBaHe rabopaTopuje Owie Cy IyXHE Ja
yCKIIaJie cBoje moctyname ca [IpaBumuma 1o 2013. ronuse u camo oHe JlabopaTopHje u

(dopeH3nuapyu KOju Cy HCIIYHMJIM INPOIHCAHE YCJIOBE TOOWJIM Cy JO3BOJIY 3a Paj Of

CTpaHe HaJJIEKHOT Tema®™®, ca U3y3€TKOM Jlaboparopuja y KojuMa ce MpakKTHjyje

%8¢ |nternational Laboratory Accreditation Cooperation (ILAC), http://ilac.org/.

87 |LAC-GI9 “Guidelines for Forensic Science Laboratories”, http://ilac.org/news/ilac-g19082014-
published/.

*88 1SO/IEC 17025 :2005, https://www.iso.org/obp/ui/#!iso:std:39883:en.

689 Codes of Practice and Conduct for forensic science providers and practitioners in the Criminal Justice
System, 2011,
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/118949/codes-practice-
conduct.pdf. OBum noxymenTom ce ypeljyje mocrymname (GopeHsuyapa jaa 64 pesynrat obpaje MOrao jaa
Oyzne moka3 MPUXBATJBHMB y CHCTEMY KPUBHYHOT MpaBocyha, Te MOCTaBibajy YCIOBH Koje GOpEeH3NIapH U
(opeH3uuke nabopaTopuje MOpajy Ia 3aJ0BOJbe Ja OM JNOOWIH omo0peme, OTHOCHO jaa Ou Owmmu
aKpeANTBaHU 1a 00aBibajy cienehe akTMBHOCTH: MHMI@jaHy (OPEH3MUYKY aKTHBHOCT Ha JIMIy MECTa;
CTBapambe CTpaTCFI/IjC 3a OperJyen JJunua MeCcTa; OropaBak, 06e36€1jeH,e, MpEeBO3 U CKIAAUIITEHE Tparosa u
MNpeaMeTa U3y3€TUX Ca Jruia MeCTa, IMpolcHa, o,ua61/1p, MIperyiea, CTBapambe y30paKa U aHaJIM3y TparoBa u
IpeaMeTa; TeCTHpame YINOTpeOOM J1abopaTOpHjCKH TMOTBPHEHMX METOAa; pPErucTpOBamE CBUX
MNpeaAy3€eTuX aKTHUBHOCTHU; MPOLCHY pe3yliTaTa HOpericga MW TCCTUpAbA, [HUCABE I/I3B€IHTaja u
MIPE3EHTOBAKkE pe3yTara, ca mpaTahuM TyMa4emheM 1 MUIIJBEHEM.

%% United Kingdom Accreditation Service (UKAS), http://www.ukas.com/.
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quruTanHa GopeH3MKa KojuMa je OCTaBJbeH pOoK 10 okrtoOpa 2015. ma ucmyHe ycioe
npexnsuhene ILAC-G19, ISO/IEC 17025 kao u ca IIpaBuinma mpakce u mocTymama’ .

VY Cpbuju cyn y KpUBUYHOM IIOCTYNKY MOX€E IOBEPUTH BELITAYECHE (PU3UUYKOM U
IPaBHOM JIMLly KoOje je ynucaHo y Perucrap cyackux BemTaka koJ MUHHUCTapcTBa
npaBae, a YCIOBH 3a o0OaBJpamb€ BEIITAueHha, MOCTYIAaK MMEHOBAmba M pa3peliemha
CYJICKMX BEITaKa, MOCTYIMaK ylnuca U Opucama MpaBHUX JIMIA KOja 00aBJbajy MOCIOBE
BEIITaYCHha, Ka0 M MpaBa M o0aBe3e JMIA Koja 00aBjbajy BEIITauCHE ypeheHu cy
3aKOHOM O CyjCKHM Bernramuma’ 2. Bemrademe® 0GaBibajy (pusnuKa i npaBHa JIHIA
KOja HCIymaBajy ycioBe npeaBuene 3akoHoMm (wiaHoBuMa 6-8. 3a ¢Gu3Muka JuIa,
ygaHoM 9. 3a mpaBHA JMIA) KOja Cy HAKOH IOCTYIKa CIPOBEACHOr y CKIagy ca
ywiaHoBuMma 11-21. 3akoHa ynucaHu y perucrap CyACKUX BellTaka, Kao U JIpXKaBHU
OpraHH y OKBHPY KOJHX CE MOKE 0GABHTH BELITAYCH:C, ¥ HAYYHE W CTPydHE ycTaHOBe "
(YKONMKO Cy HMCIyBeHU yclioBH npeasuhenn y wiany 10). 3a Bemraueme y obmactu
UHPOPMALIMOHUX TexXHoJoruja y Permcrap cyackux BemTaka Kox MuHHCTapcTBa je
yrucano 77 GU3HUYKAX JIANA U 3 TIPaBHA THIa’ .

Mehyrum, nutame je aa cy nu (usuuka juma cepTuduKoBaHAa Ha OAroBapajyhu
HAauYMH W Ja JU Cy I[paBHA JHIIAa aKpeAWTOBaHA y CcKiagy ca wMehyHapogHum
CTaHJapAMMa, KaJa OBU YCIIOBH HHUCY HHM TOCTaBJbeHH Kao O00aBE3HU 3a YIHUC Y
Perucrap. Haume, ¢usuuko nuie mMoxe OWTH MMEHOBAHO 3a BEINTaka ako, uiMmehy
OCTaJIOT, TOCEAYj€ CMPYYHO 3HAare U npakmuuna uckycmea y onpeheHoj obiactu
BEIITAaueHa, MITO J0Ka3yje 00jaBJbeHUM CTPYYHUM WM HAyYHUM pajioBUMa, MOTBPIOM
o yuemrhy Ha caBeTOBambHMa y OpPTraHU3ANNjU CTPYIHHUX YIPYKEHa, Ka0 U MUNIJbEHHMa

WM IIpenopykaMa CyJI0Ba WIH JAPYTHX JpPKAaBHUX OPraHa, CTPYYHHX YIAPYXKEHa,

HaYYHUX U IPYTUX MHCTUTYIMja WIK MPaBHUX JIMIA Y KOjUMa je KaHIUAaT 3a BellTaka

%91 Codes of Practice and Conduct for forensic science providers and practitioners in the Criminal Justice
System, 5.

6%  Cn.ranacauk PC*, Gp. 44/2010.

%% Mocnosu BemTauerma opeheHn cy Kao CTpy4yHEe aKTUBHOCTH UHjUM ce 00aBJbamkeM, y3 KopHilheme
HAayYHHMX, TEXHUYKUX M JIPYrux Jocturiyha, mpyxajy cyay WM JpyroM OpraHy KOjH BOJAM HOCTYIIaK,
NnoTpedHa CTpy4YHa 3HaWba Koja ce KOPHCTE MPUIMKOM yTBphHBamba, OLEHE WM pa3jallbera MPaBHO
pEIleBaHTHUX YHEGCHUIIA (WiaH 2).

%% Bemrraueme Mory 06aBIbaTH U APKABHH OPraHH Y OKBUPY KOJHX Ce MOYXe 00aBHTH BEIITAYCHE, KA0 U
HaydHe M CTpy4dHe ycraHoBe ((akynaTeTH, WHCTUTYTH, 3aBOAM U CII.), KOju oapelyjy jesHOr Wi BHIIE
CTpy4maka oJiropapajyhe crnenujaHocTH, Koju o0aBjbaBelITaueHhe WM 00pa3yjy KOMHCH]e cacTaBJbeHe
0J1 HAyYHUX WJIM CTPYYHHUX paJHUKA KOJH Cy KOJ HBHX 3anocieHd. Mehytum, na Ou ap:KaBHH OpraHd H
HaydyHe M CTPYYHE YCTaHOBE 00aBJpallil IIOCJIOBE BeElITaueHkha, HHje IOTPeOHO na Oyny ymucaHu y
perucrap Beuiraka.

%% http://www.mpravde.gov.rs/court-experts.php. VBu y perucrap anpuia octeapes je 2015, rozume
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paouo, OMHOCHO 3a Koje je o00aBipbao CTpydHe mocioBe (wiaH 7). Y ckiamgy ca
NOMEHYTOM TOTpeboM 3a CcepTU(UKOBAKEM CTpydYmaka IUTUTanHe (OpEH3HKE,
cMmarpamo Ja 00jaBJbUBamkE PaIoBa MM MPUCYCTBOBAE CAaBETOBAMMA HHjE JOBOJHAH
rapaHT HEYHje CTPYYHOCTH U Jia Ou y MOTJIey TOT YCIIOBa, 3aKox mpebano 0a 3axmeea
u 0basesHo nocedosairve oopehenux cepmugpurama uz0amux 00 cmpaue melhyHapooHo
npU3HAmMux yopyscera u opeauuzayuja. Y TOTIEAy MOTYRHOCTH TpaBHOT JUIa Ja
o0aBJpa BEINTA4YCHA, 3aKOH IPOIKCYje Kao YCJOB Jia je NPaBHO JIMIE YIUCAHO Y
perucrap HajJIe)KHOT OpraHa 3a JeJIaTHOCT BellTauewka y oAroBapajyhoj obmactu u na
Cy y TOM IIPaBHOM JIMITy 3arlociieHa JIMIa Koja cy ynucana y Perucrap Bemraka, 10K ce
HE TIOCTaBJbajy HUKaKBU JOJATHH YCJIOBU YCJIOBU Koje Jaboparopuje Mopajy aa
3aJ10BOJbe J1a Ou nobunu ogobpeme. Ctora cMaTpaMmo na 6u mehy obasesHum ycioguma

3a ynuc npagnoe nuya y Pecucmap 6uno nompebno npeosudemu yckaahernocm ca |ILAC-

G19 u ISO/IEC 17025 cmanoapouma.
2.2. Banupanuja u Bepudukanuja GopeH3NIKUX anaTta

Crpyumak jaurutanHe (OpeH3uKe Y TMpOoLecy Off JUTHTATHUX TparoBa o
JUTUTATHUX JI0Ka3a KOPHCTH pa3He codrBepcke u xapasepcke amare. LlTo ce Tmue
cogpmeepckux anama, MOTy ce KJIaCH(HUKOBATH Ha ciiepehn HAauWH: alaTH 3a Mperiiel
(3a cTBapame H3BELITaja O CTalky CHUCTEMa JIaTOTEKa M THIOBMMA JaTOTEKa Ha CBUM
JMCKOBHMA payyHapCKOI' CHCTEMa); ajaTu 3a CcTBapame (POpeH3nyKe CIMKe UcKa (IITOo
ce pa3nuKyje o7 OOMYHOT KOMHUpama JaToTeKa jep ce CTBapa MOTIIYHU KJIOH JIMCKa ca
CBHUM CKPUBEHHM JaTOTeKaMa U MPOCTOpUMA y MEMOPH]H); ajaTH 3a MOTIIYHO OpHcame
caJipkaja IMcka (cBera IITO OCTaHE HAKOH yoOHW4ajeHOr Opucama JaToTeka y MEMOpPUjU
JIMCKa); Te aJaTu 3a JIeTaJbHy MpeTpary Jucka.

Anatu Mory OMTH HaMEHEHU 3a JIeTajbaH IyroTpajaH mnperiien (y KOHTPOJIHUCAHOM
TEXHUYKOM OKPYXKEHY), 32 Op3U Tperiie]] Ha JUIly MecTa (HIIp. 3a TPUjaKy MMOJaTakKa),
3a mperaen ypehaja npuk/bydeHUX Ha Halajame U CIOjJeHHX ca MPEXOM Kao U ypehaja
KOjH Cy YrauleHW W HHCY CIOjeHH ca MpexoM° . Bemnkn Gpoj amara ce KOPHCTH Y

dbopeH3nyke CBpXe, O]l KOJUX Cy HEKH KpEeHWpaHH HEMOCPEIHO 3a Ty HaMEHY, a JPYTH

%% p_ Hunton, ,,The stages of cybercrime investigations: Bridging the gap between technology
examination and law enforcement investigation*, Computer Law and security Review 27/2011, 65.
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MMajy W3BOpHO Apyry Hamery® . ITocToju BuIe cOTBEPCKUX anaTa KOju ce clI000/IHO,
OJHOCHO OeCIIaTHO MOry mpeysuMarn ca Murtepuera (13B. free/open source®®), a
MOCTOj€ ¥ KOMEpIIMjaJlHd MPOM3BOJIM KOje Cy HANpaBWIM W TPOJAAjy IOjeIUHU
npomBohan/IGgg. Nako cy Behuna opeH3nukux anara moceOHO KpeupaHu codTBepH,
MIOCTOj€ | aJlaTH 3aCHOBAaHU Ha ymoTpeOu Xxapnasepa. Xapodsepcku ypehaju cy Hajuemrhe
y OONHMKYy MPEHOCHBHX pPAJHUX CTaHWIA, a 0omabup ypehaja 3aBUCH O OKOITHOCTH
KOHKPETHOT cllydaja U OKpYyKema y KoM ce Hamaj jaecuo. [loctoje ypehaju moceOHO
KOHCTPYHCAHH 3a OBY CBPXY Y KOMEpIIMjaJHOj MOHYIH, a (OpEeH3HYap MOXKE M caM

.700
KpEeuparTu cBoj .

%7 Hnp. JkDefrag 3a nepparmenTusarmjy aucka 3a Windows 2000/2003/XP/Vista/2008/X64.

%% Melu najuemhe xopumhennM GecriaTauM codTBepckHM (opeHsHukuH anatiMa cy: Sleuth Kit —
OmbnroTeka W KOJEKIMja KOMAaHIHO-IHHHUjCKUX anaTa Koju omoryhaBajy MpeTpaKuBame IHCKa H
cucrema natoreka (http://www.sleuthkit.org/ ); Helix — ckyn dopensuunx anara xoju ykipydyje Sleuth
Kit u muore apyre ammukamuje (http://www.efense.com/helix/ ); Foremost — anar 3a nperpakuBame, Kao
mro cy: Linux ext2/ext3, Linux swap, UFS, JFS, NTFS, FAT12, FAT16, FAT32
(http://sourceforge.net/projects/foremost); F.I.R.E. (Forensic and Incident Response Environment) —
caMoCTallHM CKyIl anata koju ce mokpehe kama ce pauynap ymanu (http://fire.dmzs.com/); Forensic
Toolkit, BinText, Galleta, NTLast, Pasco, Patchit, Rifiuti 1 ShoWin — anatu noce6Ho namemenn Windows
cuctemy (http://www.foundstone.com/); WinHex — amar 3a ympaBibame daTOTeKama, JUCKOBHMA H
pamHOM MemopujoM y xekcajekaickom dopmary (http://www.x-ways.net/winhex/); SMART Linux —
Linux muctpubyuuja moceOHO OCMHUIITbEHA 32 (GOPEH3MUKY aHAIU3Y J0Ka3a, a Caap Ky ajare 3a aHaJHu3y
MojiaTaKa, MpeTpaXkuBame 1 OAroBop Ha curypHocHu uHIaeHt (http://www.asrdata2.com/ ); Wireshark
— anat 3a aHanu3y MpexxHor caobpahaja (http://www.wireshark.org/); NTFSWalker — anat 3a ananusy
NTFS cucrema naroreka (http://www.brothersoft.com/ntfswalker-262095.html ).

599 Komepumjanuu codrepckn anatu koju ce Hajuemhe kopucre cy: EnCase xoju oMoryhasa creapame
(dhopensuuke CJIMKE u npesrea xapja IipajBa, JTICKa u PDA ypehaja
(https://www.guidancesoftware.com/products/Pages/encase-forensic/overview.aspx); Password
RecoveryToolkit (PRTK) koju mpecpelie u nponanasu mmdppe u aexomupa y Office, WinZip, Internet
Explorer u Netscape (http://accessdata.com/product-download/digital-forensics/password-recovery-
toolkit-prtk-version-7.6.0); Forensic Toolkit (FTK) uma Hekomrko (GyHKIMja: MPEeTPakuBame U OMOpaBak
naroreka pasnuuutux ¢opmara (NTFS, FAT, kommpecoBane NTFS Linux Ext2fs u Ext3fs), onopasax
MOpyKa eJIeKTPOHCKE TOINTe, eKCTpakiujy aatoteka u3 apxuBe (u3 PKZIP, WinZip, GZip, TAR),
¢duntpupame garoreka utn  (http://accessdata.com/solutions/digital-forensics/forensic-toolkit-ftk);
CapturelT omoryhaBa ananusze y ¢usuuku omrehenom pucky (http://www.captureitota.com/). 3a
JIeTaJbHUJU TIperyieal U KpuTuuka aHaimm3u (opensmukux anara, Marcella, Menendez, op.cit, 31-47; Li,
op.cit, 234-257; JI. PauhemoBuh, T. BormanoBuh, ,Amatu 3a gurutanny ¢opensuky”, Hayka,
besz6eonocm, nonuyuja 212010, 26, 33, 37.

"y oBy rpymy amata cmanajy ypehaju xoju omoryhasajy (opeHsnyapy 1a, HAKOH LITO ce CIIOjH ca
pauaynapom (y3 iomoh Firewire, USB nmu SCSI koHekTOpa) yKIOHH M H3IBOjH Xap AUCK U3 TPEAMETHOT
ypehaja  6e3  motpebe ga ce  cucteM  MCKJbyud - T3B.  Write-blocker  ypebhaj
(http://www.digitalintelligence.com/forensicwriteblockers.php).  Tloctoje  ypehaju 3a  omopaBak
u30pUCaHMX JaTroTeka, Kao ITO cy Hiop. Komepuujaauud ypehaju NormaTech Recover
(http://www.normatecrecovery.com/) u DeepSpar File Recovery (http://www.deepspar.com/). V¥
ynotpebu ¢y W BUleHaMeHCKH ypehaju. Tako WinHex mpernena u omopaBiba JaToTeke Ha AUCKY,
KJIOHUpa JHCK, Kpeupa (OpeH3UUKy CIHKY CEeKTopa y XapH AMCKy 6e3 nma mx kommpecyje; Disk sector,
NOTroJaH je 3a CHKPUIILKjY, Kao M MpeTpakuBame Mo KJbyyHHM peuuma. Data Lifter mpeacrasipa
KOJIGKIHjy ajlaTa 3a eKCTPaKLMjy JATOTeKa, pa3BpCTaBame AaTOTEKa, Bpahame HM30pHCaHUX MOpyKa
EIIEKTPOHCKE TOIITE ¥ UCTOPHje MpeTpaknBama Ha NHTepHETY, Kao u 6pucanux maroreka y Recycle Bin-
y (http://www.x-ways.net/winhex/).

307


http://www.sleuthkit.org/
http://www.efense.com/helix/
http://sourceforge.net/projects/foremost
http://fire.dmzs.com/
http://www.foundstone.com/
http://www.x-ways.net/winhex/
http://www.asrdata2.com/
http://www.wireshark.org/
http://www.brothersoft.com/ntfswalker-262095.html
https://www.guidancesoftware.com/products/Pages/encase-forensic/overview.aspx
http://accessdata.com/product-download/digital-forensics/password-recovery-toolkit-prtk-version-7.6.0
http://accessdata.com/product-download/digital-forensics/password-recovery-toolkit-prtk-version-7.6.0
http://accessdata.com/solutions/digital-forensics/forensic-toolkit-ftk
http://www.captureitota.com/
http://www.digitalintelligence.com/forensicwriteblockers.php
http://www.normatecrecovery.com/
http://www.deepspar.com/
http://www.x-ways.net/winhex/

Tokom kacHux 1990-ux pasBojy obimacTu KoMmIjyTepcke (hopeH3uke AOMpHHENa je
10jaBa U pa3Boj MpBE TeHepalyje ajaTa HaMehEeHUX 32 (POPEH3UUKY aHAIN3Y, OJHOCHO
KpPEeHpaHUX 3a MPHUCTYI W TNPErie] pauyHapCKUX IojaaTaka Ha (GopeH3ndku Oezdenan
HaunH. Anatu kao EnCase m FTK mocramu cy cranmapaHu ajnaTd 3a JUTUTATHY
uctpary. OBHM ajaTH OMINTE HAMEHE I[OYMBAjy Ha YOOWYajeHOM U KOPHCHUKY
npugaro)eHOM OKpYXemy 3a BpIIeHhe (POpPEH3MYKe aHalu3e M IMPEACTaBballd Cy
BEJIMKY HAlpeIaK y OJHOCY Ha PaHUjH ,,pydHH" IIPErJie]l U HHTEPIPETAIH]jy CTPYKTypa
y CUCTeMy JaToTeka, jep omoryhaBajy mperjien mHojaraka, MpeTpary Mo KJbYy4HUM
peunMa U cripoBoher-e OpOjHUX APYrUX TEXHUKA aHAIN3E M01aTaKa.

[IpBa renepamyja anara OniITe HAMEHE UMa 3ajeTHUYKY apXUTEKTYpPY - aluIMKaluje
KOje M3BpILaBajy 3aJaTKe Ha jeJHOM JECKTOIN padyyHapuMa KOjU C€ 3acCHHBAjy Ha
Microsoft Windows omepatuBHOM crcTemy. Y AelieHHjaMa O]] 10jaBe MPBE T'eHepaliuje
ajylaTa OrpaHHuCHa HBUXOBE apXUTEKTYpE Cy MOCTaja OYMIVIEHA jep mocTtojehn anmatu
HUCY YCIICBAJIM JIa APKE KOpaK ca rmoBehaHoM KOMITICKCHOIINY padyyHapCKux ypehaja u
BEJIMKOM KOJIIMYMHOM II0JIaTaka Koju ce oOpalyyjy y okBupy MojepHEe (hOpeH3HUKe
UCTpare padyHapa. 3aTo Cy KpeaTopu THX ajara HacTojald Ja HMX M000JbIIajy
noBehameM padyyHapCKHX KalalureTa a THMe U Op3uHe (HopeH3MYKe aHaim3e Koja ce

1
' a mapounrto moehameM KamamuTeTa 3a 0Opamy

o0aBspa ymoTpeboM THX anmara’
nojataka Kpo3 yBoheme mapanienne oOpane (cTBapa ce BHIIE ,,9BOpOBa™ 3a o0OpaIy
HoJaTaka KOju Cy CIIOjJeHM ca LIEHTpadHOM 0a3oM IojaTaka M paJHOM CTAaHUIIOM 3a
aHanmu3y, Kao HIp. koJ npodecnonante Bep3uje FTK 2 anata). Hexonuko HemocraTaka
ajiata ce MOXe HaBECTH: BEJIMKHM MEMOPH]CKH KalaluTeT payyHapCcKux ypehaja koju cy

npeIMET Tperiea U aHauu3e MpecTaBba MpodJieM, 1a Hako Ce KOPHCTE CKYIe pajHe

CTaHUIIE Ca BUIIC IIpoHecopa, BCIUKOM MeMOijOM 1 BCIIMKOM 6p3HHOM qyBamka
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% Hekomiko napaMeTapa ce MOXe KOPHUCTHUTH 3a Mepemhe eUKacHOCTH U nepdopManc (HOPEH3NUKUX

ajara: ancojyTHa Op3uHa (Bpeme MOTpeOHO 3a KOMIUIETHY aHajlu3y) M pelaTUBHAa Op3uHa (TIPOCEUHO
BpeMe y KoM anat obpal)yje pauyHapcke nogatke y nopehemy ca BpeMEHOM 3a Koje ce IoJaTak O4nuTaBa
y OpUTHMHAJHOM H3BOPY [OJATaka), MOy3JaHoCT (IPOLEHAT Yy KOM ajaT M3BpIIaBa 3ajaTake yCHELIHO U
Jlaje pe3ysiTaT y JOKYMEHTOBAHOM OOJIMKY), TAYHOCT pe3yaTaTta (II