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ABSTRACT (SUMMARY):

There is no doubt that the security architecture of the world is rapidly and dynamically
changing in the time we live in. These changes bring new security challenges. One of
them is certainly the increasing danger of possible use of biological weapons in war and
terrorist activities. Biological warfare has always attracted people, since the earliest times
of civilization, and in all wars, many people died from epidemics of infectious diseases
that are a natural companion of war conflicts. During the Cold War period, biological
weapons (BW) were part of the arsenals of both world superpowers. Nevertheless,
September 11, 2001 represents a turning point after which the use of weapons of mass
destruction (WMD), including biological ones, becomes part of the propaganda narrative
following each local or regional war conflict that have been fought since then. Until the
beginning of the COVID-19 pandemic, in the background of which all the time was
taking place serious geopolitical game, as well as the beginning of the great re-
composition of the world that is inexorably moving towards multicentrism, as it is clearly
confirmed by recent events on the world stage, assessments of the prospects and the
effects of the possible use of biological weapons were reduced to the formulation "low
probability-high consequence", and therefore great attention was paid to preventing and
deterring of potential users, primarily by establishing legal regulations in national
frameworks in order to sanction the potential production, storage, transfer and use of

biological agents and their products - toxins. The basis for drafting such acts was the
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Convention on Biological Weapons (BWC) - Biological Convention from 1972 (full
name of the document: Convention on the Prohibition of the Development, Production
and Storage of Bacteriological (Biological) and Toxic Weapons and on Their
Destruction), which has certain shortcomings, like any act of this nature and represents
only an umbrella document in this area. According to the current regulations, the main
role and responsibility for the implementation of the Convention rests with the signatory
states, and it takes place through three levels (one of which is legally founded, the second
is political, while the third one is completely voluntary). The UN Security Council has
the role of final arbiter in the case of allegations of violations of the Biological
Convention. The Implementation Support Unit Supports Member States in their efforts to
implement the provisions of the Convention, while the World Health Organization
(WHO), the Food and Agriculture Organization of the UN (FAO) and the World
Organization for Animal Health (OIE) have a potential expert and advisory role in
clarifying events as well as the situations in this domain, in order to help the signatory
states in comprehensively and successfully dealing with this complex international

phenomenon. However, the level of verification remains one of the basic challenges

formed. It seems for some reason politically unacceptable to most actors on the world
stage, such as the negotiations on verification mechanisms that have been stalled for the
past 20 years. The progress of science, especially in the field of molecular biology,
biotechnology and nanotechnology, pharmacology, synthetic biology, can Jead to serious
consequences in terms of the further development of more dangerous and deadly
biological weapons, whether it is a completely new, even genetically or ethnically
specific or a result of modification of the existing ones, as well as it could present a
combination with other biological, chemical and radiological, but also with conventional
weapons. Accordingly, within the framework of international arrangements and
multilateral agreements for prevention of the proliferation of weapons of mass

destruction and subsequent contro] mechanisms, including those related to dual-use

goods and assets, this problem should be a subject of specific and continuous monitoring.
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All this primarily refers to the already mentioned rapid development of science in this

area, which brings fantastic benefits in the development of new drugs, diagnostic tools,
therapy, but also makes possible development of potentially deadly and very specific
biological weapons, as well as means and opportunities for their dissemination and
spreading. This is precisely why databases related to the structures of the genomes of
humans and microorganisms should be secured, the work of laboratories and their
capabilities should be carefully monitored, the epidemiological and epizootological
situation in the various geographic fields should be followed, and preventive measures
and an adequate response should be undertaken in the event of a potential threat
appearance. It must be a constant proactive task and obligation of all participants and the
signatories of the Biological Convention, as well as of the mentioned international
control body, the formation of which would be an imperative of the times, especially at
the actual geopolitical moment. Rules and obligations must be equally binding for all
actors, regardless of the size and power of states in the geopolitical arena. It is extremely
important to implement measures of constant education and raising the awareness of
researchers in this domain, as well as strengthening their ethical code, so that their
knowledge is not misused for the further development of dangerous biological weapons.
It is certainly a specific task for the intelligence-security, academic, medical-biological
sectors, but it also must be an important area for the improvement of international
cooperation in this domain. Preventing the proliferation of biological weapons certainly
requires a qualitatively new approach and strengthening of mechanisms for the
implementation of the Biological Convention at the international level, sincere
cooperation, as well as essential results in the field of verification and control in order to
strengthen international security and common development and prosperity.

Keywords: ; ’

Weapon of mass destruction (WMD), Biological weapons (BW), Biological Weapons
Convention (BWC), Non-Proliferation Control Regimes, Organization for prohibition of
bioweapons (OPBW).

The doctoral thesis is written on 156 pages and consists of four chapters. The first
chapter INTRODUCTION have five subchapters and 41 pages, the second one is
related to PROBLEM, SUBJECT AND GOAL OF RESEARCH, while the third
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chapter dealing with RESEARCH METHODOLOGY. In the fourth chapter are
presented the obtained RESULTS AND DISCUSSION and it consists of five
subchapters, each of one is then subdivided in different paragraphs in 68 pages.The
CONCLUSIONS are derived precisely in 4 pages. The chapter
REFERENCES/LITERATURE includes the list of 195 references and internet
sources in accordance with APA classification. APPENDIX I includes the full text of
the Protocol for the Prohibition of the Use of Asphyxiating, Poisonous or Other
Gases and Bacteriological Methods of Warfare (Geneva, 1925) and APPENDIX II
contains the text of Convention on the Prohibition of the Development, Production
and Stockpilling of Bacteriological (Biological) and Toxin Weapons and on their
Destruction from 1972. The contents of this acts are discussed in details in this

thesis.

V  BPEJHOBAIE INOJEAUHHX JEJOBA TOKTOPCKE JUCEPTAIIMJE:

Abstract (Summary) with Key words is given in both Serbian and English. It shows
the clear, briefly summary of the doctoral thesis with the most important points.
INTRODUCTION chapter dealing with the history of biological warfare and
bioterrorism, as well as great epidemics in history and their geopolitical implications, and
process definition, main characteristics and BW manners, as well as methods of
prevention and fight against bioweapons and discuss BW disarmament and other control
regimes. All presented data are relevant and showed in correct scientific manner.
PROBLEM, SUBJECT AND GOAL OF RESEARCH are adequately presented as
well as defined research questions and suggested RESEARCH METHODOLOGY in
accordance with mutidisicplinary character of the research, that was designed as
explorative research. Data type selection, methods of sampling and sample analysis
were also pfesented as well as objective assessment of the research importance and the
topic relevance and limitations/weaknesses of the research and open questions.

The chapter RESULTS AND DISCUSSION try to find the answer the established
question in the line with the defined design of research and analyse them in the scientific,
critic and objective manner. In the first subchapter entitled International legal

framework of the fight against biological weapons are discussed basic principles of
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the Geneva Protocol and the Biological Convention, it was presented detailed
consideration and Analysis of the Biological Convention and its weak points as well as
scientific and critical access to the current Verification measures, their weaknesses, as
well as confidence building and strengthening as the biggest challenge related to BTWC.
It was also critically analyzed UN Security Council Resolution 1540: contribution to the
fight against bio-weapons. Misuse of Science in the Context of Biological Weapons
Development is the following subchapter analyzing some experiments of concern
conducted before and their potential consequences, while the principles in biomedical
and biodefence research where discusses as the question of ethics or control? Biological
research in the arena of current geopolitical battles were also discussed as an important
challenge. Control of the transfer of strategic commodities as a part of joint efforts to
prevent the risks of proliferation of WMD including the BWs, were processed from the
regulative to the practical point of view. MEDical INTelligence as a powerful tool for
protection against biothreats was also discussed in details and implications of its
development for the effective prevention and response to appearance of biological
threats.

CONCLUSIONS are defined clearly as a precise recommendations for further
improvement of non-proliferation regimes and strengthening the executive role of the UN
in the BTWC conducting and joint struggle against biothreats. The formation of the
OPBW will be the the right contribution to that. REFERENCES/LITERATURE
consists of the list of 195 relevant papers including articles, book chapters, as well
internet sources. APPENDIX 1 contains the full original text of Geneva Protocol from
1925, while the APPENDIX 2 includes the full text of BTWC which was signed in 1972

and ratified by 184 countires,unitl now.Their presence here is particularly useful.

V1l CIIMCAK HAYYHHX ¥ CTPYUHHUX PAJIOBA KOJHU CY OBJABJbEHH
WJIA TIPUXBAREHM 3A OBJABJBMBAIGE HA OCHOBY PE3VYJITATA
HCTPAKHBABA Y OKBUPY PAJIA HA IOKTOPCKOJ JUCEPTAIILTHA

TakcaTHBHO HABECTH Ha3MBE PaJioBa, r/le ¥ Kaja cy o6jaBsbenn. [IpBO HABECTH HajMaHE
jenan pan o6jasibeH WM npuxsalieH 3a o6japsbuBame y yaconucy ca CLIU nucte
OJIHOCHO Ca JINCTE MHHHCTAPCTBA HA/UIEXKHOT 33 HAyKy Kajia Cy y NuTamby ApyTBeHO
XyMaHHCTHUKe Hayke. Y cilydajy pajoBa npuxsaheHnx 3a 00jaB/bHBaibe, TAKCATHBHO
HABECTH Ha3WBE PAJIOBa, riie H Kaja he GutH 06jaB/beHH U NPUTIOKUTH TIOTBPAY O TOME.

1. M23: EnumszaGera Pucranopuh, MyGapak C.A. bypmaun Aun-JlaxepH,
MEETING THE CHALLENGES OF BIOLOGICAL THREATS AND
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BIOWEAPONS IN THE 21ST CENTURY, Yaconuc cprckor COLHOJOLIKOT
npywrea, LVI/2022 in press (biée objavljen do kraja 2022.godine, Potvrda o
prihvatanju postoji) '

2. M31. Ristanovic E, Gligic A, M.B.Al-Daheri: 50th anniversary of the biological
weapons convention and the smallpox epidemic in the ex-Yugoslavia: experiences
and chellenges in the new security architecture. (introductory lecture of the forum-
work by invitation) VIII internatioanl scientific professional conference: Security
and crisis management-theory and practice (SeCMan) —Safety for the future 2022,
29-30th September 2022, Sremska Kamenica, Republic of Serbia. Proceedings.
p.31-38 ISBN-978-86-80692-09-8 (IIO3UBHO ITPEJJIABAIE)

3. M33. Tomasevi¢, V., Al DAhaheri, M.B, Ili¢-Kosanovi¢ T. Security aspects of
waste disposal, UdruZenje ekonomista i menadzera Balkana. Zbornik radova. 2022

VII  3AK/bYYIHM OJJHOCHO PE3YJITATH UCTPAYKMBAIbA

Based on all of the above, it is clear that there is a need to strengthen the plan of a
coordinated and defined international response to biological threats, which includes
preventive, surveillance and control mechanisms, as well as the adequate response in case
of biological threats. Taking into account that in the existing security architecture of the
world, the risk of using WMD, including biological weapons, is becoming greater
(Ristanovi¢, 2016), as well as all previous experiences, but also the possible
consequences of its application, both in war and in bioterrorist acts, as well as through
epidemics, pandemics and their possible consequences, it is clear that it is necessary to
strengthen, first of all, international cooperation in this domain, which must be based on a
genuine, impartial, dedicated and professional approach and must represent a joint
obligation and responsibility of all actors on the international stage. All this must be
coordinated within the UN security system, whose role in this segment needs to be
reaffirmed in accordance with the challenges of the times. This is clearly demonstrated by
the recent experience of the COVID-19 pandemic, as well as the issues of biological
research that have become the subject of sharp polemics and confrontations between the
leading powers of the time, while everyone would suffer the potential consequences.
Precisely in this context, based on the set goals and defined research questions,
after an extensive analysis of the current moment, which represents a turning point in the
future determination of the world, and an analysis of available relevant sources and

experiences, the following conclusions can be clearly formulated:
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a)

b)

The Biological Convention, signed exactly 50 years ago, is much more important
today than ever before. It cannot remain only a declarative act, nor a legal-
political framework, but it must represent a relevant international document that
must always be critically reviewed, refined and changed. The Convention must
produce certain effects, binding not only for its signatories and depositors, but
also for all subjects on the international stage. A critical look at the existing
provisions of the Convention points to deficiencies that must be corrected, which
enable omissions and violations of non-proliferation multilateral regimes by
states, including first of all the most powerful, as well as non-state actors,
scientific and economic subjects, but also terrorist organizations and groups.
Therefore, it is extremely important to reaffirm the role of the UN, as the final
arbiter in the context of preventing possible abuse, as well as strengthening and
controlling non-proliferative regimes related to the use of WMD, especially
biological weapons, which today can be considered a strategic threat. In this
context, the tasks and obligations of all actors on the international and national
scenes must be clearly defined and become the subject to truly independent and
impartial monitoring.

As this research shows, the biggest problems of the Biological Convention are
related precisely to the lack and failure in the existence of objective verification
measures that would enable constant monitoring and supervision and determine
the existence of non-compliance or violation of the provisions of the Convention.
All that mentioned include the necessity of applying multidisciplinary expert
knowledge, based on postulates of objective science, responsibility,
independence, impartiality, as well as executive powers that can only be reached
through the formation of a special expert body Organization for the Prohibition
of Bacteriological (Biological) and Toxin Weapons (OPBW) under the direct
jurisdiction of the UN Security Council. Of course, the question arises as to why
the same was not constituted earlier, as it happened in the case of chemical or
nuclear weapons, and whether the political will of the most powerful, along with
the lack of awareness of the threat posed by biological weapons, decisively

contributed to the fact that such a body has not yet been constituted under the UN
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d)

system.

The development of science, especially molecular biology, genetic engineering,
biotechnology and nanotechnology, opened the way to the understanding of life
processes at the fundamental level, as well as the clarification of evolutionary
processes, the understanding of immunopathogenetic mechanisms, unimagined
possibilities in terms of diagnostics, prevention and prophylaxis of numerous
diseases. On the other hand, it opened the way for the possible misuse of this
knowledge, which can be directed to the creation of dangerous and deadly
biological weapons, which can act on the genome of people, even selectively on a
certain nation, population, target group. The development of technology also
opens up unsuspected possibilities of its abuse in order to develop and adapt
systems for the dissemination of biological agents, including, for example,
modern drones and other means. Preventing the potential abuse of science must
be a matter of legal regulation at the international and national levels, as well as
possible sanctions, but also an appropriate code of ethics of the scientists
themselves and the biomedical profession in general. The greatest responsibility
in this context lies with the most technologically superior and powerful states, but
these areas would be precisely defined in the context of the obligations of the
previously mentioned independent international expert body under the jurisdiction
of the UN. This does not exclude the need to strengthen awareness of this
problem at the level of States Signatories, but also other countries that must take
measures based on a multidisciplinary approach, cooperation and strengthening
capacities for biological defense, as well as the necessity of educating scientists in
order to raise awareness of the possible abuse of their work, as well as the
promotion and affirmation of the provisions of the BWC and its sincere
application.

The free movement of people, information, goods, services and capital increases
the availability of potentially dangerous substances and creates a favorable
environment for increasing the likelihood of misuse of dual-use commodities, i.e.
unauthorized transfer of technologies by groups, non-state actors or individuals in

order to develop and use WMD as a transnational asymmetric security threat and
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its application as a threat to international peace and security. In this context,
biological weapons and the means for their application have numerous
specificities in relation to other types of WMD. So, the special attention must be
paid to BW regarding their specific features (e.g. easy availability and presence in
nature all around us, the possibility of their application in human and veterinary

medicine, agriculture, pharmaceutical, food industry, agro-engineering etc.). In

this context, it is not possible to establish a control regime for BW that is specific
for other types of WMD. However, numerous international regulations exist in
this area and their implementation is of particular importance, by creating
assumptions for the effective control of any type of arms and dual-use commodity
traffic, including the electronic transfer of software and technology, which can be
used in the production of WMD and means for their transmission and
dissemination. Different subjects - governments, industry, science, public health,
the security system, as well as the general public must be part of a joint program
that has different organizational levels, ensuring that biotechnology and its
benefits are equally accessible throughout the world and used for the common
good of all people.
¢) The intelligence-security aspect is extremely important in the prevention of potential
biological endangerment at the national, regional and international level, and within
that, special attention should be paid to MEDINT as an important tool for monitoring
the epidemiological-epizootologicai situation on the ground, development of
capacities for the biological research and concerning on its eventual abuse, possession
of appropriate equipment and professional staff, as well as research interest in the
context of the specificity of certain populations that may become subject of biological
threats. In this segment, it is important to have trained experts who, along with
professional knowledge, must have kn'owledge of the necessary intelligence-security
procedures. And in this context, international cooperation and exchange of
information is extremely important in order to prevent biological threats and

strengthen the global security.
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VIII OLIEHA HAYMHA [IPUKA3A U TYMAYEBA PE3VJITATA
HUCTPAXKHBAIBA

EKCIUTMLATHO HABECTH TMO3UTHBHY WIH HETATUBHY OLICHY HauKMHa MpHKa3a H TyMauema
pesy/ITaTa HCTPAKNBAIHA.

All scientific and obtained results are showed and interpreted in the realistic
manner using clear language and considering the used scientific methodology
suited for explorative designe of research.

IX KOHAYHA OIIEHA JTOKTOPCKE JTACEPTAITUJE:
EXCIUTHLATHO HABECTH J1a /I AMCEpTaLija jecTe WK HHje HamucaHa y CKaay ca
HaBeICHUM 00pa3NOKerbeM, Kao 1 J1a Ju OHa Caapi Wik He cajpXu cBe OUTHE
enevenTe. JlaTH jacHe, PEUM3HE ¥ KOHIM3HE OAroBOpE Ha 3. 1 4. nUTABe:

1. Jla 14 je AucepTauyja Hamucana y CliIaly ca 00pa3/oKemeM HaBEACHUM ¥
npujasu Teme :YES

2. Jla i aucepTalyja cajpiki CBe 6utHe enemente: YES

3. [lo uyeMy je AucepTalja OpUruHaIan JONPHHOC HAYLIH:
Considering the achieved development of science and the current contradictions

that exist in the security architecture of the world, which, as said, changes rapidly
and dynamically, one of the biggest security threats in the 21st century is certainly
the possibility of the outbreak of biological and IT warfare. Therefore, the creation
and legal regulation of measures sanctioning the violation of the Biological
Convention, including legal prohibitive measures and sanctions related to research,
development, technical and financial support, storage, transfer, acquisition and use
of potential biological agents, as well as internal mechanisms which reveal and
determine the violation of the Convention is certainly extremely important in the
national framework, but even more important is the constitution of an international
expert.body under the jurisdiction of the UN that would cover all the discussed
segments and expand them to the international framework, thus ensuring the
formation of a safer world of equal peoples and states. Relevant, analytical and
critical analysis of all mentioned above, using_adequate science-research _method,

present original, actual and unique contribution to the scientific_view to this

problem, as well as to the global efforts for establishing of more secure world.

4. HemocTaly auceprauuje v bHUXOB yTHUAj Ha Pe3yJITaT HCTPaXnBaba:
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The sensitivity of the moment in which the research is carried out, as well as the
limited availability of information and its different interpretation in real time, set
various limitations and difficulties in interpretation and analysis, but also gave it
special importance. In this regard, this research presents a special challenge. The
research is limited to publicly available and published data.

X OPELJIOI:

Ha 0CHOBY YKYTIHE OLICHE JMcepTaLije, KOMHUCH]a MPE/IAKE:
- [a ce JOKTOpCKa AMCepTANHja NPAXBATH, 3 KAHANAATY ono6pu onbpana
- J]a ce JOKTOpCKa aucepraiyja Bpalia KaHANAATy Ha nopany (na ce AomyHH
OJIHOCHO M3MEHM) WK
- 1a ce JIOKTOpCKa nuceprauuja onbuja
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Tpod. ap HymaH TTpopokopuh

HATIOMEHA: Unat KOMHCH]E KOjH He JKeJu Jia MOTMHIIE W3BeLNTaj jep ce He cllaxe ca
MHIberbeM BeHHE UlaHOBa KOMUCH]E, AyKaH je ma ynece'y u3BellTaj 00pasioKene
OJIHOCHO pazJiore 300T KOJUX HE e/ Aa MOTNHIIE W3BELITA].
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