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11 PHD THESIS TITLE:

Formal modeling and analysis of resource usage and sharing in distributed software systems

IV HOPEI'VIEJ JOKTOPCKE JUCEPTAIIMJE:
HasecTu kparak cajipkaj ca Ha3HaKoM Opoja cTpaHa, ornaBsba, CJIHMKa, eMa, rpaguKoHa U CII.
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cnenehum cagpkajem:

Pesume Ha cprickom
Pe3uMe Ha SHITIECKOM je3UKy
1. VsBox
2. ®opMalH{ pavyyH 3a OBEPJHUBO NMPEHOIICHE UMEHA
2.1. Cunrakca
2.2. AxMoHa ceMaHTHKa
2.2.1. OcobuHe cucTeMa ca 03HAYCHHUM IIpEIacIiMa
2.3. PenykunoHa ceMaHTHKa
2.4. buxeBuopaiHa eKBUBaJICHIIN]a
2.4.1. Penanyja cTpore eKBHBAJICHIIN]E
2.4.2. Kapakrepusanuja ocoonHe HempociehuBama
2.5. Tlpumepu
2.5.1. Ayrentudukanuja
2.5.2. MonenoBame TpyIa ¥ CKPUBCHAX UMEHA
2.5.3. T'pymie 0OTBOpEHOT THTIA
2.6. Kogupame mpociehusama
2.6.1. Koaupame
2.6.2. OmeparipoHa KOPECIOH ICHIIH]a
2.7. 3akJby4yHE HallOMEHe
3. ®opmanHu pauyH 3a iytajyhe ayropuszanuje
3.1. Hedopmanuu npukas mMozesa
3.2. Cunrakca
3.3. AKunoHa ceMaHTHKa
3.4. Penyknmona ceMaHTHKA
3.4.1. PesynraTi XapMOHUYHOCTH
3.4.2. TIpornecu ca rpemkoM
3.5. BuxeBuopanHa ceMaHTHKa
3.6. Tuncka aHanuza
3.6.1. YBon y Tumose
3.6.2. YBoa y THIIOBE KPO3 IIPUMEPE
3.6.3. Tuncku cucrem
3.6.4. OncycTBO rpelike Ko THITH3UPAHOT Mpolieca
3.6.5. Unycrpanuja THIICKUX TIpaBHiIa Kpo3 IIpHUMepe
3.6.6. Anropuram 3a IpoBepy THIIA Ipoleca
3.7. Ilpumep
3.8. Ilpumene
4. 3axspyuax
4.1. Kparak nperJies1 fonpuHoca
4.2. Crame y o0mactu
4.3. TIpaBiy Ja/bUX UCTPAKUBAHA
Jlutepatypa




Hucepranuja caapxu 116 smreparypuux jeaununa. KipyyHa nDoKyMeHTalMja jaaTa Ha IOYETKY Te3e
CaJip>KM U3BOJIC U OCHOBHE IOJATKE O JOKTOPCKOj IUCEPTALMjU HA CPIICKOM M EHIJIECKOM je3uky. Hakon
KJbYYHE TOKYMEHTAIHje AT je pe3rMe Ha CPIICKOM je3HKY.

IV PhD THESIS OVERVIEW:

The doctoral dissertation is written in English, on 156 pages, organised into 4 chapters, with the following
content:

Abstract in Serbian
Abstract in English
1. Introduction
2. A calculus for confidential name passing
2.1. Syntax
2.2. Action semantics
2.2.1. Properties of the labeled transition system
2.3. Reduction semantics
2.4. Behavioral equivalence
2.4.1. Strong barbed equivalence
2.4.2. A characterization of the non-forwarding pi processes
2.5. Examples
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2.5.2. Modeling groups and name hiding
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2.6. Encoding forwarding
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2.6.2. Operational correspondence
2.7. Remarks
3. A calculus of floating authorizations
3.1. Preview of the model
3.2. Syntax
3.3. Action semantics
3.4. Reduction semantics
3.4.1. Harmony results
3.4.2. Error processes
3.5. Behavioral semantics
3.6. Type analysis
3.6.1. Background on types
3.6.2. Introducing types by examples
3.6.3. Typing discipline
3.6.4. Type safety
3.6.5. Illustrating typing rules by examples
3.6.6. Type-checking
3.7. Extended example
3.8. Towards applications
4. Conclusion
4.1. Summary of contributions
4.2. Related work
4.3. Future work
Bibliography

Bibliography consists of 116 references. Key documentation given at the beginning of the thesis contains
copies of the basic data on doctoral dissertation in Serbian and English language. After the key
documentation, an extended abstract in Serbian language is given.




\Y BPEJHOBABE NOJEINHUX JTEJOBA TOKTOPCKE JUCEPTAIINJE:

HacnoB okropcke aucepTanuje Npeu3Ho opaxkaBa MpeMeT NCTPaKMBamba U 100MjeHe pe3yrare.
['nmaBa 1 npencraBipa yBOA y caMy QHCEPTaIjy KOjH YKIby4dyje HeOopMaIHy TUCKYCH]y O TIIaBHUM
II0jJMOBUMA M KOHIIENITHMA Koju e ce mpoydaBaTH, Kao M KpaTak Iperje]] CTPYKType Aucepranmje. Y OBOM
Ieiy, KaHAWJAAT Jaje HeOMXOJHy MOTHBALM]y U HCTHYE 3Hayaj TeMe HCTPaKHBAbA.

['maBa 2 yBonm HOBH (popMaHH MOJEN 32 MOOWITHE TIpoIiece ca orpaHnueHoM MoryhHomhy nmperoca
moBepJpHBHX HHMopMaImja. JlaTi hopMarHu MOZEN je MPOIeCHN padyH, Ha3BaH ,,[1u padyH 3a
nosepsbuBoct” (Ilmu), koju mpezcTaBsba jeqan hparment [Tu pauyna. OcHOBHA pasinka y ogHoCy Ha [1n
pauyH JIe)KH y 0COOMHH J1a ce y mocMaTpaHoM (parMeHTy NpuMJbeHa HMEHA KaHalla He MOTY JaJbe
npociehuBatu. OcuM yBohema CHHTaKce M CEMaHTHKE, Ka0 U aHaJIU3€e MOHAlllaba CUCTEMA, JOAATHO je
ucnuTHBaHa MoryhHocT koxupama [Tu-pauyna y Linu-pauys.

I'naBa 3 yBoau HOBU hopMasTHH pavyH 3a H3y4aBame KOHTPOJIE IPUCTYIIA pecypcuMa y JUCTpUOynpaHuM
MOOWIHUM cucteMuMa. OBaj padyH MPEACTaBIba MPOIIUPEHE jeTHOT MO3HATOT padyHa 3a MOZEI0Bambe
ayTopH3alHja, TIe ce MPOIHpeHhe OTHOCH Ha YBOleme nesbeHnx pecypea. [lox ayropusanujom, y oBoM
MOJIeNTy, cMaTpaMo IpaBo Koje mporiec moceayje 3a kopummheme oapeleHnx kanamna. Y oIHOCY Ha TO3HATH
MOJIEJ CHHTaKca je OcTalla HeN3MEHhCHa, ajli CEMaHTUYKH je MPOMEEEHO 3HAUCHE JOMEHa ayTOpH3alyje,
To je oMoryhmino aa ce yBeae KOHTPOJIa IeJbetha ayTOpH3alija U NPHHIMI BbUXOBOT Opojama.

['naBa 4 pe3uMupa Hay4yHe JONPHHOCE KaHAUAATA KOjU CY NPEACTaBJLEHH Y OBOM pajy, ajlid v J0JaTHO
KOMEHTapHIIIEe OCTalle Hay9YHEe pe3yJTaTe KOjH MPHIaajy yKoj HayqHO] 00JacTH KaHIUAaTa U KOjH Cy
npuxsalieHH 3a IITaMIy, alld HUCY JeTaJbHO oOpaljeHu y okBupy came aucepranyje. [lopen Tora, oBa riasa
caJp>KH JieTaJbHy aHalIu3y IpaBalla UCTPAXKUBAKA KOJH Cy YCKO IIOBE3aHH ca TEMOM JAUcepTalyje,
YKJbYUyjyhu TUPEKTHO [IUTUPAE PEEBaHTHE JIUTEPAType.

Ha ocHoBy cBera HaBeneHor, KoMucHja IO3UTHBHO OIICEYj€ CBE JICIOBE JOKTOPCKE AUCEpTAIH]e.

V EVALUATION OF PARTS OF PhD THESIS:

The title of doctoral dissertation accurately describes the research subject and obtained results.

Chapter 1 is an introduction to the dissertation itself, beginning with an informal discussion of the main
notions and concepts to be studied, as well as with a brief overview of the structure of the dissertation. In
this chapter, the candidate provides the necessary motivation and highlights the importance of the research
topic.

Chapter 2 introduces a novel formal model for mobile processes with limited ability to disseminate
confidential information. The formal model is a process calculus, called Confidential Pi-calculus (Cpi),
which represents a fragment of the Pi-calculus. The main difference with respect to the Pi-calculus lies in
the fact that a received channel name cannot be forwarded later on. In addition to introducing the syntax
and the semantics, as well as analyzing the behavior of processes, the possibility of encoding the Pi-
calculus into the Cpi-calculus is explored.

Chapter 3 introduces a novel formal calculus for studying access control of resources in distributed mobile
systems. This model is a refinement of one well known authorization modeling calculus, where the
refinement refers to the introduction of floating shared resources. By authorization, in this model, we mean
the right that the process possesses to use certain channels. Compared with the previous model, the syntax
remained unchanged, but the meaning of the domain of authorization is semantically altered, which enabled
the introduction of authorization sharing control and the principle of accounting.

Chapter 4 summarizes the scientific contributions of the candidate presented in the thesis, and further
comments on other scientific results that belong to the candidate's narrow scientific field, which have been
accepted for publication, but are not presented in the dissertation itself. In addition, this chapter provides a
detailed analysis of the research directions that are closely related to the topic of the dissertation, including
the direct citation of relevant literature.

Based on all of the above, the Jury gives positive evaluation to all parts of the PhD thesis.

VI CIIMCAK HAYYHUX U CTPYUHUX PAJOBA KOJU CY OBJAB/bEHHN NJIN
INPUXBAREHU 3A OBJAB/BUBAILE HA OCHOBY PE3YJITATA HCTPAJKUBAIbA Y
OKBHUPY PAJIA HA JTOKTOPCKOJ JTUCEPTALIUIA

LIST OF PUBLICATIONS THAT ARE RESULTS OF THE PHD THESIS




TakcaTMBHO HaBecTH Ha3MBE pajioBa, Iie U Kaja cy o0jaBibeHH. [IpBO HaBecTH HajMame jefaH paj
o0jaBibeH miaM npuxBaheH 3a o0jaBbHUBambe y yaconucy ca IS| mmcre ogHOCHO ca IHMCTE MUHHCTAapCTBa
HAJJIOKHOT 33 HayKy Kaja Ccy y HHTalby IPYLITBEHO-XyMaHHCTHYKE HAayKe WM paloBe KOjH MOTY
3ameHUTH 0Baj ycioB 1o Ol.janyapa 2012. romuHe. Y cinydajy pamoBa mpuxBahieHHX 3a 00jaBJbHBambe,
TaKCaTHBHO HABECTH HA3WMBE PAJOBa, TJe M Kaja he OUTH 00jaB/beHU M MMPHJIOKHUTH TIOTBPAY O TOME.

1. . Proki¢, J. Pantovi¢, and H. T. Vieira. A calculus for modeling floating authorizations. Journal of
Logical and Algebraic Methods in Programming, 107:136 - 174, 2019. (M21)

2. J. Pantovi¢, I. Proki¢, and H. T. Vieira. A calculus for modeling floating authorizations. In C. Baier
and L. Caires, editors, Formal Techniques for Distributed Objects, Components, and Systems - 38th
IFIP WG 6.1 International Conference, FORTE 2018, Madrid, Spain, June 18-21, 2018, Proceedings,
volume 10854 of Lecture Notes in Computer Science, pages 101-120. Springer, 2018. (M33)

3. I Proki¢. The Cpi-calculus: a model for confidential name passing. In M. Bartoletti, L. Henrio, A.
Mavridou, and A. Scalas, editors, Proceedings 12th Interaction and Concurrency Experience, ICE
2019, Copenhagen, Denmark, 20-21 June 2019, volume 304 of Electronic Proceedings in Theoretical
Computer Science, pages 115-136. Open Publishing Association, 2019. (M33)

Vil SAK/bBYYIIN OJHOCHO PE3YJITATH UCTPAKHUBAIBA

I'nase 2 u 3 AucepTaiyje caapxe OPUrHHAIHE HAYYHE JONPUHOCE KaHIH/IaTa.
Hajznauajuuju nonpurocu u3 ['mase 2 cy cienchu:

- VYBejeH je HOBU (hopMaliHM padyyH 3a MOJICTIOBakE TUCTPUOYHUPHANX MOOMIIHUX Mpolieca ca
KOHTPOJIMCAHOM KOMYHHUKAI[H]OM TOBEPJbUBUX UH(pOpMAaIHja;

- dopmymmcaHa je ocodrHa HenpociehuBama moBepsbUBUX HH(GOPMAIHMja U ITOKa3aHo je na je Llmu
MIPOIIECH 33JI0BOBOJHABA]JY;

- Ilokazano je na je Linu pauyH norojan 3a aHaJM3y HEKHUX paHHje MPOyYaBaHUX 3HAYAHUX
0coOHMHa MPOLECHUX padyHa, Kao IITO je Ha MPUMEep Kpenpame 3aTBOPEHHUX JIOMEHa 3a KaHalle;

- Hcnurana je excnipecuBHocT Ly pauyHa y 0ZJHOCY Ha HEKe KapakTepHCTHYHE IPUMEpE: TIPOBEPY
AyTEeHTHYHOCTH UMEHA KaHaJa, PEIPe3eHTAI]y KPeupamba 3aTBOPEHHUX JOMEHA 3a KaHalle,
penpe3eHTaI]y 3aTBOPEHUX U OTBOPEHUX TPYIIA;

- Hcnurana je excripecuBroct Lnu pauyna y ojnocy Ha [1n pauyn kopuctehu HeKe mo3Hate u 'y
JIUTEpaTypy npuxBahieHe KpUTEPUjyMe, KOjU CE 3aCHUBA]Y HA KOAMPAKY jeHOT pauyyHa y APYTH.

Haj3nauajauju nonpurocu u3 ['nmase 3 cy cienchu:

- VYBeJeH je HOBU (hopMasTHU padyH 3a MOJIENOBAakE JUCTPUOYHPaHUX MOOMITHHX Ipolieca y KojuMa
je lleJbeme ayTopH3alyja 3a MPUCTYI pecypcuMa KOHTPOJIMCAHO M 3aCHOBAHO Ha HbHXOBOM
opojamy;

- HcnuraHo je noHamame HOBOT ()OPMAaTHOT CHCTEMa M UCTAKHYTE Cy HEKe OCOOMHE O] KIbY4HOT
3Ha4aja, J0Ka3UBamkEM UJICHTUTETA KOjH UX OIHCY]Y;

- dopmMmyJHcaH je rojam rpeuke 10 Koje Moxe JIohH y CHCTeMY ca JIeJbeHUM ayTopH3alijaMa 1
YBEJICH j& TUIICKU CUCTEM KOjH EIMMHHHUIIIE [IPOLIECe KOJU MOTY JJOBECTH JI0 HEayTOPH30BAHOT
HPHUCTYIIa PECypCUMa,;

- YBeleH je anropuTam 3a MpoBepy THIIA IPOLEeca, KOjH je 3aXTeBao I0JAaTHY MOAU(GUKALN]Y
MPETXOTHO YBEACHOT THUIICKOT cucTeMa. Jloka3aHo je na cy HaBeJeHa ABa cucteMa Mel)ycoOHO
eKBHBAJICHTHA,;

- IlpukasaHo je kopuinhieme yBeeHOT (GOPMATHOT MOJeNa Ha AIJIMKAaTUBHOM IPUMEPY U3 TOMEHa
kopuiihiema JUIEHIMPAHOT PUCTYIIA PECYPCUMa;

- IIpuxka3zana je jenHa Moryha uMIuieMeHTaIMja MOJIeNa, Y BHILy €KCTEH3Hje MPOTPaMCKOT je3uKa
Go.

Ha ocHoBy HaBenenor, Komucuja 3akibydyje 1a pe3yaTaT Te3e NPpeACcTaBibajy 3Ha4ajaH TOTMPUHOC Y
Pa3Bojy OCHOBa MOOWJIHMX padyHa M TEOPUjCKOT padyHapCTBa.

VIl CONCLUSIONS AND RESULTS OF THE RESEARCH

The most significant contributions of Chapter 2 are the following:
- Anovel formal calculus for modeling distributed mobile processes with controlled communication




of confidential information is introduced;

The non-forwarding property of confidential information is formulated and it is proven that Cpi
processes satisfy it;

The Cpi-calculus is shown to be suitable for the analysis of some significant features of process
calculi, such as creation of closed domains for channels;

The expressiveness of the Cpi-calculus was examined with respect to some characteristic
examples: authentication of channel names, representation of creation of closed domains for
channels, representation of closed and open-ended groups;

The expressiveness of the Cpi-calculus with respect to the pi-calculus was studied, using some
well-known criteria, which are based on the encoding of one model into the other.

The most significant contributions of Chapter 3 are the following:

A new formal calculus for modeling distributed mobile processes is introduced, in which
authorization sharing for access to resources is controlled and based on their counting;
Behavior of the new formal model has been examined and some of the key features are
highlighted, proving behavioural identities that describe them;

The concept of an error that can occur in a system with shared authorizations is formulated and a
type system that eliminates processes that can lead to unauthorized access to resources is
introduced,;

The type system is refined so as to move towards a type checking algorithm , addressing the
issue of performance. These two systems are shown to be equivalent;

An example, inspired by the notion of “Bring your own licence’” from the licence setting, is
given, showing one possible application of the introduced model,

One possible implementation of the model is presented, in the form of an extension of the Go
programming language.

The Jury considers previously listed research results as a significant contribution to development of
foundations of mobile computing and theoretical computer science.




VIilIl OLEHA HAUUHA IMIPUKA3A U TYMAUYEA PE3YJTATA HCTPAXKUBAIBA
EXCIUTMIIMTHO HABECTH NMO3UTUBHY WM HETATHBHY OICHY HAYHMHA MPUKA3a U TyMadycHka pe3yyirara
HCTpaKUBamba.

Hucepramyja je HamucaHa MPETVIEAHO M cHCTeMaTHIHO. OpUTHHAIHHU pEe3yNTaTH Cy jaCHO W TPEHU3HO
(dopmymricaHl, OCOOMHE Cy JeTajbHO JOKa3aHe M JaTe cy onaromapajyhe mimycrpanuje Ha MpuUMepuMa W3
NPUMEHE Y Pa4yHapCTBY.

TexcT oBe gucepTanyje je on crpane bubmnorexe Pakynrera TexHHUKUX Hayka y HoBom Cany ciayx0eHO
MIPOBEpEH Ha MOAydapHOCT, KopucTehn copTBep 3a nerekuunjy mrarujapusma iThenticate. Pesynraru te
IpOBepe Cy pa3MaTpaHH Of CTpaHe CBUX WIaHOBa KoMucHje. KoMucuja cMaTpa z1a je CTeneH noayiapHOCTH
OUYEKHMBaH U 3aHEMAapHB.

VIII EVALUATION OF THE PRESENTATION AND INTERPRETATION OF THE
RESEARCH RESULTS

The dissertation is well organized and clearly written. Original results are clearly and precisely formulated,
all the properties are proved in detail, and adequate illustrations from applications in software practices are
presented.

The Library of Faculty of Technical Sciences in Novi Sad has officialy checked the diseration for
plagiraism violation using iThenticate plagiraism detection service. The results are studied by all members
of the Jury. The Jury considers that the degree of matchings is expected and negligible.

IX KOHAYHA OIIEHA JOKTOPCKE JUCEPTALIMJE:

FINAL EVALUATION OF THE DOCTORAL DISSERTATION
EXCIUTMIINTHO HABECTH Ja JIM AWCEPTAIlHja jeCTe WM HUje HallMCcaHa y CKIIaay ca HaBeJCHUM
00pa3oxkemeM, Kao U J1a JTX OHa CaIp K¥ WX He CaJp)KU CBe OUTHE eneMenTe. [latu jacHe, mpernu3He U
KOHIIM3HE 0JIr0BOpE Ha 3. U 4. nmuTame:

1. Jla 74 je AucepTamnuja HAMMCAHA Y CKJIAAY ca 00pa3ioKeh-eM HaBeeHUM Y MPHjaBH TeMe?
JlokTOopcKa ucepTanyja je y MOTIyHOCTH HallicaHa y CKIaay ca 00pa3sIoKemeM y pHjaBH TEME.

Is the dissertation written entirely in accordance with the reasoning given in the application?
The dissertation is written in full accordance with the explanations given in the research proposal.

2. Ja Jau qucepranmja caap:Ku cBe OUTHE eJleMeHTe?
JlokTopcka ucepraiyja cap>ku cBe OuTHe eneMenTe. [Ipeamer, IMIbeBH U 3a1ali HCTPAKUBAbA CY
npenusHo Aedunucanu. JJoOUjeHH pe3ynTaTH UCTPAKUBaKka, TUCKYCHja U 3aKJbydHa pa3MaTpama Cy
JIeTajbHO ONMHUCAHHU. AHATHM3UPAHO je CTamke y 00JacTh, a crucak KopuinheHe JInTepaType ykasyje Ha
TEMEJbHO NPOYYaBake U MO3HABAHE 00JIACTH UCTPAKUBAA.

Does the dissertation contain all the relevant elements?

The dissertation contains all the relevant elements. The subject, objectives and tasks of the research are
precisely defined. The research results, discussion and concluding remarks are described in detail. The state
of the art is analysed, and a list of references indicates a fundamental knowledge of the field of research.

3. ITo yemy je qucepTamuja OpUTrHHAJAH JONPHHOC HAYIH ?
Jucepranuja NpeAcTaBiba U aHAIU3MPa OPUTHHAIHE MoJielie. Pe3ynTaTu npeAcTaB/beH! y TUCepTalji
ITyOIMKOBAHM Cy y jEJHOM pajay Y BpXyHCKOM Mel)yHapoIHOM 4acomucy W MPE3eHTOBAHHU Ha JBE
peneBanTHE MeljyHapoaHE KOH(DEpEeHIIHje.

In what way the dissertation provides original scientific contribution?
The thesis presents and analyzes original models. The results shown in the thesis are published in one
international scientific journal and presented in two international scientific conferences.

4, Henocraum qucepranuje u lbUXOB YTHIAj HA Pe3YJTAT HCTPAKUBAHA
Komucuja 3akipydyje Aa JOKTOPCKA AUCEpTAIlHja HeMa HEeloCTaTaKa.

The dissertation shortcomings and their impact on research results
The Jury concludes that the doctoral dissertation has no shortcomings.




X NPEJUIOT:

Komucuja mo3uTuBHO OTIelkYje TOKTOPCKY AUcCepTalyjy Mactep mareMaTnuapa Msana Ilpokuha,
MOJ1 HACJIOBOM ,,Pa3Boj 1 aHanm3a GopMaTHUX MoJIena 3a Kopuiheme U IeJbebe pecypea y
IUCTpUOYUpaHUM CO()TBEPCKUM CUCTeMUMa”, ¥ IIpeJiaxke 1a ce JOKTOPCKa AucepTaruja
MIPUXBAaTH, a KaHAUIATy 0100pu ogOpaHa.

EVALUATION RECOMMENDATION:

The Jury positively evaluates the doctoral dissertation of master mathematician Ivan Proki¢,
entitled “Formal modeling and analysis of resource usage and sharing in distributed software
systems” and recommends to accept the dissertation and approve its defence.
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VYuusep3uter y HoBom Cany
NPEJCeTHIUK KOMUCH]E

Hp Jby6o Henosuh, norent

dakynTeT TeXHUYKUX HayKa

Yuusep3uter y HoBom Cany
YJlaH KOMHUCH]je

Hp Cunsua ['unesan, penoBHu mpodecop
dakynTeT TeXHUYKUX HayKa
VYuusepsuter y HoBom Cany

YJilaH KOMHUCH]je

Dr Hugo Filipe Mendes Torres Vieira, principal researcher
C4, Universidade da Beira Interior, Covilha
YJlaH KOMHUCH]j€, MEHTOP

Hp JoBanka [1anToBuh, penosHu npodecop
dakynTeT TEXHUYKUX HayKa
VYuusepsutet y HoBom Cany

YJIaH KOMHUCH]j€, MEHTOP




